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Connect-AzAccount -TenantID <Tenant-ID>
Register-AzResourceProvider -ProviderNamespace Microsoft.AVS |

Register-AzResourceProvider —ProviderNamespace Microsoft.Batch

AR ERAXERESIDERES,ID,

3. EAzure VMwaref@ R A EN ENE TN TRSLERYE THREZER,

AFEITHREUEGEEREAE. SMEMBRS>RFL. &1 Add. BATFRARR,

Home > Resource groups

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the selution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &7

Project details

Subgeription ™ (D) w

Resource group * (0 | FECOUrsE-group-name |

Resource details

Region™ () {US) East US '



https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
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https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution
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A ervices - Services (5) Marketplace (1) ion (994 Resources (0) Resource Groups (0}
Agure Active Directory (1)
Use TheSearch Bar And Search For SSH

Kays Services i
Create & 5 PCEs
resource & S5H keys By Qnamakers

o Billocker Keys s Azure Key Vault Managed HSMs
Resources ) Key voults
Recent Favorite  Marketplace
£3 S5HKey
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—en  GECTTD

Home >

SSH keys 2 - Click Create

cxsecurity

S Manage view ~ () Refresh ExporttoCSV 55 Openquery | € Assign tags
[ Fitter for any field.. | Subscription equals all Resource group equals all % Location equals all X i Add filter

Showing 0 to 0 of 0 records.

MName T Type TL Resource group T4 Location T4

\ X 4

Or Use This Option

No S5H keys to display
SSH is an encrypted connection Piggocol that allows secure sign-ins over unsecured connections. SSH keys allow
SBLUNE CONNBCLD irtual machines, without having to use passwords.

JERRFAMBHARM. AE , EiHReview + Create,

Horme > S5H keys &

Create an S5H key

Basics Tags  Review + create

Creating an 55H key resource allows you to manage and wuse public keys stored in Azure with Linwe virtwal machanes.

Learn mone
Project details
Select the subscription to manage deployed resources and costs. Use resource groups e folders to organize and manage all Salect Resounce grou u created from O
FOUF FESOUREES. Dm: P Yol.ht
Subscription™ (0 eu-tac-reh-aas-anure L |
Resource group = (D (Mew) resgurce-group-name e |
Instance details Create Key Pair Name
Region* (@ [ sy Eastus v
Ky pair name ™ | ey-pair-name . |
E5H public key tource Generate new key pair 4

Click Raview + Create

4 ARG ¥ ThCreate H T FA4H.




B Search

Home  S5H keys >
Create an SSH key -

Generate new key pair

) An S5H ey pair containg both 8 public key snd &
piivate iy, Anane doesn't store the private key.

Afer the S5H key resource is created, you won't be
able 1o download the private key again. Lesm more o

Dowwriload private l:-'_-:.- and create resource

BRISEX#FMAzure VMK /)

Azure VM Sizes vCPU RAM (in GB)

Standard_D4s_v4 4 16
(This instance supports the Cisco ISE evaluation use case. 100

concurrent active endpoints are supported.)

Standard_D8s_v4 8 32
Standard_F16s_v2 16 32
Standard_F32s_v2 32 64
Standard_D16s_v4 16 64
Standard_D32s_v4 32 128
Standard_D64s_v4 64 256
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Create a S5H keys Resource Quickstart Virtual App Services Storage SO databases  Azure Cosmos  More services
QU Groups Conter mahings accounts o8
Resources

Recent  Favorite

Name Type

No resourees have been viewed recently

Navigate

Subscrigtions [#4]  Resource groups

Tools

@ Micrasoft Learn o ® Azure Monitor 0
Learn Agure with free online Monitor your apps and

training from Microsoft infrastructune

Last Viewed
A resources Bl Dashboard
Microsaft Defender far Cloud 9 Cost Management
Secure your apps and Analyze and optimize your

infrastructure doud spend for free
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marcetplace

Azure services

_l_

Resource Groups (0)

Create a
resource £3 Marketplace
3 Budgets
Resources BB cost aterts
&
Recent  Favorite A Costnalpsis

Marketplace
Name
B9 Striim WM Subseriptian
£3 Contoss MPPO Saas - Seat 1
B9 WeTransset

3 Tackde Cloud GTM Platform

3% Cast exports
1) Cost Managemant
(2 Cost Management + Billing

& Managed appications center

£ SaaS Accelerator
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£ Contose MPPO Saas - Site 1

B3 Labra Cloud Commerce Managemant Platform

All Services [(8) Marketplsce (31) Documentation (99+) Azure Active Directory (6] Resources (0]
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4. % FHVirtual Machineo

— Microsoft Azure P Search resources, services, and docs (G+/)

Home

Marketplace

Get Started
B Cisco Identity Services Engine (ISE} Pricing : Al < Operating System : ANl < Publisher Type D All Product Type : All Puldisher name : All <

Service Prowiders

[ Azure benefit eligible only @[] Azure services only
Select Visual Machine
e (ISEY. Chear search

Management
Shaowing 1 to 3 of 3 resubs for 'Cisco Identity Servid

Private Marketplace

€ You have 1 results custormized for yourkdiinization in private plans. View private plan

Private Offer Management
bl lauali il
My Marketplace SN fem cisca
Cizco ldentity Services Cisco |dentity Services. Ciseo ISE
Favorites Engine (ISE) Engire [15E)
Cisen Systerns, Ing oo Systems, Inc Micresoft Sentinel, Microsoft Co.
Recently created
Virtual Maching Apare Applcation Aaune Application
Private plans Catge idantity Services Engine (55 Cinco Identiny Sarices Enging (5E) o p——— y poliey
management, and reduce operating
2 coita
Categories
Security (3
Price varies Frice varies.
Netwarking (2) i -
g Create 4 Create

SEMEAF , BHEIE,

Home > Marketplace

Cisco Identity Services Engine (ISE) =

Cisco Systems, Inc.

Cisco Identity Services Engine (ISE) © acq o ravorites

Cisco Systems, Inc. | Virtual Machine

alualn
cIsco

Plan —_—
Ciseo Identity Services Engine (ISE) B.. Start with a pre-set configuration

Want to deploy programmatically? Get started

Overview  Plans + Pricing ~ Usage Information + Support Ratings + Reviews
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fProject details X1 # , MSubscriptionfResource Group T %3k i F T EHE,
EXRFIEFEREEXEF , EEDNEHRFERPEAE.

MIimage THIFI &« A , i&#FECisco ISE Image.

MSize THIFIFRH , ERELRBRISERNIZHIKR/D, EFBRISEXFHLSG , MArE R
Azure Cloudfy &P 5,
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https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ise_on_azure.html#concept_bft_42r_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ise_on_azure.html#concept_bft_42r_lsb
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e.f£Administrator Account > Authentication type Xigi# |, 8 HSSH Public Key# %241,
f. F£UsernameZF &+ , i Aiseadmin,

g MSSHRE AR TR SIRS |, BFEAFEEAzZUre PB4,

h.MStored keys TR FIFTRAF | EFEQNEENRESTIRFHENBEHAX,

j. TEInbound port rulesX i # , [iFAllow selected ports # % %41,

k.#ELicensingXiZi & , MLicensing type T $ %l & #i%£#FOther,



Microsoft Azure £ Search rescurces. services, and docs (G+/)

lome > Virtual machines >

Zreate a virtual machine -

Bagics Ditks  MNetwosking  Management  Monitoring  Adwvanced  Tags  Review + create

Create a virtual machine that nans Linux or Windows. Select an image from Aoure marcetplace or use your own cuslomized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more o

Project details
Select the subscription to manage deployed resources and costs. Use resource growps ko folders to organize and manage all
YOUr NERCUN(EE

Subscription = (0 | select Your Subscription

Resource group * (0 l Hl-mmﬁml.p You Created b

Croane rew

Instance details
Wirtual maching name = (7) | [ET o B /i
Region™ @ | 1) East us |
Availability options 0 | Avaitatility zone -
Ausailability zong * 0 [ zanes 1 v |

€ You con row sebect multaple zones, Selecting muliple 2anes will create one WM
per zone. Learn more o

Security type (D I Standard vi

Image * (0 | - Cisto ientity Sarvices Engine (1SE} BYOL 3.2 - %54 Gon
WM archibecture (1) AR
(W) w54
Click Here To Select ISE Image
@ s is not supported with the selected image.
Rum with Anare Spot discoumt (O D
Sige* 0 Standard_D32s vl - 32 vepus, 128 Ga ey (586359 month) il
¢ all Sizes
Administrator sccount
Aulhentication type () (®) 55 public key

Click Mere To Select ISE Tamplete () Passward

n Azure fidre tornatically goenerales ih S5H key pair for you and aliows you 1o
ibang it for future uie. It i o Tast, simple, and fecur wiky Do CoRRSCT DD o

varliasl masching,
Wemami = 0 | iseadmin : !
55H public key sowrce | Gencrate new key pair Ll
K#y pair name ise-wm-name_oey -

Inbound port rules

Select which virtual machine network pors are sotessible from the public mbemet You an spef.ﬂr rsare lirwled o gl'-ll'n‘-
metwork acoess on the Metworking tab.

Public inbound ports = (71 () More
() Allow selected porte

Sabact inbound ports ™ | 554 22) -

ﬁ All prafs from the inbernet will Be Blocied by default, You will be alble o
chunge inbound port rules i the VM > Nebwarking page

|
rioa] [ memome ]
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@ A traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

BHEMBERT+H K REMEFZERNMINE , AREET—F : W&,




Home > Virtual machines >

Create a virtual machine

Basics  Disks  Networking Management  Monitoring  Advanced Tags  Review + create

Azure VMs have one operating systemn disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more o

VM disk encryption

Azure disk storage encryption autornatically encrypts your data stored on Azure managed disks (OS5 and data disks) at rest by
default when persisting it to the cloud.

Selecte Premium SSD

Encryption at host (&) -

0 Encryption at haost is not registered for t
Learn more about enabling this f

subscription.

05 disk

08 disk type ™ () | Premium SSD (locally-redundant storage)

Delete with VM (D

Key management () | Platform-managed key ' |

Enable Ultra Disk compatibility © O

Data disks for ise-vm-name

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN MName Size (GiB) Disk type Hest caching Delete with VM ©

Create and attach a new disk Attach an existing disk

< Previous ‘ Next : Networking >

SEE TR E"(Disk Type) , TN FRFIRPILBE LS, BALULEFEEER
7= R T AP FMABEE TN , #EERSHSSDEE,

9.7ENetwork InterfaceX1## , MVirtual Network, SubnetHIConfigure Network Security Group ™
PI5I R PR R AR M E B+ M,

~
AE  EELAIPHUN TFRBRELNBESRSEEN , MEGRE IPHut i FRM{ER



BERSRER.

Home > Virtual machines >
Create a virtual machine
k
Basics  Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (MIC) settings, ¥ou can contral nars,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing¥irtual Network You created Or Click
Learn mare Create New

Network interface

When creating a virtwal machine, a network interface will be created for you.

Virtual network ™ (O

Subnet* (0 Select The Subnet Your created |

Public IP (@ | ]
Create new
Select Security Group You Created Or
NIC network security group (T O None Click Create New
() Basic

Configure network security group *

Delete public IP and NIC when VM is D
deleted (0

Enable accelerated networking (0 L
The selected image does not support accelerated networking.

Load balancing

Yau can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn maore

| < Previous II Mext : Management > I

1085 T~ —&  §E.

Delete public IP and NIC when VM is D
deleted ()

Enable accelerated networking & L
The selected image does not support accelerated networking.

[ <Previous | Next:Management> |




MEEERAFF , RELEFEHRAE , RERET—F : 4.

— Microsoft Azure ' Search resources, services, and docs (G+/)

Home > Virtual machines >
Create a virtual machine
“Click Next on This Page > Monitoring > Advanced”
Basics Disks  Metworking  Management  Monitoring  Advanced Tags  Review + create
Configure management optiens for your VM,

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
workloads. Learn more '

@ vour subscription is protected by Microsoft Defender for Cloud basic plan.

Identity

Enable system assigned managed D
identity (D

Azure AD

Login with Azure AD (@ [ ]

A\ Thisimage does not support Lagin with Azure AD.

Auto-shutdown

Enable auto-shutdown D



Home > Virtual machines »

Create a virtual machine

Basics  Disks  Metworking Management Monitoring  Advanced Tags  Review + create
— Premium SSD “Recommended Type

Configure monitoring options for your VM. For Production ”

Alerts

Enable recommended alert rules (0 D

Diagnostics

Boot diagnostics () @ Enable with managed storage account {recommended)

() Enable with custem storage account

() pisable

Enable OS guest diagnostics (O U

| < Previous Il Mext : Advanced > |\

12.#EUser DataX @& , & #Enable User DataZ i 4E,

Eﬁl??&iﬁ—?—ﬁﬁﬂlﬂ EEUTER:

hostname=<Cisco ISEFY EH &>

«  primarynameserver=<|Pv4i >

«  dnsdomain=<i &>

«  ntpserver=<IPv4i 31t FNTPBRSS 85 B9 FQDN>

+ timezone=<timezone>

. password=<password>

«  ersapi=<g/&>

*  openapi=<yes/no>

*  pxGrid=<yes/no>

*  pxgrid_cloud=<yes/no>
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B NFELAFRESFERENSN T , YAEAERITE L, 56 AR IR T8
i AWEBERARTENRIE, NEAEAZRNEE , BRISEMRSE LR BIGEt
TAMEL,

MCisco ISERRZA3.4,ntpserverF B & M & X J primaryntpserver, 1R {EMAntpserver , B %}
ISERRSTER . BIANERT , OpenAPI T /3 AIRA , Eitkopenapi=<yes/no>F BT =2
BT, R Fsecondarynameserver® 8z H X £ Atertiarynameserver & , M B %}

ISERRSS £ B 3. MR M secondaryntpserver= B 88z B X Atertiaryntpserver® £ , M|
BRHISERS T EE 3.

BxMAiEBSuser dataF ERIEEXWEE |, BFS 5 /EN:

FNERARTEFIRFFHNEZHCONENE. ENBNKETEEI19MNFR , B
Freaa FRI%().

FAMRS =R - WATHBRSHFNIPH A, RZFIPvattbit, FLSETRHP ReEHM—1
DNSHRS 88, BRI UELXEFBELCisco ISE CLIRINE BDNSARS 25 -

+ dnsdomain: 3 ADNSIHMFQDN, 5B fJLABEASCIER, BF,. EF/HFCMTR()o
* ntpserver: i A XA TRILSHINTPIRS 251 IPv4 b it SFQDN, FELE TR RgeRm—4

NTPARSZ S8, B UEREFEIICisco ISE CLIFIMEMNTPIRS S, FHAEMETIHR
NTPERS 25 , A NIX RBISEREFMMLEN,

« MKHANKX , FIZEST/UTC, BUCRAMERRISET RIRENHFH ST (UTC)RX |, 453l

ENMREHNERRISETRZEESTABED, MIBTHRBKARSRKEDBEPENTIN
IRE M B HRH T B

password : AEFGUINEZERISEREZHE, LR ANZESLATE BERISERBERE,
BEXNBECE2NFR , HEELBE—IMNEF. M KREFZSN—NMEFE, ZBF
BEERFEMEE , Ut FEESEAF AR (iseadminglnimdaesi ) . ciscozocsic. Ft RISk
FRARN@~*,+=_-, S MCisco ISEEE RIEFMNEARE —EFHN A BRI

, TRIBHI R,

- ersapi:fii AyesEL/Z FIERS |, =il AnolA 22 IEERS,

« openapi: i AyesEA /B FAOpenAPI , S5 AnoLAZE 1EOpenAPI,

« pxGrid: i AyesEA/E ApxGrid , S5 AnolAZE HpxGrido

* pxgrid_cloud:¥i AyesSAE FpxGridz= , S AnoAZ ApxGrid=. EJ8ApxGridz , 493

FpxGrid, MR ZApxGrid , 188 ApxGrid= , NEB T2 B ApxGrid= RS -



https://www.cisco.com/c/en/us/td/docs/security/ise/collections/ise-3-5.html
https://www.cisco.com/c/en/us/td/docs/security/ise/collections/ise-3-5.html

Home > Virtual machines >

Create a virtual machine - Select This
Enable user data .
= e
User data ™ hostname=isehostname

primarynameserver=primary sever ip aaddress
dnsdomain=domain fgdn

ntpserver=ntp server ip address
timezone=America/Chicago

usemame= iseadmin

password=passwored

ersapi=yes

openapi=yes

prGrid=no

prgrid_cloud=no

Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance D

with NVMe (O
n The selected image and size are not supported for NVMe,
See supported Wi images and sizes
Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to your
Azure subscription. A dedicated host gives you assurance that only VMs from your subseription are on the host, flexibility to
choose VM3 from your subscription that will be provisioned on the host, and the control of platform maintenance at the level of
the host. Learn more '

Hest group (D) Mo hest groups found '

Capacity reservations

Capacity reservations allow you to reserve capacity for your virtual machine needs. You get the same LA as normal virtual
machines with the security of reserving the capacity ahead of time. Learn more =

o | .

B e Al 2 s il i

T |

RPEER D

Mext : Tags >

13. 85T —% : #rE.




Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance :l
with NVMe (0
0 The selected image and size are not supported for NVMe,
See suppeorted VM images and sizes o

14.0|2EH — BN , EETUNFRETHE , HEHASNRENRFL ; TEMNNEFRT A
AfE,

Home > Virtual machines

Create a virtual machine

Basics  Disks  MNetworking Management Maonitoring Advanced  Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to
: s 3 s qroups. Learn more about tags o

MName () Value (2 Resource

Tag Name | : | Value Name | | 13 selected 4

15. 81~ —& : Hig+eI&,

Review + create | < Previous | Mext : Review + create = |




16.EEF B ALRENES , AFEHOE. kNSERBPBEEH#HTED, AIEERISESE
B AHERAKRANFTE30D 4. Cisco ISE VMEHIE R{EVirtual MachinesEOH ( EAXREF
BEKRED ).

Home > Virtual machines >

Create a virtual machine

Preferred e-mail address | |

Preferred phone number | |

Basics

Subseription
Resource group

Virtual machine name

Region

Availability options Availability zone

Availability zone 1

Security type Standard

Image Cisco Identity Services Engine (ISE) BYCL 3.2 - Gen1
VM architecture b

Size Standard D16s w4 (16 vepus, 64 GiB memary)
Authentication type SSH public key

Username iseuser

Key pair name
Azure Spot Mo

Disks

- < Previous || Mext > Download a template for automation

& CreateVm-cisco.cisco-ise-virtual-cisco-ise_3_2-20230926145056 | Overview

Deployment
£ Search | 4 [ Delete (Q Cancel (7] Redeploy <+ Download D Refresh
v Overview ..

Deploymen‘t IS In progress

E Inputs
. m Deployment name: CreateVm-ciscocisco-ise-virtual-cisco-ise_3_2-2..  Start time: 9/26/2023, 4.06:05 PM
7= (i Subscription: Correlation ID:
. Resource group:
= Template

- Deployment details

Resource Type Status ‘Operation details
=] Microsoft ComputesvirtualMachines Created Operation details
[+] Microsoft Network/networkinterfaces Created Operation details
[-] Microsoft Network/virtualMetworks QK Cperation details
-] Microsoft. Network/publicipAddresses oK Operation details
-] Microsoft Network/networkSecurityGroups oK Operation details
Give feedback

A Tell us about your experience with deployment
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H FMicrosoft Azure BRINIRE |, BHIE2HN BERISE VMR ELE T 300 GBRE{F K/, Cisco ISET 5@
EEERT300 GBHELE KD, BIXMMicrosoft Azure /B zl1Cisco ISERT , &7 LLE FlInsufficient

Virtual Memory 23R,

SERERISE VMBIEZF , EZERISEEETFRIEERISECRE. ARFE , E£Microsoft Azure| 1

B, EEOYE O FRTHTRATSRUREHE XD

1.4% 1k Cisco ISES: 4,

Home

K3 isedemo-cybersec  #

Virtual machine

# Search ¢ & connect | >tart Q‘ Resta D Stop _? Capture ': Delete 'f_, Refresh [ Open in mobile DT Feedback E CL /PS5
—
B Overview
~ Essentials
B Activity log
Resource group (move) : Operating system
fo. Access control (IAM)
Status : Running Size
¢ Tags Location Public IP address
A Diagnose and solve problems Subscription (move) Virtual network/subnet
Settings Subscription D DNS name
Availability zone 01 Health state
£ Networking
Tags (edit)
& Connect
® Disks
Qs Properties  Monitoring  Capabilities (7)  Recommendations  Tutorials
ize
5 i T RRHISERH
7 =
2RTEEMEBPHIDIsk , RE/EEERTERISEN#E.
Home > isedemo-cybersec
@ isedemo-cybersec | Disks
Virtual maching
5 Search F e X d () Re ©F additional settings &7 Feedback 7 Troubleshoot
B2 Overview 05 disk
W Activity log 2 Swap 05 disk
oA trol (IAM,
A /Aeesk combl (AN) o Disk name Storage type Size (Gig) Max 1095 Max throughpaut (.. Encryption 0
@ Tags
9 isedema-cybersec_OsDisk_1_d144bla962e94id6a2dd3 § Premium 550 LRS 300 2300 150 SSE with PME
A Diagnose and b
Suttings Data disks
2 Neowglfing B Filter by name
& o . Showing 0 of 0 attached data disks
'
T Create and attach a new disk ;“: Attach existing disks
B size ) )
LUN Digk name Storage type Size (Gig) Max 1095 Max threughput (.. Encryption {0

T Microsoft Defender for Cloud
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Home | Dasks
= OsDisk_1_d144bfa962e94fd6a24d3a28472¢55fb = =
Drske
_J:' Search ] # + Crestevsd  —+ Create VM imageE version + Creats snapshot Delere ) Refresh 57 Give feedback
B Owrview # Epsantisly
[-] Activity log Resource group (moe) | Disk size : 300 GiB
B Aceess control (1AM) D state : Resenved Stoeage type : Premium 550 LRS
‘ T Location Managed by ¢ sedemo -oyberiec
8
Swbicriptian (move) Operating fpitem | Lifex
A Diagnote ard sobve problems
Swbigriptaan 1D Completion pecent | 100
Settings Tirme created  WRE2023, 40617 PM Max shaees ]
B Configuration Arudability zome . |
Peaformance tier : P - 2300 10PE, 150 kB
Security fype ¢ Standaed
Encryption
o Metworking Thgs e
§ Disk Bspert
Il Preperies Shaw data for Last (1how  Bhous  12hours (EETID 7dws |
B Lok
. . = . - ==
4. 7£Custom Disk Size=FERH , TEGIBH i AFTERHE K/,
Homae OsDisk_1_did44bfa%62ed4idbal4d3a2 8472550
e OsDisk_1_d144bfa962e94fd6a24d3a28472c55fb | Size + performance
Dk
l.s* Search | 4 3
Storage type
B Overview | Prermiurm 550 [h{ﬂ"y-l‘&ﬂur\dh! §'|Oflg!] st ]
B activity log Sire Disk tier Provisianed |OPS Provisioned thraughput Max Shares 0
o Access contral (IAM) 4Gie Pl 120 25 3
@ Tags BGiB B2 120 2% 3
¥ Diagnose and sobve problems 16 Gl P 120 25 ]
Settings 32 Gal ] 120 25 ]
B4 GaBl P 240 50 3
B Configuration
128 Gig Lalt 500 oG 3
| Sae + performance
TEE Gilt P15 1100 125 3
» Entryplion
N 512 Gi P20 2300 150 3
&y Metworking
1024 GiB Py SO 200 5
& Disk Export
. 048 GiB Pal TEOD 250 5
Il Properties
- 4096 GiE PSD 1500 250 5
& Loghks
B192 GiB P&l 16000 500 o
Manitoring
16384 Gig FTO 18000 50 w
4 et
e 32767 Gi8 P80 20000 900 1
Automation

Custem dak size (GIE) * (D
[ 300

m e

i Tasks (preview)

& Export template

Help

ZREES
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ISERBEIEE PN REBENRERES ED.

Azure= F N ZILREMEE

EREBPEEEHMRE BRISEELNBBNES ., EREFENES , ARTHAS R,

B BT S EETHISE GUIER

1. 82 FFAzure=H ik ES SN ERISEE LI ERA

2MNRRFIRS , REBENEEEFDAZRISESXH,

SHEAEMKEF , N+ HEHBRE s, BHBITERBE,

Home > Virtual machines

Virtual machine : e | 2 %
ooetunty Virtual maching
T Create ~ &= Switch to classic "~ £ Search & Connect  Restart [ Stop F2 Capture
Filter far sy feld @ lnsights
Filter for any field & ~ Essentials
Marne T BN Alens
Resource group (move)

s | swE i Metncs Status Running

E Diagnoste tettings Lacation East US [Zane 1)

& Llogs Subscription {mowve)

Beeriatian 10
2 Connection manitor (classe) Subseriptian 1D

[@ Delete ) Aeiresh

Availability zone 1
#ll Wekbooks '
Tags (gdil) Add 13935
Automation
o § .
si Tasks (preview) Properties  Monitoring  Capabilities (7) Recommendations Tutonals

§ Export template
B virtual machine
Help

Click Serial Consale COmpuler name
¥ Resource health Operating system Linux (redhat 8.4)
B Boot diagnostics Image publisher cisen
% Performance diagnostics NBaGH N ciscorist-virtual
L imid il 1
Image plan cisco-lse 3.2
L ¥ Inspector (Preview)
Wi generation w1
Reset passward VI architecture -
," Redeploy + reappl Agent status Ready
B Senal conzole Agent version 21003
Host group Mone

BB Connection troubleshoot

A Ope

AMREBIHRER , BYXTHITUTIRRE SIS


https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html

- NEMF %% | & FHEBoot Diagnostics,

Virtual machines

| 0y
Create = Switch to classic
y P nsights
Screenshot Senal log
Mame T BN Aderts —_—
[ = | oo Wl M Updated: Wednesday, September 27, 2023 411

& Diagnostic setlings

Logs
4 Connection monfor {clesdic)
M Woskbooks

Automation

Tacks (preview

Help

% Resgurce health

& Boot disgnostics

Perfommance duagmoihcs

W Inspector (Preview)

B Connection iroubleshoot

12 AMIUTC Dosamiload

REERBEXLF#EIKSE M. Click Save.

Home > Virtual machines | Boot diagnostics

I3 Boot diagnostics

>‘< Discard

| L:] Save

Use this feature to troubleshoot boot failures for custom or platform images. Boot diagnostics can be used with a custom
storage account or with a pre-provisioned storage account managed by Microsoft. Please download the info you need

before SWIt{hII"Ig from managed storage account to custom storage account. Learn more

Status

_(_) Enable with managed storage accoy
/i- Enable with custom storage account |
(_) Disable

alﬁgf'l{)bllib- storage account ™

recommended)

Mo existing storage accounts in curre...

Liodte TheWy




SMNEMFE RPN TG+ HELERE D F , BEHETESIA, Azure Cloud Shell EFEAFE R, MR
RENEBR/IZA , BEEnterEEERKIETO

Virtual machines E Serial console

ExtEandler Exth o1 redhat-8.4)

Mamas 0 A
n xe
L] s
P e . p 5 road frem file
FEe
wrgemagien
ks (o
Help *m 1 = o T E 0 gqdisc mg =
5 Beucwce health ] cw added Azure fabric firewall rules

Ly

deatinat

TPUT (policy
yhas

BERIBTERHEE, BEERBRTEHNE , MIAEARERFINEENRIAED,

7.3&fTapplication reset-passwd ise iseadmin@i % Hiseadmintk F &t B #THIGUIZEEL

7 SSH1 ] & 2 #7rY 2 35T

BELES , AUEFEEFMIEMZEAN . ECisco ISEXFIEENSIENMERANTLERN
y<Sulked: DENE

1. FEAzure= R I L.




Home » SSH keys

Create an 55H key

Basies  Tags  Review & create

Creating an 35H key resource allows you 10 manage and use public keys stored in Azure with Linu virbaal machines.
Learn migee

Praject details
Select the subscription to manage deployed resources and costs. Use resounce groups like folders to organize and manage all Badact Baacaca i Py e
FOUT MES0UCES. I)‘I'\a: ﬂmp MLI!-I
Subscription™ (D . - | /
Resource group * (0 [Mew) FESOUFCE-Group-name L |
Instance details Create Koy Pair Mame

Region * © | s) Eastus v |

Key pair name = | [ key-pair-name ] I /
55H public key source Generale iew key pair |

/ Click Roview + Croato

Raview + croate < Pravious Maxt: Tags =

2.8 B — N HE O |, i£#Download Private Key and Create a Resource , SAfFSSH#4A T £
N .pemX 4,

Generate new key pair

0 An 55H key pair contains both a public key and a
private key. Azure doesn't store the private key. After
the S5H key resource is created, you won't be able to

Download private key and create resource

Return to create an SSH key resource

S ECEBFMNEMEELLS A ARES |, 55 0Azure Repos XY, MRECLZX WA TEICLIFHAL


https://learn.microsoft.com/en-us/azure/devops/repos/?view=azure-devops

iR | BREEIS IS,

4. BEAFALH | EiZ1Terypto key import <public key filename> repository <repository name>
DA
AP o

59 ARG , B LAERHN A B TSSHEZ ERISE,
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