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a Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View
1
2 -
[ ] -5 Devited §  DEVICE Devics Tyss EQUALS Al Déwice TysestNX0S Default Deviee Admin Preiy »

PSBW2. B HSave , RAF BT EASKLE B REKE,

SERIBNEGFHRILFEE, N TEHHRIE , FADAEIDIEME. RBIf Auth fail, If User not found#
If Process fail T B ERIAIEIN



= i identity Services Engine Work Centers / Device Administration

' Bookmarks Cvorview Idantities User dentity Groups Ext Id Sources Network Resources Policy Elemants Dovice Admin Policy Sots Reparts Settings
_—

} o xt Vil ¥
Status  Rude Name Conditions Use Hits  Actions
A op e
Nl Policy
&, Administration
A work Conters =
Optio
interactive Hoip B
° 3

FRA.E N RKRE,
R IEActive Directory(AD)H Y A F 4 BI B RIUKEE .

Blgn -
- AD#A Device AdminF 8y I FF 2 BL BNXOS Admin TACACSHL & XX 4,
- ADHIRBROF WA F 2B 7TNXOSHE B A TACACSHEL & X 4+,

~Authorization Policy(3)

Results
Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
©  Authorization Rule RO - svelab ExernatGroups EQUALS  SVSLAD Users/Device RO ” : ] e
® T — Mn.‘ws 130 ExternalGroups EQUALS SvELab /Usors/Device G
L] Detauit ] {9}

Bl EE TTLSHTACACS+HCisco NX-OS

.
AR BXIFMEER , BSHNX-OSLZ2BERM —
https://www.cisco.com/c/en/us/td/docs/dcn/nx-
os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-0s-security-
configuration-guide-release-106x/m-configuring-tacacs.html

WP RANMEAREE

#ENexus 9000 ¥l £ , NX-OSHRZ10.6(1)F ZIFEFTLS 1.3 TACACS+, BRYFRHIRES
LERR AR — B,

<ffroot>


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-configuring-tacacs.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-configuring-tacacs.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-configuring-tacacs.html

Software
BIOS: version 01.18

NXCS: version 10.6(1) [Feature Rel ease]

Host NXOS: version 10.6(1)

BIOS compile time: 04/25/2025

NXOS image file is: bootflash:///nxos64-cs.10.6.1.F.bin
NXOS compile time: 7/31/2025 12:00:00 [08/12/2025 21:18:15]
NXOS boot mode: LXC

VAN

iR
of

BRI AR TS

>
fm
i
a0
'_—|_|
jﬂ}

Je

BR:BURERNAS , AERAAASHRIENENSGE , LMEEEREEMNERL
FIEMIETACACS |, LR BIRZB B E.

TACACS+HRS5 2REL &

SRR AREE

POD2IPN2# sho run tacacs
feature tacacs+

tacacs-server host 10.225.253.209 key 7 "Flwhg.123"
aaa group server tacacs+ tacacs2

server 10.225.253.209

use-vrf management

FEN — RBERNBEHEXS

LR EERARBERNZANBTIERER, XSIRIERE LEKTH, £HCSR (IEBERIE
R) , AE—BEXNCSRETER , IEZREZELLZEELENILES , S/EEZEECAILH,

MREFACAEBNBAXN T E (PFXRERE ) |, BSHEE2,
FEREE

FHR1VERBARE | W TENER , BEReccEHAR,

<{froot>



POD2IPN2(config)#

crypto key generate ecc | abel ec521-1abel exportabl e nodul us 521

2 FBEEEERKEK,

<tfroot>

POD2IPN2(config)#

crypto ca trustpoint ec521-tp

POD2IPN2 (config-trustpoint)#

ecckeypair ec521-1 abe

HIR3. ZRERCALH,

<tfroot>

POD2IPN2(config)#

crypto ca authenticate ec521-tp

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a Tine containing only END OF INPUT :

————— BEGIN CERTIFICATE-----
MIIF1DCCA3ygAwIBAgIIIM10AsTaN/UwDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MT cwNTAWWhcNMzUWNDI4MTcwNTAwWWjBgMQswCQYDVQQGEwIV
UzEXMBUGALUECBMOTm9ydGggQ2Fyb2xpbmEXEDAOBgNVBACTB1IhbGVpZ2gxDjAM
BgNVBAOTBUNpc2NvMQwwCgYDVQQLEWNTVTMXEjAQBgNVBAMTCVNWUYBMYWIDQTCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAIvZUOyn2vIn6gKbx3M7vaRq
2YjwZ1zSH6EkEVXnITy+kksiFD33GyHQepk7vfp4NFU50tQ4HC7t/A0vIgrDa3Qw
VwvV4MBbJhFM3s0J/ejgDYcMZhIAaPy0Zo5WLboOkXEiKjPLatkXojB8FVrhLF30
jMBSqwa4/WTniy5S+7s4FFxsCf20COWfBAsnrsOtatIThmcnx+VLIP7MRm8fOw4m
mutNo7IhbJSrgAFXmj1bBjMmgspObULo/wxMHdThtPBf11HRHTKNIo3qy04UADL?2
WpoGhgT/FaxxBo2UBcnYVaP+3jjREONYT973MCbVAAXxtNVU6GbEBROZz+LWniACzupm
+gh23SL43uW5A31iSw/BuUlE9p7B0e80oDNKU6gXT0jKyLP/gC7j8AeP031ir+KZui8
b8X41Yn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1l+DMoZL7zRtSqQ3g9ZgRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB86t2ZA3IX8CLsbCal3sA
z1XCoONX+6alekmXuAOI+t3clsNbN2AtFi4cJovTA01xh60I4QnK+MNQKpTjt/E4
ydHT10rrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcOwYptQEPi 5sw
8399EMgKVOARIiVUa/q1AgMBAAG]PjASMAWGALUdEWQFMAMBAT8WEQYJYIZIAYb4
QgEBBAQDAGAHMBKGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSGGSIb3DQEB899z1P0dsS/i6Lo7ypYX0eBIHgVDCkzQsLXQuHG] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

----- END CERTIFICATE-----

END OF | NPUT

Fingerprint(s): SHAl
Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:(C8:3A:(7:37

Do you accept this certificate? [yes/no]:yes
POD2IPN2(config)#
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient

POD2IPN2(config)#

S|4 A RTINS HIEBER(CSR).

<#root>
POD2IPN2(config)#

crypto ca enroll ec521-tp

Create the certificate request ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:Clsco.123

The subject name in the certificate will be the name of the switch.

Include the switch serial number in the subject name? [yes/no]:

yes

The serial number in the certificate will be: FD026490P4T
Include an IP address in the subject name [yes/no]:

yes

ip address:10.225.253.177
Include the Alternate Subject Name ? [yes/no]:

no



The certificate request will be displayed...

MIIBtjCCARcCAQAWKTERMASGALUEAWWIUE9EMk1QTjIXxFDASBgNVBAUTCOZETZI2
NDkwUDRUMIGbMBAGBYqGSM49AgEGBSUBBAAjA4GGAAQBGYTOi1w70vqIKQ/a22Lkg
Na9ThgWQvetjxKg4859qTSBE06LzpkOhPAGE4jBveNHxYeIA7PfNWvI7xTBWjDNX
/IYBM6E7Hd7q420mCe8Mef+bqlBdI9wzpyEjhI21IIoXt4814nBx0ObkIWWyR5cZN
TiXTLk8P4IMZvPq8jRNELRxd8RGGSTAYBgkghkiGI9w0BCQcxCwwIQzFzY28uMTIz
MCOGCSqGSIb3DQEID;jEgMB4wHAYDVRORAQH/BBIWEIIIUE9EMk1QTjKHBArh/bEw
CgYIKoZIzjOEAWIDgYWAMIGIAkIAtzQ/knrW2ovCVoHAuqlv2crOn3NenS/441ul
+3H1y52vn4Rm4CGU3wkzXU3qGO3YjhNjCXjhp3+uN2afFf1Wf3ECQgC4bumHVsTj
b5rwPIC5tvXS/A8upgqlzqcOyt30hpaDDOTWzzvZY7qFf1C0O15p6pvUpHigqoZNg5
9xhNdM1CQSykOg==

————— END CERTIFICATE REQUEST-----

HIRE FEACALECSRH S AHCAZZHI M F IEH.

<#root>
POD2IPN2(config)#

crypto ca inport ec521-tp certificate

input (cut & paste) certificate in PEM format:

MIIDzTCCAbWgAWIBAgIIC6zS76XYDm8wDQYJIKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwWdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAOGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMj UWNTA3MTkxMDAwWWhcNMj YWNTA3MTkxMDAwWj ApMREwDwYDVQQDDANQ
TOQySVBOMJjEUMBIGALUEBRMLRKRPM;YOOTBQNFQwgZswEAYHKoZIzjOCAQYFK4EE
ACMDgYYABAEZhPSLDs6+0gpD9rbYuSA1r0iGpZC962PEqrjzmCpNIESjovOmQ6ES
AYTiMG940fFh4gDs981a8nvFMFaMM1f8hgGboTsd3urjY6YJ7wx5/5uokFOn3D0On
ISOEjaUgihe3jzXicHE5uQhZbJH1xk01iJdMuTw/ggxm8+ryNGcQtHF3xEaNAMD4w
HgYJYIZIAYb4QgENBBEWD3h3jYSBjZXJ0aWZpY2FOZTAcBgNVHREBATfS8EEjAQgghQ
TOQySVBOMocECuH9sTANBgkghkiG9wOBAQs FAAOCAgEANWGb6zm9TDPaM1yhPMx7
8uai/pF7VQC8NSCdOKqr4w4+695ZjJuzqFL3msodOQKOEdgxpQ4+pEa5msRtKO1i8
mms2X/Px3/EShxoHrZ01PUXNTyZ1idXpGd/yTrdQAT15]zpW4pEudrbCIMZEEYtqoP
wD+40E8VvKoYEgyW1DrpRZ0ZGlusZczuUhLZ8orkjXMhWC26Q5aqiCKkyglONt6nb
T1iToeYy2Q0cTesSZCKvRBv6EwW]5JuSLemURYB4GHY+LT+A9UNMEUM2n+0SVEL329
3hS0qd/YVaEuxjj1g7jNiZb+UsW7IRx3Q8Rouo++ISACpH/PJI61LnTVxhXombiS6
INoaOGvQONrT1+1FT8ADIdZ/Ukd5Ubhc9bh/sYzf4MWtkK1wV0O16Hv7vGpSMYonD6
a271im+tIPyKnnezQ60ykz1GqsL/Ta610dip/fEYp8UMRG9InDh23gDjqrojWL7k
1R/bZpc+baMYXd/2pohHMSNOSKN3zNrJTTnuk5KCqFx//4P7mAoyZYiTIDplpkYS
VK65fIKD+pYXIhSPOWN8rnwtzSCWb0Z78sg006Y6wIXyTPOUB3FWhD+GxtTkmEce
ZnAQbgxpgrg5ThpAEVabpC/zRU4UzTuBmv/WoY12zwXCr5WLXEOWtIe8CwFjSnch
1fKuuebdZkbwz72r70yyX/U=

————— END CERTIFICATE-----

POD2IPN2(config)#

KU L& DL H R E 2 M.

<ttroot>

POD2IPN2(config)#



show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

certificate:

subject=CN = POD2IPN2, serialNumber = FD026490P4T

issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=0BACD2EFA5D80E6GF

notBefore=May 7 19:10:00 2025 GMT

notAfter=May 7 19:10:00 2026 GMT

SHA1 Fingerprint=CA:B2:BF:3F:ED:2F:06:0B:C1:E4:DC:21:9F:9D:54:61:98:32:C5:13
purposes: sslserver sslclient

CA certificate 0:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(C7:37
purposes: sslserver sslclient

POD2IPN2(config)#

J3iE2 - CAERIERX ( PFXTE )
MRBAVAPKCSHI2HE R TR RCSRATAEES ABAURIREMCALES , WA BAERA LS .

WMRIEPBMBEARMNEBICH NAEMIREPK)ERMANAEEN , FEEEER, BATH
LU E U BRVREFT .

FEREE

SR VBEFIREES,

POD2IPN1(config)# crypto ca trustpoint svs

HI2 JFPKCS#H12 X ( PFX#E ) E#IFbootflashd , FH & Acrypto ca importii &5 A X4,

~
EE  BRPKCS#12XHE & TR AL B EEMIER N B FA4A

0

2R : fEbash-shell LEAX L SR IEPKCSH#H1230 4,

openss1 pkcsl2 -info -in <pfx file> -nodes



file <pfx file> ---> should say data

<#root>
POD2IPN1(config)#

crypto ca inport svs pkcsl2 bootflash: pod2i pnl- new. pfx

POD2IPN1#
POD2IPN1#

show crypto ca certificates svs

Trustpoint: svs

certificate:

subject=C = US, ST = NC, L = RTP, 0 = Cisco, OU = SVS, CN = pod2ipnl, emailAddress = test@cisco.com
issuer=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
serial=35BBC2517EEA3EF5

notBefore=May 20 20:16:00 2025 GMT

notAfter=May 20 20:16:00 2026 GMT

SHAL1 Fingerprint=AA:4A:11:7A:97:B8:E4:B8:C6:F6:F0:94:29:F3:5F:AE:AB:95:6A:E3

purposes: sslserver sslclient

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient

SW3.MMFEAFIR , NTacacs, FRESF[AMAAAEERETLS,

TACACS+ TLSEL &

VAN

BD FAARIESREMERTREREER.

S8 1.8 & £ Ftacacs tls,.

<#root>
POD2IPN2(config)#

tacacs-server secure tls



S22 ISEiR O E N HNISERSSFHREMNTLSIH O,

<#root>
POD2IPN2(config)#

tacacs-server host 10.225.253.209 port 6049 tineout 60 single-connection

SRR3R LB ERYISERRS BR <X B TLSEEMNFE R,

<#root>
POD2IPN2 (config)#

tacacs-server host 10.225.253.209 tls client-trustpoint ec521-tp

S 4 0B tacacsIRSSE84A .

<#root>
POD2IPN2(config)#

aaa group server tacacs+ tacacs2

POD2IPN2 (config-tacacs+)#

server 10.225. 253. 209

POD2IPN2 (config-tacacs+)#

use-vrf managenent

S| REEE.

<tfroot>

POD2IPN2#

sho run tacacs

feature tacacs+

tacacs-server secure tls
tacacs-server host 10.225.253.209 port 6049 timeout 60 single-connection
tacacs-server host 10.225.253.209 tl1s client-trustpoint ec521-tp
aaa group server tacacs+ tacacs2
server 10.225.253.209
use-vrf management



HIR6 B BEAAAT HRIE 2 BTN HZRA

<#froot>
POD2IPN2#

test aaa group tacacs?2

user has been authenticated
POD2IPN2#

AAA BLiE

A

IR

T ERBAAARB 2B, FEAZERF S HRIEK.

SR BEEAAAZRE & BRI,

<#root>
POD2IPN2(config)#

aaa authentication login default group tacacs2

FE2 N AT EEEAAAZERN

A

B  BRERNRISETHAAA_AUTHOR_STATUS_PASS_ADD",

<#froot>
POD2IPN2#

test aaa authorization commuand-type confi g- conmands default user



conmand "feature bgp"

sending authorization request for: user: pamemart, author-type:3, cmd "feature bgp"
user pamemart, author type 3, command: feature bgp, authorization-status:0x1(AAA_AUTHOR_STATUS_PASS_ADD

S 3.B BAAAT T Fconfig-commandiZ X,

<#root>
POD2IPN2(config)#

aaa aut horization config-comands default group tacacs2 |loca

POD2IPN2(config)#

aaa aut horization conmmands default group tacacs2 |oca

UER LRI

AN AYRENEPSFERERYAFIHHEBEITRE,

AR ZITHETEMTACACE B HIBREER.

FER1IRIUEUEBE R B

<tfroot>
POD2IPN2#

show crypto ca certificates

Trustpoint: KF_TP

certificate:

subject=CN = POD2IPN2.svs.lab

issuer=C = US, 0 = Keyfactor Command, OU = Certification Authorities, CN = Test
Drive Sub CA G1

serial=09DD28B44BDA6FFA4D261926A4B54DD45C8B8F4E

not Bef ore=Jul 17 02:52:28 2025 GVI



not Aft er =Ju

17 02:52:27 2026 GVII

purposes:

SHA1 Fingerprint=AE:12:62:D4:73:BB:4B:77:B5:E2:B5:71:91:0B:38:AC:8F:42:F6:41
sslserver sslclient
<snip>

S B2 N EERBBRES A
VAN

BE . BBRSBRAITIRILIAFIATT,
<#root>

POD2IPN2 (config)#

crypto ca trustpoint KF_TP

POD2IPN2(config-trustpoint)#

delete certificate force

POD2IPN2(config-trustpoint)#

no rsakeypair KF_TP

POD2IPN2(config-trustpoint)#

del ete ca-certificate

POD2IPN2(config-trustpoint)# exit
POD2IPN2 (config)#

no crypto key generate rsa | abel KF_TP exportabl e nodul us 4096
POD2IPN2(config-trustpoint)#

show crypto ca certificate KF_TP

Trustpoint: KF_TP
POD2IPN2(config-trustpoint)#

HIR3.MPFXL S AFTEH

<tfroot>

POD2IPN2(config)#



crypto ca inport

pkcs12 bootfl ash:

HRRARWFEH

<#root>
POD2IPN2(config)#

show crypto ca certificates

Trustpoint: KF_TP

certificate:

subject=C = us, ST = nc, L = rtp, O = cisco, OU = svs, CN = pod2ipn2.svs.lab
issuer=C = US, 0 = Keyfactor Command, OU = Certification Authorities, CN = Test
Drive Sub CA G1

serial=6D6171F6DB2DD08C613937887E631D5CD35EDA1S8

not Bef or e=Aug 14 13:52:52 2025 GMVI

not Aft er=Aug 14 13:52:51 2026 GMI
SHA1 Fingerprint=4E:8A:CA:C7:E4:9D:05:83:6A:A7:27:FD:10:02:75:35:3F:05:37:96
purposes: sslserver sslclient

<snip>

HER5NHAAA S B IE

<ttroot>

POD2IPN2#



test aaa group

user has been authenticated

FINX-OSHY F F 175 8] B 17 3=, 70 8 P HE BR
Rl

NX-OSE E R,

POD2IPN2# show crypto ca certificates
POD2IPN2# show crypto ca trustpoints
POD2IPN2# show tacacs-server statistics <server ip>

EETRAPEENAG  BEAUATH T,

show users

show user-account [<user-name>]

A sample output is shown below:

POD2IPN1# show users

NAME LINE TIME IDLE PID COMMENT

Admin-ro pts/5 May 15 23:49 . 16526 (10.189.1.151) session=ssh *
POD2IPN1# show user-account Admin-ro

user:Admin-ro

roles:network-operator

account created through REMOTE authentication

Credentials such as ssh server key will be cached temporarily only for this user account
Local Togin not possible...

R PERR



LT RTACACS+HEHEBRFIEE B RAMN AR !

debug TACACS+ aaa-request
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g
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08.
08.
08.
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08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

652514
652543
652552
652559
652568
652677
652699
653919
653930
653938
653945
653952
654004
655054
655065
656023
656216
656694
679815

TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:

process_aaa_tplus_request:Checking for state of mgmt0 port w
process_aaa_tplus_request: Group demoTG found. corresponding
process_aaa_tplus_request: checking for mgmtO0 vrf:management
process_aaa_tplus_request:port_check will be done

state machine count 0

is_intf_up_with_valid_ip(1258) :Proper I0OD is found.
is_intf_up_with_valid_ip(1261):Port 1is up.
debug_av_1ist(797) :Printing Tist

35 : 4 : ping
36 : 12 : 10.1.100.255
36 : 4 : <cr>

debug_av_1ist(807) :Done printing list, exiting function
tplus_encrypt(659):key is configured for this aaa sessin.
num_inet_addrs: 1 first s_addr: -1268514550 10.100.1.10 s6_a
non_blocking_connect(259):interface ip_type: IPV4
non_blocking_connect(369): Proceeding with bind
non_blocking_connect(388): setsockopt success error:22
non_blocking_connect(489): connect() 1is in-progress for serv
tplus_decode_authen_response: copying hostname into context

. G Abash-shell , 3} B AP %M EBbashtX R,

B FASSLAR,

touch '/bootflash/.enable_ssT1_debugs'

E AR R,

cat /tmp/ssl1_wrapper.log.*

MISE GUIS EI#R4E> TACACS Livelog. tt4L#IRFTETACACSE B RIEMBRIER , HAER
RARBXTRESSEL/ AMERNFAES.
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