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* pxGrid(pxgrid/) ( ZEHBIMnTRESIpxGrid T R L , MRSTFE LR )

BEBRPassivelD WMIEERFENE L. -

1. BIER TR ? ZFIEFITHERER ( FIIEAAR, FISELZEXT/AEDCEALK? )

2 MREERBEETE (EERZH , BREMNLERE ? )

3. BXATMAADHAFZEMATWMIBNAFE (LTE_REEAKFEIIEEEAKS, ) PiF
ME B

4. EDCHIIEH (4768, 4770)REBEEIER (MDCRESEHEFSRHEE ) -

5. IRAXE  REWFDMZTH ARIERKMNBRAES , RAEFERATERBARNBRERDITR
DC. ADHYwWmIBLE .
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PassivelD Sysloghk % = fEPassivelD % #7 Th 8E 88 Wk & M 4k B IR 35 N 4812 & WY syslogil B Ry — I
fEE. XERGHAFHETESEEINEZNRIGENEERFS , ISEFRAXEER MR AIHITHN
48 15 9] 428 11 0 SR B S e o

WEHIDFR L B EIRSTRIK B IhAE

1. 483 B HRIE : Passive ID SysloghRZ /i Cisco ISEBIMIERAF MR Z5ES M EIRE (W
IR AEES ) WERSEHSEERBEIRITAP MRS, BEEREHFHRIESE (W
802.1X ) FERARAATHERT |, LIhEEEEER,

2EMHBFIEHE : DR ATRFHERS B SHIUMIRERA 7 15 R R M 4517 7 B W E R &
WEE, SEAEHEENEETHREFRZFERZH, BARNEORAGEENE  NMAL
ISE#BNIRBNIRZEHAT .
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PassivelD APIRGS R — X B EEEAXEEINENREIAF FHEENREERNES. ©
BEATREEERARERNTET IO RBEANBREMFIEREMEZFEAEZIMNE S HBREIUTHIL
( 10802.1X ) KIFRIE,

WD APIBRSS BV X B8 2h e

1. BAERGERK : #3ID APIRFISENE=ZARGHMERE ( Hlankyl, KR, BHA
B A UERFBHEXBHENTARS ) BRBHER. XEABRETULIEZEE , fiw
REALEE., BHRITEAERSEMAXEIE , UBBISEHIRF AR RIER,

2. W F MWL : #3D APIRSATEIWESABEREDIRIEIAFLNER , TEEXH5H
WIF (BlE , FEE02.1X. MABRWebFHRIE ) . THLUBIKKEAMERE. Active
Directory HERZ £ REFNEE , HEAZEERIAFPRIEE,

. MHEFMES D APITATHEMHKERF BB ELLER, HESATERLANRIE
(SGNRACHSIWEAFFIEE , AREMMEHRES (M9 R XIERE ) Kk

o

Passivel DA RS

PassivelD AgentfRFE I EAREEL L ( HIMITEN., EicARBiMm, BHREE ) LW
PassivelD Agent/g Fi& % 24T, PassivelD Agent /o ¥FISEE i 1073k B L ImHI R ERWER KW
FERBRNDMER , MEZFEIARREESREZRE,

WIDRERS W EEINRE

1. W AP MIRZ IR - HADRERSATHIBESHHERER ( BERMNEZIRZ L IR
), FAREBIERIEZNISE, AR A VFISERYE A MiRE AV S FAFER 1T S HRIEMIR
B, TENRZHTEDSHRIE (HlI, FRE802.1XFEIL ) .

2. BHMEERAMER : #HaIIDRESENMRRE (MR, TLEFHBNEARL ) RS
B, NMERE., REBTASHAMEERSGHRESBHEKEE. B©IEATUECisco
TrustSecM BRI F MRS ER , LU BFERF I B ELLAIRS(SCT)HEMET HHHIEK
B

3. ERMGEIHERS W DREFUEERIEZBRISE , BRISEREAFHIRZH &2
BRAMAEHMN R EEIRR, XTea

- ETAGHHRES
« ZIAVLANS B
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PassivelDi =2 RS

PassivelD Endpoint Service —1 RS , ATTE TPassivelDEARIZBN M 2L LWL (8%
) o WLARFZ TIHEBIISEWEE, BN REZIINENEZLWNER , MEESKREARGHITED
X H, PassivelD Endpoint Service E 2 #7 2 #7. IWéﬁiﬁl"ﬂ?ﬂ?ﬂﬁﬂté%%d—ﬁﬁﬁi#%%#ﬁo

PassivelDim 2 fRS B R IhEE

1. |z A FiZ %113 : PassivelD Endpoint Service A FISEFI AR EFIHR LK A EHWER
W IR B MBI % EVig R, X TIFREFEA P TR R MWL TR RIFE(HIIMACHE 31k,
\P3th 31t 5 3K B S\E8 & 42 FE ( 5l Active Directory [AD] ) BYEFKAE B )RBI A A F&Z .

2. NRIRIE TR - AWBRSZSATRRRKES fL BN LIRS ERRE -

- A MActive Directoryst Hfth B FENHF D EERKES.

. BRASE | BIEIPHELE, MACHHEFIE & A (fin | 8% £Windows PC., B BiE TR
loTIZE ) -

o KIKMESES) , HITIDHCPIER, ARPHERFMEMNERBERE.

PassivelD SPANARS

PassivelD SPANRS FI M 4818 & LHISPAN ( X#ig A 0488 ) ims QR B , RN TNEHRE
LI TR 9. LRSBESSTRNEBEENBEISERIRBMEXRMENLIKNERS , TEE
B RETHIFENRAIE,

PassivelD SPANARS HY < ThRE

1. MSPANGREH THZI 5 U EE : PassivelD SPANRS 2 1FISERTEE T 334/l L B SPANR
OBGRELHNMERERESHHIE, SPANEOATELESG R B HibisOHVLANR M
EHREBHTHWELEZE, BIHERLRE | ISERILUEFIWESHER , Hii0

« REHIMACHE 31
« HiRZBXERRIPH 1
- DHCPERFHRREFHNEMLH HHERER



- REMZRE (BIMNRBRHHTLZFER ) HEFHRIERE

2HERAFMRZFMNER | SPANRSMITBEIMNEEHINRE , FRFIKENEHESIHRES
BMEE  MEREEGRERXRE, XARSEATHE

« BHEEAP ( AIF REGRIEHYL ) ST HBRIERK A S &4
« ETMACH 1t FIP s 1k #91R B AR
- ETRRINAREEANEHANREAGNTH

PassivelD Stack ( PassivelD SPANBRZS. PassivelD Sysloghg%5. PassivelD Endpoint Service.
PassivelD Agent, PassivelD APIBRS ) BV IE M HFEHERR

1. Passivel Dtk RIRIER F UK FIERSHNIIEK , BUIAER T Passive DAL TEARS., &
EISE GUI >EE>TB>EET R>BAMBF RS , REREF. ERiFPassivelD#K AR
SRE , HEFREISET K KICLIFHIE{Tshow application status isefF Fo

2. MEFFHIDREBEIAE  BRERENFQDNRE AT LAMISET S, Nt , HERISE
CLIFi=1Tnslookup < FQDN of Agent configured >

3. BIRISER 5|51 LA FiEHRS , HERAMEADNSE R HISEPE EHDNSH B MRS
2= AT

4. EHRERSG ATRHEEFHITELEBE , FHMARUDPIE D40514MTCPY A 114687 18#Y
FZ L FITFFIRAS,

5 EET R EBMESPANRMER , FHARERBISEH F RS . BIMISE CLIZ{Tshow
interfacef & , WIFEESPANRHEF LEREMNZEOEISERATA,

6. ERFEHBIDREABFRERL , SIE Fpassiveid-syslog.log. passiveid-agent.log.,
passiveid-api.log, passiveid-endpoint.log, passiveid-span.log. A LAMISETT =AY 2 #5048
BRF LERAE,

DHCPH& S5 28 (dhcpd)

DHCPBRS5 25 (dhcpd) AR S5 N M 4R B R B S EHECE HIL(DHCP)ZhEE, ©EER TRIP#it &
BAZHEEIIMRNIRE (KK ) . EISEHR , DHCPRRS 812 R IP#h 3t 12 At 45 1F 8 W L& i SR iX
Lt LIRS HEREERREMR. ZRSETUREEMEERFSS , HIMDNSEKSEE. MIARX
MEAMZRE,

ISEFRDHCP AR 55 8% (dhcpd) AR 55 Ky < S8 Zh B

1. AP 9 E : ISEFREYdhepd RS AAYEDHCPARSS 28 |, IiEZE TN ERTERIPH ULV 1Z =12
HIPH Ut DB, FEIRFFDIMARKNIZRER | FHIBNEBYOD ( BFIRE ) MEF |, HEHIK



ZEMBNESFKREUPHUAN  X—SFEEEE,

2. ETEEXHHIDHCP:dhcpd R SS AT ARIB IR BB E X D B IPHbit, SRISEE S TIRE
( BEEFH, FIRBMN, 10TiRT ) , CAUSEELSNIPHU HREEZRESABNAR
g E,

3. DHCPH# X : ISERJLAFE HDHCPHANIE | MNRISEFAERBRIPHU 2 B , NI
DHCPERMIE R X BN FDHCPIRSS 85, EXMIERT , dhcpdBRSS AT LU R BiR 2 HiE
REEL B hRDHCPARSES , MISELKEE R A 4% 5 B A i [R) 35 4

¥ DHCP AR5 85 (dhcpd) H HEBR K BE

1. RRERTACURUIDHCPIR S B BRELEEISEL,
2. B FEISEMR> rpm -qi dhep,

DNSHESES ( BEdang )

DNSHRS 27 (8% ) RS AVFISEFX HDNS ( HEB RS ) RS F/ADNSHEN R, EXEATHESR
BRATRIPHELE |, K2R, MR M 45 iR & Z AR BIS .

ISEFRDNSHRS 27 ( 888 ) FRSAVRBIIRE

1. ISEXB{ERIDNSHEEAT : ISERM B RS BB T A M N IPHat, HISEXAMERFEMT
RIP#h i EZ R H 4 W LR B RAZIRS ( HlINRadiusfRSS 85, Active DirectorySi ShEENTPAR
SR )N, X—RBREE,

« HISEAMEERadius RS ESHHNER B F RS ( WActive Directory ) B |, AUR ARSS B3RV 1T B
BRAT R IPHE
- ISEEHRE LB ENDNSIRFZEUBITIX LT , BRBEING.

2. 5\ERBRSS HIDNSHE#T : DNSHERSS (EISERER E R B FEH B NANIRSS . Bl | ISELTREM IE
RSSEYB RN, Hlan

® ETEEI‘JH&%O
o NTP ( M&ATEMY ) RS8R
o IEBME N (CA)HLDAPARSS B8

3.ZHMITRDNSHRSS 25 : ISERJ LA BN A S DNSHRSS 28R AKI TR, MR —MDNSHRSS 27
AAA , ISERATAERE %S —1DNSRS 27 , AR ELE1TMDNSEAT,




WIFDNSHRS 2R ( BB ) HEFREWE

1. FEISEF K MICLIF | #HiZ1Tping <IP of DNS server / name server>a S RIE S BIIEE
PR <5285 R DNS AR 55 85 Y AT A 1

2. BISE CLIZfTnslookup <FQDN / IP address of ISE nodes>#n ¥ FISE FQDNAIDNS#Z
o

ISESE 2 BRSS

ISESEREERSR—NAN , AERISERGAZHBRSNAH cANRIER. SHEISENEK
RERWPREEXREENER , £FFENTENIEBRENBZBOER. ERESHRLSE.

ISESHEEERZ I EEINAE

1. B EEE(IPC):ISER B IRS XIS B MISERS < MV #HZEIBE(IPC). ERATREMNISER
RMARSS (MFHWIE, RNMKRBESEHE ) BB AP AN S ARMBENET.

2. 2 HAREXR  EAERDHAISERER (HINSTIHETAREE ) , HRRSEY
TREZMISET RZAMNBE, XTHERKE (FMSFHRIEER. AP QENREER
) EISERG RN AETRZBEEBED,

3. RENEERY  HERSSERSLISET R ZAMNEBMRE, ZXET QEITH B E X6t
, ZRFSBERILEEFREBIREPNEDTRIZHTR. IR TRE-BMHEMNBRET
B EHNS HRISEF RNANMNEL R RBERERSEXREER,

WiFISESE R RS RETHREENBNL

1. BiF iR O TCP 86717ERA R iE R 4EPALE |, bim O A FISER & Z EH T [EESE.

2. BIEEMIBADIEEBR 4R IR , MR RIMEMEEIR | BFEFISEEEMISERCAILEH., HTAIPIUESH
BIRRIER |, AR K ERNTIEEIZE IR, ERRASIGEEEIR | BSEISE — BAFIEEREIR
R EHISEE S MISERCAIEH,

3. MGUI > Administration > Certificates > Select ISE Messaging Certificate, & iFView AR iE
IEBHIRES,

4. B LA Aade.Jog A EXISEE EBRGFHITHERR , ZRFAEXSHEATHIRE , A
LATE 8 8 B A 8 3 72 1T show logging system ade/ADE.Jog tail@ +8 CLIB 1TiF A HERR

5. 2R ADE.Jog H & & Rrabbitmq:iEZIE4L £81R , 1§ 5Cisco TACERR , MISEARMIBR
RabbitmgiE R 81 E .
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ISE AP >< 4E B IR 55

ISE APIRXBIEERS R — MY , ATRER NI E SISERS M HIAPITE 3R F 0 R A 5 B B dE
TR YEEISE APIMXSISEREENHERE , BREELNAERRERISERBIHIE.
, PR R RGBT RS EENVAPIER R I/MIBRA .

ISE APIR < #4E B BR S5 R X B ThBE

1. MISERIEHAPIT A : ISE APIF S B4R FE R3S 38 5 W4T , R VFSNEBRL B ISE RESTHUI
APISISEBRBERE, XEAPITTA TRRNIE K F#EISERBEEFTNRE , fla

- AFEMARIERE
o MR KB

- REDWER

- REHBBMZE

2ERANABRGEN  RFSEFISESHBREEMMEERRER |, fimn

- NG HEIEARSEF(LDAP, Active Directory, RADIUS)
. MEEERS(NMS)

- REEENEHEESIEMBRAR

- PMEISEBERENEENLNAREKS

BIREMHAPILRE , APIMXBEERS A XEATREERISERIE. BISERXEEHRNALR
ISE MY 45 TE 1R 4 LANE R A BB 44

3.X#RESTful APIB(E : ISER T EEBEIHTTP/HTTPS THEMRESTful APl, APIRIX ¥z IR S
NEEEAPIERMIEAIR , BRERESHHRIE. 4B, FMISEREERDE Y HIEERE

M o

ISE APIM < fRS5

ISE APIF X fRSS R IBA X ISERRSS . BIEMWEERIRESTIul APIG RIAY XA M. ©FRHISEMIAER
REZRNHFR , ATXERGEUREFXEGISEMEZHERS, REXKE, SFORIUENEMBRS

BITRE. APIMXEE=SNA. MEAEEBRENBENNAEBECisco ISEXE , MIAEFEAL
THERIEE T RISER - 5L H,




ISE APIFI X ARSSHY X B2 2hae

1. B AXISERAPIEE : ISE APIRXRSF EAS RSB £ ARESTIul API1Z £ i B 2 &
ISE BN REHECRE, XHUUNISEINEE ( S HRIUE, REEE, SEEEE ) i#
TiRERME,

2. BRI - APIMRIRS R FXISEThRE# 1TRIZIES, BER M XA R 0] LAEEFAPI:

o« RRIE BUM K KEE

- ERHEEAFEMNFHRIERE

o 0 3 0 R ) 4% 1 ) 42 U LU

« R EFHIRZEE XM

- WEFTATENCHEELTERZDE , FIA0RESE e BUIRE s S 5B W 4515 7] REE S0~
ISEERKEIE ZHNEEBILFEF.

BMEMMIRE : APIMKRIRSF AFINBREMNREISERR, 2EMEIEFMEBNEFAEIWE
BlE. EINTUTHIHEIFFEE :

. BRI
. REWE
. BN

APIARAATHRINEE, FRESNEN ; A ZeANBIEFXEFERNRE TR
ISESE3N o

ISUFISE APIM < BRSS FISE APIM < $43E B IR S5 H HEBR i [

1. BIFISETANEBRIIPRELTREIRSEER. SMEIAdministration > Certificates >
Select the node > Select Admin Certificate, R EFView AR IFISET RV EE R UE B VIR,
2. f¥ise-api-gateway, api-gateway, apiserviceA#i&E Ndebug , HF B AT LUBEELZEITUATH S

RERBE :

» show logging application ise-psc.log tail
» show logging application api-gateway.log tail

ISE pxGrid B RS

ISE pxGrid E$£ R S5 R X FISEF WpxGrid ( SFERMMIE ) RN EEA N, pxGrid2 — 2R
R, TEABZNMEZREBRAREE=ZANA, BRENREFZANEZLE, ECETT RAVKEE



HEMER, ISE pxGridE#ERS ZIFISESHMpxGrid#R ARG ANEREBERFE , TEPHIRZ D
e

ISE pxGridiE RS HI X B TN EE

1. BE=ZARENEEERK : ISE pxGridEZRF A FISEEZREE=TMERTLREEX , H
wBnKiE, BREAZE. NACHERG R, SEEMTPAMHEMEZLIRE ., EAWRERERREXW
KLREH. ZE2EHNBEERMEBRENER.

2. BRAZ  pxCGridNE B ——RAZEREE (HURZSH. AFAt. Z2RRNF
FKIHRMER ) o BBIpxGridE#RS |, ISEAINERSHMRZINARERR , MAFRH
RADIUSZTACACS+& &% 1 %o

3. M{LBIE : BIEApxGrid , ISERJLERMELIPNERE =S BRD RHEITEENZREER
o XEMLTEEARE , ANREFTFENENEZFBRARHITAELEK,

4. BBEREMMENME : pxGridEZRSBIHRMFESRETNRERETRTBRIAS, ®
BFNRERE EAXHBEREE , NMRESZERANEAME ., XHETUERNHRHIHESK
HEM 48 & & K EE.

16 IEISEPxgrid DirectBRSS 7 3 B 47 P HE R

1. BRR BRI TACURIE tmp X R 2B 7 edda*.lock*s MR R , ERITACTHUBKRBIEFH MM
R EH /B3I Pxgrid DirectfR %o

2. J¥PxGrid Direct!A & B N EISET SR FIH B THEHEBR, ATUBRETUTmHES
ISEXX 452 sRISE CLIRIF B :

» show logging application pxgriddirect-service.log
+ show logging application pxgriddirect-connector.log
« XL R EREE X B RHSER AU S U A K im B3R UK Pxgrid R #2 2R AV IE BEIRS N E B

7 BRBEBRSS

DERRBRFEATBERAF 6. RBRAREMESRBMNE D BRRENBAN. ERET
BHEAFAREXNBEMRNEE , BRIABXNAFREARZT R AMENELRD, NED
BXYTROMEREMR T, FHERBEOBIIURBREAEEXREE, ISERHN D EREKERES A

THSHITXEMEDERAN , AEBNMEHRERHE,

2 BREEARSSHY E B IhAE



1. EXME : ISERI D BRERSATEERARBAFNRENGMEELSTHME ( TR
VLAN ) . fizm -

- BEETAZERANRZBAUASEITRNME ( —MVLIANFHZEEREUARS -1
VLANFHFRZEFERE ) o
« ALLHAESIHNACHAF D EATERIMER , LK /MR H BRHIX S R RA 5.

2HBTER  WIRSXIFHEMNE DR , R TFMBRBVLANRIERA RAHITER. Hl -

- IUREAFNASHRESTRLHIESELEFEVLAN,
s WANTEARZTINBERSNREITUABERBEXHFEVLAN , EFIHEIEE,

SETHERIMIT : 7BREMBSFEARBRERBZERAFSLTARABNDEER, XEXKEET S
MERERE, flw -

- AFEWR ETHAFPAGIEM.

c BERS  BE ( ETERFHREERHFNRE ) WERAERBSWETRR.
R ARFRIRRENETNYEMNE (HLE,. FEXE, TBHE ).
« AR  —XBPWEANRE., —XI—FH & LA EERAEE,

424 FWTHE : 5 BEHEN FARADIUSHIVLANS BZF LT | BREMERE (058
 BBE. BAES ) —BibTHERSEK, X AFCisco ISES M ERR IS E BIE USSHETE
1% B R

WOAUE 77 BR SR B BR 35 5 3 ELt 1T MR BEBR

1. B S M E TEF L\ (Work Centers)> TrustSec >#iR (Overview)>#2#l|H#x (Dashboard) &L

IS BREREREE.
2. RIEE T TP L >TrustSec> R , REIER “TrustSeciRE” U E 5 B E MRS RS H
RS
REST B 1R RS

REST &3 % iE RS fE FARESTful APIIR R 0 RIEIhEE. ©ATFNTNAMRSEED FAIRHE
RESTIMUBERHTTP(S)SISERTRE , NI AFSREZHTERRIU. RS A Cisco
ISEE B RIE TR S AU A PR Z BT EEAE ST E ( WIRADIUSTHTACACS+ ) WEE=%
BMARRELEER,




RESTEHRIERSFHIXEIRE

1. RESTfulB R : RESTEHRIIRSEEEREST AP A S HRIEER, XAFABR
S (N, B=5FMERBHRS ) FHISEERN S HRIIRS ST , B EIRESTul WebfR%S
AU R RES N F AR ( IRADIUSTTACACS+ ) WA FRIZRHITEHRIT,

2. ENPNAER : WIRSERAMXARITEAFRIERERERAEEEHRIES % ( WIRADIUSE
TACACS+ ) AR AMiZIt. MKk , BN SUENREST APISISEXRE , REST APIE S
FRISEERRIEERFEFWebWI AR AN,

3. REAUT BN EBMRILE : RESTEARIERSEHT — Ry BNERRIERE , ZHET
BRTFREEZHMNZBRAR. RS, BINANEMETWebIFEATALUEAE , XL
B AIURE ERISEMFEIE MK AP AR H1TH ORI,

4. 5T RA : REST APIRMRENED |, EREHFZMEL  ESTNAXSARGHENNAE
Ko TRMEJIJSONKBRWIEE , HEHAGET, POST, PUTHMIDELETEZHTTPA % , T
WebFF & A A MERKISEHITEMRITMNRERY , kFEES TIHME,

Rest & 1936 iF #9 36 11F A #4 BE B BR

1. B3R5 Open APIFE< IR | & Fapiservicetl #1% & 7 debugo

2. EXYERS APt RIB# THEBERR |, 5 ersA iR E N debug.

3. MRAPIBRSGUITUE : https://{iseip}:{port}/api/swagger-ui/index.htmI=g
https://{iseip}:9060/ers/sdk AT i [8] , M| FRBAAPIARSS IEFE X TR HA T 46,

BXCisco APINFAEE , BSHAPIXH,

SSE%x#sR

SSE RS ( REMBE N ZIERES ) FISEEER L2 E L iFR(SD-Access) i R 5 RERK
o SSEEEBRAFISESERDNARLHITEZEBE , NTESD-AccessIMEFRXI BEILMEZE
B, PBRNLELLERE,

SSEE#ERN EERE

1. BB=Z7REREGEMXK : SSEEEFEHINISEERE=ZAFLLRE(WL XE, ARHERE
(IPS). MEZHRHEFIINAC)ERE R , UARZ2EENEMAEESIEM)RENERK. BRI
XENTRENZ 27T RMISERE/AZWEYE , 7THTEISHRBEXHE,

2. R EER : BIFISEERbLZ 2 REEEE | SSEEESRIFRTRM TR, 1IE
B aFEs, ZRANKFEIEMZERERNIINERITH , N AR TFISERSEZ
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Bl DR B SR B RSB S W R KB

3. BEE : HSSEEEBIIFNEM TS BN THERE. HlM , MRREHAHLE
REMCHERREE |, ISERTLAB KR L M5 RIF SRR | SR iR B 7E @) B %M B A
BITH-TSRE.

WUF SSEE #2237 H HEBR iR

1. (X HTEISEH /3 FPassivelDIRSF Y , F &5 AASSEE#ESS.
2. debugH Hysse-connector(connector.log)A 1Rt T X SSEEEBHXHENESFELR.,

Hermes ( pxGrid=fE )

Hermes ( pxGrid={E ) {EHISEFMpxGrid ( FAREMIE ) ESREEHEFEK
HermesRETZMRE , ATXINISEEETENRFRTEAZENER. ©XFpxGridilELR U E
FRANMNENZEREHEZERER.

Hermes ( pxGrid=EE ) W EEHFHERMIhEE

1. =EIPMIAZERK : Hermes ( pxGrid=flIE ) EERIE T MRS A ISEER R Z B
BERK. TNpxGrid ey BEZSAIMREREZN , TUEET=NRANRSHRZS
BIE R KBS S HE

2. pXGridESRRE X : pxGrid2—NENTE , ATENZLEMRARLEHWHRHERFE,
Hermes 7% YpxGrid =R E , ZUISEFMZHEToHNRZZ AN RS, EMBEE, XHER
AFBERPREMNZIMERE— BN ELE R , NMELEBRH LB,

. ET=MAmAIUMY : Hermest  —IMEOEB R THE TN , REUTISEMMAEER
HALImEETAMYE, SAUNKEEXZPRENAFPNEKE , fINEHRS, Z2RESNEH
BR. XAFISEESLM ( WATIRE ) LLHE ML E K,

4. FISELHEYT BERIFNE . Hermesti —NEERBR |, CEISERMIFEN ARE SN AN
B2 BRM T — NN, XAUERWNFISELZ SR, B0 KUEA AR E 3G
VRBE=RS , MEAENABEM R HEHITHENSUE,

FHermesi 173 UE M PEHERR ( Pxgrid=AER )

1. BRIANER T , HermeslREZEZH |, HISEECisco PxGridif# , K AHermesE2 B A =RS -
MREISEREZEHAHermesiRs , BHEIARSBMISE GUI >EE>ZE | ERISETAEH
Pxgrid=i&ll, REdit , A5 K Enable Pxgrid Cloud,



2. A F B REPxgrid= < i R K A iR Zhermes.logfpxcloud.log. XEFRXNEZHT
Pxgrid=#IPxgrid ¥ R L7 A,

McTrust ( Merakif& % RS )

McTrust ( MerakiE & RS ) XiFBRISEMERIMerakiRE 2 RINER , BTRSHNEEREMEIRE
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ISE Grafanaf@ i REi Mt getEtr , REZENBFETMLNTTHREFE. ©5PrometheusSE B ERM
ISEERNSRMALEE , FEERTACERERNZEHER , BEXISERSEHNEITIRR. e
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+ ISE GrafanaPR%5. ISE PrometheusfREZMISET 2 S HEFREHE T/E , #1 8 Grafanattitk iR
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2. EHEDHEMR : ISE MNT LogAnalytics Elasticsearch&Log AnalyticsBt &£/ , T4
HWBEIERKBRAR, SEISEEBRESS MR, KK, REREMEMESIEX
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1. BidIPsecl Z £ BE : ISEARMIPSeclRSH EEIRERFEHIPSecEF MRPBEEE, X
S RERNZNE ARV BARISEMEMIZR C BNEREER , BHIEEEE, ERFMEKL
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) RANWKEXS HERISEERF, X, BE=FHEETE ( tPrometheusMGrafana ) ] LAZRERIZ
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{LNBEBERRE,

IS UFISE Prometheus S H 88 H HE R i B
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1. BRINBER T , ISE Prometheus S tHESEISEFRE A, MRRF K217 , &= 1Tapplication stop
iseMapplication start isef T AEFH B RS-
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2. TACACS+4bIE : EEATIRZEEMTACACS+, BHRIFMGB SN,
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Alertmanager-logging48#f. TUMZHFRHPBKRIEAE , LA LUBEHZ1TCLI show logging
application alertmanager.log tailif & & A &,
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