Blast-RADIUS MY B3R £E ## (CVE-2024-3596)
Hx

A"Hj/\
Bt

=N

EE
JHEWF
FHATLS/IPSecin®
DTLS_E#IRADIUS
TLS_EBYRADIUS
|Psec
ﬁE ’g\%ﬁ
RADIUS 7 E¥

ISEERADIUSER S 28
ISE4ERADIUSE F i
ISEERADIUSE it B $7

=6l

NADE &3] N HERF
RADIUST AR5 88
S\ EB RADIUS FRS588

CoA

M)

ARSI R A & f#EBlast RADIUS MY BT

o

>t

2024F7R7RH , Z£WRARERADIUSTHMU A EZI T LA T®E : CVE-2024-3596:RFC 2865 T #Y
RADIUSTHMU B ZHE L WEHENhERSE , & 7T AR A XIMDSIE R & 4R IERRZ A M
selected-prefix collision attackf& cE 4 H b 1 N BV 4E AT B 3 R ( Access-Accept, Access-
RejectziAccess-Challenge ) » fif1&H T —BXE , FHENBMNERABEPHHEN , ZBKE
P B R T X K F FHMessage-Authenticator & 1 BY 57 #Y 55 2h W 57 £h 1



https://www.blastradius.fail/pdf/radius.pdf
https://www.blastradius.fail/pdf/radius.pdf

BXRZHREAFIHIER~RHNEHIRARTEBERFHRA , F5R : RADIUSTHY BIRTE
JE(Blast-RADIUS):2024F7H . A EE—MEBBEARURECINNMTEATEL (EF22H ) B
BrEm , EARBSAS AN R, ERNEREMRADIUSEES S , BRI B MRS SIZMIF

MITE.

db
=

Al

LB F FAMDS R AR REIMDSIE R BT BN T , FENEEEBES AN NN EETNIEEMLN
B & BRADIUSIE S IB SR LA 23R, S8R A0 R I 24FRADIUS Access-Reject® 3 A RADIUS
Access-AcceptfIRE N, X2 ATEERY , B NRADIUSERIAMBER TA B HBEEF AR HAB S,
RFC 2869#832 /7 40 T Message-Authenticator/E % , B H8l{REEAEAPH NI ZTETEE , X
EREN TEMIEEAPR R (H P RADIUSE F i (NAD) T2 EMessage-Authenticator/& 1) , #B Al 8E
HINCVE-2024-3596 R iR Y L 5

SHEUEES
1- RADIUSEFIRM/MEEHE G HRRITEEH,

L W & 42 A 1% % (NAD)TEAccess-Requestf ‘& & Message-Authenticator/E Y , BRI GRS 51 E
STEFFE IRA 5 £ R B Access-Accept, Access-ChallengeBiAccess-RejectBi#EE & & Message-
Authenticator,

2.- RADIUS iR 5 28 2470 58 il 2 W Message-Authenticator /& 4 o

FEHRERPNTEEEFHRIEFSTBHN , RAREAIAEREESHRIERERE
RADIUSHRSS 28 2 B FHH B & D B IE SR M U5 [F1 18 R F I BR. RADIUSHRSS 853E A7 5% ENADFE 5 [F]
BRPIEEEFHRILE, XTRENSORFSIZHNIMINRE , EAUAEATHHUERE (E
REEERFRA ) EA. Allowed Protocolsfit & T #Yi& 1 Require Message-Authenticator , AT
FFERADIUSER :

L EAP-TLS L-bit (7)

|| Allow weak ciphers for EAP (7)

Require Message-Authenticator for all RADIUS Requests (3)
[ ] Allow 5G

BB IR I ZEH N A FHIGET


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-radius-spoofing-july-2024-87cCDwZ3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-radius-spoofing-july-2024-87cCDwZ3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-radius-spoofing-july-2024-87cCDwZ3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-radius-spoofing-july-2024-87cCDwZ3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-radius-spoofing-july-2024-87cCDwZ3
https://datatracker.ietf.org/doc/html/rfc2869
https://datatracker.ietf.org/doc/html/rfc2869

5 Allowed ProtocolsEi & & ZEMessage-Authenticator{E Access-Request & & Message-
Authenticator/E £ #ISEEF W RS &M & AR

Event 5405 RADIUS Reqguest dropped

11057 Message-Authenticator attribute is missing in RADIUS

Failure Reason
Access-Request

ERADIUSIRE R ERCHIRIIREEEXA X HESHRIIFDIIEEEE , AAXTR—IMIENE
£, NADERIABER T RIZEESFHEEE N RKiEHEE. Message-Authenticator ™ ZISEIR & K&
Mz — , BIETHREHEENAD/Use Casez B BiEMessage-Authenticator &£ 7. ISETE
Operations > Troubleshoot > Diagnostic Tools > General Tools > TCP Dump T N & iE S #H 3K I
BE, FicE , BE—NADMAE AT BRIF BB EERIERR.

AR BB #EMessage-Authenticator /& 14 # Access-Requesthy R il 3k

Time | Source | Destination | Protocol |Length |Info

1 11:27:30.116244 14.0.65.75 172.18.124.20 RADIUS 306 Access—Request id=11
2 11:27:30.184821 172.18.124.20 14.0.65.75 RADIUS 187 Access-Accept id=11
3 11:27:31.242718 14.0.65.75 172.18.124.20 RADIUS 313 Accounting-Request id=8
4 11:27:31.258999 172.18.124.20 14.0.65.75 RADIUS 62 Accounting-Response id=8

Frame 1: 306 bytes on wire (2448 bits), 306 bytes captured (2448 bits)
Ethernet II, Src: Cisco_4a:81:02 (6c:b2:ae:4a:81:02), Dst: VMware_c9:84:88 (00:0c:29:c9:84:88)
> Internet Protocol Version 4, Src: 14.0.65.75, Dst: 172.18.124.20
» User Datagram Protocol, Src Port: 1645, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xb (11)
Length: 264
Authenticator: a8f87e2abed4@c7c87465456Taelc2b79

v Attribute Value Pairs
AVP: t=User-Name(1l) 1=14 val=5c838ff850d8
> AVP: t=User-Password(2) 1=18 val=Encrypted

> AVP: t=Service-Type(6) 1=6 val=Call-Check(1@)

> AVP: t=Vendor-Specific(26) 1=31 vnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=1500
AVP: t=Called-Station-Id(30) 1=19 val=34-A8-4E-DB-07-04

% AVD:« f—fn11inc_ﬂfnfinn_Td{11} 1-10 wal=-Kr_AR3_8F_FR_EA_NRK
> AVP: t=Message-Authenticator(80) 1=18 val=f2116042ddcd47db45053dd@e76212de

2 AVF. L=EHF*&EYﬂYdeiLUJ} L=£ Vd L=
> AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
> AVP: t=Vendor-Specific(26) 1=18 vnd=ciscoSystems(9)
> AVP: t=Framed-IP-Address(8) 1=6 val=192.168.16.127
> AVP: t=NAS-IP-Address(4) 1=6 val=14.0.65.75

AVP: t=NAS-Port-Id(87) 1=20 val=GigabitEthernet@/4
> AVP: t=NAS-Port-Type(61) 1=6 val=Ethernet(15)
> AVP: t=NAS-Port(5) 1=6 val=50104

Radius access-request® FiMessage-authenticator/g



LT RTBEEE S RIEEE %M Access-Request#y RBIFIR -

| Time | Source | Destination | Protocol |Length |Info

1 11:33:57.435498 14.0.65.75 172.18.124.20 RADIUS 99 Access-Request id=12
2 11:33:57.573576 172.18.124.20 14.0.65.75 RADIUS 62 Access-Reject id=12

> Frame 1: 99 bytes on wire (792 bits), 99 bytes captured (792 bits)
> Ethernet II, Src: Cisco_4a:81:02 (6c:b2:ae:4a:81:02), Dst: VMware_c9:84:88 (00:0c:29:c9:84:88)
> Internet Protocol Version 4, Src: 14.0.65.75, Dst: 172.18.124.20
> User Datagram Protocol, Src Port: 1645, Dst Port: 1812
v RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xc (12)

Length: 57
Authenticator: 82411d9bd5701fa8898885a0e69181a2

~ Attribute Value Pairs
> AVP: t=User-Password(2) 1=18 val=Encrypted
> AVP: t=User-Name(1l) 1=7 val=jesse
> AVP: t=Service-Type(6) 1=6 val=Login(1)
> AVP: t=NAS-IP-Address(4) 1=6 val=14.0.65.75
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Message-
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ISE as RADIUS Vulnerable CanuseIPsec
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ISE as CoA Configured to Vulnerable CanuseIPsec
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ISE4E R RADIUSE F iR BT

ENRADIUSE FiwHICisco ISERVIBREINBE @ S ERAH : 3.1 T 10, 3.2%0 T8, 3.3%MT5.
3.4%0 T2, 3.5KREEMA (B Cisco Bug ID CSCwk6747 ) » HEXNTHRALRE , RIBMNEMHFHE
BRIARATN, EX2NEE, YIEXNERE , TREEAEZLHNNITRAREGEE. EF

IR EEE - IR EEHERIIES , MREFIZERE , IEERIISZEENERE : B8
ISE!téu‘,J;Z FHEBMRIEE K NMBRKEEEEHESHRIISEMNIME |, NEMRRIELAK, THOT
" NADEFERHEEHERIE NADEFERFFIEHER
=4l

B UE 25

ISEERADIUSS k&, 4hEB ISEFRERADIUSS I, #AZB
&N F 9 B RADIUSARS 2885 CoAKRIEHE |RADIUSHRS BT CoAR LB E

B IEEs BRIy

ISE R RADIUST R,
RADIUSHR S 28 5 CoA K IE
B4 RIEEs

ISE[mRADIUST &, #AEB
RADIUSHRSS 88 3 CoA K i%
%ﬁ«hlﬂf%ﬁ

HAEB
SHE

After patch/upgrade and
Message Authenticator
Required On Response & £ 1E

Iﬁ 4%\



https://tools.cisco.com/bugsearch/bug/CSCwk67747

Rk,

After patch/upgrade and
Message Authenticator
Required On Response & % 4E
g2,

ISE[mRADIUSS &, #43B ISEBRADIUSS k&, H12B
RADIUSHREZ 828 HCoAKIEHE |RADIUSERSZ B HCoAKRIEHEE
B IEEs BRI

RADIUST 2 IR 25

ERADIUST & IR 55 85 Bl iE Y Authenticationit I+ T 70N 7 # &£ #EMessage Authenticator
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RADIUS Token List > New RADIUS Token

RADIUS Token Identity Sources

General Connection Authentication Authorization

This Identity Store does not differentiate between "authentication failed' and 'user not found' when an authentication attempt
is rejected. From the options below, select how such an authentication reject from the ldentity Store should be interpreted
for Identity Policy processing and reporting .

(o] Treat Rejects as 'authentication failed’
O Treat Rejects as 'user not found’

During an authentication session, initial request packets may not contain a password. The password must be requested. The
prompt is configured here

* Prompt
Password:

Passcode caching enables the user to perform more than one authentication using the same passcode.

C] Enable passcode caching
Aging time: 30 seconds

Identity caching is used to allow processing of requests that do not perform authentication against the server. The cache
retains the results and attributes retrieved from the last successful authentication for the subject.

(] Enable identity caching
Aging time: 120 minutes
[ Message Authenticator Required On Response

T ERS | R EBIRADIUSIN B EHE B HRIIE , NHEEE LRI TEYSEH A E
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Steps

Overview
Step ID Description Latency (ms
Event 5405 RADIUS Request dropped P e y (ms)
11001 Received RADIUS Access-Request
Username USERNAME 11017 RADIUS created a new session 0
Endpaint Id 01:23:02:67:FF.F1 & 11117 Generated a new session D 1
15049 Evaluating Policy Grou 2
Endpaint Profile 4 ¥ "
15008 Evaluating Service Selection Palicy [4]
Authentication Policy Dafault >> Default 15041 Evaluating Identity Policy 5
Autharization Policy Default 15048 Queried PIP - Normalised Radius.RadiusFlowType 2
i 15048 Queried PIP - Normalised Radius.RadiusFlowType 0
Authorization Result
15048 Queried PIP = Normalised Radius.RadiusFlowType 0
15048 Queried PIP - Normalised Radius.RadiusFlowType [i]
15013 Selected Identity Source - test2 3

Authentication Details
Passcode cache is not enabled in the RADIUS token identity

24638 . .
store configuration - test2
Source Timestamp 2025-04-21 09:49:40.023
24509 RADIUS token identity store is authenticating against the
Received Timestamp 2025-04-21 09:49:40.023 primary server - test2
11100 RADIUS-Client about to send request - { port = 3789 ) 0
Policy Server ise34-608
11118 Message-Authenticator attribute is missing on RADIUS
Event 5405 RADIUS Request dropped response
24617 RADIUS token identity store received external error 1
Failure Reason 24617 RADIUS token identity store received external error
22059 The advanced option that is configured for process failure is o
Check that the RADIUS token server is configured correctly. used
Check that the network connection is working. Try to ping the - The 'Drop’ advanced option is configured in case of a failed
Resolution RADIUS token server to verify if it is available. Check if the 22062 authentication request
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External RADIUS Servers List > New External RADIUS Server

External RADIUS Server

* Name

Description

* Host IP

* Shared Secret

Show

IMessage Authenticator Required On Response

Enable KeyWrap

* Key Encryption Key

* Message Authenticator Code Key
Key Input Format

* Authentication Port

* Accounting Port

* Server Timeout

* Connection Attempts

Radius ProxyFailover Expiration

) <

S

© ASCIl () HEXADEGIMAL

1812 (Valid Range 1 to 65535)

1813 (valid Range 1 to 65535)

5 Seconds (Valid Range 1 to 120)
3 (Valid Range 1 to 9)

300 (Dlvalid Range 1 to 600)
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Steps

Overview
Step ID Description Latency (ms;
Event 5405 RADIUS Request dropped d "o ¥ (ms)
11001 Received RADIUS Access-Request
Usemame USERNAME 11017 RADIUS created a new session 1
Endpoint Id 01:23:44:67:FF:F1 & 1117 Generated a new session ID 20
o 15049 Evaluating Policy Group 22
Endpoint Profile
15008 Evaluating Service Selection Policy 10
Authentication Policy Default i
11358 Received request for RADIUS server sequence. 63
Authorization Palicy Default 11361 Valid incoming authentication request 0
11355 Start forwarding request to remote RADIUS server 0

Authorization Result
Modify attributes before sending request to external radius

11365 2
server
11100 RADIUS-Client about to send request - ( port = 3799 ) ]
Authentication Details - Message-Authenticator attribute is missing on RADIUS .
response
Source Timestamp 2025-04-21 09:07:00.711 . Failed to forward request to current remote RADILS server;,
an invalid response was received
Received Timestamp 2025-04-21 09:07:.00.711
11353 No more external RADIUS servers; can't perform failover 0
Policy Server ise34-608
Event 5405 RADIUS Request dropped

11353 No more external RADIUS servers; can't perform

Failure Reason .
failover
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“~ Change of Authorization (CoA)

CoA by RADIUS

* Default Co& Port 1700 )

* Default DTLS CoA Port 2083 D)

* Timeout Interval 5 seconds ()
* Retry Count 2 9

Send Message-Authenticator

Message-Authenticator Required on response 9

Send Message-Authenticatori& T2 SABIHY T BE , #TiEDEMessage-Authenticator Required on
response. FTiLRE%EH Send Message-Authenticator,Cisco ISEEB4 1E I 57 _E i% A Message-
Authenticator Required on responseft & i%AMessage AuthenticatorE 4. Send Message-
AuthenticatoriR B A TR EEE., WMENADECOANIR A BIEHE SIS , WAIERM BE
FRUNFAFHRIEREPFIATER



Event 5417 Dynamic Authorization failed

11118 Message-Authenticator attribute is missing on RADIUS
response

Failure Reason

The Message-Authenticator attribute is selected as required on
RADIUS response. For authentications against external RADIUS
server: Go to Administration->Network Resources->External
RADIUS servers, Go to the specific External server and see that
the checkbox "Message Authenticator Required On Response”

Resolution is selected. For COA: Go to Administration->Network
Resources->Network Devices. Go to the device, and see what
is its Profile. Then go the to profile and see that the checkbox
"Message Authenticator Required On Response” is selected.
Either deselect the checkbox, or enforce the external resource
to send valid Message-Authenticator on response.

11118 Message-Authenticator attribute is missing on RADIUS
response

Root cause

EZE : BfE1ECisco ISELIEFZMFE , CoAtE a[REENAD LS , B ANADAIREC RALE T
CoA BN R IIEHE B HRRIER.
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ERANANAFENREEXH  NEUEHZEEXH , AENAEMEREREXHHITERZ
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