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aaa new-model

aaa authentication dot1x default group radius

aaa authorization network default group radius

aaa accounting dot1x default start-stop group radius
aaa server radius dynamic-author

client 10.127.197.53 server-key Qwerty123
auth-type any

aaa session-id common

ip radius source-interface VIan1000

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server attribute 31 mac format ietf upper-case
radiusfR5588RAD1

address ipv4 <ISE server IP> auth-port 1812 acct-port 1813
key <secret-key>

dot1x system-auth-control

BEEEMACLAHAFEEREISERFimiEE I

ip access-list extended redirect-acl

10 deny udp any any eq domain

20 deny tcp any any eq domain

30 deny udp any eq bootpc any eq bootps
40 deny ip any host <ISE server IP>

50 permit tcp any any eq www

60 permit tcp any any eq 443

EXRBHEBHARZREMHTTPEEMD

device-tracking policy
tracking enable

interface <interface name>
device-tracking attach-policy

ip http server
ip http secure-server




THZEEFEFRUFZ

MCisco Software Download Page ¥z THEE X hFmER. £ EFiHmWindowsF &M EER
webdeployX #, EF-RBMERE L |, # ASecure Client 5, F#Home > Security > Endpoint
Security > Secure Client(including AnyConnect)> Secure Client 5 > AnyConnect VPN Client
Software

* cisco-secure-client-win-5.1.x-webdeploy-k9.pkg
* cisco-secure-client-win-4.3.x-isecompliance-webdeploy-k9.pkg
* tools-cisco-secure-client-win-5.1.x-profileeditor-k9.msi

ISE Bt iE

FBR1ZEISELEBIRES

1. EZISEL LRRLZFFiRMEMNEERWebTED , BS M EIWorkcenter > Posture > Client
Provisioning > Resources > Add > Agent Resources from Local Disk.

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Agent Rescurces From Local Disk

Agent Resources From Local Disk

Cisco Provided Packages

» Agent Uple

Name Version Description

5.1.4.74



https://software.cisco.com/download/home/286330811/type/282364313/release/5.1.4.74

Client Provisloning Palicy Elements Pasture Policy Policy Sets

Resources
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https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
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Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Se

Client Pr y
Resources ReS 0 U I’CG S

Client Pr,
|j Dupli

i ~ Version
Agent resources from (

Agent resources from disk ySecureClientCo...
1itConfig Mot Applic...

Mot Applic...
Agent Posture Profile

AMP Enabler Pr

NAM Profile AgentProfile Mot Appli




Overview

Client Prt
Resources

Client Prt

Network Devices

Client Provisioning Policy Elements Posture Policy

Lab Profile

Agent Posture Profile

Mame

Posture Profile

Description:

Agent Behavior

Parametear

Enable debug log

Operate on non

Enable signature check

Policy Sets

1.7£Posture Protocol&B 4%

, FERIERMES ()R AR EBEEIITERS .

SRS GIENEEE



Overview Metwork Devices Client Provisioning Policy Elements Posture Policy

Client Provisioning Policy
Resources ReS O U I’CG S

Client Pr oning Portal

{] Duplicate i Delete

Agent resources from Cisco site

Agent resources from local disk aSecureClientCo...
supplicant Profile 1tConfig

Agent Configuration e Supplicant Pro...

Agent Posture Profile itle Vind...

AMP Enabler Profile )
Wizard

MAKM Profile AnentProfile

1IER LENZLEFIRMEAMEIRT , EModulel BT T , i£FISE Posture, NAMAIDART#E R
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Engine Work Centers / Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets

Client Provisic . :
New Agent Configuration
Resources

Client Provisioning Porta

ct Agent Package: CiscoSecureClientDesktopWindows 5.1 w
>onfiguration Name: Agent Configuration

Description:

Description Value Notes

Compliance Module CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection
ISE Posture

VPN

Zero Trust Ac

Network Access Manzger

Secure Fi Posture

Network Visibility

2HEMENXHFIEET |, 1&£FPosture MINAMBLE XL , A5 E & Submit,




Overview Network Devices

Client Provisioning Policy
Resources

Client Provisioning Porta

Client Provisioning

Policy Elements

Umbrella

Start Before
Logon

Diagnostic
and Reporting &8
Tool

Profile Selection

* |SE Posture Posture Profile

VPN

Network
Access NAM Profile
Manager

Network
Visibility

Umbrella

Posture Policy
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Cllent Provisioning Policy Elements

Client Provisioning Policy
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https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273

ERMZEAIPH i MradiusHERA | FSMBIEE>MERIR.

Engine Administration / Network Resources

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server 5S¢
Network Devices

Detault U

5 Network Devices

Name

ption

IP Address 1P : 10.197.213.22

el Name




Engine Administration / Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

e Type All Device Types b

Network Devices

D

RADIUS UDP Settings

RADIUS

CoA Port

HPRO IR ANEL & A
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Engine Policy / Policy Elements

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization
Authorization Profilas
LHOw Odddpig ALLSs
{] Duplicate
Profiling Name Profile

Posture

Client Provisioning

i Cisco

2EFENEST |, #%$EClient Provisioning Portal with Redirect ACL.,




Conditions Results

Redircction

jorization Profile

Authorization

Authorization Profiles
Redirection

Prafiling

ACCESS_ACCEPT

Posture

Cllent Pr M 3 ~ @

redirect-acl e Client Provisioning Portal (defi ~

HER10. RPN

1. SR> R TR > 1> FHRIUE> R TN , EREAPHEIRE,




Dictionaries Conditions Results

Authentication Default Network Access

Allowed Protocols Allowed Protocols

Mame )
Authorization Default Network Access

. Description | pefault Allowed Protocol Service
Profiling

Posture

Dictionaries Conditions Results

Allow Authentication of expired certificates 1o allow certificate renewal in Authorization Policy
Authentication Require cryptobinding TLV

Rt P Allow PEAPw0 onlv for legacy clients
v § Allow EAP-FAST

Authorization

EAP-FAST Inner Methods
= Allow EAP-MS-CHAPv2
Proflling . -
Allow Password Change Retries 3 (Valid Range O to 3)

Posture # Allow EAP-GTC
Allow Password Change Retries 3 (Valid Range O to 3)
Client Provisioning

™ Allow EAP-TLS

Allow Authentication of expired cernificates 1o allow cernificate renewal in Authorization Policy

Use PACs Don't Use PACs
Tunnel PAC Time To Live
J 4 I ] 90

Proactive PAC update will occur after 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning
~ Server Returns Access Accept After Authenticated Provisioning
Accept Client Centificate For Provisioning
Allow Machine Authentication

Machine PAC Time To Live

Enable Stateless Session Resume

Authorization PAC Time To Live
*| Enable EAP Chaining

v & Allow EAP-TTLS




£ 11. Active Directory

1.18UFISEE N AActive Directoryls , # BB %BIEHA (WREFEE ) |, LUHERBNEM,

B> 54 1>\ & /2R > Active Directory

Engine Administration / Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources Connection Allowed Domains

ISE Node ISE Node R... Status Domain Controller

FRI12.RIRE

1.7ZISE LB R B &R LAY dot1xiE R # 1T H M KIUE. SMiZEIPolicy > Policy Sets.

Policy / Policy Sets




2.1% ¥ Active DirectoryfE 7 & 175 IE R EEHY & 3R

BARFEAK., FTEMNEANZSRSEET BRI,
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oAl

SEBAIMNMISETHHZELZEEF P ImRAS/NAMAE R

1. B dot1 xR AT B MW IEMN LS , mdiinitial Access Authorization# ], S:finZiE4E> Radius
>3EAY B &o

2EXM L |, HEEEBURLMAM A TLImAYACL.

Switch#show authentication session interface te1/0/241# 4015 &
#¥0:TenGigabitEthernet1/0/24
[IF-1D:0x19262768

MAC b : X4X6.XXXX.XXXX

IPveitzsit : KA

IPvattbiit : <client-IP>

A& : host/DESKTOP-XXXXXX.XXX
REZ:BERN

HE . BiE

BREENENX 2

BERHEBERX . AmE

EIEEE-J.TJEFE

B £151D:16D5C50A0000002CF067366B
@F‘ 151D:0x0000001f

AR : 0x7a000017

METREE - POLICY _Te1/0/24

ARHh SRR

BRZ5#E 4R : DEFAULT_LINKSEC_POLICY_SHOULD_SECURE ( {£%4¢150 )
ZEREPNESE

ZERSHEBTLZS

PRS5ESREE -
URLEZE E [ACL:redirect-acl




URLEE[
. https://ise33.xxxx:8443/portal/gateway?sessionld=16D5C50A0000002CF067366A&portal=ee39fd08-

7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2
ACS ACL:xACSACLx-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b0d3

FERSIIE
FERDS
dot1x & 13 B ilE A Zh

Switch#sh device-tracking database interface te1/0/24

P48 J= tth 31k 4% 3% /= b 31t 38 O vianii O Z (LIRS TR et E
ARP X.X.X.X b496.91f9.568b Te1/0/24 1000 005 4mn ] i (7] 39# =10

3AEAWwLE , RWIIEEMIISEXREZETENRE  RAREEFHEL K E THMZREBF.

Google Chrome isn't your default browser Set as default

il r

cI1SCO Client Provisioning Portal

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start



https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2
https://pk3-3.aaa.prad.com:8443/portal/gateway?sessionId=16D5C50A0000002CF067366B&portal=ee39fd08-7180-4995-8aa2-9fb282645a8f&action=cpp&token=518f857900a37f9afc6d2da8b6fe3bc2

win-5.1.4.74 |
Device Security Check WPTsDtDORO

Your computer requires security software to be installed before you can connect to the network. 3.0 MB » Done

nabl P Agen
Unable to detect Posture Agent Full download histo

— + This is my first time here
1. You must install Agent '
accessing the network] Click here to download and install

Agent
2. After installation, Agent will automatically scan your device
before allowing you access to the network.
3. You have 4 minutes to install and for the system scan to

complete.

Tip: Leave Agent running so it will automatically scan your
device and connect you faster next time you access this
network.

" You have 4 minutes to install and for the compliance
- check to complete

+ Remind me what to do next

4 B HBETRENSANARERF.




i
IO. Client Provisioning P

SmartScreen can't be reached right now

Device Security Check
Your computer requires security software to Check your Internet connection. Windows De

unreachable and can't help you decide if this app is ok to run.

Publisher: Cisco Systems, Inc

App: cisco-secure-client-ise-network-assistant-win-5.1.4.74_pk3-

2% , NSAMISEERZ2EFimRETH , AXELRZEITME, NAMBERFMNAME & 3 #
configuration.xml,




rovisioning ® Cisco Secure Client - Downloader

- The Cisco Secure Client - Downloader is installing Cisco Secure
Client - Network Access Manager 5. 1.4.74. Please wait...

etwork Setup Assistant

Running Cisco Secure Client - Downloader...

() 2022-2024 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems
kogo are registered trademarks of Cisco Systems, Inc and/or its affiliates in the
U.S. and certain other countries,

BHENAMZREF MR EN B R, £ Yes.




I . . g
o Client Provisioning ownloadi

The Cisco Secure Client - Downloader update checks have
been completed. [

evice Security Check
ur computer requires security software ta

B " Cisco Secure Client

o You must restart the system for the configuration changes to take effect
for:
Cisco Secure Client - Network Access Manager 5.1.4.74

Do you want to restart your computer now?

Yes No

HR2. EAP-FAST

1.EPCEHEHBAFLABERGE , NAMBETEAP-FASTX AP MitEH#HITEHRIE, MRELKRESH
KWiIFE®  NAMEREDERE , HEKXIRZS 1P EERMM LK KZT ST EEE,




"% Cisco Secure Client = x

AnyConnect VPN:

p Ready to connect.

2 FEISESRET AAH |, KRumIl1EARRE R A7 RMN o

3.IE , BENAMEEXHEE , §HRIEMMUIEAP-FAST , # HEAP-Chaining& R4
Successful,




AuthenticationStatus AuthenticationPassed
|dentityPolicyMatchedRule Default
AuthorizationPolicyMatched... Unknown Access

Issued PAC type=Machine Authorization with expiration time:
Sat Jul 27 01:29:06 2024

IssuedPacinfo

EndPointMACAddress B4-96-91-F9-56-8B

EapChainingResult User and machine both succeeded

ISEPolicySetName Dot1x Policy

|dentitySelectionMatchedRule Default

SEIIRSHHE

1. 22T IRZTETERRAR L2 1TEE#EF RBISER £ TERBEARIE N KIF,




~ AnyConnect VPR:
n Use a browser to gain access.
@ | e Connect

Web Authentication Required

Network:
.C’; Connected ( ),

| wired

Compliant.

Mebaork access allowed.

2. COAERmBZ£IMERFEEME , BRRIEFSKRIF R R,

B HERR

S1. NAMBLE 4

1.ELZENAMER G | BIENAMEL & X #Fconfiguration. xml2 EEE FEHNPC LML EE R &
: C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system




» ThisPC » Local Disk (C:) » ProgramData » Cisco » Cisco Secure Client » Network Access Manager » system

~

Name Date modified Type Size

| configuration 7/26/2024 4:53 PM XML Document TKB
=] internalEonﬁguration 7/27/202412:27T AM XML Document 3 KB
|2 userConfiguration 7/27/202412:27T AM XML Document 1KB

L

HBR2. NAMY R BRI H

1.MEE e E FHSecure ClientB#R , RFEERSettingsB 4R

AnyConnect VPN:
Ready to conmect.

2. ENEMLE>HEFIRERES, &P Enable Extended Logging& i 4E.

S HIR BRI R/MREN100 MB, ERFEESE , RESHIEL K L OIZDARTHS .




1 I 1 I ' "
aeco Secure Client

Status Overview Network Access Manager
Configuration | Log Settings | Statistics Message History
AnyConnect VPN
Use extended logging to collect additional information about product operations.
Network
[*]Enable Extended Logging

ISE Posture IHv: | off v|

Filter Driver: l off v ‘

[J credential Provider

B Packet Capture

Maximum Packet Capture File Size (MB):

Collect diagnostic information for all

4. HEMEREFHDEREEXNENMNERNFEAE R

53 7 SR BT IR

1. XN LB RAXLE R |, LLEERRdotIxF E E [a R IE M E -

» debug ip http all

+ debug ip http transactions

* debug ip http url

+ set platform software trace smd switch active RO aaa debug

+ set platform software trace smd switch active RO dot1x-all debug

+ set platform software trace smd switch active RO radius debug

« set platform software trace smd switch active RO auth-mgr-all debug
+ set platform software trace smd switch active RO eap-all debug

+ set platform software trace smd switch active RO epm-all debug

+ set platform software trace smd switch active RO epm-redirect debug
+ set platform software trace smd switch active RO webauth-aaa debug
+ set platform software trace smd switch active RO webauth-httpd debug




EEFAE , FHITUTRE

+ show logging
» show logging process smd internal

HPR4 FEISE L 1T

1TREERUATEMENISEXHRHAE , FREKIRE :

o RS

- 1/

- AR

. B1THITAAA

* nsf

« NSF&iE

O

. EFImWebRi A

HXER

« {FERAWindowsHISE 3.2 Dot1IxFlE R L B #NAM
. |ISEAIREZ SIS ERE
+ Cisco I0S® XE Catalyst 9000F% 5! 32 # 4l - B Dot 1 xR FE HEBR



https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/prime-nam-2440-appliance/221954-configure-secure-client-nam-for-dot1x-us.html
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://community.cisco.com/t5/security-knowledge-base/ise-posture-prescriptive-deployment-guide/ta-p/3680273
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/8021x/220919-troubleshoot-dot1x-on-catalyst-9000-seri.html
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