EISEREEFHOCSPHEAP-TLS B9 1iF
H %

#E

RREMH
EXR
ERKEH

:

E2ES

EE

C1000 =

Windows PCH#Y i &
SERAIBE & 1IF
P PR Ui UF

Windows Serverf fY AL &
SEARMAR
SB2 HIAOCSP,

ISE B
SRR IS

F B2, 75 flActive Directory

S IR3.A pIUE 6 iF it [

Z R4 .30 R 5

S5 £ ISEH 1A Certificate

SR HUF &

S B2 FiARadius3ERf HE

HIEHERR
1LBHBE
2. TCP# &
EE
/\"ﬁ/\
BlJ1

RN REAOCSPIREEAP-TLS H R U LA TR F P IRIE BREREMEN TR,



Cisco BB THUTER :

- BRE MRS SIZ(ISE)WEE
« Cisco Catalyst#y & &
o LRSI

ERREHF

AXEPHERETUTREFE IR

- BORSEIZERLI. 2% T6
- C1000-48FP-4G-L 15.2(7)E9

* Windows Server 2016
* Windows 10

ANHEPHNEEHRETREXRERNEFHNRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMBLTEHIRS , FERRETRAERSHIBERRE,

P 4% P

TEERTATAXEREIHRN



Winlo PC1 WinServer2016{Domain/DNS/NTP/OCSP Server)
192.168.10.10 1057

VianlZ
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EWindows Server 2016 LBl B 15 & Rad.rem-xxx.com , 23455 H HERH,
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 Active Directory FQDN:winserver.ad.re m-xxx.com
« CRL% &URL:http://winserver.ad.rem-xxx.com/ocsp-ca.crl
« I URL:http://winserver.ad.rem-xxx.com/ocsp
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aaa new-model

radius server ISE32
address ipv4 1.x.x.181
key ciscol23

aaa group server radius AAASERVER
server name ISE32

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
switchport access vlan 12
switchport mode access
authentication host-mode multi-auth
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge
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S ZE|Authentication , % FEnable IEEE 802.1X authentication , AfGi&EMicrosoft: E R~ H b
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Sedect this option to provide authenticated network access for
r,

this Ethesmet
I 7] Enable IEEE 802.1X suthertication I

Choose a network authentication methad:

Microsoft: Smart Card or other cedificate

[] Bemembeer my credentials for this connection each
time Im logged on

[ Ealback to unauthorized network access

OK || Cancel

BRI+ & HRIE

Smart Card or other Certificate Properties

When connecting:

(O) Use my gmart card

(@) Use a gertficate on this computer

(] Use simple cedficate selection (Recommended)

] Veriy the senver's identity by validating the cedificate
[JConnect to these servers jexamples:srv 1:3rvZ:. " srv T\ com):

[ meatCACommanMame
[ Symantec Enterprise Mobde Root for Microsoft

[ testea

(] VenSign Class 3 Public Primary Certfication Authorty - G5

[ VeriSign Universal Root Certfication Autharty w
< >

View Certficate |
[[] Don't promet user to authorize new servers or trusted certification
authorities.

[[] Use a gfferent user name for the connection

S M E/Authentication , i%# Additional Settingse M TR FIRFEFEAFARITEN S HRIT,



Networking  Authentication 802, 1x settings
£l spedify authentication mode

Selact this option to provide authenticated network. access for
User or computer authentication Save redentials

this Ethemet adapter.
Enabile IEEE 802.1X authentication Delete credentials for all users
Choose a network authentication method: [ Jimnabis sngleon oo for this nassark
Microsoft: Smart Card or other cetiicate Settings Perform immediately before user logon
Perform Fnmediately after user logon
[C] Bemember my credentials for this connection each = 10 <

time I'm logged on

Allow additional dialogs to be displayed during single
EA Fallback to unautheorized network access =gnon
This network uses separate virtual LANS for machine
and user authenbication
OK Canced oK Cancel
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General Detals  Certification Path

General Detais  Certification Path

General Detals Certification Path
Show: :-:Ab

Show: | <All> ~ Show: <al> |
Field Value ~ Field Value C- Field Valse =
Wednesday, June 4, 2025 7:4... i Chent Authentication (1.3.6. L.... Eﬂ\amed Key Usage Clent Authentication (1.3.6.1....
[1}CRL Distribution Point: Distr... W= O fos =T AN
e ——T RSA (2043 Bits) Rutonty Intormaten Access  [1Autharity Info Access: Acc...
[ Ipublic key parametars 0500 (31| Metscape Comment xca certificate : : .
(i) Basic Constraints Subject Type=End Entity, Pat... [ humbprint algorithm shal || Thasrbpent algonithen shal
1| Subject Key Identifier d1af68 6c 3e b6 90 f4c180 ... | Thumbprint 6296529357958 30 39a5... [ Thumbprint 62465298 579563 30 39a5...
| Authority Key Identifier KeyID=43 Oe ¢8 58 5099 2d 2... []Friendly name ocsp-dhent o |- |Friendly name ocsp-cient
Pl itmns b Manital Si Ky Frvinhar i ; - - M
o = chentcerten [1JCRL Distribution Point [1]Authority Info Access
E Distribution Point Name: Access Method=On-ine Certificate Status Protocol
11
I URL =http:/fwinserver.ad.rem- ;. __m.comfocsp-ca.al I ternative Name:
URL whttp:/fwinserver.ad.rem-s_il m.com/ocsp I

BRRTHGEAEE
Windows Serverf (Wit &
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clientcert CH Properties 7

X clientcert CM Properties T

Remote control Remaote Deskiop Senvices Frofie COM+

[0 uniock account

Account gplicns:

[[] User must change password at nexd logon £

[ User cannct change password [P B

[] Passward never sxpires

[ 5o password using reversible sncryption v Prmary group:  Dlomain Ulsars

Account expires ; There iz o need to changs Primany grous unless

@ Newe Set Famany G0 o have Macintosh chents o PO Dicompharnt
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B : AD_Join_Point
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= Cisco ISl Administration - Identity Management
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Cenificate Authentication Profile

I Certificate Authentication | I
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Identities

Identty Source Sequoncos Lt

Groups

Hiantity_AD

I Identity Source Sequence I

~ |dentity Source Sequence

* Name

Identity_AD

Description

External dentity Sources

~ Certificate Based Authentication

Identity Source Sequences

B sviect Conincate Authentication Profile

cert_authen_profil

~ Authentication Search List

Administration - Identity Management

Settings

A st of identity sources that will be accessed in sequence until first authentication succeads

Awailable

Intgrnal Endpoints
Imermal Users
Guest Uisers

All_AD Join_Points

0 & 65 7 3
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« &% : ocsp_test_profile
« FLEOCSP Responder URL:http://winserver.ad.rem-xxx.com/ocsp
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Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Cortificate Maragamant w Edit OCSP Profile

System Certificates

Trusied Cesilficaies I * Mame ocsp_test_profile l

| OCSP Cliert Profile
Description

Cerificate Signing Requosts

Cenificate Peviodic Check Se

© Configure OCSP Responder

i ~
urtifiontn Amtivority Server Connection
| Enable Secondary Server

© Always Access Primary Server First

(O Failback to Primary Server After Interval 5 Minutes
~ Primary Server ~ Secondary Server
*URL hugff rad.rem-: 19°2m.comfocsd I URL  hrepeff
[ Erobio Noneo Extension Support Enable Nonce Extenslon Support
B Valldate Response Signature Validae Response Sigaature

() Use OCSP URLs specified in Authority Information Access (AlA)

Enabile Nonce Exten:
Validate Response 5

“~ Response Cache

I * Cache Entry Time To Live 1440 Minutes ] Clear Cache

OCSP% F i BiL & 3 4
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O CiscoRoo CA 2099 01 94 33 58 7... Gisco Root GA 2099 Cisco Root GA 2039 Wed, 10 Aug 2016 Mon, 10 Aug . 1B Enabled
[0 Ciscofoo CAM Cisco Services 2E B2 0E T2 4. Cisco Root CA M1 Cisca Root CA M1 Wed, 19 Nov 2008 Sat. 18Nov 2. 1B Enabled
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Dictionarias

Auttesrization

PFoature

CBant Provisloning

ARUFEAP-TLS

Conditions Results

Flarowcal

Paolicy - Policy Elemeants

i Sorviced Lt o (Dolisl Ratwork Accoss

Allowed Protocols

Mama

Datault Matwark Accads

Description | pefek Alovwsd Probocol Service

. « Allowed Protocols

Authentication Bypass
H Process Host Lookup
Authentication Protocols
B Arew PARIASTE
[ Ancrer cHaP
[ Ancw ms-CHAPYI
[ Anerw Mis-CHAR
B Ancw EAP-MDS

w [B Amow EAR-TLS

[ anow Autrenticasion of expired cestdicaies so allow certiicate renewal in Authorizaton Policy

[ Enatie Statsless Session Resume

Soesian ticket Uime ba lhve
2 Flours

Puroactive session okl wpdato will occur after 90 % of Time To Lve has expired

) Anerw LEAR

v [l Anow PEAP

PLAP Inngd Mothods
n Alkrw EAP-ME-CHAPY2

u Allow Password Ghangse Retrlea wald Ramga O oo J)

B siiow Eap-aTE

Allow Password Changes Retries 1 {Wa%d Range 0 to 3)

B siow pap-nis ]

e YOAYIIE LS

] Allow Authenbication of expired cerificates io aliow cerdificabe renewal in Austhoriragion Policy

) Require cryptobinding TLY
() Allow FEAPYD only tor legacy chents

S#nZEPolicy > Policy Sets , R+ LURINRELEE,

o RERELZT : EAP-TLS-Test
o ZM4REIHEIHILETFTRADIUS
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« # &L FR:EAP-TLS-Authentication
o Z:M K B EapAuthenticationZ FEAP-TLS#MWired_802.1 X
- £/ : Identity_AD
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e SRAYIE L

S EPolicy Sets , MITEAP-TLS-TestbUR MR FK #E

o ML Fr:EAP-TLS-Authorization
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Switch#

show aut hentication sessions interface G gabitEthernetl/0/3 details

Interface: GigabitEthernetl/0/3
MAC Address: b496.9114.398c
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: clientcertCN

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 111s

Common Session ID: 01C20065000000933E4E87D9
Acct Session ID: 0x00000078
HandTe: 0xB6000043

Current Policy: POLICY_Gil/0/3

Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:
Method status Tist:
Method State

dotlx Authc Success

2 #aiARadiussERt B &

£ ISE GUIF S 2|#R 4E(Operations)> RADIUS >3:&t A & (Live Login) , #8IA & A RIEAY SRR A&

o

= Cisco ISE Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Notwork Devices

0 0
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<#root>

// OCSP request and response
Crypto,2024-06-05 09:43:33,064,DEBUG, 0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, CryptoLib.CSSL.OCSP C

starting OCSP request to prinmary

,SSL.cpp:1444
Crypto,2024-06-05 09:43:33,064,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Start processing OCSP request

URL=htt p://wi nserver.ad.rem xxx.conl ocsp

, use nonce=1,0cspClient.cpp:144

Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Recei ved OCSP server response

,0cspClient.cpp:411
Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe
Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe
Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

User certificate status: Good

,0cspClient.cpp:598
Crypto,2024-06-05 09:43:33,104,DEBUG, 0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, CryptoLib.CSSL.OCSP C


http://winserver.ad.rem-system.com/ocsp

perform OCSP request succeeded

, status: Good,SSL.cpp:1684

// Radius session
Radius,2024-06-05 09:43:33,120,DEBUG,0x7f982d7b9700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=1( AccessRequest)

Identifier=238 Length=324
[1] User-Name - value: [

clientcertCN

]

[4] NAS-IP-Address - value: [1.x.x.101]

[5] NAS-Port - value: [50103]

[24] State - value: [37CPMSessionID=01C20065000000933E4E87D9;31SessionID=i1se32-01/506864164/73;]
[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

Radius,2024-06-05 09:43:33,270,DEBUG,0x7f982d9ba700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=2( AccessAccept)

Identifier=238 Length=294
[1] User-Name - value: [clientcertCN]

Radius,2024-06-05 09:43:33,342,DEBUG,0x7f982d1b6700,cntx=0000017401,sesn=1se32-01/506864164/74,CPMSessi

Code=4( Account i ngRequest)

Identifier=10 Length=286

[1] User-Name - value: [clientcertCN]

[4] NAS-IP-Address - value: [1.x.x.101]

[5] NAS-Port - value: [50103]

[40] Acct-Status-Type - value: [Interim-Update]

[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[26] cisco-av-pair - value: [audit-session-id=01C20065000000933E4E87D9]
[26] cisco-av-pair - value: [method=dotlx] ,RADIUSHandler.cpp:2455

Radius,2024-06-05 09:43:33,350,DEBUG,0x7f982elbe700,cntx=0000017401,sesn=1se32-01/506864164/74,CPMSessi

Code=5( Account i ngResponse)

Identifier=10 Length=20,RADIUSHandler.cpp:2455

2. TCPi: 1%
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OCSPi&ER MR, :

Identification Source

Time
-|- 148 2024-06-85 00:43:33.0853523
-+ 141 2024-96-05 09:43:33,104108 exel17 (279) 1.1

=
ES! (e£1) 1.1, . .181

75T

25844 1.0
2 1.1

- 181

TCP.Se Net st TCRAC Info
262 1197 1 Request

1671 1 1607 197 Response

OCSP# 3R M 51 9 $i 323 23R

LE RV

Online Certificate Status Protocol
responseStatus: successful (@)
v responseBytes

& e ows

Frame 141: 1671 bytes om wire {13368 bits), 1671 bytes captured (13368 bits)

Ethernet II, Src: VMware_93:c9:91 (@0:50:56:98:c9:91), Dst: VMware_98:57:1c (09:50:56:58:57:1c)
Internet Protocol Version 4, Src: 1.7 . 687, Bst: 1..3°.7.181
Trantmizsion Control Protocel, Src Port: B0, Dt Port: 25844, Seq: 1,

ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)

+ BasicOCSPResponse
w thsResponseData

¢ responderID: byKey {2)

prodecedat: Jun 5, 2024 @0:43:33. 000000000

~ responses: 1 ltem
~ SingleResponse

nextUpdate: Jul &, 2824 16:65:60. 630080008

v responsefxtensions: 1 item

FIROCSPIA R1 1Y 1 415 2.

Radius£&iF :

146 2024-B6-05 BO:43:33.118175 @xdbck (33878)
185 2824-06-05 9914333270244 Bwdsld (B29)
187 2024-06-05 9D:43:33.341233 Bx9bcT7 (39679)
188 2024-06-05 09:43:33.350936 ex37a (858}
267 2024-06-05 00:43:36.355621 @xdbcd {356888)
268 2024-06-05 0B:43:36.365035 Suwddd (1161)

Radius& i BB 2 HIR

EESEYS

£ H ISE ALE EAP-TLS H{BK¥IFE

EISEFFELETLS/SSLUEH

67181 1.
67181 1.7 O
1646 1 °7..7.181
1646 1.0 7 ...101
1646 1.10.5.181
1646 1.17% 101

Acks 197, Len: 1685

1845
1845
1646
1645
1646
1646

255 RADIUS
64 RADIUS
155 RADIVS
64 RADIUS
255 RADIUS
64 RADIUS

ELT
336
328
82
33a
B2

Access-Request 1de238
Access-Accept ids238
Accounting-Request ide19
Accounting-Response 1d=18
Accounting-Request id=11
Accounting-Response ide1l
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https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html#toc-hId--350427298
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html#toc-hId--350427298
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html#toc-hId--350427298
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html#toc-hId--350427298
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/215621-tls-ssl-certificates-in-ise.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/215621-tls-ssl-certificates-in-ise.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/215621-tls-ssl-certificates-in-ise.html
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