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Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks

ISE Certificate Authority Certificates:

Certificate Management s
System Certificates
Admin Certificate Node Restart
Trusted Certificates
OCSP Client Profile
Certificate Signing Requests

Certificate Periodic Check Se...

Certificate Authority >

CSREIE

+ ISE Root CA - This is not a signing request, but an ability to generate a brand new Root C

* ISE Intermediate CA - This is an Intermediate CA Signing Reguest.

* Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to |

Root CA/ISE Intermediate CA.

Usage

Certificate(s) will be used for

Admin e

o ANow windcara certnicates l_J Q_.)
Node(s)

Generate CSR's for these Nodes:

Node

(] asc-ise33-1037

CSR Friendly Name

asc-ise33-1037#Admin

o ~-ise-33-2

ofFf ki "-ise-33-2HAdmin

Subject

Common Name (CN)
SFQDNS

Organizational Unit (OU)

Organization (0)
TAC

®

S AL ECSRIRCA

1.EISEL , SMEBIEE>RE>UEH>ZEEILEH
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BRMGRXMH , REEFRCAILH,

4 BE—NREFHNE.

5.8 AEIEHE,

6. EEISEF T H D RIE,

7 EERBRSHHHRIE,

8.EEHRER,

Deployment Licensing Certificates Logging Maintenance Upgrade

Health Checks Backup & Restore

Certificate Management Import a new Certificate into the Certificate Store
Sy C 1
I' Certificate File | Choose File | No file chosen I
Admin Certificate Node Restart

Trustad Cantificates Friendly Name Root-CA
OCSP Client Prafile

Trusted For
Certificate Signing Requests rusted Fo

Cartificate Periodic Check Se. I Trusl for suthantication within ISt

Certificats Authority

Description

SARIEH

Admin Access

Settings

SEABZLEHCSR

1.7EISEL , BMBIEES>RE>IEP>IEPZRER,

2. ¥ CSRM & tBind Certificate,

3.&# & Choose File , AJ51%#ESigned Certificate,



4. BERIFH B,

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks

Certificate Management Ce rt|f| cate S|g ni n g Req uests

System Certificates

Admin Certificate Node Restart
Generate Certificate Signing Requests (CSR)
Trusted Certificates

QOCSP Client Profile

Certificate Signing Requests bound, it will be removed from this list.

Certificate Periodic Check Se... . -
Q, view ™ Export i@ Delete Bind Certificate

Certificate Authority > U Friendly Name Certificate Subject
[} mlle - jse-33-2HAdmin CN=w= la sm-jse-33-2.a...
S EUEH

Backup &

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export" to dow
signed by an external authority. After a request has been signed, click "bind” to bind the request to the signed c¢

Key Length

4096

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore

Certificate Managemant Bind CA Signed Certificate

System Certificates * Certificate File Choose File signed.cer

Admin Certificate Node Restart

Trusted Certificates Friendly Name Admin-Cert ®

OCSP Client Profile

Validate Certificate Extensions ] ()
I Certificate Signing Requests

Certificate Periodic Check Se... Usage

Admin: Use certificate to authenticate the ISE Admin Portal and DataConnect
Certificate Authority

Deployment Nodes

O Hostname Personas Role(s) Services

a asc-ise33-1037 Administration, Monit... SECONDARY SESSION,PROFILER

O PN OB -Ise-33-2  Administration, Monit... PRIMARY SESSION,PROFILER

S EUEH

Admin Access

Restart Time

Not Configured

Mot Configured

Restart Status

B B E#1/3 3 8 ]

1, B UER - 52 , ARALUEEERBIHE,
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BHE—INR , RERTREEFHB I AHE,

4 %R BEMETE , REEHRE

5.0ERTIE , MRFAIERNBEBIEY , 5% 3 Submit,

Set Restart Time

Seheduler

O} Restart Mow ® Restart Later

Set Date Set Time
27/09/2023 9 11:00~ PM ~
REEH B BNETIE

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Acces!

Certificate Management : Bind CA Signed Certificate
System Cortificates * Certificate File W signed.cer
Admin Certificate Node Restart
Trusted Certificates Friendly Name Admin-Cert

OCSP Client Profile . . )
Validate Certificate Extensions
I Certificate Signing Requests

Certificate Periodic Check Se... Usage

Admin: Use certificate to authenticate the ISE Admin Portal and DataConnect
Certificate Authority

Deployment Nodes

Set Restart Time

O Hostname Personas Role(s) Services Restart Time

asc-lse33-1037 Administration, Monit... SECONDARY SESSION,PROFILER | Wed Sep 27 2023 11:00PM

O &" e m-ise-33-2  Administration, Monit... PRIMARY SESSION,PROFILER | Wed Sep 27 2023 10:00PM

WIAE RS 3 AT E
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AT A , SMIIEESRSE>IIP>BEERAUTPTREFHES . SARIIEEHBRFEEER
TEX,

EFE RATE |, H¥ 5 Set Restart TimeZRestart Now,

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Certificate Management

Admin Certificate Node Restart

Systam Certificates

| I Admin Certificate Node Rest...l

After you add or edit an admin usage certificate on the primary PAN, you must restart all the Cisco ISE
Trusted Cerificates nodes. In this window, you can schedule and monitor the status of the node restarts. If more than one node
Is conrugurad for Restart Now , nodes will restart in sequence

QCSP Client Profile
Certificate Signing Requests

Certificate Periodic Check Se..

O Hostname -~ Parsonas Role(s) Services Restart Time Restart Status

O asc-lse33-1037 Administration, Monitorin... SECONDARY SESSION,PROFILER Wed Sep 27 2023 10:00PM Mot Restarted
Certificate J\.Il‘lllﬁl‘ll!r

O u o mm-sg-33-2 Administration, Monitorin... PRIMARY SESSION,PROFILER Wed Sep 27 2023 10:00PM Not Restarted

WA EF R RS

LA NEESEPRIET RS FT—ITEBR—ITREHNNHRES - RIEEHTHEIRH

CGertificate Management

Admin Certificate Node Restart

System Certificatas

I Admin Certificate Node Rest...
After you add or edit an admin usage certificate on the primary PAN, you must restart all the Cisco ISE
Trusted Certificates nodes. In this window, you can schedule and monitor the status of the node restarts. If more than one node

is configured for Restart Now , nodes will restart in sequence
OCGSP Client Profile

Centificate Signing Requests @ (6] Al
Certificate Periodic Check Se...
n ' [J Hostname Personas Role(s) ~ Services Restart Time Restart Status
0O == -Ise-33-2 Administration, Monitorin... PRIMARY SESSION,PROFIL.. Wed Sep 27 2023 10:00PM Restart success
GCertificate Authority
[:| asc-lse33-1037 Administration, Monlterin,,, SECONDARY SESSION PROFIL.. Wed Sep 27 2023 10:00PM Restart In progress

PANEHZ 3
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Expon Summary Change Configuration Audit Add to My Reports  Export
Frem 2023-09-27 00:00:00.0 To 2023-09-27 16:24:49.0
My Reports Reports exportad in last 7 days 0
Reports
Adaptive Network Control .., Logged At Administrator Server Interface  Object Type Object Name Event
Administrator Loging
Today WK admin x  Server Object Type Object Name
Change Configuration Audit
Cisco Support Dlagnostics... 2023-00-27 15:43:00.0...  admin N mp-ise-33-2 Gul Admin Certificate Cortrolled Restart  ase-ise33-1037.aaame..  Changed configuration
Data Purging Audit 2023-09-27 15:26:57.9... admin ] . ise-33-2 Gul Admin Certificate Controlled Restart asc-ise33-1037 asame... Added configuration
Endpoinms Purge Activities
2023-09-27 15:26:57.5... admin Bl NE-ise-33-2 Gu CertificateBinding BindCertificate Added configuration
Innernal Administrator Sum,., —_—
OpenaAP| Dperations 2023-09-27 14:38:01.6...  admin Ise=33-2 GUI Gertificate Signing Request ise=33-20Admin  Certificate has been exp...
Operations Audly 2023-09-27 14:37:58.8... admin =lse=33-2 GUI CertificateSigningReguest CertificateSigningRequest  Added configuration

EREEHMEY , EEMIRE-REBRE>FRBREFR,

Operations Audit Add to My Repo

From 2023-09-27 00:00:00.0 To 2023-09-27 22:50:14.0

Reports exported in last 7 days 0

Filte

2023-09=-27 22:04:20.0... oLl Configuration-Uhanges Added configuration

2023-09-27 22:04:20.0... CLI

2023-09-27 22:00:16.18 system 127.0.0.1 cLl

ENRHRE

Configuration-Changes Added configuration

Process-Management ISE process stopped I Application server stopped I

Sk B***-ise-33-2, ise-psc.logfy Rl B & :

<#root>

Configuration applied:

2023-09-27 15:26:12,109 INFO [DefaultQuartzScheduler_Worker-6][[]] admin.caservice.certmgmt.scheduler.
Restart is Not configured , Hence skipping restart status check for asc-ise33-1037

2023-09-27 15:26:57,775 INFO [admin-http-pool16][[]] cpm.admin.infra.action.RestartAction -::admin:::-

adminCertRestartData received --{"items":[{"hostName":"asc-ise33-1037","restartTime":"2023-09-27:10:00
{"hostName" :"***-ise-33-2","restartTime":"2023-09-27:10:00PM"}]1}

Restart starts:



2023-09-27 21:59:11,952 INFO [DefaultQuartzScheduler_Worker-6][[]] admin.caservice.certmgmt.scheduler.
Executing AdminCertControlledRestartStatusJob [AdminCertControlledRestart[id=4af7d9c4-31d9-48e0-83dc-19
noderestartconfig=2023-09-27:10:00PM, noderestartstatus=Not Restarted,details=Not Restarted,maxdate=Thu

AdminCertControlledRestart[id=38b811df-03b5-4a64-87b6-363290b6b4ce,hostname=asc-ise33-1037,noderestartc
noderestartstatus=Not Restarted,details=Not Restarted,maxdate=Thu Oct 12 2023 14:43:01 GMT-0600 Chora e
2023-09-27 21:59:12,113 INFO [DefaultQuartzScheduler_Worker-6][[]] admin.caservice.certmgmt.scheduler.
Restart configured , proceeding to trackRestartStatus for ***-ise-33-2

2023-09-27 21:59:12,113 INFO [DefaultQuartzScheduler_Worker-6][[]] admin.caservice.certmgmt.scheduler.
Restart configured , proceeding to trackRestartStatus for asc-ise33-1037

2023-09-27 22:00:00,003 INFO [DefaultQuartzScheduler_Worker-3][[]] admin.caservice.certmgmt.scheduler.
Executing AdminCertControlledRestartSchedulerJob

2023-09-27 22:00:00,022 INFO [DefaultQuartzScheduler_Worker-3][[]] admin.caservice.certmgmt.scheduler.
Executing AdminCertControlledRestartSchedulerJob [AdminCertControlledRestart[id=4af7d9c4-31d9-48e0-83dc
noderestartconfig=2023-09-27:10:00PM, noderestartstatus=Not Restarted,details=Not Restarted,maxdate=Thu

AdminCertControlledRestart[id=38b811df-03b5-4a64-87b6-363290b6b4ce,hostname=asc-ise33-1037,noderestartc
noderestartstatus=Not Restarted,details=Not Restarted,maxdate=Thu Oct 12 2023 14:43:01 GMT-0600 Chora e
2023-09-27 22:00:00,288 INFO [DefaultQuartzScheduler_Worker-3][[]] admin.caservice.certmgmt.scheduler.
Restart failed or not restarted yet , hence preparing restart for ***-ise-33-2

2023-09-27 22:00:00,288 INFO [DefaultQuartzScheduler_Worker-3][[]] admin.caservice.certmgmt.scheduler.
Configured Date is now , hence proceeding for restart , for *¥**-ise-33-2

023-09-27 22:00:00,288 INFO [DefaultQuartzScheduler_Worker-3][[]] cpm.infrastructure.certmgmt.api.Admi
updateRestartStatus updating restarted status

2023-09-27 22:00:00,288 INFO [DefaultQuartzScheduler_Worker-3]1[[]] cpm.infrastructure.certmgmt.api.Adm
Updating the data for node: ***-ise-33-2

2023-09-27 22:00:00,313 INFO [DefaultQuartzScheduler_Worker-3][[]] admin.caservice.certmgmt.scheduler.
Restart failed or not restarted yet , hence preparing restart for asc-ise33-1037

2023-09-27 22:00:00,313 INFO [DefaultQuartzScheduler_Worker-3][[]] admin.caservice.certmgmt.scheduler.

Configured Date is now , hence proceeding for restart , forasc-ise33-1037
2023-09-27 22:00:00,324 INFO [DefaultQuartzScheduler_Worker-3][[]] admin.caservice.certmgmt.scheduler.
restartNowList : ***-ise-33-2.aaamexrub.com,asc-ise33-1037.aaamexrub.com

Sk B***-ise-33-2 restartutil.log#y =¥l B & :

[main] Wed Sep 27 22:00:09 EST 2023 - ——-———— oo -
[main] Wed Sep 27 22:00:09 EST 2023:RestartUtil: BEGIN - Restart called with args apponly:1377:***-ise-
[main] Wed Sep 27 22:00:09 EST 2023 - ——-———— oo -
[main] Wed Sep 27 22:00:14 EST 2023:RestartUtil: Restarting Local node

[main] Wed Sep 27 22:00:14 EST 2023:[/usr/bin/sudo, /opt/CSCOcpm/bin/cpmcontrol.sh, restart_appserver_e
[main] Wed Sep 27 22:27:13 EST 2023:RestartUtil: Restarted Tocal node and waiting for it to come up...
[main] Wed Sep 27 22:37:47 EST 2023:RestartUtil: Restart success for Tocal node .

[main] Wed Sep 27 22:37:48 EST 2023:RestartUtil: Restarting node asc-ise33-1037.aaamexrub.com

[main] Wed Sep 27 22:37:54 EST 2023:RestartUtil: statusLine>>>HTTP/1.1 200

[main] Wed Sep 27 22:37:54 EST 2023:RestartUtil: Waiting for node asc-ise33-1037.aaamexrub.com to come
[main] Wed Sep 27 22:52:43 EST 2023:RestartUtil: Restart successful on node: asc-ise33-1037.aaamexrub.c
[main] Wed Sep 27 22:52:43 EST 2023:RestartUtil: cred file deleted

[main] Wed Sep 27 22:52:43 EST 2023 - —--———— oo
[main] Wed Sep 27 22:52:43 EST 2023:RestartUtil:END- Restart called with args apponly:1377:%**-ise-33-
[main] Wed Sep 27 22:52:43 EST 2023 - —--———— oo
[main] Wed Sep 27 23:00:10 EST 2023: Usage RestartUtil Tocal||remote apponly|full

asc-ise33-1037 restartutil.log®F 8 R~ B A 7



main] Wed Sep 27 19:00:10 UTC 2023: Usage RestartUtil local||remote apponly|full

[main] Thu Sep 28 04:37:14 UTC 2023:----—-—-—-—-—--—————-

[main] Thu Sep 28 04:37:14 UTC 2023:RestartUtil: BEGIN - Restart called with args apponly:1377:Tocalhos

[main] Thu Sep 28 04:37:14 UTC 2023:-----—-—-—-—-—————-

[main] Thu Sep 28 04:37:16 UTC 2023:RestartUtil: Restarting Local node
[main] Thu Sep 28 04:37:16 UTC 2023:[/usr/bin/sudo, /opt/CSCOcpm/bin/cpmcontrol.sh, restart_appserver_e
[main] Thu Sep 28 04:52:41 UTC 2023:RestartUtil: Restarted Tocal node and waiting for it to come up...

[main] Thu Sep 28 04:53:12 UTC 2023:RestartUtil:
[main] Thu Sep 28 04:53:12 UTC 2023:RestartUtil:

Restart success for Tlocal node .
cred file deleted

[main] Thu Sep 28 04:53:12 UTC 2023:----—--—-—---—————-
[main] Thu Sep 28 04:53:12 UTC 2023:RestartUtil:END-
[main] Thu Sep 28 04:53:12 UTC 2023:----—--—-—---—————-

Restart called with args apponly:1377:Tocalhost

BUEHERR

BEXWIENESER , BUUAEFUATXH

* ise-psc.log
* restartutil.log

EMNRTAIENERXLEST , TUETUATHS

show Togging application restartutil.log tail
show Togging application ise-psc.log tail
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