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Diagnostic Tools Download Logs Debug Wizard
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Debug Profile Configuration
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Dabug Log Configuration
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MNode Name Replication Role

sa—admin PRIMARY
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https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_asset_visibility.html#task_h2d_4rn_znb.
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n Access Denied

Intuitive network security

Log In With SAML

‘ Log In With ISE |

English | BAE —

FProblems logging in?
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EFise-psc.log:

2021-09-27 17:16:18,211 DEBUG [https-jsse-nio-10.200.50.44-8443-exec-2][] cpm.saml.framework.impT.SAML

IdP ID: TSDLAB_DAG

Subject: ise.test

Group: null

SAML Status Code:urn:oasis:names:tc:SAML:2.0:status:Success
SAML Success:true

SAML Status Message:null

SAML email:

SAML Exception:nullUserRole : NONE

2021-09-27 17:16:18,218 DEBUG [https-jsse-nio-10.200.50.44-8443-exec-2][] cpm.saml.framework.impT.SAML

2021-09-27 17:16:18,225 DEBUG [https-jsse-nio-10.200.50.44-8443-exec-2][] cpm.saml.framework.impT.SAML
2021-09-27 17:16:18,390 INFO [admin-http-pool15][] ise.rbac.evaluator.impl.MenuPermissionEvaluatorImpl

*************************Rbac Log Summar-y -For- user Sam'lUser*************************

2021-09-27 17:16:18,392 INFO [admin-http-pool15][] com.cisco.ise.util.RBACUtil -::::- Populating cache



2021-09-27 17:16:18,402 ERROR [admin-http-pool15][] cpm.admin.

java.lang.NullPointerException

2021-09-27 17:16:18,402 INFO [admin-http-poo15][] cpm.admin.
2021-09-27 17:16:18,402 INFO [admin-http-poo15][] cpm.admin.
2021-09-27 17:16:18,402 ERROR [admin-http-pool15][] cpm.admin.
2021-09-27 17:16:18,402 INFO [admin-http-poo15][] cpm.admin.
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Microsoft Azure

infra.

infra.
infra.
infra.
infra.

utils.

action
action
action
action

PermissionEvaluationUtil -:::

.LoginAction -::::- In Login
.LoginAction -::::- In Login
.LoginAction -::::- Can't sav

.LoginActionResultHandler -::

2 Search resources, services, and

Home > Enterprise applications | All applications -| SaML-based Sign-on > SAML-based Sign-on
Attributes & Claims

Add new claim I &c == Columns Hr

4

Required daim
Claim name

Unique User Identifier (Wame IDY

Additional claims
Claim name
http://schemasxmisoap.org/ws/2005/05/identity/claims/emaila...
http://schemas.xmisoap.org/ws/2003/05/identity/clairms/givenn...
http://schemas.xmisoap.org/ws/2005/05/identity/claims/name

http://schemas.xmisoap.org/ws/2005/05/identity/claims/surna...

Got feedback?

Value

user.userprincipainame [nameid-format:emailAddre... ==+

Value

user.mail
user.givenname
user.userprincipalname

USer.sumanme

‘ Rom_Azure_Groups USer.groups '

w Advanced settings (Preview)
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Identities Groups External Identity Sources Identity Source Sequences Settings

External ldentity Sources

SAML ldentity Provider
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Identities Groups External Identity Sources Identity Source Sequences Settings

fentity F vl i
External ldentity Sources -

SAML Ildentity Provider

Certificate Authentication F General Identity Provider Config Samvice Provider Info Groups Arrit

Active Directory

I s

Group Membership Attribute  Rom_Azure_Groups
LDAP

oDBC
RADIUS Token

RSA SecurlD ] MNamea in Assertion Mame in ISE

SAML Id Providers | iseadmins ‘# Super Admin
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[ 404 ] Resource Not Found

The resource requested cannot be found.



& 1Eguest.logd B EE R :

<{froot>

2021-10-21 13:38:49,308 ERROR [https-jsse-nio-10.200.50.44-8443-exec-3][]

cpm guest access. f| owmanager . st ep. St epExecutor -:: -
Can not find the matched transition step on Step=id: 51d3f147-5261-4eb7-alc9-ced47ec8ec093, tranEnun=PRX
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Your connection isn't private

Attackers might be trying to steal your information from _;":-r axample,

passwords, messages, or credit cards).

Advanced Go back
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