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- PxGrid : TCP/5222
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N oomEREEFHRE  REMUTNISEBBEIMSRPCEE | MActive Directorysh
Windowsi# FT ER R R MELE SWMIMLE , PICREBERN S — /MY ( AR 3.0 BiHE—7]
AR ) B, EXMBERT , FANAFPKFAIURE TE4 AR REEANENEKF
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2,

BYEEE K EHARSHLEES —MNME  AREFNNEEBRE , RERMIEEEXNFHE
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High Availability Settings

B FEARENEEFE | BSME TEHO(Work Centers)> PassivelD >R 2
(Providers)> Active Directory > [ A & (Join Point)] > PassivelD, #d#5Add DCHi% g2 &l
B (MNFREAF — IPHE/EH ) , 250K, A2 EHESave MR EER , MABEFI R,



Add Domain Controllers

EREUTATAFIRREHNARE | ESMEIWork Centers > PassivelD > Providers > Active
Directory > [Click on the Join Point] > PassivelD, &2 %188 , AE £ EHEdit. MARFBME
B, EFEAgent , RAiFkESaveXIEE, $dHPassivelDIET+ L Save AT ELE

Edit Item
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PassivelD Agentfi & X 41 F C:\Program Files(x86)\Cisco\Cisco ISE PassivelD
Agent\PICAgent.exe.config. BLEXHBEMTARHAR :

<?xml version="1.0" encoding="utf-8"7?>

<configuration>

<configSections>

<section name="log4net" type="log4net.Config.Log4NetConfigurationSectionHandler , log4net"/>
</configSections>

<log4net>

<root>

<level value="DEBUG" /> <! — B&1ExkH A : OFF, FATAL., ERROR. WARN, INFO,
DEBUG, ALL —>

<| — ZiRB N HZTAENRS S5 EHPassivelD Agentli &M B S BER S, -->
<appender-ref ref="RollingFileAppender" />

</root>

<appender name="RollingFileAppender" type="log4net.Appender.RollingFileAppender">

<file value="CiscolSEPICAgent.log" /> <! — & &ttt — >

<appendToFile value="true" />

<rollingStyle value="Size" />

<maxSizeRolIBackups value="5" /> <! — B FREERZ NN B EXHFNZRABE — >
<maximumpFileSize value="10MB" /> <! — ¥ BE4X KB N B EXHWHRAK N —>
<staticLogFileName value="true" />

<layout type="log4net.Layout.PatternLayout">

<conversionPattern value="%date %level - %omessage%newline" />

</layout>

</appender>

</log4net>

<startup>

<supportedRuntime version="v4.0"/>

<supportedRuntime version="v2.0.50727"/>

</startup>

<appSettings>

<add key="heartbeatFrequency" value="400" /> <! — WtBFE Y FEISE L I B B #Y BB 4 Bh
REZEETHOBRMER (UEY HEN ) —>

<add key="heartbeatThreshold" value="1000"/> <! — W FE X RBEFOHNRKAE ( UZ
Phe)  BdEFgstiaE , 3 —MOEBERER —>

<add key="showHeartbeats" value="false" /> <! — FFIZEE LA "true" A £ A EXHFEFLHE
B >

0N

<add key="maxRestThreads" value="200" /> <! — EE X AT R A EISE R IZBHHRESTL RN &
ABE, BRIEBBTACEW , SNEIESULLE, —

<add key="mappingTransport" value="rest" /> <! — E XA T HMRHF RAFISENNRKE, BAE
Ub{E — >

<add key="maxHistorySeconds" value="60" /> <| — EX RS EF BN EBR KT L EHMIFLE
BHE (AW HRf ) —>

<add key="restTimeout" value="5000" /> <! — & X X ISEFVRESTE A K EAE — >



<add key="showTPS" value="false" /> <! — fFEE RN "true" , EFEBIH RIEFISENEHH
TPS —>

<add key="showPOSTS" value="false" /> <! — fFEE k7 "true" AITEN KIXEISERNEH — >
<add key="nodeFailoverTimeSpan" value="5000" /> <! — EX RENZHE (AEW REMN ) , &£
ZERERN , ¥ THEEB , 5Xx3)PassivelD PSNT BEN ATRE X ENERBUFITA —>

<add key="nodeFailoverMaxErrors" value="5" /> <! — & X TE t{FE 1) ¥ F| & A PassivelD PSNT X
28I, EIEET SFailoverTimeSpan N B & KB IR — >

</appSettings>

</configuration>

5 UE

I$FISE L ByPassivel DR S

1.8 iEPassivelDERF R ABEGUILF A , ¥ BEISERCLI L Ashow application status iseds S5
B EREIZEIT,

= Cisco Administration - stemn - Deployment Eva Mokt one & O

Deployment

<#froot>

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 129052
Database Server running 108 PROCESSES
AppTlication Server running 9830
Profiler Database running 5127

ISE Indexing Engine running 13361

AD Connector running 20609

M&T Session Database running 4915

M&T Log Processor running 10041



Certificate Authority Service running 15493
EST Service running 41658

SXP Engine Service disabled

Docker Daemon running 815

TC-NAC Service disabled

pxGrid Infrastructure Service disabled
pxGrid Publisher Subscriber Service disabled
pxGrid Connection Manager disabled

pxGrid Controller disabled

Passivel D WM Service running
15951

Passi vel D Sysl og Service running
16531

Passi vel D APl Service running

17093

Passi vel D Agent Service running

17830

Passi vel D Endpoi nt Service runni ng
18281

Passi vel D SPAN Servi ce runni ng

20253
DHCP Server (dhcpd) disabled
DNS Server (named) disabled
ISE Messaging Service running 1472
ISE API Gateway Database Service running 4026
ISE API Gateway Service running 7661
Segmentation Policy Service disabled
REST Auth Service disabled
SSE Connector disabled

2.3 1UEISE Active DirectoryiR{E 72 7 = & B1%E# 2/ T Work Centers > PassivelD > Providers >
Active Directory > Connectionfy g2 %85,



.........

Cannaction

||||||| ISE Node R Statwn Domain Gontralies

3. WIEFTEE #5185 2 B HAgent at Work Centers > PassivelD > Providers > Active Directory >
PassivelD¥ 12,

Passve i

PassivelD Domain Controllers

4. BRI Z SR EI SR RS 2B Nup, HlEN | E£Work Centers > PassivelD > Overview >
Dashboard Y2 HIE MR LFRiE A& &,

PREVIDERS SUBSCRIBIRS ACTI SESHONE

5.5 UF 7£ 1542 1 88 £ SEMWindows & Bt 2 & EWork Centers > PassivelD > Overview > Live
SessionsFIEFE LT & iF,
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Witiated

1P Addreas Endpoint Profile

I$IFWindows Server E R X AR S

1.0UER % T PIC Agenti BR 5588 L HIISEPICAgentiR S -

1% Task Manager - O x
File Options WView
Processes Performance Users Details Services
Mame PID Description Status Group :
i ISEPICAgent 9392 Cisco ISE PassivelD Agent Running
S WSearch Windows Search Stopped
v wnilApSry WHMI Performance Adapter Stopped
i WinDefend 3052 Windows Defender Service Running
i WIDWriter 2044 Windows Internal Database V55 Writer  Running
S WdNis5ve Windows Defender Network Inspecti... Stopped
V55 Velume Shadow Copy Stopped
S VMwareCAFManagementA... VMware CAF Management Agent Se.. Stopped
v VMwareCAFCommAmagplLi... VMware CAF AMCP Communicatic... Stopped
a0 VIMIVSS VMware Snapshot Provider Stopped
« VMTools 2424 VMware Tools Running
S VGAUthService 24230 VMware Alias Manager and Ticket 5..  Running
 vds 4236 Virtual Disk Running
o VaultSve 724 Credential Manager Running
# Ul0Detect Interactive Services Detection Stopped
L UevAgentService User Experience Virtualization Service  Stopped
+; TrustedInstaller Windows Modules Installer Stopped
w: TieringEngineService Storage Tiers Management Stopped
v SO Writer 3148 SOL Server V55 Writer Running
w5 JOLTELEMETRYSSCLEXPRE... 4384 5L Server CEIP service (SQLEXPRESS)  Running
w0 SOLBrowser SOL Server Browser Stopped
v S0QLAgentSSOLEXPRESS S0L Server Agent (SOLEXPRESS) Stopped
i SNNEMT Snftware Protectinn Stonned

Fewer details

w: Open Services

Windows AD3g By A E&
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& — AR R(GPO)



), AR EAENK S MEHF B S REEREARN KR

2. — EHERRH , BUNLTREBREN :

BRINEREE ( HEFEFATHEHEBITEVAXRE ) > WindowsiR E>Z 2R B> KI>T R H T
AUT%A :

-~

| Default Domain Policy [W2K195ERVER.BCNCSS5.LOCAL] Policy . Palicy Policy Setting

v il Computer Configuration
w [ | Policies
| Software Settings
w [ Windows Settings
| Name Resolution Policy

Audit account logon events
Audit account management
Audit directory service access
Audit logon events

Success
Success
Success

Success, Failure

=) Scripts (Startup/Shutdown) Audit object access Mot Defined
I';'I Deployed Printers Audit policy change Mot Defined
v T Security Settings Audit privilege use Mot Defined
35 Account Policies Audit process tracking Mot Defined

v | Local Policies Audit system events Mot Defined

g Audit Policy
:j User Rights Assignment
:j Security Options

HEZFERBESRFIIRKEE , MARERESAN R

MR HIXFER |, iHiREAdvanced & #% K B&: £ Group Policy Management Editord, B
Computer Configuration -SfnZlPolicies - S E|Windows Settings —$#1 | Security Settings -&

finElAdvanced Audit Policy Configuration —SfnElAudit Policies. ®i&EMN T & it 5KE :
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HRE KSR A




BROEHE

RT3

AP 2xREIAMEIESISE PICHHN2ESRE.



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



