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RSSO EE TLDAPH AP LUREUSE GUINEER/ETBEXHGE,. U TEEfE ALDAPHYL
&Eif) MActive directoryZREXLA P AT B BRI,

fFISESNIALDAP

1. SMEEE> 5 HEE>/NE F 1 IR> Active Directory > LDAP,
2. fEGeneralit I+ T , # ALDAPHIE# , R/F1%E$E 5 RActive Directory,

= Cisco ISt Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
» LDAP_Server

External Identity Sources

LDAP Ildentity Source

Certificate Authentication F

Active Directory General Connection Directory Organization Groups Attributes Advanced Settings
LDAP
ODBC
* Name rver

RADIUS Token
RSA SecurlD Description

SAML Id Providers » Schema Active Directory e

Social Login

Bl EiE R MLDAPE &

1.$MEISE >EE>HHEE>INEH 4 )R> LDAP,

2. BB ELDAPIR S 2549 £ #1% LA R % 0 389(LDAP)/636(LDAP-Secure).
3.5 A B B T 9 4% FR(DN) M B B LU R LDAPER &5 28 1 B 38 5 258

4. K FTest Bind Server Ui MISE A RILDAPARS 288 I BE Do



= Cisco ISk Administration - Identity Management

dentities Groups External [dentity Sources Identity Source Sequences Settings
Cartificate Authentication F

Active Directory Genera Connection Nirgctory Organization
—
LDAR
Primary Server
ODBC

RADIUS Token
RSA SecurlD * Hostname/iP 10.127.197 180

SAML Id Providers
* Port Part

Social Login

Across O ALCOSS

[« QTR
Admin DN * cnsAdminsteatorcn=LUsers, do Admén DN
Password ® SSeRehsssn Password

BEERFER, ANEMN
1. BIELDAPRS SRR RN AN ERE MR EBWNAFARE,

= Cisco ISt Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Certificate Authentication F

Active Directory General Connectior Directory Organization Groups Attributes
———
LDAP
ODBC * Subject Search Base zuloca Naming Contexts...
RADIUS Token
* Group Search Base de=anshsinh,dc=loca Naming Contexts..,
RSA SecurlD
SAML Id Providers
Search fod MAC Address in Formiat N R B o

Social Login
_] Strip s1ar of subject name up to the |ast occufrence of the separator

Strip end of subject name from the first eccurrence of the separator

ALDAPHF B HE®EN
ESAETRENEARIT  BERUA TSR,

Hostname/iF

Secondary Server

[0 Enavie Seconcary Server

(O Autherticated Access

1. §MEISE > Administration > System > Admin Access > Authentication.

2. TEAuthentication Methodi&Il+ T , #t1#Password-Basedi&1il,

3. MlIdentity Source ™3 & FiEELDAP,
4. S iiSave Changes,



= Cisco IS Administration « System Q @ @ &
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Authentication
Authentication Method Password Policy Account Disable Policy LockfSuspend Settings
—

Authorization

Authentication Type

Administrators

Eatnge © Password Based

(O Cliant Cartificate Based

Reset
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= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication ¥ LDAP_Usar_Group

Admin Group

Authorization

Administrators o * Name LDAP_User_Group

Admin Groups

External
Seitings

~ External Groups

Member Users

D Status % Email Username First N\ame Last Name
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= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication M il 1 > LDAF_Menu_Access

Edit Menu Access Permission
Authorization

Parmissions w " arme LDAP_Menu_Access

Menu Access

Data Access L ]
RBAC Policy

Menu Access Privileges

Administrators > Permissions for Menu Access
ISE Navigation Structure
Settings > 5 o Operations O show
» oy Policy O wide
» o Administration
» oy Work Centers
o Wizard

b Settings

» oy Home

o5 Context Visibility

R B BRI 9 M AR

1. $MENISE >EE>R &> TR R>IE T 1,

2EMEERAFNBELRNE , FEXISE GUI LW S A EETL A RINRR R iEGRNR,
.EEHRT

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
Authentication i » LDAP_Data_Access
Edit Data Access Permission
Authorization e

Permissions w * Hame LDAP_Data_Access

Menu Access

Data Access ke

RBAC Policy

Data Access Privileges

Administrators » Permissions for Data ACcess
Sottings > > o Admin Groups © Full Access

5 o User ldentity Groups () Read Only Access

» oy Endpoint Identity Groups () No Access

> oy Metwork Device Groups

REEIE R ARRBACK R



1. $MZEISE > Administration > System > Admin Access > Authorization > Policy,

2. NEMIMActions Thi & | i%#FInsert New Policy SA7 IN#T SR B

3. B — & HLDAP_RBAC_policy I #H N , SAFEEnable Administrative Access for ADE} 53
PFENWEEAANEITRS |, H I HE 5B L7 R FEBIE T ERIR,

4. B#Save Changes,GUIN A TARNE RERTFHEIHHIA,

= Cisco IS Administration « System

Deployment Licensing Certificates ogging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Authantication

Authorization

Permissions I
~ RBAC Policies
Menu Access

Rule Name Admin Groups Permissions
Data Access
RBAC Palicy Customization Admin Customization Admin Menu ...
Administrators Elevated System Admin + System Admin Menu Access...
- ERS Admin T Super Admin Data Access
Settings
-] ERS Operator + Super Admin Data Access
ERS Trustsec i Super Admin Data Aecess
Helpdesk Admin + Helpdesk Admin Menu Access
Identity Admin i Idantity Admin Manu Access...
LOAP_RBAC_Rule LDAP_User_Group i LDAP_Menu_Access and L... b3
MnT Admin
LDAP_Menu_Access
Network Device Admin
LDAP_Data_Access
- Policy Admin
> RBAC Admin 1 RBAC Admin Menu Access ...
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Identity Services Engine

Intuitive network security

admin2@anshsinh.local

LDAR_Server ~

EFITRE PRIIEERBEFKNER, SMIBISE > Operations > Reports > Audit > Administrator
Logins.

= Cisco Operations - Reports Q @

Export Summary

Administrator Logins

Frem 2020-10-10 02.00:00.0 To 2020-10-10 10.58:13.0
My Roports

o
Reparts
Audit
Adapiive Network Ci =
== ki Logged At Administrator IP Address Server Event Event Detalls
Administrator Logins
X Todey = Admiristratar ~ Sorver
Change Caonfiguration =
2020-10-10 10:57:41. 217 g 10.65.37.52 ise30 Adre t succesded Administrator suthentication successful
2020-10-10 10:57:32.058 admin 2 @anihainh local 10.65.37.52 00 Adre Usar logged aut
2020-10-10 10:56:47.668 2@ anshsinh. local 10.65.37.52 ise30 Admrirds trator authemication succesded Administrator authentication successful

srimemal Administrator 5.

ERAMEEEETIE , BRIFSEGUIEEANEHRRIEAFE. EXNEEETHRIGRINE
WETFTEEXNHER , TR :

X Cisco ISE

Operations Operations Administration

Recent Pages
RADIUS Threat-Centric NAC Live Logs
L

Troubleshoot

TACACS

Live

Adaptive Network Control




HUEHEER

AEH R T AATHEERTREHRNOER,
—iRfER

EHRRBACHREME , BAEISEEET R B AIXLISEAH :
RBAC — X 2 E =B FRATIT EJRBACH X HI H B (ise-psc.log)
access-filter — F T 4T EN 8 JR I I8 25 1 (A1 AX BR (ise-psc.log)

runtime-AAA — B FITEN & FHMLDAPAR B H B 1 B & (prrt-server.log)

BIESERD

Bind Request and response using LDAP for the
administrator. —

o4 ksan
w0 Tme Source Destnation e T TR T T
ST9 MOZe-03-38 81:71:88, B48SI3 18,186, 37. 104 18.127.197. 188 LoAP n’v"d\\ il indReguest4)
T840 2008-2%-30 81127110, 346431 18,108,137, 104 18.127.197. 188 LoAP L *m-w-q. (1) " MN-ASTIA 18T Fater, DN=Ude s, BO=andng Lnh, BC=10ca1" Simple |
1041 2028-09-30 01:31:13. 388424 18.127.197.180 10. 186.32. 184 LoaF 23 | bimdResparzell) twccess
1
1044 2076-05-30 81:71:10, 349551 10.127.197. 180 19. 18632, 1584 LDAP 475 A searchiesEntry(2) "= .|r| 7 M=ltser s, DC=anshs Lnn, DC=local™ ..-....nn-.:j
- J
1048 2000-09-38 81:21:11,35180¢ 18, 1 12104 19,127,197, 180 Lnap 12 - Bindhequest(l Meaa102, N-Liter 3<-v1 hiins, Bia local™ sivple
1049 2028-03-30 01:11:1). 351089 18, 10.106.32. 184 LoF 3 ‘ br\:ll.esnur

1532 2020-99-30 91:71:46, 960109 18.:3 19.127.197. 188 LbaP 1~ A | searchReg. Fis L, de=lodal” whileSubt

1515 FOTA-00-38 01:31:40, AETR4S 10,137 H-r 18 19, 186.33 . 154 Loap ';f" J.r' in_\rrn&n(fﬂ yi(E) “CH=adminZ, m sors, DO=anshs 10, 0= Llacal™ searchiegl
15330 2028-4%-38 01:11:40. 0007 -'- L ! 1. 1u1 ﬂ 1. 11-'.I1'! 1:!-»' ,"‘- Bindhequesti2) " N-adnind, ON-liers, Dl-anchs inh, Dl lecal™ sisple
15337 2020-93-38 81:21:48,87138L 1 &8 / bnil‘gspuru.z. swoess

Search request and response Entry for the
username to the mapped LDAP group.

b Frone 1843; 191 bytes on wire (1528 bits) Bind success for the username search

H /Ll\ﬁj\$ﬁ

¥ 3 prrt-server.log

PAPAuthenticator,2020-10-10 08:54:00,621,DEBUG,0x7f852bee3700,cntx=0002480105,sesn=1se30/389444264/3178

IdentitySequence,2020-10-10 08:54:00,627,DEBUG,0x7f852c4e9700,cntx=0002480105,sesn=1ise30/389444264/3178

LDAPIDStore,2020-10-10 08:54:00,628,DEBUG,0x7f852c4e9700, cntx=0002480105, sesn=ise30/389444264/3178,CPMS

Server,2020-10-10 08:54:00,634,DEBUG,0x7f85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessio

Connection,2020-10-10 08:54:00,634,DEBUG,0x7f85293b8700, LdapConnectionContext: :sendSearchRequest(id =



Server,2020-10-10 08:54:00,635,DEBUG,0x7f85293b8700, cntx=0002480105,sesn=1se30/389444264/3178,CPMSessio

Server,2020-10-10 08:54:00,635,DEBUG,0x7f85293b8700, cntx=0002480105,sesn=1se30/389444264/3178,CPMSessio

Server,2020-10-10 08:54:00,636,DEBUG,0x7f85293b8700, cntx=0002480105,sesn=1se30/389444264/3178,CPMSessio

Server,2020-10-10 08:54:00,636,DEBUG,0x7f85293b8700, cntx=0002480105,sesn=1se30/389444264/3178,CPMSessio

Connection,2020-10-10 08:54:00,636,DEBUG,0x7f85293b8700, LdapConnectionContext::sendBindRequest(id = 122

Server,2020-10-10 08:54:00,640,DEBUG,0x7f85293b8700, cntx=0002480105,sesn=1se30/389444264/3178,CPMSessio

LDAPIDStore,2020-10-10 08:54:00,641,DEBUG,0x7f852c6eb700,cntx=0002480105, sesn=ise30/389444264/3178,CPMS

K iFise-psc.log

BYXERE

2020-10-10

2020-10-10

2020-10-10

2020-10-10

2020-10-10

2020-10-10

2020-10-10

2020-10-10

2020-10-10

2020-10-10

2020-10-10

2020-10-10

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

5

y 70N

:54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:

54:

24,474

24,524

24,524

24,526

24,526

24,528

24,528

24,534

24,593

24,595

24,597

24,604

DEBUG

INFO

DEBUG

DEBUG

DEBUG

DEBUG

INFO

INFO

DEBUG

DEBUG

DEBUG

INFO

[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]
[admin-http-poo151][]

[admin-http-poo151][]

A] BABEE 1E 215 15 [R) P 45 1% & B3 IR B Tadmin2 A 7~ ®IRBAC 3R g

com.cisco.cpm.rbacfilter.AccessUtil -:admin2@anshs
cpm.admin.ac.actions.NetworkDevicesLPInputAction -
cisco.ise.rbac.authorization.RBACAuthorization -:a
ise.rbac.evaluator.impl.DataPermissionEvaluatorImp
ise.rbac.evaluator.impl.DataPermissionEvaluatorImp
cisco.ise.rbac.authorization.RBACAuthorization -:a
cpm.admin.ac.actions.NetworkDevicesLPInputAction -
cisco.cpm.admin.Ticense.TrustSecLicensingUIFilter

cisco.ise.rbac.authorization.RBACAuthorization -:a
ise.rbac.evaluator.impl.DataPermissionEvaluatorImp
ise.rbac.evaluator.impl.DataPermissionEvaluatorImp

cisco.cpm.admin.Ticense.TrustSecLicensingUIFilter
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