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Web Browser ISE Azure AD
éee

User opens sponsor portal webpage

v

Internal Redirection to Azure
https://login.microsoftonline.com/

Y

SAML Request, Identity Provider (Azure AD) authenticates the user

v

Encoded SAML Response is returned along with assertion data

v

SAML Response is sent to Service Provider (ISE)

ISE confirms successful authentication as a result
of SAML Response parsing, browser is redirected
to the next page in the flow (e.g. AUP)
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Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sources

o
=

[ Certificate Authenticat...

3 Active Directory
1 LDAP
= ODBC
1 RADIUS Token

3 RSA SecurlD

Identity Provider List Entra_SAML

SAML Identity Provider

General Identity Provider Config. Service Provider Info Groups

ID Provider Name =  Entra_SAML

Description

| > © saML1d Providers |

1 Social Login

2 REST

HREANFEERNIIP

1 EMNETERO>THEE

WEATTF (BRIN) o

Reports

Guest Portals
Guest Types
Sponsor Groups

I Sponsor Portals

RSP MAH>RBAITS , RBERRBANF. BEARHSP , £RAK

Sponsor Portals

You can edit and customize the default sponsor portal and create additional ones.
Create

Sponsor Portal (default)

Default portal used by sponsors to create and manage accounts for authorized
visitors to securely access the network

2.BFFPortal Settings , A& *EIdentity Source SequenceF LR FHHWSAMLE M REREF. BB .2
ATFHI=£RESS (FQDN) , FEEHTTPSEE O ( 84452 %R AITFHIBRIAE ) » Click Save.



HTTPS port: * 8445

Allowed interfaces: * Make selections in one or both columns based on your PSN configurations.
If bonding is not configured@ If bonding is I:onfigured@
on a PSN, use: on a PSN, use:
ﬂﬁigabit Ethernet 0 Bond 0
Dﬁigabit Ethernet 1 Uses Gigabitl Ethernet 0 as

primary, 1 a5 backup.
E}Glgabll Ethernet 2 : .

DGigabir Ethernet 3 Daonu 1

D‘Eigabit Ethernet 4 Uses Gigabit Ethernet 2 as
primary, 3 as backup.

DBund 2

Uses Gigabit Ethernet 4 as
primary, 5 a5 backup.

E]Gigabil Ethernet 5

Certificate group tag:* Default Portal Certificate Group~

Configure certificates at:

Work Centers > Guest Access > Administration > System Certificates

Fully gualified domain names

{(FQDN) and host names: sponsor.n3tgeek.com

Identity source sequence: * Entra_SAML v @

Configure authentication methods at:

Work Centers > Guest Access > |dentities > |dentity Source Sequences

Work Centers > Guest Access > Ext Id Sources > SAML Identity Providers

[ Allow Kerberos $SO(
Idle timeout: * 10 (0-20 min)

Display language: O Use browser locale

Fallback language:
English - English “

O Always use: ltalian - Italiano v

SS5IDs available to sponsors:

SHRSRHEER
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"N — 7S HZE , NP8 ERIAP , RFETBEASIEE. FEHEXport,

dentity Provider List » Entra_SAML

SAML |dentity Provider

General Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

Service Provider Information

Add a load balancer to optimize the load on Cisco ISE nodes and simplify
configuration in the identity provider.

[:] Load balancer
Export Service Provider Information

To generate and download an XML file of the service provider information to use in the
identity provider, click Export

‘ Export

Includes the following portals:

I Portals: Sponsor Portal (default) I

2MNTEHXMLE | X

« entitylD:f5l#0 , http://CiscolSE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2,

- §/MAssertionConsumerServicel U B(BNMNTREBH/IP—P — MY TRER=A ; ZTRE
EFEES),

« SingleLogoutService Responselocation: {RUE AP — ¥ 550 &

<?xml version="1.0" encoding="UTF-8"7>
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="http://CiscoISE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2">
<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="false" ...>
<md:KeyDescriptor use="signing">
<ds:X509Certificate>MIIFUDCC...(ISE portal signing certificate)...</ds:X509Certificate>
</md:KeyDescriptor>
<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLogoutRequest.action?portal=1f789a0
ResponselLocation="https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLogoutResponse.action"/>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>
...(additional NameIDFormat entries)...
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action" index="0"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://192.168.1.204:8445/sponsorportal/SSOLoginResponse.action" index="1"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://prox-ise04.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action" index="2"/
</md:SPSSODescriptor>
</md:EntityDescriptor>


https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLogoutResponse.action

& . XMLIEEES0OLogoutRequest.action?portal=.. (L BB ¥ FHURL, XFZFEEntra
IDFRAEZEHURLWE — FRZESSHHEHERR T2 P HRNSSOTHAM Eix.
IETlﬁE’\JEJ«XSSOLogoutReSponse.actlon,n E.

AR TR #ETUATEMER , %‘Béi%ﬁ%&#i%ﬁ—rlﬁtiﬁﬁ EMFRISET ]
, TRENBRPER , REAFFQDNEX , s AREOREE R , KRB AUBITER
o WRIPHRE T BT HY TTEHE Dl'J?EQEEAﬁB_nEm‘}?o SHzZIPEEEBRXH , HHPE
EEIIPEEHA,

BIEXMLI 4

SingleLogoutService
ResponseLocation=https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLogoutResponse.action
entitylD="http://CiscolSE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2”

AssertionConsumerService
Location="https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action"
AssertionConsumerService
Location="https://192.168.1.204:8445/sponsorportal/SSOLoginResponse.action”
AssertionConsumerService Location="https://prox-
ise04.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action”

0
EE  ARBERRMSER R , RS HOXMLRBEHT A=A

AssertionConsumerServicesk B : £ A TFFQDN, T RIPHT SFQDN, EZT ST
B XML A REATTFRERERSHENTRPEE (NTFPFQDN , ARS8 RBIPH
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Microsoft Entra admin center

Iﬂ‘ Home

*

Favorites et

Entra ID M
Cwenview

Users

GIoups

Devices

Agents

Ertérprise apps

App registrations

Rodes & admins

Delegated admin partners

Tenant governance

O« &£ & B 8 B & 2 © O ¢

Domain services

&

Conditional Access

Multifactor authentication

[=I o]

Id@ntity Secure Scont

Microsoft Entra

admin: I

b32663ea-S06e- I ©

(= View user profile

Directorio predeterminado

Tenant 1D 76125 I (|
Primary domain _ 0

3 My role assignments
.

@ High privileged role assignments

o 3

Witw users

(o]
i

View grougs

EI_ Vitw Bevices View apps View my roles
Shortcuts
Add User sign-ins Audit logs Authentication Methods Blocked users Domain names Unused service principals

Get the most out of your licenses and subscriptions

Deployment guides

Use these deployment guides to plan, configure and deploy Microsoft Entra capabilities

2.EfEEntra ID>AF>#HAF>GIEFAS , AECIRREZNIRAF,

f Home
% Favorites
| > EntralD
@ overview
A Groups
&) Devices
E3d  Agents

Enterprise apps

B App registrations

33 Roles & admins

2% Delegated admin partners
< Tenant governance

B Domain services

S

zE

Home Users

Create new user

Create a new internal user in your organization

Basics  Properties Assignments Review + create

Users at high risk

No detections '

No user detections with risk leve
days.

View high risk users

Manage tenants Named loc

Microsoft Entra plan
Entra ID Premium P1

Create a new user in your organization. This user will have 3 user name like alice@contoso.com. Learn more 2

Identity

User principal name * alice @ | lab.n3tgeek.com

Mail nickname *

Derive from user principal name

Domain not listed? Learn more (3
e

Display name *

Password* | temeeseees e D
Auto-generate password

Account enabled (@

ERARXZRARF , IARBENLE — BERBAMNHERSRITEHRIE , £X

BINamelDE XN IEISERIVAF B, TAFPAMEBRERNEXREDE , EER2RINE
It EEMFAEM ; & Verify3 0 2 8l 5T RIX F I,

2. BB FHHMA



1.E{LEEntra ID >“H">"FEA",

ﬁ Home
* Favorites

& EntralD

@ overview

A users

B Devices

EJ  Agents

B Enterprise apps

B app registrations

& Roles & admins

2 Delegated admin partners

& Tenant governance

Home Llsers Create new user Groups

&a Groups | All groups

Directofio predeterminal

i " MNew group : Download groups

@ Overview

f_) Refresh £33 Manage view 87 Got feedback?

&8 Al groups | L search
Al Insights (Preview)
Search mede m Contains

&8 Deleted groups
3 groups found

A Diagnose and sclve problems
) Mame 1
Settings O
@3 General I:I ’ AAD DC Administrators
8} Expiration
|—| ' SE-Lab-Devices

@i Naming policy

. Sponsor Group

O

Activity
& Privileged Identity Management
ACCESS reviews

H Auditlogs

2 fF AR BRE N Security, BLEALABN , MEFIR :

ft Home

3+

Favorites

Entra ID

Overview

Users

Groups

Devices

Agents

Enterprise apps

App registrations

Roles & admins

# & B ®8 @ & 2 O O ¢

Delegated admin partners

%

Tenant governance

Domain services

Conditional Access

Multifactor authentication

SHT AR , BEARIMARRA” , BRUHAAF |, E&Fe , 2

Microsoft Entra admin center

Home : Users . Create new user

New Group

Groups | All groups

& Got feedback?

W Add filter

Object id {
€5487779-9a19-41ab-9dbd-3202a5cc4975 H
035667 9C-9353-4396-2249-2b56d2ddTTaa I

48f07fce-26e5-41e5-382b-ed095b32babs ]

Q Searchr

Group type * ()

Security

Group name * (O
Sponser Groug]

Group description (0

Enter a description for the group

Microsoft Entra roles can be assigned to the group

Membership type * ©

Assigned

Owners

Mo owners selected

Members

No members selected

\E R dER.



Microsoft Entra admin center

Home : Users : Groups | All groups

() Search resources, services, and docs

Spensor Group

z‘# Bulk operations ™ :_: Refrash 55\; Manage view

Direct membars All members

Search S Add filter

1 group member found

f Home
2a Sponsor Group | Members
Group
% Favorites e
@ ovenview
l-‘) Entra ID fa
X Diagnose and solve problems
@ overview
Manage
2 users . )
il Properties
B Devices

& Roles and administrators
Agents

& administrative units

Enterprise apps =
& Group memberships

35

&

(]

B App registrations Applications
‘a

Roles & admins @ Licenses

. Azure role assignments
Delegated admin pariners

Activity

Demain services B )
= Access reviews

%
& Tenant governance
(=]
[

Conditional Access E Audit logs

£ Privileged Identity Management

l:l Name 1 Type

A Got feedt

Email

||:| . Alice User

412 T Group Object ID , HEWLREEAF , X2 AAKE F48f07fce-26e5-41e5-a82b-ed095b32bab8,

Home - Users » Groups | All groups

Sponsor Group #

Group

“ ]H Delete
© overview

. vervi
# Diagnose and solve problems Overview

Manage
ill properties
& Members

& Owners

& Roles and administrators

& Administrative units

Basic information

Sponsor Group 3

&7 Got feedback?

Iy

Assigned
Cloud

Security

48f07fce-26e5-41e5-a82b-ed095b32babs L—jl

Membership type
{# Group memberships
Source
B Applications
2 Licenses Type
Azure role assignments I Object ID
Activity Created on

2 privilenad Identity Mananement

3.8 ZEntra Enterprise S FIT2 F

8/19/2026, 1:30 PM

1. ZEntra ID > N A>FrE M A>T A,

Total direct members 1

User(s) 1
Group(s) 0
Device(s) 0
Other(s) 0



Microsoft Entra admin center

a
Home : Users - Groups | All groups » Sponsor Group  Enterprise applications

ﬂ‘ Home

222 Enterprise applications | All applications

- Directong predeterminado
% Favorites ~

i‘_:' Refresh = Download (Export) o Preview info == Columns

Qverview
2 EntralD ~

@ Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenar
@ et X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
R users

Manage O Search by application name, application template 1D or object 1D Application type == Enter
o Groups Al applications 2 applications found

oo N, T Object 1D Application ID
D Devices El Private Metwork connectors ame .l ie pplication

& User settings | 1 | ISE-Lab 2af98614-54a3-47ac-8936-197093... (Oc3%edTa-2cac-409a-8dfd
Bl Agents

B App launchers . ISE_Sponsor_Portal T3cdc17e-eb08-4790-3a4b-Teabs...  dfgefasf-17g4-4b0e-af70-

1] Custom authentication extensions

B App registrations

Security

'?b Roles & admins

& Conditional Access

2EFECEACHNARRF .

Microsoft Entra admin center

Y
a Home : Users . Groups | All groups - Sponsor Group - Enterprise applications | All applications
Home
Browse Microsoft Entra App Gallery
¥ Favorites N
Create your own application + publish to the app gallery ~~ A Got feedback?
I 2 EntralD Ea The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (350) and automated us¢
application you have developed into the Microsoft Entra App Gallery for other organizations to discover and use, you can file a request using the pre
@ overview
> Search application Single Sign-on : All User Account Management : All Categories : All
R Users
%R Groups Cloud platforms
D Devices Amazon Web Services (AWS) Google Cloud Platform Oracle
Bl Agents
Enterprise apps aWS
M Ann raaistrations n

SHARN  BRERREE (EF ) PRINEMECHNARRF , REETCE



Create your own application X

;"1’? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
cure  application that is not in the gallery, you ¢an create your own application here.

what's the name of your app?

| Input name

What are you locking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application

O Register an application to integrate with Microsoft Entra ID (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery) I

AFA (AR ) T EANARER

1 ENARES , SMBBFMA>-FMAF/E RS EH 0 ZR4E.

Home : Users : Groups | All groups : Sponsor Group : Enterprise applications | All applications : Browse Microsoft Entra App Gallery » Enterprise applications | All applications

i ISE_Sponsor_Portal | Overview

Enterprise Application

8 Overview Properties
[ Deployment Plan Name O
X Diagnose and solve problems | ISE_Sponsor_Portal iy]
a Application ID O
anage
9 | dfsefosf-1784-4b0e-af70-4... [y
Il eroperti
Kl EYORSEES ObjectiD @
& Owners | 73c4c Te-eb08-4790-aadb-... [
&, Roles and administrators

Getting Started

a8 Users and groups
2 single sign-on
& {Provisioning & 1. Assign users and groups —3 2. Set up single sign on @ 3. Provisi
E% Application proxy Provide specific users and groups access Enable users to sign into their application Automatic
& sof ) to the applications using their Microsoft Entra credentials accounts i
Self- -

elisenice Assign users and groups Get started Get startey

Security

- — = WWha#'s Maar

AR

N
EE . MRIERFEF FEMicrosoft Entra ID Free £ , A D EBEATH — UHEES ENIXA P



; Rt NS RERMEEN.

Home : Users : Groups | All groups @ Sponsor Group : Enterprise applications | All applications : Browse Microsoft Entra App Gallery

&s ISE_Sponsor_Portal | Users and groups

Enterprise Application

« ~+ Add user/group | & Edit assignment

B Overview

. Enterprise ap

O‘ Refresh ’-1:3 Mai

e application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this.
Th licat Il fi d thin My A Set 'visible t Fal ¢ rties t tth

Deployment Plan

# Diagnose and solve problems Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the appli

-

Manage | /2 First 200 shown, search all users & groups

ill Properties
Display name

B

Owners

Roles and administrators D . Sponsar Group

Users and groups

B

© &

Single sign-on

Provisioning

N o SEREENAEBANRY ERESNA,

1.E1 , NAREF RS MNA R ESFUEERIES.

Home . Users » Groups | All groups @ Sponsor Group » Enterprise applications | All applications

#s ISE_Sponsor_Portal | Users and groups

Enterprice Application

—+ add user/group
B overview

ISE_Sponsor_Portal

ﬂ]] Deployment Plan

@ The application will appear for assigned users within My Apps. Set ‘wisible to users?' to no in properties to prevent this.

Object type

Group

Refresh 3¢ Manage view A7 Got fee

X Diagnose and solve problems Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
Manage | L First 200 shown, search all users & groups
Il eroperties
Display name Object type
& Owners
&, Roles and administrators l:l . Spensor Greup Group

&2 Users and groups
3 single sign-en
¥ Provisioning

£ application proxy

C  Self-sprvice

S BR3.7EEntra IDAE ESAMLE S &%

1 ENARRFD , SMEREERER,



Home - Users - Groups | All groups - Sponsor Group - Enterprise applications | All applications - 1SE_Sponsor_Portal

g ISE_Sponsor_Portal | Overview

Entarprise Application

B overview Properties
[ Deployment Plan MName (D
# Diagnose and solve problems | ISE_Sponser_Portal o

Application 1D (D
Manage r .

dfgef@af-1784-4bbe-af70-4.. [y

11! eroperties

ObgectiD 0
& Owners T3cdc] Te-ebl8-4790-aadb-..
&b Roles and administrators R

Getting Started

& Users and groups
D single sign-on
< Provisioning 1. Assign users and groups —3 2. Set up single sign on ’(?j 3. Provision User Accounts
£ application proxy Provide specific users and groups access Enable users to sign into their application Automatically create and delete user

. . to the applications using their Microsoft Entra credentials accounts in the application
C self-service ) }

15275 and

Get = - Get started

Security
B il Aecace What's New

2UEFESAML , REEHEEASSAMLE EZ LM FE.

Home : Users : Groups | All groups - Sponsor Group - Enterprise applications | All applications - ISE_Sponsor_Portal

ISE_Sponsor_Portal | SAML-based Sign-on

Enterprise Application

« T Upload metadata file 2 Change single sign-on mode #= Test this application A7 Got feedback?
H Overview

Deployment Plan Set up Single Sign-On with SAML
# Diagnose and solve problems An SSO implementation based on federation protacols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or QAuth, Leamn
Manage more.

1] .
il properties Read the configuration guide o for help integrating ISE_Sponsor_Portal.

& Owners
o I Basic SAML Configuration I 7 i

& Roles and administrators Edit
2 Users and groups Identifier (Entity 1D) http://CiscolSE/1f789a00-3d9d-4ec0-%ad7-ced909a65db2

Reply URL (Assertion Consumer Service URL)  https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLog
) Single sign-on ) inRgsPOﬁ se.action

Sign on URL Optional
P Provisioning Relay State (Optional) Optional

Logout Url (Optional) https://sponsor.n3tgeek.com:8445/sponsorportal/SS0Log
£ Application proxy outResponse.action
€ self-service

3.EAISE SPLHBIEXMLA Bentity DEEFRFRIRAF ( K4KID ) , AEAEBIEHHEN
AssertionConsumerServicefZ EEFEZURL, X FLogout Url , & SingleLogoutService
Responselocationf&, f#Sign-on URL ( &3%URL ) #fRelay State ( FHIRTS ) BZ= , ReETE
Save,



Basic SAML Configuration

E| Save F? Got feedback?

Identifier (Entity ID) * ©
The unigue 1D that identifies your application to Microsoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50.

Default

http://CiscolSE/1f782300-adod-4ecD-9a47-ce4909a65db2 v | \:' @ f

Add identifier

Reply URL (Assertion Consumer Service URL) * &

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service™ (ACS) in SAML,

Index Default
| https://prox-ise04.n3tgesk.com:8445/sponsorportal/SSOLoginResponse.action " | | ~ | |:| O 1]
| https://192.168.1.204:8445 /sponsorportal/550LoginResponse.action ~ | | b | D 0] 0}
| https://sponsor.n3tgeek.com:8445/sponsorportal /SSOLoginResponse.action ~ | | " | \:| O] ]i[

ROa Teply WAL

Sign on URL (Optional)
Sign on URL 1s used if you would like to perform service provider-inttiated single sign-on. This value s the sign-in page URL for
vour gpplication. This field (s unnecessary if you want to perform (dentity provider-initiated single sign-on.

Enter a sign on URL vy

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication 15 completed, and the value iz typically a
URL or URL path that takes users fo a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL (s used to send the SAML logout response back fo the application.

| https://sponsor.n3tgeek.com:8445/sponsorportal /SSOLogoutResponse.action vy

N orE . EEURLAEERFIE AT EEURLEEEHEIPPREN AER.



2. B BEntral B 1t

1. REEEMARPEZ LN RE,

Home - Users - Groups | All groups

ISE_Sponsor_Portal | SAML-based Sign-on

Enterprize Application

&®

H overview

[u] Deployment Plan

# Diagnose and solve problems
Manage

il properties

& Owners

» Roles and administrators

Be

Users and groups

© b

Single sign-on

&

Provisioning

Application proxy

[T

Self-service

Security

& Conditional Access
o .

alx Permissions

@ Token encryption

Activity

2 REARNINA R,

Sponsor Group > Enterprise applications | All applications : ISE_Sponsor_Portal

T Upload metadata file 9 Change single sign-on mode #= Test this application A7 Got feedback?

Set up Single Sign-On with SAML

An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Leamn

mare.

Read the configuration guide o for help integrating 1SE_Sponsor_Portal.

o Basic SAML Configuration

Identifier (Entity 1D)
Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State (Optional)
Logout Url (Optional)

9 I Attributes & Claims I

givenname

surname
emailaddress

name

Unigue User |dentifier
groups

& dit
http://CiscolSE/1f789200-ad9d-4ec0-9a47-ce4909a65db2
https://spansor.n3tgeek.com:8445/sponsorportal/SS0OLog
inResponse.action
Optional
QOptional
https://sponsor.n3tgeek.com:8445/sponsorportal/SsOLog
outResponse.action

& edit

user.givenname
user.surname

user.mail
user.userprincipalname
user.userprincipalname
user.groups



Home : Users : Groups | All groups : Sponsor Group - Enterprise applications | All applications > ISE_Sponsor_Portal | SAML-based Sig

Attributes & Claims

Add new claim | -+ Add a group claim Columns 87 Got feedback?

Required claim

Claim name Type Value

Unigue User Identifier (Mame D) SAML user.userprincipalname [.. ==

Additional claims

Claim name Type Value
http://schemas.xmlscap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail
http://schemas.xmlscap.org/ws/2005/05/identity/claims/givenname  SAML User.givenname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname
http://schemas.xmlscap.org/ws/2005,/05/identity/claims/surname SAML User.surname

~  Advanced settings

3.1%&#% Security groupsH1Source attribute Group ID , ARE# HiSave, REBHMFTET B 1 ERIAES

Group Claims X

by ced by Microsaft Entra 10 to oo CAMIL ta

Which groups associated with the wser should be returned in the claim?
'::} Mone
'::} All groups

(®) Securily groups I
() Directory roles

C' Groups assigned to the application

Source attribute *
Group ID

Erit group name for cloud-ondy groups

w  Advanced options

JAN

L AERTEENAFANEN, EEFATERISEARRARKELFRTERE
BNBENEN , AXENERIE D RARINFRE .

AMRBRMEAENLT , WA , BEXAFEISENARABE FERAMAMBNBEEL B Hlm
, MR IEIEEntra IDF i ASponsor Group , N ISEF A IE 2 & Sponsor Group. fEEntra IDA
, REWM TR :



Spurce atnbube *
Group 1D -,.r

Emit group nama for cloud-only groups &

=~ Advanced options

|:| Filter growps

Artnibute to match

Match wath

String

B cusiomize the name of the group claim

Mame (required)

| LporLor Gluud

Hamespacs [cpticnal)

w

|:| Emit groups as robe claims
|:| Apply regix replace to groups daim content

[] Expeose chaim in /T takens in addition 1o SAML tokens

5.8 RIZAMNRIEHFR Mo

Attributes & Claims

Add new claim Add a aim Columns P\j Got feedback?

i

w0
a
C
1

Required claim

Claim name Type Value

Unigue User Identifier (Mame 1D) SAML user.userprincipalnam.., **=

Additional claims

Claim name Type Value

http:/fschemas.microsoft.com/ws/2008/06/identity/claims/groups SAML user.groups [SecurityG... ===
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress SAML user.mail ves
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML user.givenname ves
http://schemas xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname  =+®
http://schemasxmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surmame ver

~  Advanced settings

3. FHEERE THTEBXMLY



1. 7ESAMLZ & i B B % FDownload ¥ Bx & T EITEXML o

9 SAML Certificates

Token signing certificate

. & Edit
Status Active
Thumbprint 8952CABT4960D41F1920335151ABATD10T9603C1
Expiration 8/19/2029, 2:07:40 PM
Motification Email admin@lab.n3tgeek.com
App Federation Metadata Url ‘ https://login.microsoftanline.com,78fa5321-c47d-... Iy
Certificate (Basesd) Download
Certificate (Raw) Download
Federation Metadata XML
Verification certificates (optional) ﬁ Edit
Required Mo
Active 0
Expired 0

2. T EH A Bk BB T BIE A MicrosoftE B H B SISEFTEMMAENZA ; idPE{KID, SSO/SLOLimMThE
EEITH (HEWT ) :

...(signed by Microsoft)...

...(WS-Fed RoleDescriptor sections — not used by ISE)...

MIIC8DCC...(Entra ID token signing certificate)...



BHESAR (F4F ) , REFREENE[LBEFZHURLN GHREEFEE SN FHPNEEIE
$%HE,

.
AE : Entra I DTRZREFPNERBN=F, ST , FERXTHKRE THEXMLAEF
HEHSARISEF , RSSORARFIE T, FiEH EEEBEAERH RIS BES.

S BR4 S TEIEMEntra E42 2IISE
SABRE LB

1.$MBEE>FHEESINEF0FE> SAML IdREEF> [(ENRHEER], TFSHhRUEFEE
‘IR BHERENS , ERRETHEXML , ARELEREF. REFERE[LBFROEHURLANZE
AU,

N s peEsAREIREHS , LT F P REEFIDFERMEZE, XZECisco Bug ID
CSCw7451 7R E RE B, |dPEKIDIEM EWHEZETRMER |, F AW L fKise-
psc.log Vi is i 5 8 IA J strong>1dP URI,


https://tools.cisco.com/bugsearch/bug/CSCvv74517

Identities Groups External Identity Sources Identity Source Sequences Settings

Entra_SAML

External dentity Sources

SAML Identity Provider

R Genoral Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings
Certificate Authenticat... -

£ Active Directory . . ] .
Identity Provider Configuration
<4 SRV-2022

Mo file chosen
LDAP File to Import

Accepted file type: XML
ODEC

RADIUS Token [C] Want Authentication Requests Signed

RSA SecurlD
Provider |d

9 SAML Id P iders ~ - \ . . .
roviders Single Sign-On URL https:/flogin.microsoftantine.com/ 7 | R (1<) 268/sami2
=3 Entra_SAML Single Sign=-0ut URL (Redirect) hups:/flogin |n|crusu[mnllne.cUrll}?_le?EB.’sale

Social Login

1 REST Signing Certificates
Subject Issuer Valid From Valid To (Expira... Serial Number
CN=Microsoft Azure Federated S50 C CM=Microsoft A... Wed Aug 19 20:... Sun Aug 19 20 41 36 D& 3E 90 18

EE  YHEISERAS HHISP T IEE B WantAssertionsSigned="false" ( IBARZAEH R

true ) ; ZEMIE{L T Advanced SettingsiE I+ H #YRequire Assertions Signed E1&4E ( #R
INBERTRER ) . IHTERBEEZIRSENE. ISERAESAMLIINSHHE EEDE
E—ANEF , IEXHENERESRER,

AR ERIRBIRT~: BB E M (BIA - Subject Name)itRIEENVAFBWLE ; IR LR A
HEFFEHOHEIR , NAAE EEmailE % ; Sign Authentication RequestiZ#liER & &
, KT £E—NET R RiE“Want Authentication Requests Signed” &% 4E.

ldentities Groups External ldentity Sources ldentity Source Sequences Settings

Entra_SamML

A External ldentity Sources

SAML Identity Provider

4\ Certificate Authenticat General dentity Provider Config, Service Provider Info. Groups Attributes Advanced Settings
riificate Authenticat...

1 Active Directory Advanced Settings
< SRV-2022 the attribute that contains the identity of the user that is being authenticated
Attribute

1 LDAP

© Subject Name
&5 opBC -
(D) Antribute
RADIVS Token Email attribute v

53 RSA SecurlD

SAML 1d Providers Multi-value attributes

Some Identity Providers return multiple values of the same antribute in separate XML elements. Other Identity Providers rewrn them in the same XML element s
“} Entra_SAML
= - © Each value in
1 Social Login () Multiple values in a single XML element separated by
1 REST

Authentication Settings
ISE 1o sign authentication requests with defined comificate. SAML signing cerificate should be properly defined
Reguést

D Sign authentication request



#ISE LBt ESAMLA

1.3 FF Groupsit I+ , F£Group Membership Attribute™® , ¥ M EILFHFHEBH

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

2.8 HAdd, FEName in Assertiond , % A 25 FHFRAIAObject ID ( ZELATETE ), £
ISEfBIMAF |, MAEMEELHNAIRE (NEISEXENFEANBHERSE ). BHOK, R
Jﬁifﬁsaveo

SAML Identity Provider

General Identity Provider Config Service Provider Info. Attributes Advanced Settings

Groups

Group Membership Attribute

http://schemas.microsoft.com/ws/2008/06/id
entity/claims/groups

L Add

O Name in Assertion Name in ISE

] 48f07fce-26e5-41e5-a82b-ed095b32babs Entra Sponsor Group

3.X R IEEntraF WA S A EISE LERRE B ZE VRS,

S5 1EISE L BB % 48 A A M5

1. EMNETEFO>HREHR>CIFMAMG>RIEAL  REERERFHRIEAL, EXREP
, ALL_ACCOUNTS ( #kiL)



= Cisco ISE

Overview

Gt Portals
st Types
Spondor Oroups

Sponsor Portals

Identities

Work Centers - Guest Access

Identity Groups Ext Id Sources Administration Metwork Devices Portals & Components Manage Accounts Policy Elements

Sponsor Groups

can odit and customize the default sponsar groups and croate addtional onos
A sponsor is assigned the permissions from all matching sponsor groups (multiple matches are parmitted)

Greate

Enabled Name

ALL_ACCOUNTS (default)

Sponsors assigned 1o this group can manage ol guest user sccounts. By cefaul, users in the ALL_ACCOUNTS user identity group ane members of this
S0ONSO QOUD
More

GROUP_ACCOUNTS (default)
. Sponsor:

a55Qned 10 this group Can Manage just the QUest ACCoUNMS Created by Sponsors from the sama sponsor group. By delault, users in the
GROUP_ M user idontity orouD are membors of this SpOnsor arcun
More

OWN_ACCOUNTS (default)

0 this group San mansge anly the gu
s of 1his SHONSON BIOUD

d. By defaull, users in the _ACODUNTS user identity

eoums that thisy have

Policy Sets Reports Custom Portal Files

Mambar Groups

ACCOUNTS (defaul)

GROUP_ACCOUNTS (gafsult)

2BEHKA...... , FMISEZRE B HIdP:Name 3 E|Selected User Groups , £ HOK, A5 Save,



Select Sponsor Group Members

Select the user groups who will be members of this Sponsor Group

Available User Groups Selected User Groups
=2
Name ~ MName ~
ALL_ACCOUNTS (default) - Entra_SAML:Entra Sponsor
Group
Employee

GROUP_ACCOUNTS (default)
LOCALTEST

OWN_ACCOUNTS (default)

lI

<

SRV-2022:n3tgeek.com/Users/Al
TACACS

SRV-2022:n3tgeek.com/Users/Al
TACACS

SRV- -
4 [=

AR AREADEAMEEERIEAANNR, FHEntra DARFEEMLEAL  RIEFE
RN

5 UF

1.MPortal Test URL ( TP MR URL ) 4£#2/3 31 Sponsor Portal, ISEEE [6 EIMicrosoft® &7 H
AN AR EIE#TEHARIE,



B® Microsoft
Sign in

alice@Enitgetkcom

Can'l BE0EES YOUr BOount?

{Rkl Sign-mn optons

N orE FRPEERERRHREERASEE, HAESAUPRISEAESNAS. BiFa
ERAEABREREA (alice) B S — RAUPK 7 2.

2.5HRWIEE , NRI[EEIFHERAUP, #EZE , REAEGRHFKREAARR,

cISCO Sponsor Portal

Manage Accounts (10) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Guest type:
Contractor (default)
Guest Information Access Information
Known Random Import [ End of business day
First name:
Duration:*
1 act nama*

SN MIBER" KB THFF RENSSOKET AL R



e Microsoft

You signed out of your account

It's a good idea to close all browser windows.

FEHIIPRENSSO: BERISEF X FIAP A EHISAML, Microsoft Entra IDH B Test Single Sign-
Oniz#(“Test this application”)#84& To £ H# 1T L &£ B — IdP/E 31 BIPOSTZik
SOLoginResponse.action , I JFIREHTTP [400] Bad Request ( “HFiEEBR RN EIRIEBELN
,BRTER ) » XRTHTH , FTREES R, BEAMNKEA iR ITRIE,

[ 400 ] Bad Request

The request is invalid due to malformed syntax or invalid
data

U HEER

SAML B 536 3F & 4 12 3% ¥ 288 MMicrosoft Entra IDZ 18] ; 735 ZISEZ 8 , A EEMIAPE REEIR,

A1 — BAD R IR



% Microsoft
« alice@lab.n3tgeek.com

Enter password

Your account or password 15 incorrect. :'.:'.'3'..' don't

remember your password, reset it mow.

For g ot m ¥ Passworg

iR HIMEMicrosoftB Kk E L ; & BRAFPHIEELISE, EISEdw , BENETHIEER , AETE
REMRNEB., FEguestlogd , T HREIESSO_LOGIN , £ERSAMLIER |, FFuBEEEEME
IdP , £EMNFIRE :

<ttroot>

01:20:46 DEBUG StepExecutor -- StepTran for Step=INIT => tranEnum=PROCEED_SSO, toStep=SSO_LOGI
01:20:46 DEBUG SSOLoginConfigHandler -- Redirect to IDP:
https://login.microsoftonline.com/

/sam12?SAMLRequest=jZNRc6IwWFIX. ..
01:20:46 INFO 1ISEPortalControllerUtils -- forwarding to: pages/ssolLoginRequest.jsp
(the portal session ends here --

no SSOLogi nResponse is ever POSTed back

ise-psc.log M\ SAMLAE 2R i Wik 19 2 A8 E 9 =B -

01:20:46 DEBUG SAMLFacadeImpl -- SAML request - providerId (as should be found in IdP
configuration): http://CiscoISE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2
01:20:46 DEBUG SAMLFacadeImpl -- SAML request - spUrlToReturnTo:



https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action

01:20:46 DEBUG SAMLFacadeImpl -- SignAuthenRequest configuration is - off
01:20:46 DEBUG MessageComposer -- local cert is null, request won't be signed
(capture ends here -- ISE never receives a SAML response)

B2 — AP AR5 B 2 A A (AADSTS50105)

ERHEFSAMLIERALZ #] , Entra ID&MEIEE R,

B5 Microsoft

ISE_Sponsor_Portal

Sorry, but we're having trouble signing you in.

AADSTS50105: Your administrator has configured the application
ISE_Sponsor_Portal ("df8ef88f-1784-4b0e-af7/0-47b069526a40") to block users
unless they are specifically granted ("assigned’) access to the application. The
signed in user “alice@lab.n3tgeek.com’ is blocked because they are not a direct
member of a group with access, nor had access directly assigned by an
administrator. Please contact your administrator to assign access to this
application.

Troubleshooting details
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 4837726d-74e1-4136-3803-463439d7af01

Correlation Id: 66e04a9a-51d3-4510-8a64-d4fa8a01516d

Timestamp: 2026-08-27T16:50:447

Message: AADSTS50105: Your administrator has configured the application ISE_Sponsor_Portal
('df8ef88f-1784-4b0e-af70-47b069536a40") to block users unless they are specifically granted
('assigned') access to the application. The signed in user ‘alice@lab.n3tgeek.com’ is blocked
because they are not a direct member of a group with access, nor had access directly assigned
by an administrator. Please contact your administrator to assign access to this application.

Flag sign-in errors for review: Enzable flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.



nguest.logRERIEEHERZRNEEM , Mise-psc.log|TEFERSAMLES), HELETEIIPIF :

<{froot>

16:50:21 INFO 1ISEPortalControllerUtils -- forwarding to: pages/ssolLoginRequest.jsp
(nothing follows --

t he user never returns fromthe | dP

BERF SAFRASEITLNAERF ($24F ),

A3 — JEHRW (“SSOFHARW )

CcISCO Sponsor Portal

Error

550 Logout failed.
There was a problem to logout from your SSO session. Please contact help desk for assistance

L Entra IDHAYSEHURLELE T SSOLogoutRequest.action?portal=...5f , £ &% 4£X#1ER. URLM
JESSOLogoutResponse.action, fEguest.log® |, FEz1FEHE , BLELEIREMMA

16:54:12 INFO 1ISEPortalControllerUtils -- forwarding to: /pages/ssolLogoutRequest.jsp
16:54:13 ERROR SponsorSSOLogin -- SAML Response 1is invalid or subject is NULL!
16:54:13 INFO 1ISEPortalControllerUtils -- forwarding to: pages/error.jsp

EERF EEEARSAMLEE P REHURL,
FIE4 — ERMELZILED ("BHRIEXRK)

YHEntra IDFERZBIERRE (ZFBXH ) i, QEUEFIER , HERSTBEXMLTLEHS
ARISER , BXBFZHLEK , E1F LERABAN S HRIE XK (Authentication failed) , BIfE
MImEE AR EE R,



]

cI1Sco Sponsor Portal

Error

Authentication failed

ise-psc.logBA¥EiHEA T EEMERER :

16:58:30,429 WARN apache.xml.security.signature.XMLSignature -- Signature verification failed.
16:58:30,430 ERROR cpm.saml.framework.impl.SAMLFacadeImp]l -- SAML Response: processing failed:
com.cisco.cpm.saml.exceptions.SAMLException: Assertion signature did not validate

against the IdP signature certificate
Caused by: org.opensaml.xml.validation.ValidationException: Signature did not validate

against the credential's key

&S 27 MEntra IDE# THE S THBEXMLA FEEH S AZISE,

A5 — S1ERIES

[TFSSOKXEZERERBINNSSH (BN TFEIURE , AXKREA10044 ) . AABEIAER
7 (Optional Content) = {5 “HB X & F”(Sign On Again)iZ4A 2|7 7 “45iR"(Error) R H

& i R R Bk BR

HTFSAMLUE BB S EsE 5 , BU 53R K TE(F12 > Network Tab) 2 REN R, &
Network ( P4 ) IR BER TERERER , HEHRPOSTEISOLoginResponse.action.
X KB EISERHSAMLETE WA —Z -



| | Welcoma alice@ekomeyccisco. onmicrosofl.oom = §
sl el

cisco Sponsor Portal

Manage Accounts (0) Pending Accounts (D) Noticas (0)

Croate, manage. and approve guest acoours.

Guest type:
Contratir (dolbult)
|
Guest Information Access Information
End ef buzina)
won ==
First nama:
& © inspoctor  [E) Gonsole O Debugger  {) StyleEdior € Porformance i Memory T Motwork [ Storage K Accessibiity 7§ whatstiew (@ Adbiock Plus B 4] - %
12| I Q@ & Al HIML CSS J5 XHR Fonis Images Meda WS Ot PersistLogs | Disable Cache Mo Thictling 3 HAR &

Transtermed Size E] Hoagers Cookies  Params  Rusporde  Timings  Security
16138 K8 t

= Farm data

GET B 10,4823 060488 desl

1op-loge pog L g
GET 104273868485 mobikelago.nng img pog

3484 KD

sponsa 0B

3563445 aTelinput js seript s cached o8

c EBEEEEBEEBEBEERE

B 104RIIBER44E  spple-icsnpng i~ g 837 K 775 KD
GET 104822808448 favicondoe img x-kon 24z K8 27aKe
GET B I04803B6B44E  Blank e subgazumnt hesi 885 B -]
GET B 104823868445  background prg img g I KB 10.58 KB
POST [“RLELEEETE AN peraing actan xhe feen I wie 5
FOST 104273868485 boststrap.action e jsen 2E8NE 435K . o143 DELIMITERT
GET @ 10.48.23.86:8445 intTelinput cia anptoshaet cas cacted 26.58 KB e
~ Heguest payload
17 requests 55505 KB | 200.41 KB transferred  Finith: 16,219 lead: 1344 cached 1 SAHLAesponse=PRRRbRn L] Lo Svbal LTE LEPSD Y THEY UYL £ 2001 2500 YWESLWExh P 2 MOV IN20 10602

|SE U= HE B

MIEISE L EHAHH BERS . SEBRE-HEDH RSB ES>EE AERE.

HHUEER HESB| A EXHE
HEEA @i guest.log

portal-web-action|ifiz guest.log
opensaml i ise-psc.log
saml Wi ise-psc.log

EHHATIRAET B TEEDebug(ise-psc.log):

1APNREATFEE@EIIP URL,

2026-08-27 01:55:58,021 DEBUG [admin-http-pool13][[]] guestaccess.apiservices.portal.view.PortalConfigC
::::- hostName =sponsor.n3tgeek.com will be applied to URL!
reqUt1l =https://sponsor.n3tgeek.com:8445/sponsorportal/PortalSetup.action
2026-08-27 01:55:58,036 DEBUG [https-jsse-nio-192.168.1.204-8445-exec-2][[]]
cisco.ise.portalwebaction.utils.PortalSessionUtil -::::- Portal URL:
https://sponsor.n3tgeek.com:8445/sponsorportal/PortalSetup.action
2026-08-27 01:55:58,037 DEBUG cisco.ise.portalwebaction.actions.BasePortalAction -::::-
Action com.cisco.ise.portalwebaction.actions.PortalSetupAction Complete for request /sponsorportal/

2. M3 9 B8 I BISAMLIE R -



2026-08-27 01:56:19,384 DEBUG cpm.saml.framework.impl.SAMLFacadeImpl -::::-
SAML Response: statusCode:urn:oasis:names:tc:SAML:2.0:status:Success
IdP URI: https://sts.windows.net/<Tenant-ID>/
SP URI: http://CiscoISE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2
Assertion Consumer URL: https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action

3B (WS ) o ERD :

cpm.saml.framework.validators.SAMLSignatureValidator -::::- no signature in response
cpm.saml.framework.validators.SAMLSignatureValidator -::::- Validating signature of assertion
org.opensaml.xml.signature.SignatureValidator -::::- Signature validated with key from supplied credent
cpm.saml.framework.validators.SAMLSignatureValidator -::::- Assertion signature validated succesfully
cpm.saml.framework.validators.AssertionValidator -::::- Conditions succesfully validated

4. WS FIREVA & F4H 8 14 (48f07fce-26e5-41€5-a82b-ed095b32bab8) , & R IEET

SAMLUti1s::getUserNameFromAssertion: username value from Subject is=[alice@lab.n3tgeek.com]
ToginInfo: ... format=urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
[cacheGroupAttr] Adding to cache ExternalGroup values=<48f07fce-26e5-41e5-a82b-ed095b32bab8>
AuthenticatePortalUser - added user groups from SAML response to AuthenticationResult,

all retrieved groups:[48f07fce-26e5-41e5-a82b-ed095b32babs8]
Authenticate SAML User - result:PASSED

SRR ERNESGHRIESRSD , UEFERZAFAFZESAMLE HRIE

2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa
2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.impT.SAMLFa

BIEIHIR D

BRI REABSFZHEZISERED (RIE>-HIEHR>ZHT T E> TCPRE M ) LR RENE TR
REUWRE. TFFODNHNEFimDNSH#EMT , A Rim 8445 ENE FiREI TP MITLSSE , HA(T]
FFQDNE R ATLSHRSS 258 #5$8 R(SNI),

pORT Fm Eeft4
& k<> ISE:8445 ( TLS. SNI =1/ sllse > pgy |17 RE SAML
FQDN ) E POST(ACS)
client -> DNS:I1~FQDN R Sl ST

5% & Elogin.microsoftonline.comi¥ i & — |dP X B =t K ISE




TLSE FiwHello — ER[ TR B FRAI N

REMBENBHZINE , BTLSE FinHelloH AR &% , H B EEH I TFFQDNER RS R E
MIER(SNI), XBHERFEALURTCPHERE XA HITECENVE,

Frame 96: 1981 bytes on wire
Internet Protocol Version 4, Src: 192.168.1.162 (client), Dst: 192.168.1.204 (ISE PSN)
Transmission Control Protocol, Src Port: 43395, Dst Port: 8445
Transport Layer Security
TLSv1l Record Layer: Handshake Protocol: Client Hello
Handshake Protocol: Client Hello
Extension: server_name (len=24)
Server Name Indication extension
Server Name: sponsor.n3tgeek.com
Extension: supported_versions (len=7) TLS 1.3, TLS 1.2

FP s ERRNVMEEE R

8445 sponsor.n3tgeek.com (x12 -- the portal Teg, to ISE)
443 login.microsoftonline.com (the IdP leg -- never seen on ISE)
443 aadcdn.msauth.net (Microsoft sign-in page assets)

443 login.live.com / Togin.microsoft.com
(unrelated background traffic omitted for clarity)

S
SEE : ISEERIEASHRIESAMT SEntra IDBIS. SAMLER M RIEI B 135 845 4

(EE@MPOSTHE ) . XEMREISET IFFEEMicrosofthy i vEEE T 8E6EI]F SSOIE
FEIE, A EEHTHEIRN | XAER iR T RISELHRIIPS X,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



