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ISEAFEERBE
MNTH & iFEE
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ISEBFiFE
HEISERE




AN BERN SRS 5| E(SE)LRE L IMERS M , HII°AnyConnect ISEL R 2 iF4
BRERRAE....."

db
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I
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0N

il

i

BXENEEN S DRSS ZBISE)AHEZ £ TMEIRSEIA : “AnyConnect ISEA ik &L £ 1T AERTE
ISELHSFRENEENEREHAME,

SRERBLMEE , BURABNREESMY., 8%  MURAFERITHEHFRLKIIEEREN , 2§
FEERRE,

AXHEBERUATAR

- BAWRBEG R,

o BRIRRBIRBIEE,

- BENRBESNLHEBRER,

- BdRadius2if B FHELRZ LIRS

- NBLAFFISEERRAERERBARIN,

« ISE. AnyConnectMMEIREE FHEIL S| K MEE,

BXREENANBSNELFHRE | F

[] 2

R P AR

S EEEE KU R KA PR M B R RIFEREE G FISERFiwEE ] , EefAnyConnect
ISEL i T £ HEE R F L iR £ 1T RS E R Compliant,

HANSAHFER
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Device Security Check
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0
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RN I RIE# T | ISEEE R FF A ERadius Live B E AR S HRIESFISE, ELHE
BRI E—MERKRTERN AEPLIFFISEZBARSTEE., R¥E , RadiusF HRIEIRELIH
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HAKISEEE R4 !
pe ty E D point Pro A P De i =
Y d. (= .
B a b.

- EREBRERRIERI : B,
. 2EHIRARPending,

- BMNRERESEH  EWL,

o SFEMHRESE T HCompliant,
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EEEERAERNMNERENZ RS  AESMIRBESIMEERER, R :

 AnyConnect ISEAMZ £ T HERAELXKZLTAEBEFHRERS T I(PSN)HEIREA , §
HETERNARRLITERS, EXMERT , TACEESPSNAEEFFHKIARLIG2
EHBE I

 AnyConnect ISEE R E—NMNRIFAHNZETHRE , BN HuI S ORIERAMARZNHRE,

AnyConnectf HIISEL IR B £ T MEREFMA R NABNERKEN S, EFORIEREFRS
PRUEEE , AREARKNEXESH.

BrIB/L BB RS

RNTEFTHLE  FHRAEMENISESFEEE B HEMAnyConnect I Fi TR

ISE2EEEZE

EISEREF , AR MARARLFEEERE | PSNAEERT K(MNT). EIEHEHERREEE H 5 E )
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PSNs

Sessions are created by .| Syslog - Authentication
Passed

MNT Syslog for passed authentication

4| Syslog - Accounting Start

Sessions statuses are updated by

A

Syslog - Accounting Stop

Syslog for accounting J S R: o i

dj gl 4

Rules for sessions removal
a. Sessions without accounting start ( ) removed after 60 minutes,
b. Sessions with accounting stop (Terminated) removed after 15 minutes

c. Sessions in ‘Started’ state (MNT got accounting start) removed after 120 hours without Interim

update.

WARBAE , MNTH RIBERBPSNIWEBEHN HHRIERS S ERCIRET, KERESHET
m%\/ﬂ: /L,\E%ﬁ J’/{E]«Em&o

MNT L& ERBREULAT=ZMER T A E -

1RBIEETF BN EECIRFI607 MM ER. S525 81T —Neronfill AR B L FRAFBERR

o

2.1EB —cronfElL 4L IR i K 15 LE FE 91590 S PN 48 LE 9 & 4RI BR o

3. BT AR cron& M EREII5K (1207081 ) e FEBFRANLE. ‘CRIRERT
MNTH R B4 2 B AR IEAIZ K LS 31SyslogaiF.

S
AR XEREENMNTERITEEE | FRIESEE $ M EReS R, MREIATER , W
BRATRESEEIR :

« SessionPurgeJob R B W& 1T
- MNTHIEERSIBTFEEED,
- EKEFELETESNELFHEXEK,

XBPSNHREGRAEEETRY



L EDEBUGH /5 Aruntime-aaatfl #at |, B B IFid FElprrt-server.logf, LA ABEEI S HEE
RIENFRIAK,

BE BRI
<#froot>
AcslLogs

2020- 04-07 10:07: 29, 202

,DEBUG, 0x7fa0ada91700, cntx=0000629480, sesn=skuchere-ise26-1/375283310/10872,CPMSessionID=0A3E946C000000

5200 NOTI CE Passed- Aut hentication: Authentication succeeded

, ConfigVersionId=87, Device IP Address=10.62.148.108, DestinationIPAddress=192.168.43.26, DestinationP

bob@xanpl e. com

, NAS-IP-Address=10.62.148.108, NAS-Port=50105, Service-Type=Framed, Framed-IP-Address=192.168.255.205,

0A3E946C0000007355900123

\;42SessionID=skuchere-ise26-1/375283310/10872\;, Calling-Station-ID=

00- 50- 56- B6- 0B- C6

, NAS-Port-Type=Ethernet, NAS-Port-Id=GigabitEthernetl/0/5, EAP-Key-Name=, cisco-av-pair=service-type=F

ek -

<tfroot>

AcslLogs

2020- 04- 07 10: 07: 30, 202
,DEBUG, 0x7fa0ad68d700,cntx=0000561096, sesn=skuchere-ise26-1/375283310/10211,CPMSessionID=0A3E946C000000

3000 NOTI CE Radi us- Accounting: RADIUS Accounting start request



, ConfigVersionId=87, Device IP Address=10.62.148.108, UserName=

bob@xanpl e. com

, RequestlLatency=7, NetworkDeviceName=3850-1-BB, User-Name=bob@example.com, NAS-IP-Address=10.62.148.10

0A3E946C0000007355900123

:skuchere-ise26-1/375283310/10210, Called-Station-ID=00-E1-6D-D1-4F-05, Calling-Station-ID=

00- 50- 56- B6- 0B- C6

, Acct-Status-Type=Start, Acct-Delay-Time=0, Acct-Session-Id=00000041, Acct-Authentic=Remote, Event-Tim

PRSI ER -

<#root>

AcslLogs, 2020-04- 07 22:57: 48, 642,

DEBUG, 0x7fa0adb92700, cntx=0000629843, sesn=skuchere-ise26-1/375283310/10877,CPMSessionID=0A3E946C0000007
3002 NOTI CE Radi us- Accounting: RADIUS Accounting watchdog update

, ConfigVersionId=87, Device IP Address=10.62.148.108, UserName=

bob@xanpl e. com

, RequestLatency=8, NetworkDeviceName=3850-1-BB, User-Name=bob@example.com, NAS-IP-Address=10.62.148.10
00- 50- 56- B6- 0B- C6

, Acct-Status-Type=Interim-Update, Acct-Delay-Time=0, Acct-Input-Octets=2293926, Acct-Output-Octets=0,
0A3E946C00000073559C0123

, cisco-av-pair=method=dotlx, AcsSessionID=skuchere-ise26-1/375283310/10877, SelectedAccessService=Defa

ek = LE -

<ttroot>

AcslLogs, 2020- 04- 08 11:43: 22, 356



,DEBUG, 0x7fa0ad68d700, cntx=0000696242, sesn=skuchere-ise26-1/375283310/11515,CPMSessionID=0A3E946C000000

3001 NOTI CE Radi us- Accounting: RADIUS Accounting stop request

, ConfigVersionId=88, Device IP Address=10.62.148.108, UserName=

bob@xanpl e. com

, RequestlLatency=12, NetworkDeviceName=3850-1-BB, User-Name=bob@example.com, NAS-IP-Address=10.62.148.1

00- 50- 56- B6- 0B- C6

, Acct-Status-Type=Stop, Acct-Delay-Time=0, Acct-Input-Octets=4147916, Acct-Output-Octets=0, Acct-Sessi

0A3E946C0000007355900123

, cisco-av-pair=method=dotlx, AcsSessionID=skuchere-ise26-1/375283310/11515, SelectedAccessService=Defa

PSNM&iEEE

PSNLEEZFR—IAEREE , ATEREEPSNINFAEEN2E. REEFHLUTTH AEiH
o EISEFRAAUATMN—IMNTREE - M KNEBLIERSEH N,

NTHANMERXIEID , PSNTRE S HRIE/ERM RBENFIEREBGITW , RE/ABAFA, NE
EAREZENAD)EM., IEBEMSE), PSNEAXLBEMRAFRFTRNREERE  flWSHRIE, R
R, FFwmEEIRES.

EFRFITR (XTRKLNERS ) &, 2EEFHETEMHER.




Who is responsible for session management in ISE deployment?

Sessions are created by \ e

PSN Passed authentication

3 &
Accounting interim update

Sessions are updated by

Accounting Update ‘

Accounting Start ‘

I @ ©E:

Accounting messages < Accounting Update

Rules for sessions removal
a. Sessions removed upon processing Accounting stop,

b. Least recently used sessions are removed after reaching platform limit

A ELEEZBERMIRPEREEFPER-IMHRE. IARENEEFAGE TUEY
& ENADRIC K H B 1T E#o

- SFECEPSNLERINEN & BRI,
- PSNEEAFEEFEPFREFESTENICKIGR ERH. BESEMBR , PSNFERIMEATIBE -
- WIBIEKEIEHER , AN EBBRAEEERE,
« UHREEDLFENREIN , PSNFTFBBBRSEZS O ERANESIE,

PSNE Y& E

EISEEREH , RINITRFRH HRIEAIPSNELAL B A L FEAVICKELE

S FERA -
e PSN session cache
« { Initial authentication >
PSN'I Session-ID  Session-Attributes (4]
< Posture Check ? ABC {alice, MAC,IP, Posture= Compliant }
NAD ~—
COA/Final = @
. authentication | PSN session cache
e
—

S

<« Accounting Stop ? > @



https://www.cisco.com/c/zh_cn/td/docs/security/ise/performance_and_scalability/b_ise_perf_and_scale.html

1. EPSN L AN &FABCE it 1T & i,
2. PSNERFEEFHRELKE,

3. HITRAHME,

4. £1E¥r12 F Compliants

5, BNER(COA)HMBEL MK , SHLAREMFHRIEANAT —MEEHRH,

6. 2TEABCEIPSN2Y gtk F Lk,

ZJ5 , ABCHEPSNT EFARRIBIRE , B EEPSN LRSS 1E H S SR EMIBR.

BIARESHRIEZ , WLBRLE.

IR EB K

EUTERT , EMELIER FEPSNEFEEFS |

- AT AEEER ENRMEITE SR | IEKE ERRIEBIHIRIIPSN,

« NADEWHIREES N & B RIEMICHKE BHPSNAE.,
- MEBEE LG EEFES 3T NADBE R EIT —MPSN,

MEIGERR(LB) MR P E R I 2E A

Initial authentication
Bl Sassion ID - ABC

ABC {bob, FF, 1P}

7
Syslog = Passed Authentication o
| Sassion ID - ABC

Accounting-Start 0O
Session ID - ABC

PSN
session
cache

Stickiness timer starts

oD

| Syslog - Accounting-Start ]
Session ID - ABC O

Stickiness timer

expires
F Load
'L 3 NAD @ Balancer
Username: bob
MAC: FF

Accounting=Stop

Session D - ABC Session ID - ABC

Session-ID  Session-Attributes €)

*

| Syslog - Accounting-Stop @ -

SE55i0N
directory

S

(5 ]

Session-ID  Session-Atiributes  Status
ABC {bob,FF,IP} Authenticated
Started (5]
Terminated

1. RTEABCH A F B RIERPSN1#IT, Lt & WIEE RBI9E SR LR TR ITR SR,

2. PSN1EAR M EFHAXIEABCEIE—1N%E,
3. EAEH ORI RS B S HEEFEBMEIMNTT Ko

4. 21EABCHIZR B 2012 FIMNTLE B x|, 7 B4 TAuthenticatediR7S.



. 21EABCHY B K I 45 7H B EiEPSN1,
. RIEABCH 2 1FE &7 % B 2 AAccounting-StartP {5 R E#.
. Accounting-Startty & 4; B & B B R R EIMNT T =,
RTFRASE#H F Started,
9. MEISE R LA AT AT BS T HA
10. TAE P2 S EABCHYIZ K = 1L 3 X BIPSN2,
11. Accounting-Stop#JSyslogiH 2 FIPSN2# & ZIMNT,
12. 2iEABCHEMNT L#Ri2 Fterminated,

o N O O

PSNLEHEL & F

LBLERKUGNEHMIEPSNEARAN ZLERTEHRIENZ R, EXHHERT , MEPSNE
EEEHOUR-IMIRE. WRPSNRERIIMHSENIEKELLER , WA2MERZZE |, BR3E
PSNiA EI5E ) 2 & A Rl

LIBETERA -
PSN session cache 9
Session-ID  Session-Attributes
PSNIC__ asc {alice, MAC,IP, Posture= Compliant }
+—j 0 >
B Same as above —»
NAD < —»
' PSN session cache
D - Session-ID  Session-Attributes (4
Eg. = 71 ABC {alice, MAC.,IP, Posture= }
-4 ki Accounting update —»

1. £PSN1 L RABCLEHITEIHAE REIF PR L RABR I F R,

2. 21EABCHEPSN1L1iE & 7 HHYIRAS H Compliant,

3. £1EABCHYIC K Im B T B3EPSN2,

4. ABCH2ERXBHEPSN2LAIE. HTAEREERFECKHEECEYN , tEEMBERR
o il RASRENFLEABCTAA , HEAFAREMRNEBEEHEEFTEE.

EUATHERT , BRI EEREPSNSEEFH !

o 4L B oh Y ST H R
- MEEARBHFLHITH,
- MEHEHS ENERTHASRERR.




T RBBERLIGXE RG] , EPIEEPSN1AIMEEZ £ H I IGE R

Initial authentication

Session ID - ABC €9 * g, Session-ID  Session-Attributes €
: = ABC {bob, FF,iF}
-+ - Accounting-Start —
Session ID - ABC o e

i : . 4]
Syslog - Passed Authentication o Session-ID  Session-Attributes  Status
1 Session ID - ABC : ABC {bob,FF,IF} Authenticated
Syslog - Accounting-Start ] Started
Session ID - ABC 0— o
Accounting-Stop @
- -
Session ID - ABC z
| Syslog - Accounting-Stop. :
i) Session ID - ABC o Terminated
- Y NAD !
iz -+~
Username: bob Accounting Interim=-Update (5] ~ | Syslog - Accounting Interim-Update a 5
MAC: FF | Session ID - ABC Session ID - ABC '

PSN
session
cache

Session-ID  Session-Attributes
ABC {bob,FF, P}

. 2TEABCH W11 & A1 HPSNIRTT .
. PSN1ER M EFH N XIEABCRIE—N%KE,
BB SHRIENRS BEEEFEREIMNTT Ko
. FETimesTen DB RIEZSFEABCHI%E , HIRZE JAuthenticated.
. 21EABCH ik FF B B FPSN 1 L,
. {3k B Accounting-StartfV 5 EEHF S EABCH S FEEERE,
. Accounting-Startfy & 4; B B BB EIMNT T =,
. RTFRAE#H H Started,
9. £TEABCHY IIf B 12 ik B8 #7485 ¥ K FIPSN2,
10. PSN2TE A Z 7 P 2 FABCRIE— 1N H,
11. £1EABCHIAccounting-Stop#%& & EIPSN1,
12. £1EABCHIZ% B FFMPSN1 L &iERZHHIBR,
13. Accounting-Stop#JSyslogiH 2 FIPSN1# & ZEIMNT,
14. 2EABCEMNT EFRIE R BLLE,

0N O WODN -~

XHER T AKFVPNEZCBNEMNXFTR



| Session @

I o ] Initial authentication o > F F— €) | Removed
; <] Accounting Start-Request/Reply © > [Lrecovered
< | Interim Accounting-Request/Reply 9 > PSI\H Session-ID Sessnon Added
: YABC
,E;EE:F % _]. . Posture Check - Session-Attributes
{ai‘rce FF Pendma:vCompnanr
i 9- <« COA/Final authentication 9 e A
< Accounting Stop-Request/Reply @ > Egmolﬁagggsg;ble PSI;I;:;:lon :Et::?neﬁpfn;gz
@menm update Postur(;: status
=% timer expires m ocha"L
< Interim Accounting-Request/Reply @ >
PSN2 E Session Added
Session-ID -
ABC
Sess.-on-Annbures
{alice,FF, 1 1.2}
PSMN session
cache
1. PSN1 L #186 BH B KL,
2. 2IEABCELSEERFH A,
3. itk BEIPSNAEREE,
4. FHY P4 55 BL 44 BE L & F M 4% (VPN)E B 25 o
5. EFIP#itE RN IGA K EHM FPSN L,
6. IPHitE R 2R MEBISFRFH,
7. PSN1#E TR 1 ¥4
8. MBELEPER,
9. ISEHITCOAHIE ; XA ED B FTIA R KB,
10. BB REPR , SHPSN1ELEFE,
1. EintEFERERIEE , ASA/FTDR M EIPSN1 AR A i E,
12. Im Bt i ik BT EEPSN2,
13. EL&EEPSN2&FEEFFOIE,
MEPSN1EEZ N TIHME(14) , MEEKFIBEEENICKER(15,16) , XR2EPSN2LEFEEFFRE
21EABC—ER AR E X YAt ],
R [H & 18 FE £l < 1F a1 P BrIR SR E
ETHEFEIBMELNSE MM L LT |, BAILLEFAnyConnect ISEZ £ T{HER KIRE !




ISE

Endpoint Network Access Device
__ = T
. -

Stage 1 Discovery

- -+ |HTTP Get to Discovery Host (IF defined)|—»
Stage 1 cycle is !

limited to 5

HTTP Get to enroll.cisco.com —>
seconds,
allprobesare | | HTTP Get to Default GW IP - i
e;cacutad , Session lookup in
_ simultaneously | HTTPS requests to known PSNs Find My Session { }, {MAC Array}, |-» | Local PSN cache
Portal port or 8905 4* (IP/MAC based)
L
Stage 2 Discovery
- ; Session lookup in
| H'I'I'PS.request to Call Home Address Find My Session { }, {MAC Array}, > Local PSN cache
8905 is used when port not defined (IP/MAC based)
Stage 2£mbes | HTTPS request to PSN ' i . E : ttaund
:::E:ﬁially | Same as Probe 4 in stage 1 Find My Session { 1, {MAC Array}, “J SESS ORINCLIO
i HTTPS request to enroll.cisco.com i ] Session laokup on
Port 8905 Find My Session { ), {MAC Array}, | * | MNT (MAC based)
A N .
F1MERRI

LB ER , ISEA MR E £ IR SRINT I B BRI BATE v 3 K i 2 1T & 43 I IEAYPSN,

B, BFHN=FENIRETEEOMN(BRIAGW IP, EIENIP (REE X ) Menroll.cisco.com
IP); HEEMAURLELENADZA BT | X LEHRM DAL 1A L4 B I8 @ IEFAYPSN,

PRI 4FF &35 BlConnectionData.xmIX 4 B REIFTE RS2/, XHEE XKD REITES
HEGE, MREFIREPSNZEER , MAILBEERXHRAR.

EWindows R4t k| XML& 1 C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility
Client\ISE Posture\,

HTAERBR1FEUENNT , B RERMAEREME= MR BRBRISER KL 2 ITEERESH A
TEEEEMURLAIREIPSNE Y EHERER , T EARMNINER.

Lprobe fourfu FPSN LR , BB EEL W L XIAESIPFIMACH HE S, PSNEEA LLEIBEAR
WEBEFFERMARNXE, MRPSNWAREERIBERIGLE , WAESBEFHBEE TG
RNLIHZ S ITFEIRES,

LARBU BRI U Z /MR AT ( ConnectionData.xmIATI A ZEZMNEPSN ) |, 1L &R R

R o




B2 BREM

FIEE2MBREADFENEBRELTEE@N , XEKRESMENF ML BIRPSNEHWLSEER. IR
PSNEEER S FEFEFRERILE , MATHITMNTER (XETFMACHIH ) LERASTEMES
HEMEERMRLEANRIE,

HTHERUBLMESFER  B2NBRRATRLZIEIKESIELEFESBNREELE,

WRPSNBEF2ME , QEEFPFENRIENFNE - LRI B - PRIARLIERB, X&
SHOHLAFREERNEREZ SRS,

L RPIE REPSNRFHRIBLERLIELFFRESWMER :

Endpoint Network Access Device
g
. —

e . ; Session lookup.
I - A, I i Find my session { 1L {MAC Array}  €) »®= Client Provisioning
policy selection

N
Return to agent: Session ID, S| { Session-ID  Session-Attributes )
Posture URL, Update URL ' ABC {bob,MAC, "} l
| Initial Pasture Request {Session ID} Q _ - Posture Policy
{Detected Security Products} 4 selection
Compliance
Module

Posture Requirements selected from the | 0o
matched posture policy

O

Final posture report with status of each 0 -
- Report evaluation

requirement {Passed/Failed}

N g RUFEETEERNRARN L RRSTEEEEARSN | T2 HIEE,

1. ISE& iR & £ 1T hE R & H W EIFind my session probe,

2. PSNELFEEFPRTREER. IREXRITLF , MaHAIRNLFRLIBELIEEE,

3. PSNIZTTE I AE KK IE R, MREULTFRD FHRIUI/BRNEY , HELEREBENFER
BEEDRASTER (Bl |, F4EEActive DirectoryHBIZ2 %KL ) |, NIPSNEE 2 B EBAEF %1
BLRME, XAEHEREEDETR  “G2idAnyConnecti T # B W & KR ELE v F F ERINACKRIE

o



- MEEFIKFARREIEAN (LB2EDTANE MR FREESAnyConnect Bt &+
THEL ) , PSNHESHETAIEMENIEFAEGE,
- ERSERF  HOESWLSIEN , PSNZEIEE 22 i EIRA Compliant ,  ERFTRK
FIERESH. PSNFTALKIECOA , ERBINNSEERLRKEM, ERadius Live HEH
R BERIRA N Compliantt £1EE 4,

ANTEUSESZR | ISEQRZT 2T AERBENK{LRZETMEER, KERTEEXRELK L
KRMNBNAERENNT EE~mIES.

5. PSNEEARBHER ML EB MG ERTE EBAVLIRRSITMRE, it , JREFROES
, HERBECENRE, EXMBERT , PSNERNEFEHEAN LK, WREL TR TTE
, XRIINISETT R,

N s NEETNELAEERPRENERENN | BTSN ITSES,

6. PSNR P £ £ 1Tl R IR EI 44K,

N B UERAEEAERN | PSNIRE CompliantiR7.

7 RESNFNRE/FERORSER R BEH KW,

8 REFEMHTEISEL# 1T , 2FHMRASE XN Compliant,

N g mRsERLTENE RHAELXESER , ISEEEA LU —LHELXRLE
THECOA, BIRZE , MMEEIRAIPSNA XA 21FIDMITCOAFTR.

NS OHRIEZ AN RIAABET 2B

ISE4 T £ MEERA T RK iw L BRBEBNSZH AR RIHRE,

R KBB4



. BISELR B EIMEERTE,

- AFP&%,

BREH,

BEORSEXR,

BERZEERGTE.

ZRIAM X (DG)E K,

« PROREFHIF(E(PRA)BFE , 25 Cisco bug ID CSCv069557, ISEIRITIEHR A N BIEFHY
dotIx B IiE, PCEASIAIPH ik,

HEUTHERT | ISEQRZ 2T AERTEZRNFTHN S HRIEREH S HRIEEZ

- ENEHRIEGPTIEHNPSN ( JEERH TLBRKRHFEHBPSNHFEE ) .
« NADEEEH SHRIEERFTHLEID,

EREHIPSN L E# Bt 1T H DRI

TE#HZ T HRHEPSNTHSHNFARPSNENEHRSHRIERS, EEARGERNTIREEX
RKl, EARBERNBERT , ATHEITRSREH  ENSORIERED R REAIPSN,

Initial authentication " i i
" L i g Session-ID  Session-Attributes 0

ABC © {alice, MAC.IP, Posture= Compliant }

. ]
O, PSN1 H’
“ Posture Check

-d
COAFinal @ k\?

L uthentncat:on

% <
Session-ID  Session-Attributes 0

ABC falice,MAC,IP, Posture= Pending }

< Re-authentication

. PSN1 L9 ¥0 %6 B 12 30,

£iEABCHEPSN1&EEEFBIE,

. FEAPSN1RITIRAS T4,

21FABCEZ £ IR I Compliant.

COARMRRBSE M E , SHLXREFSHRIEUMAT —MNARHS,
PSN1ZE AR T,

L1EABCH EH & M RIFn HPSN2,

HTFXZPSN2HF&1E , 21EANRESE XN Pending.

©NOOhWDN =



https://tools.cisco.com/bugsearch/bug/CSCvo69557

MRS HPSNS B LA 21F

/”/\
-~
Does end puir:i\ Yes
* have valid >
\’osture Ieﬁ
Yes -

Authentication . No
Request from Is thl.s a new
NAD session |D?
¥
Mo ( p ~
Unknown Compliant
L4
.I“ = -_l_l '\,_J_P_J.
hat is the
k n
Status? Unknow
Compliant

N 5% - State-machine R RRA RS MM EIERE, BIENISEL %2 IS SIS 115 517
&, BN SERDEFRIE R KA (Unknown) , ZFELER“EH”(Compliant)R“F&#”"(Non-

Compliant),

NADTE E#7 & 2 W UL BT &£ B FT 2 1EID

XALERMRELNBETRE

- EISEREHFEMRIIRERER (HWHAENBRAREEAXEEENSB. )
- NADAHEKAHETH ; BE , EEFEHRIIZRIEE , NADSREHERHNLEFID, X2—
N HINERBOITH , DMENAD LHITHE,
s FHSFEDUUERLEEMZEPRER, fli0, ERLEBRT , TLERTER —MNE
Ho
+ ISE PSNIAAFFFT 215 E Fposture PendingA7%S , BRIEEE T X IwZ £ EHEA. T2
TEEENEREEES o HTIHEA,

T E R B A R 1B/ L) B &1E BB RV IRIE S



BEAnyConnectf EE MRSM BEE AN ERBIH/LIBLESIRA, HLiRLTHRBN
RASET | BAFEREUT L& i 89 73 R AR o

BERGHERAER

1.8 3 AnyConnect UIF Y 3 B #x.

o System Scan:
Compliant.
J Metwork access allowed,

2EMEOR , ENEREAFE>TIHER

8 Cisco AnyConnect Secure Mobility Client — X
s y ity

atlian]n,

AnyConnect Secure Mobility Client

CiIsco

Status Overview System Scan

VPN Preferences Security Products Scan Summary Message History

System Scan Compliance Information A
Current Status: Compliant
Acceptable Use Policy Unknown

| Latest Scan Start Time: Thu Dec 26 13:05:43 2015 ] @

Missing Requirements: None

Remaining Optional Updates: None
Compliance Module Version: 4.3.344.2048

Connection Informa_tmn ~
Policy Server: ascolive-se 2. demo Jocal

Collect diagnostic information for all
installed components,

BETX, FEEPINEERE



o RFTERETTIARTE) ;b4 EY B (R By AT R I (B) B Y B 1D

- KBRS AR FRE RN ARNITRS TN R RS [N BN LIRFQDNEREERE
[BURLAYFQDN ( A TEE@MEARNRE ) KB LRXSFHRIEZHMPSNER ( AT LTEEM
R ) #ITHR.

1. BREAREITEEPH R RS JFODNEX LiR# TS HRIEN T RBMRHITHR !

& Device Security Check X | &2 Device Security Check X @ Device Security Check x -+

L t demo.loca

ERERT BBIRB AR S RAVICS ¢

BR IR/ & 1E SR EREHEER

E=NROEBRIBRLIERXERBERBHINRIAARRABEX D TR, FET , AP ERM KRR
MERRaiE , THRENAERKIERLIGRERE, BRERELERR T EBEKRIBNLIGSE
, BB RERERE , UL ERERIRKRIB/LIERE.

DARTH 42

MM E IR L iR IR N DARTHS 2

1. REDARTHREEEHXE , BWEEN AT ZaNERE X,
2. ALt , DARTHIH T EXNUEE G ERB HMITHEESKR.
3. EWindows t |, SEI“FIR" AT REBADART >HBE S , AFER — UBER BFH1E1T.




Apps Documents Web More w

HEE  pest match

L |5 Cisco AnyConnect Diagnostics E
i and Reporting Tool f'E
Tool App
Connect Diagnostics and Reporti
Search the web 9 porting
Il Open file location Tool
£ DART - see web results -
- -3 Pin to Start 2
Wi © Darth Vader - Fictional Character )
- Pin to taskbar
}D darth maul ]E[ Uninstall
O dartmouth > 2 Run as administrator
/Q dartmouth college 3 K Open file location
= Pin to Start
L darts >
<= Pin to taskbar
O darth revan >
[l uninstall
L darth plagueis >
L dartconnect >

4EF-IMEASFREL, BT T %,



Cisco DART 4.7.04036 >

Tl
CISCcOo

Cisco Diagnostic and Reporting Tool {DART)

DART iz a tool that helps to bundle the appropriate log files and diagnostic
information that can be used for analyzing and debugging the AnyConnect
dient connections.

This wizard will guide you through the steps required to areate the diagnostic
bundle, To continue, did: Next.

5T — 1MmSREL , £&Clear All Logs,

Cisco DART 4.7.04036 >

atlienfns
CiSCO

Bundle Creation Option

Select "Default” to indude the typical log files and diagnostic information in
the bundle. Select "Custom® to choose the list of log files and diagnostic
information to be induded in the bundle.

(®) Default (Bundle will be saved to Desktop)

i) Custom

6.EIRBG , AT AMIBAL W EDART ; BT —%,




DARTH#E40 2 2 #

WEDARTHS G , MEBUEFH , HE KX ECisco AnyConnect ISE4 i

B AnyConnect_ISEPosture.txtX#f. LtXHBEFTEXIMEXEH,

@f:;vll » DARTBundle 1215 1811 @ Cisco AnyConnect ISE Posture Module

Organize = Include in library = Share with =
' R Mame
Bl Desktop || ACASPhoneHome.cef

§ Downloads
&Y Recent Places

-

o Libraries

= Documents

J' Music
= Fictures
B videos

|| aciseposture.log
a| AnyConnect ISEPosture. evix

| AnyConnect_ISEPosture txt

[=] Connectionllatasm
(=] I5EPostureCFG ol
|=] I5EPreferences.cmnl

|| WaDiagnose.txt

MNew folder

Date modified

12715
12/15
12/15

12/1

Ln

1215
12715
12115
12/15

ZEITHERER K

2018 612 PM
/2018 &:12 PM
/2016 €:16 PM
f2018 6:16 PM
f2018 B:12 PM
f2018 5:48 PM
f2018 4:05 PM

2018 6:16 PM

SEWILS

v_'&fl

Type

CEF File

Event Log

Cizeo Any

Text Docurment

Text Document
ZML Document
AML Document
AML Document

Text Document

1B EHRHABERINESHMENZ, Ei8HMXEF ERestarting DiscoverysiHTTP

Discovery, SMEIERBRZEZELZINERFHIT :

Line 3575: 2018/12/15 17:48:08 1251 Level: info Restarting Discovery.
Line 3840: 2018/12/15 17:48:59 1251 Level: info Restarting Discovery.
Line 3991: 2018/12/15 17:50:24 <output 1251 Level: info Restarting Discovery.
Line 4214: 2018/12/15 18:00:54 : 1251 Level: info Restarting Discovery.
Line 4308: 2018/12/15 18:01:14 OMitteéd> 1551 revel: info Restarting Discovery.
Line 4530: 2018/12/15 18:11:45 1251 Level: info Restarting Discoyerv.
[Line 4642: 2018/12/15 18:12:01 1251 Level: info Restarting Discovery. |

2ERIEFHBIENILITH , H—1T8EProbing no MNT stage targets ( X2F 1M BREADE 5

WETRR)

SwiftHttpRunner::collectNoMntTargets Thread Id:

0x1340 File:

C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libswift\Swi
ftHttpRunner.cpp Line: 1157 Level: debug Probing no MNT stage targets (#5):

Redirection target 192.168.255.1, Redirection target enroll.cisco.com,

Auth-Status target ciscolive-ise2.demo.local with path /auth/status,
Auth-Status target ciscolive-isel.demo.local with path /auth/status,




3. BT EH &R E RMConnectionData.xml ( BB RIPRABE R ) RN FFE EEHEH &
BRI EEZEPSNNETEERMNFRNES, BEF , PSN FQDN2ALH , HEAREEURIMER,

AFEBEXHUEREEMNMRINER ( IRAMENHNERRH ) -

2018/12/15 18:12:01 [Information] aciseagent Function: Target::Probe Thread Id: 0x1130
File:

C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libnaccommon\Tar?et.

cpp Line: 200 Level: debug |Status of Redlrection target|enroll.cisco.com is{ 6 <Not
Reachable.)]

S5.ERXNEFBIEINERIE2NERE , BLEXHFNENMIEFTE -1 KB —1HZIPSNH
RIEE :

Target::fetchPostureStatus Thread Id: 0xBF0O File:
C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libnaccommon
\Target.cpp Line: 401 Level: debug POST request to URL (

: i jve—i - -di returned status 0
FOperation Success.>.

5FEJLATH , B—1THEXEFMSG_NS_SWISS_NEW_SESSION, WITZEXERETHE
ID, PSNELFEERFERETE, FALKXIEIDH —FREISE , SIEEXEMAZKEKIB/LIE

SwiftHttpRunner: :invokePosture Thread Id: 0x1340 File:

C:\temp\build\thehoff\Logan MR30.436724056525\Logan MR3\posture\ise\libswift\Swi

ftHttpRunner.cpp Line: 1407 Level: debug MSG NS SWISS NEW SESSION,
{{ise_fqgdn="ciscolive-ise2.demo.local"}, {posture port="8443"},

{posture path="/auth/perfigo validate.jsp"},

{posture domain="posture domain"}, {posture status="Compliant"},

{session id="0a3e949c000002585cf00588"},
{config_uriz“/auth/anyconnect?uuid=f6233702—7f2e—4b?f—389a—3508d?611?3c"},

{acpack uri="/auth/provisioning/download/066ac0d6-2df9-4a2c-al29-fabflace36aa"},
{acpack port="8443"}, {acpack ver="4.6.3049.0"}, {pra enabled=0}}.

ISERERE

1.7Eclient-webapp4 /5 A 2IDEBUGHIguest.log®¥ , PSNERAN /LB LEHTEE |, ATEER
ZRiE,

2. PSN Bk BISEA R Z £ R EREBMER, XEKBAnyConnectfyiER , B A User-Agentf& :



<ffroot>

cisco.cpm.client.posture.PostureStatusServiet -::-

Got http request from 192. 168. 255. 228 user agent is: Mdzilla/4.0 (conpatible; WNDOA5, 1.2.1.6.1.48; An)

cisco.cpm.client.posture.PostureStatusServiet -::-

mac_|i st

fromhttp request ==> C0: 4A 00: 1F: 6B: 39

cisco.cpm.client.posture.PostureStatusServiet -::-

i plist

fromhttp request ==> 192. 168. 255. 228

cisco.cpm.client.posture.PostureStatusServiet -::-

Session id fromhttp request -

req. get Par amet er

(
sessionld
) ==> nul

3iERETEIPH U MMACHE U EAE , TEAFIF |, BNBRANETE—/ME,. BEETKBBERNAIE
IDANull , XXRRKEBFETEECMWIRNIDENER, B , EUUERMMAFERREHANER
ENMLIEID:

<tfroot>

cpm.client.provisioning.utils.ProvisioningUtil -::- the input ipAddress from the Tist currently process



cpm.client.provisioning.utils.ProvisioningUtil -::- the ipAddress that matched the http request remote
cpm.client.provisioning.utils.ProvisioningUtil -::- the clientMac from the macarray list for the for To
cisco.cpm.client.posture.PostureStatusServiet -::- Found Client IP matching the remote IP 192.168.255.2

cpm.client.provisioning.utils.ProvisioningUtil -::-

Session = 0a3e949c000000495¢c216240

4 7EZEXRBEFSent http response¥T2 5 , IAEFERBERENAA :

<tfroot>

cisco.cpm.client.posture.PostureStatusServiet -::- Sent an http response to 192.168.255.228 with X-ISE

cpm.client.provisioning.utils.ProvisioningUtil header X-ISE-PDP value is clemeal9-isel.demo.Tlocal

cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-POSTURE value is /auth/perfigo_validat
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-POSTURE_PORT value is 8443
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-AC_PKG_PORT value is 8443
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-GUESTFLOW value is false
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-AC_CONFIG_URL value is https://clemeal
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-AC_CONFIG_URI value is /auth/anyconnec
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-AC_PKG_URL value is https://clemeal9-i
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-AC_PKG_URI value is /auth/provisioning
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-AC_PKG_VER value is 4.6.3049.0
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-STATUS_PATH value is /auth/status
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-BACKUP_SERVERS value 1is clemeal9-ise2.
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-SessionId value 1is 0a3e949c000000495c?2
cpm.client.provisioning.utils.ProvisioningUtil -::- header X-ISE-PostureDomain value is posture_domain

cpm.client.provisioning.utils.ProvisioningUtil -::-

header X-| SE- POSTURE_STATUS val ue i s Unknown

HAEISEHRE



MEFH/LIBEELENIDE |, &7 LA ZERadius Accounting$R sy , AMEEFit TS B ES HI/Y)
BHRE -

1. SMBRE>RE>L M A /> RadiusiZ IRk E |, ABTHIRETR ; E£RAKKIDENTIES
=

2. U T R E RN fEciscolive-ise2 LR B BT A ERNIRE R RHI

2019-05-30 16:42:13.36 9 Stop alice CO0:4A00:1F:6B:39 0a3e949c000002585cf00588 DEMO-WLC ciscolive-ise1
2019-05-30 16:32:20.819 9 Interim-Update alice CO04A00:1F.6B:39 0a3e949c000002585cf00588 DEMO-WLC ciscolive-ise2
2019-05-30 16:32:16.263 0 Start alice C0:4A00:1F:6B:39 0a3e949c000002585cf00588 DEMO-WLC ciscolive-ise2

« PSN ciscolive-ise2 2 & EHI1EKFF 28,
- SENKRREFRSER—PSN LA,
« BEBNASIFIDRICIKE LEE B KX B HAPSN(ciscolive-ise1, )

WA E R BN AAEREHRASH

EHNZELERATLE— 1 EE 6 B2 A6 KE—HNX52 , BATUFE S ML ‘Latest Scan Start
Time ( JREFEWFFANE ) "L, FFEERB , ExPENRBEB AT X,

BE , ARLRAFPRUEIEN , 2¥#1THEHM, £ISE Radius Live BEF , KT G RIBMN L inHILH
HHRIERR,

IERERT WBIRBI P E LRV S

BRBEHR  RERAEFED

L ER U T B R ELERIRIB/EL 2 ER D . TENHEIRERRDARTHSEE,

EDARTHAIH K BAUERRAEFHE (WM —MEBEHFTR ) , HEARERERELR
YERE



fISEls , EX&EFHRadius Live Logs/ Radius 0 RIFR S , AHHIAPSNZ B FEBEEBR
NAD4.FX T #&1EID,

BRI R

RS 7R E — REER

f ISE% A #RA AL R ATR FLBAY ThRE | Bt , ME— M S ARMKFERE M & MISElRSSHER — 4
ERBENREAEEREXE,

TS A PREE R D ISER B R IR ARG 2 EHB O BETE

RAGBAREETEEMNLIRE 211G

BN —NMNEALRERZER , BEREIXNLERZPEAFTENAFL KR, IRTEEEN
AnyConnect ISE& i Z £ A ERHBIT I RENFHITEEMD.,

FERBRT R, JMREEDISELRBZ ST AR R IR AR EM M R FFREEMBRE, R
BIEREEMMACLEEMCRHTTPIEREE@MEIZAIMEMN ( ARHIFH10.1.1.1) M
enroll.cisco.com(172.16.1.80):

ip access-Tist extended REDIRECT-DH-ENROLL
permit tcp any host 10.1.1.1 eq www
permit tcp any host 172.16.1.80

deny 1ip any any

ANTRETEZINE2RH , EEMACLASEMISEZ ERIDACLEE M.

ERERSRAFERI L RET 5 HRIENPSN

A EEATAXFURLEE MR RE (BIE=ANADXKHRE ) -




FERBRAER , KRS MRSELRIGER (8IMPSN—1 ) . BIMEBLALEHITEORIEN
PSNEMEN R Z— EREREEXHHD , KHPHIEFTAEPSN ( ERTEHRIENT SERA ) o

AN QLB RPURRE

lant o t reStatus EQUALS ( TMIACCESsS +
E Session-PostureStatus EQUALS Unknown
PS2-Posture-Pending AND Probes-lo-PSN2 0 +
o 0 MNetwork Access ISE Host Name EQUALS PSN2
ke Session-PostureStatus EQUALS Unknown
1-Posture-Pending AND Probes-t0-PSN1 9 +
] Q  Network Access ISE Host Name EQUALS PSN1 @

. PSN1#9Posture PendingZk & .

. PSN1&E M AERRE P&,

. T AACLAY RN EL & SCAHBR LE XY BRPSN1 /A B Fr B PSNAY 17 18]
. PSN2KJPosture PendingZk B .

. PSN2EZ R AERBE P Y &t

. A ACLEY R A B & 344 BE LE 3T BRPSN2 /A B Fr B PSNEY 17 18]
R FRARPEKEE

~NOo b WON -

TEUA T 255N THERE

PSN1.demo.local

Access Accept

|Cali Home Re r

- quest PSN2 | » 0

' ) = < ACL=PSN1
o =

ﬁ. iCaII Home Request PSN1 |+ @2

| Access Request o >
?
|

1. FHRIUEHHPSNT,

2. FREERPRBINE R , PSN1 D ERNEE 4 | FHLEXNPSN1UAR B BT S8 F
]

3. AnyConnect ISEA L £ T HEREFH B KA E,

4. NADES 2 519 ELHIACL—#EPE LE I PSN2BY IR



5. NAD 2 BB ACL /2 i M ZIPSN1,

NI ERRERXEK

- EAEHESE S RAY , LWEACalling-Station-IDER ¥R T HHRIENICK, &S
ECisco & F5E BIEm R ISERR{ESEER : (FFBIG-IPHYISE AF S,

- FRALLFEETERERNEMITESERBESPCH A ERERNNNZ ( H10/Ma MR R8N e
) o

- RELHEFRGHRIL , BEABBETH/EITESESNERSARIEITAES (NEHRMERER
10/NE , MIGEAAS/NET ) o XATABRIES EF B AR E KA E R,

Posture Over VPN{& A 241

#fRaccounting-interim 3 %8 g X T 2% & T vpn-session-timeout, X1 ] L& K2 E i 2 &
VPNEHRIPSNZ B gtk Bz, LRGSR 20/0 B ER IGeT Stk ExTE R, XA ML
&5 9 BL LA AR IR R 1P 11k B9 W 34 I B BB 57 o

aaa-server ISE protocol radius
interim-accounting-update periodic 20
group-policy SSL-VPN attributes
vpn-idle-timeout 1200

vpn-session-timeout 1200

AUXERERE , UEAREREFEFRSIISELRT 2 ITMEERZE

B RRSEA

XRZISE LB —NINEE |, ML IRIRIE Hcompliant—ERAT[E ( 1-365K ) » KRmEL£ITHEAERL
WEY  XERETCEMEISEREEF L. 8 RARLETAERNMELIREMEISEBEPHAT
BYRLEEH,

HPSNK B L iRk FT &R |, ATAEARSHEAY IS ERIZEARE. N THMIELRE | PSNE
A3 ME , XEER :



https://community.cisco.com:443/t5/security-knowledge-base/how-to-cisco-amp-f5-deployment-guide-ise-load-balancing-using/ta-p/3631159
https://community.cisco.com:443/t5/security-knowledge-base/how-to-cisco-amp-f5-deployment-guide-ise-load-balancing-using/ta-p/3631159
https://community.cisco.com:443/t5/security-knowledge-base/how-to-cisco-amp-f5-deployment-guide-ise-load-balancing-using/ta-p/3631159
https://community.cisco.com:443/t5/security-knowledge-base/how-to-cisco-amp-f5-deployment-guide-ise-load-balancing-using/ta-p/3631159
https://community.cisco.com:443/t5/security-knowledge-base/how-to-cisco-amp-f5-deployment-guide-ise-load-balancing-using/ta-p/3631159
https://community.cisco.com:443/t5/security-knowledge-base/how-to-cisco-amp-f5-deployment-guide-ise-load-balancing-using/ta-p/3631159
https://community.cisco.com:443/t5/security-knowledge-base/how-to-cisco-amp-f5-deployment-guide-ise-load-balancing-using/ta-p/3631159

1. EISEREHR N AWML LT HEAELHRE - S EIAdministration > System > Posture >
General Settings:

halls \dentity Services Engine Home » Context Visibility » Operations (NG  ~ Administration » Work Centers

v System ¥ |dentity Management  » Metwork Resources ¢ Device Portal Management  pxGrid Services ¢ Feed Senice ¢ Threat Centric NAC

Deployment  Licensing » Certificates » Logging » Maintenance Upgrade » Backup & Restore » Admin Access  w Settings

—
o
Client Provisioning Posture General Settings ;
FIPS Mode Remediation Timer ]4| | Minutes
Security Settings Metwork Transition Delay | 3 | Seconds (i
Alarm Settings Default Posture Status | Compliant |
~ Posture [ Automatically Close Login Success
|0 | Seconds i
Screen After

General Settings

L esEesEmTiE Continuous Monitoring Intenval |5 | Minutes i

Updates Acceptable Use Palicy in Stealth Mode

Acceptable Use Policy Posture Lease

- () Perform posture assessment every time a user connects to the network
i '#) Perform posture assessment eveny 1 Days (i
v Protocols
Cache Last Known Posture Compliant Status
Proxy
Last Known Posture Compliant State | 7 | | Days v

SMTP Server
SM3 Gateway Save Reset

2. PostureExpiry/& B R 2 S Epochif B B L IwE M. PostureExpiry[BER#EISEEER B A
KR TEHLENLBREARDETRFRLEIEZANER, B85 , LELEHRABIHEH
T T XD LZLTFHEEHNERH. SITAEHP—MRESLER , ETUEESTIAMES-KIEFE
F|PostureExpiry:

PaostureExpiry 1586332042236

Postures Windows 10 Professional 64-bit

.U E TR N AT IENTEZ |, Fl0 , ik — https://www.epochconverter.com/



https://www.epochconverter.com/

Convert epoch to human-readable date and vice versa

| 1586332942236 Timestamp to Human date | [batch convert]

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in milliseconds:
GMT: Wednesday, 8 April 2020 r., 8:02:22.236

I HARMET LA FHRIERIAPSNE |, ©F APostureExpiry MR 4 B EIRK R LXK IIHY
REREMEINRE. IRERETREPENNZLTHEARRKRA , 2FFUREICompliantik
Do MRLREATHAE , MSERKEUnknowniRES, X&fEBANTERES T EHERE
¥ 89 PostureExpiryf&.

TEHER T &R EHEREAAIERE

1)

<—| Initial authentication 7+  psgp session cache Oracle DB ==

Update
) 5-ID S-Attributes G endpoint

" PSN1}""] ABC ({alice.FF, Posture= Compliant } I

= w-’ 0 Update Lease in DB 6! = \
’ J-Group
F Replication

< | Posture Check

COA/Final
authentication

-

-~
: Oracle DB
. r PSN h
MAC.FFj = i I 5-'355'0” cache R Isaea TorFr
PSN2| =] . > i
TR R—=] 5-ID S-Attributes
= Full Access [ g-’ DEF f{alice.FF, Posture= Compliant }

. PSN1#AT# 16 & B KL,

. RIEFEABCELFEERFPRIE,

B TR T

. RIEFEREBE LR Compliant,

. COAHRARSER AL , SBAREFRSHRIEUANAT T —MNrRKH.
. PostureExpiryfE R FEL IR,
 RinBEEREFES,

. F— 1B BRI FPSN2,

. PSN2RELX G2 BATERNLRRLITEHHEAF,

. &iFEAER Compliant R inE&iFE7F,

. HTFERMEY , 2FECIENZLITFHIRE I Compliant,

- O OW oo ~NO”OLDhWN -~

[ N




EX S DRI

R FIRADIUS-Request M ISEH#EA BT 5 7 W iE iTAT8S , £Maintain Connectivity During
Reauthentication &, & BHEAENADEEHN F MR {FISHEBNAFEID,

» Common Tasks

Reauthentication

Timer | 28800 | (Enter value in seconds )

Maintain Connectivity During Reauthentication RADIUS-Request v

ERREGERARE

A BAKHEA R Y — AR AESKER (EIA/LIBRKETRD FEHA ) o

TR FR A AT RLEMSIRES

LW ERITREFERATREFM ( HlanPendingfMCompliantiR7 ) HHLLE , WA EARIELKRE
TRSBRELAH S BMIAMKE R,

5 E 7 ST T S AR N ] (1B P B A B MRS A

RSETAERARRETERFHRIEITAER. HREBEPSNT I AR , PRABBEFEHEH R
PRI,

RRFE —RESHE

YERISE 2.6M9 ESLHEE5RINAE ( #ECisco Bug ID CSCvid5647% ) #h T 68 —&k% , ISESREHHIFR
BT RZBAHAZERKTRSNR AT KM,

L1858 T RE E SRR EISE 2.74 T 2HISE 3.089 R KRR,



https://tools.cisco.com/bugsearch/bug/CSCvi35647

L ThEEE TISE 2.6 5| AW BERSE B F(LSD)HLHl, ERHFRAF , LIERERENREE
RBFED K (LDD)Radius21E B F, MINMBERTEABREBEDI R , AARWEISETRZBHAERR
M2iE LT, PSNZHRETENQELTXES , BN ERXAZTERBENE M.

MBI I RATAELNSEREEN , B21ERZRETFENITXNMNTH R RS RAPIE
A. BZICOARE , MMEHKMEE, £ALDD , 8MPSNALMAEMRadius2E B REFKES
EHRREE.

REJBED MENY
HIEEEEN T TE !

« RadiusRiEEFK(RSD)ERF | KEFFETESMNMSET R L , HFHISEFBFERNAETE
FeiE. BINREEEFTHNEMERERR. U TEENMNQENRadius2FBEXRPEENE
RG]

« 21FID

« LIwMAC

 FEA4EID

. KiIRIP

« PSN IP — #1TH M HRIEAPSN
« PSN FQDN

* NAS-IP-Address

* NAS-IPv6-Address

- KX —ERiE, B3, 2FL

* RabbitMQ Exchange: EISEZFHN BN T RALFHERME. HXEAFIHE 2R & BRI
o XAIBRATAISET Q2B KRR,

« Xm&E RadiusiEEFZFRREME., HPSNALEBFHH KT B BRI , 2TEPSNEEEFH
BB IN2iE. NTaiE , 2 —4HE8RNE M ARadius2iE B FH,

- HRE EMBHMT R L , Radius2EB FAKRBERE,

o
SE# 1 B ARabbitMQAREMER LN TER XAEEZ M.




T—NREIBRTCOARMMERSDEFESHER -

PSN session
cache

RSD cache

Session-ID ABCO . o
2 A i
Attributes{alice, MAC,IP,} [ ALC -rared

< Initial authentication | >

Limited list of attributes »
added to RSD
2 COA | . _ o €)
Request/Response @ PRRT
[ runtime | —_—
t RabbitMQ
! e Channel
- g roxy -
E q—* | COA Call * COA @
9 RSD cache
Session-ID ABC
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skuchere-ise27-J.example.com

Log Settings
Debug Lwel Configt rrduon

Remate Logging Targets

Logging Categornies Edt | E)Reset to Default

Message Catalog Component Name ~  Log Level Descrption

Debug Log Configuration | gt |

Collection Filters O e =l e Canca

BT Rlsd.log R EVEEEE R, BTERBPSNLGIZMEHLIE

DEBUG [pool-45-thread-6][] cisco.cpm.l1sd.service.LSDRedisClient -::::- Mapping Session ID 0a3e94980000
DEBUG [PrRTEvents-Executor-2][] cisco.cpm.l1sd.service.LSDNetAccessEventListener -::::- Publishing sess

DEBUG [PrRTEvents-Executor-2][] cisco.cpm.lsd.service.SessionPublisher -::::- Forwarding session 07a26

EFERMISET R L , BRI LEIN2FERMATHFIER

[pool1-35-thread-38][] cisco.cpm.1sd.service.SessionConsumer -::::- Consumer is processing : sessionID:[

ﬁﬁRSD/\Ewa él:l:{a'{j‘/h\
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ENERIBAE , W49 Eskuchere-ise26-1 EMITHHRIF, ARG , BAEFHEENADLUSIE

Mk & 3% Flskuchere-ise26-3, EfF— Motk E B KX ZIEEIRMIPSNSG , XMEFBEENAD ( BIX
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WEE R—NMCtkIRE , ULBAfEskuchere-ise26-3 EFHE LG A E:

o St 3.  bon@ xampl 0BT re-ise26-1 0A
a Interim-Update 2 g@exampl DB:CE i DA
& tart 1 @exan 08:C r 5-1 04

1. Accounting-Start;& 2 Hskuchere-ise26- 140 B,

2. g Btig ik — Hskuchere-ise26-3 B E —&ENE#H .
3. £iE B EEskuchere-ise26-1 LK o

KIDEEIINE , BEEERTFBER. Eskuchere-ise26-3#IPSNEIguest.logH , &

BHERRAT
client-webappA #-H¥IDEBUGHEEILLTHAEHEE :

2020-04-08 13:30:48,217 DEBUG [https-jsse-nio0-192.168.43.226-8443-exec-4][] cisco.cpm.client.posture.Ut
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B B8
W
)

Compliant-Wired

< < ]
1
x

CPP-Wired 0A3E946C000000896011D045

&
—
[

1. TEskuchere-ise26-1 L X £ A KIE , 28 B8 B 5E [0 BV RINELE 35
2. COAER IR TfE 2 /5.

3. BNEEXHIEHNRSNT —1NEHRRIEE D E.

4. SHBIER A TR RIBPSN , BTNV E SRS RINE & XHF.

frise-psc.loghBEYIRE , REEFMPSN LA TEHRE , H BEEDEBUGH Z A T epm-pip#l

nsf-session4A {4 :

<#root>

2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.impl.SessionCache -::::-

Looki ng up sessi on 0A3E946C000000896011D045 for attribute Sessi on Session. PostureStatus

2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.api.ExecutionContext -::::- Execution con
2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.impl.PIPManager -::::- Returning a PIP co
2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.api.ExecutionContext -::::- Execution con
2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.impl.SessionCache -::::- Looking up sessi

2020-04-09 11:06:42,176 DEBUG [SessionLifecycleNotifier][] cpm.nsf.session.internal.LRUAgingAlogrithm -
2020-04-09 11:06:42,176 DEBUG [Thread-7979][] cpm.nsf.session.impl.SessionCache -::::- Returning for se



IndexValues: {}

2020-04-09 11:06:42,177 DEBUG [Thread-7979][] cisco.cpm.posture.pip.PostureStatusPIP -::::-

set postureStatus based on posture LSD dictionary: Conpliant

2020-04-09 11:06:42,177 DEBUG [Thread-7979][] cisco.cpm.posture.pip.PostureStatusPIP -::::-

PostureStatusPI P for nac 00-50-56-B6-0B-C6 - Attribute Session.PostureStatus value is Conpliant
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HE R )

C liant
Posture Status ekl et
in RSD
Y .. Does endpoint
= Not available have valid
lease?
Authentication )
Request from b 15 thl‘5 anew
NAD session ID? No
No e *
{ Unknown Compliant |
hat is the
Unknown

Status?

Compliant




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



