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User Certificate ISE Login Active Directory

Super Pin

ISE Admin

FFISE pn A Active Directory

1. 1% Administration > & 3 & (Identity Management)>#\3f & 1R (External Identity
Sources)> Active Directory,

2. #£Cisco ISERR I EF i A K B ¥ FADE Y Active Directory>: 4,

3. B submit,



» System = idenfity Management  » Nebwok Resour » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b ldentities  Groups  Extemal Identity Sources  Identity Sourse Sequences  » Seftings
—

External Identity Sources Connection

v = &_
» (] Cenificate Athentication Profile
(] Active Directary. * Active Directory Domain | mvdamai | d
& Loap
JSELIT
{5 RADIUS Token
[ RSA SeouriD
(50 SAML M Providars
{5 Social Lagin

* Join Point Name  [AD ] a

4 HRTHHRERELIWAFBENEBNAFRET Ko

Join Domain
Plaase specify the credantials required to Join ISE nodes) to the Active Directory Domain,

* AD User Name &[]
* Passward |

- Specify Organizatienal Unit
I Store Credentials

5. Click Save.
prik e 4= B3|
1. BRI EPE R 5 A H T H ARG Bl Active Directory4H.,

2. LR EE> 5 HEE (Identity Management)>F\ 38 & 43 JR (External Identity Sources)> Active
Directory > Groups > Select Groups from Directory,

3. EVRREEAFMEMN —ADA,



Select Directory Groups

This dialeg is used to select groups from the Directory.

Comain| mydomain.com |
Name Filter *15E-* | $ID Fitted *+
Retrieve Groups... 2 Groups Retrieved.

| Type Filted ALL

Name
mydomain.com/ISE-Admin
mydomain.com/Users/ISE-RO

a  Group SID Group Type

§-1-56-21-4000324561-3650473562-6215664000-1...  GLOBAL
$-1-5-21-4009324561-3650473562-621564990-11... GLOBAL

4. Click Save.
N E R 9 /5 B Active Directory & T 2151 & 0181
1. I8 FActive DirectorySEBI4EH 2 BI M AISERY E T 2181 H 4Kk 5 .

2. #£#EAdministration > System > Admin access > Authentication , BT Ro

el entity Ser ngine Home  » ContextVisibility  » Operations  » Policy TN | ilork Centers
* System ¥ Identity Manag » Network b Device Portal Management  pxGrid Services b Feed Semvice b Threat Centric NAC
Depl t  Li i » Cedificats » Logging » Maintenance Upgrade v Backup & Restore  ~Admin Access  » Setlings
—
o
Authentication Authentication Method Password Policy Account Disable Policy Lock /Suspend Settings
¥ Authorization Authentication Type
» Administrators
@® Pasaword Based
* Identity Source
» Settings
O Client Certificate Based
Save || Reset

3. Click Save.
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1. & Administration > System > Admin Access > Administrators >Admin Groups > Super
admin,

2. %&H Type as External , R/ External groups Fi%&EFADH

wsco ldentity Services Engine Home » Context Visibility » Operations » Folicy ~Administration » Work Canters

* System b Ildentity Management » Netwok Resources b Device Portal Management  pxGrid Services  » Feed Semwice ¥ Threat Centric NAC
Deployment  Licensing ¢ Cedificates  » Logging » Maintenance Upagrade ¢ Backup & Restore  ~Admin Access » Settings
——

Admin Groups = System Admin
Admin Group

Authentication

b Athorization
*Name System Admin

~ Administrators Deseription | Access permission for Operations tab, Includes System and data access permission For Admin Groups. 2

Admin Users Type [/ External

Sdminioroups External Identity Source

) Seftings Name : AD

» External Groups

" |rydomain.com/ISE-Admmin

Member Users
Users

A~ M Delete
[ | Status - Email Username First Name Last Mame

Ne data available

oove

3. Click Save.

4. & Administration > System > Admin Access > Administrators > Admin Groups > Read
Only Admin,

5. & H Type as External , A5 7EExternal groups TiERADA |, MBI FIR.



et identity Services Engine Home » Context Visibility

» Operations » Folicy

~Administration » ok Centers
> System } ldentity Management b Netwodk Resources P Device Portal Management  pxGrid Services  # Feed Semvice ¥ Threat Centric NAC
Deployment Licensing » Cedificates » Logging » Maintenance Upgrade

» Backup & Restore ~Admin Access » Seftings
—
o
Authentication Admin Groups » Read Only Admin
Admin Group
* Authorization
*Name Read Only Admin
~ Administrators Description | Access Permission for admin with read-only functionality #
Admin Users Type [ External
Admin(Groups External Identity Source
» Settings Name : AD
« External Groups
b |mydumai1.cum,ﬂJser=!lSE-RO
Member Users
Users
dhAdd + W Delete
[] Status «  Email Username First Narne Last Mamne

No data available

m Reset

6. Click Save.
SAZEEIES
1. FAZLBR P IRIEBAEP M A HH(CA)IEF,

. 1%&# Administrator > System > Certificates > Trusted Certificate > Import,

3. RifbrowseHEFRCAIEH,

4. % H Trust for client authentication and Syslog&i%4E , AFIRo

Al idertfy ServiceSENGIN®  Home  » Context Visibility

» Operaions  » Policy

~Administration

Lisense Waming &
= System b Identity Management » Nebwok Resources D Davice Portal Management  pwGrid Services  » Feed Sarvice  » Threat Centric NAC
Deployment  Licensing  ~ Cediticates  » Logging  » Maintenance Upgrade  » Badkup & Restore  » AdminAccess  » Seftings

L]
~ Certificale Managamant Import a new Certificate into the Certificate Store
* Cedificate File | Choose File | DCcomDCmy... mainiipam

System Certificates .

Trusted Cerifisates Friendly Kame |

OCSP Client Profile Trusted For:

Certificate Signing Requests

" L ) Trust for authentication within ISE
Cerificate Pariodic Chedk Setti
Trust for client suthenticstion and Syslog

» Certificate Authority

[ Trust for authentication of Cisco Serwices

[ walidste Certificste Extersions

Description |

Submit Cancel

5. B 5 submit,

BB UEF & I UE & S

1. ERETFEFRIEDPHNSOGRIECIZRILERSORIERENX MY |, FikFEAdministration > & 4&
H (Identity Management)>5+&B & 4R (External Identity Sources)>iE P & 171 i Bt & 3 4



(Certificate Authentication Profile)>¥sfl(Add).
2. FHNEE XA o
. EIEBEMPERTEEEARAFRENMENE .
4. MRAFWADIEREEAFMIES , HEFLERMN IR KEIIUE B SADH VU B #ITHR

, % # Always perform binary comparison&i%&4E , %% 2 5118 E 9 Active Directory3= 4l
£ o

laa]u.

sco  ldentity Services Engine Home » Contexd Visibility » Operations » Poliey wAdministration » Wotk Centers

b System = widentity Management = » Mebwork Resources  » Device Portal Management  pxGrid Services b Feed Service P Threat Centric NAC

» Identities  Groups  Exdernal Identity Sources  Identity Source Sequences  » Settings

Cerificate Authentication Profiles List > New Certificate Authentication Profile

Certificate Authentication Profile

External Identity Sources

* | Cenificate Asthentication Profile

* [ Active Directory *Mame | CAC Login_Profile
3 0 Description
£ Loap
(51 00BC 2
(] RADIUS Token

[ RSA SecurlD
]S40l Id Providers
| Social Login

Identity Store  [aD v| d

Use |dentity From @) Cerificate Attribute  [Subject Alternative Name - Other Name _+ |

O Any Subject or Alternative Name Attributes in the Cerificate (for Active Directory Only)

Match Client Cerificate Against
Cedificate In Identity Store Newer

QO Only to resolve identity ambiguity

(®) Always pedform binary comparison

T | Cancel

5. B submit,
N e EENIHEARTIREY S b TR TFABET S AN S HRIT,
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1. % Administration > System > Admin Access > Authentication > Authentication Method
Client Certificate Based,



Enabling Client Certificate-Based Authentication will cause an application server restart on all deplayment
nodes, This will result in significant downtime For the system.

Cancel
.

2. Click OK.
3. G BB EAYIE P & D RUEE B X

4. 1% #Active Directory3 4l & #o

- System b |dentity Management » Nebtwok Resources b Device Portal Manag, t

» Feed Service b Threat Centric NAC

Deployment L ing  » Certifi » Logging  » Maintenance  Upgrade  » Backup & Restore  ~Admin Access  » Seftings
——
L]
Authentication Authentication Method Password Policy Account Dizable Policy Lock/Suspend Settings
b Authorization Authentication Type
* Administrators
TS 1 Password Based
Admin Users
Admin Groups
(O] Client Certificate Based
b Settings * Certificate Authentication Profile |CAC_Loagin_Profle -
* Identity Source

(save | [Reset ]

5. Click Save.

6. BEFHWABE T R LENISERFSLEFBD,

The systen will now restart,
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7

[ < .'|- : ‘]’@ http://fise2.mydomain.com/ P-x || O Waiting for ise2.mydomain.. * ‘ |

\3
Windows Security ||
Confirm Certificate
Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.
Aravind
Issuer: mydomain-WIN-58UQFTHF...
Valid From: 10/11/2019 to 10/10/2020
{Click h vi ifi rope...)
[ OK J [ Cancel ]
(— @[@ hitps://ise2.mydomain.com/admin/#home L-ac @Idemi\y&m‘(u Engine x GD ﬁ’ {é}
bl |dentity Services Engine » Context Visibility + Operations » Policy + Administration » Work Centers. License Waming & o
Summary Endpoints Guesls Vulnerability Threat + Click here to o visibility Setup Do not show this again
METRICS -0
Total Endpoints @ Active Endpoints © Rejected Endpoints © Anomalous Behavior @

< Ch o.)_\ 0.1_ o.)_\ 0o

# AUTHENTICATIONS © O X = NETWORK DEVICES @ 00 X : ENDPOINTS © 00 X
Identty Swore  Identty Group  Network Device  Fallure Reason Device Name  Type Locatkn Type  Profile
No data available. No data available. No data available.
# BYOD ENDPOINTS © B2 O X # ALARMS © 8 O X # SYSTEM SUMMARY © 2 O X
Type  Profile Severity Name Occu... LastOcel 1 node(s) All= 24HR~
No data available. 2 @ tse2
>

QREEAAF  MRIEPETRAREERNMBEFHGENAS S , BRIUERTRAAFEARER

/N



*EIISE GUIRNIEHHERT
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REERNR,

[ ()] @ ntpsitfised.mydomain.comy

P~ X ” © Waiting for iseZ.mydomain.., % l l

Windows Security

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the correct certificate,
click Cancel.

Vinodh
Issuer: mydomain-WIN-58UQFTHF...
Valid From: 10/16/2019 to 10/15/2020

iCli T i ifi rope....

][ Cancel ]

&

@ l @ https:/fised.mydormain.com/admin/

P-a GI (2 Identity Services Engine

x

‘duch Identity Services Engine » Context Visibility » Operations » Policy » Administration » Work Centers CLELEDTM  License Waming &
Summary Endpoints Guests Vulnerability Threat + Lo I
METRICS - O
Total Endpoints © Active Endpoints @ Rejected Endpoints @ Anomalous Behavior &
‘O o : : 0
= e > e
# AUTHENTICATIONS @ 0 O X # NETWORK DEVICES @ 2 O X # ENDPOINTS @ 2 O X
Idenity Store Idantity Group MNotwork Device Failure Roason Davice Name Type Locadon Type Profila
No data available. No data available. No data available.
i BYOD ENDPOINTS © 00 X i ALARMS © 00 X # SYSTEM SUMMARY © 00X
Type  Profila Severity Name Occu... Last Occi . 1 node(s) All~ 24HR -~
No data available. & @ se2
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1. f Fapplication start ise safein T AL £EX F3)Cisco ISE , ZER AT IR ZEANEE R
TP R IGE R4S |, H 4 @S application stop isejg #Rapplication start ise B IEELEH EFH B F

ISERYBRZS.

2. MREBRAELEFPEILFFIERAFHECisco ISEER R, |, Nsafelt TREAMRE HiE. MR
E 18 i £ Administration > Admin Access > Settings > AccessMEHF B E T F EHHVIP
AccessFl&k , M AREL R E N EMH, safelf A EYETIERHN MR , HIRENRIA

APEZMNZBEHRIE , MEEXZEICisco ISEEERATF,
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