RNISEERBF R EENEKEF 4R
Hx

wn
RREH
EXR
ERE
REE
EE
DuoL®
ISE BB
FISEEX SR & AR

BEPERR
HxES

&g

AT EN F RS 51 Z(SE)ER L AR BENBNE RS HRIEFTFNLS R,

FERFMF

=R
Cisco BB THLUTEE :

« RADIUSHHMY
« FEISE RADIUSS MRS 351 & 15

ERREHSF

AP EEETUTREMEFRE



» Duo=fR%

 Active Directory (AD)

- B3RS 5% (ISE)

« Duo B M IIERIBARS 25

AXHEPNEEHRETREXRENEFNREZEFEEN, AXEFEANAERZHNERAR
(BN ) BE. MREHNELTEIRS , BHRRETHEAARTHEELE,

P £% P

ISE Login

( I'I—b -~
~— 7 [mn—o]  RADIUS A‘;“_"em'i"t:":"
| rimary Au
Ti 2 | for Duo
=UsS =

S

ISE Admin

icat] —> —
Authentication Proxy < u
‘ 3 Ny
-e Windows or Linux Ti
N v~
~L -y
* :“it:zagi;’;" —L Proxy Access to
T Outbound Port 443HTTPS
/’;\' 5 B J/__‘\_\\L_
) > CEue)
o . )

[

Duofi &

1. EWindowsZiLinuxit E#l L T & H L% Duo Authentication Proxy Server - Duo
Authentication Proxy
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N orE . R ENAREBHRISENNEES ( EERM )

2. B Eauthproxy.cfgXff. X AmER(WMICERH BEFZ R ++IT T 3 H,

o ERINLE i F C:\Program Files(x86)\Duo Security Authentication
Proxy\conflauthproxy.cfg.

3.7£Duo AdminTH 1R # 822 “Cisco ISE RADIUS”M A,

4. YmiFauthproxy.cfg XX #HH AU TEE

<{froot>

key= XXXXXXXXXXXXXXXXXXXXXXXXXX

skey= XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
api_host=api-xxxxxxxx.duosecurity.com
radius_ip_1=10.127.196.189

Sanpl e | P address of the | SE server

radius_secret_l=¥*%%%*
failmode=secure
client=ad_client
port=1812

5.1 FA 18K Active Directoryi¥ 4115 BBt Ead_client, Duo Auth ProxyfH T — /N REIFHEERE
E S MHRIEMNAD TH A RIE

<#root>
[ad_cTient]
host=10.127.196.230

Sanpl e | P address of the Active Directory

service_account_username=< AD-username >
service_account_password=< AD-password >
search_dn=CN=Users,DC=gce,DC=iselab,DC=1ocal


https://duo.com/docs/ciscoise-radius#first-steps
https://duo.com/docs/ciscoise-radius#first-steps

AR MREHNNEZFEZHTTPREZERE T 8EH M Internet , & Eauthproxy.cfgH 7N
http_proxyi# 4115 2.

6.E#7/3 z1Duo Security Authentication Proxy RS, REX 4 HEWindowsit EHl L EFHF3h
DuofR%%. #FFWindowsfRE 2%l & (services.msc) , 1 ARE HI &R A #H EIDuo Security
Authentication Proxy Service , A5 # tiRestart , MMEFR :

File Action View Help

I EEEEN B

i Senvices (Local [N —
Dus Security Authentication Proxy Mame = Description Status Startup Type Log On As
Service L4 DOOM Server Process Laun...  The DCOMLAUNCH se—.  Runnming  Automatic Lecal Sysrtem
% Device Association Service  Enables peiring betwee... Marwal (Trigger Start]  Local System

m:&mt 2% Device Install Service Enables a computer to Marual (Trigger Start)  Lecal Systern
L Device Setup Manager Enables the detection, ... Manual (Trigger Start]  Local System
5 DFS Namespace Enables you to group s..  Running  Automatic Lecal Systern
4, DFS Replication Enables you to synchro...  Funning  Automatic Local System
5 DHCP Client Registers and updates L. Running  Automatic Lecal Service
Ly DHCP Server Performs TCR/IP confi.  Funning  Automatic Mebavork Sendice
% Disgnostic Policy Service The Diagnostic Palicy S... Rumming  Automatic ([Delsyed ... Local Service
L4 Diagnostic Service Host The Diagnostic Service ... Manual Local Service
14 Disgnostic Systern Host The Diagnostic System .. Manual Local Systern
54 Diagnostics Tracking Service  The Diagnostics Tracki.. Running  Automatic Local Systemn
£ Distritruted Link Tracking Cl.. Maintains links betwee.., Manual Lecal Systemn
54 Distributed Trancaction Co  Coordinates transactio...  Bunning  Automatic [Delsyed .. Mebaork Service
15 DMS Client The DMS Chent senace .. Rumming  Automatie (Trgger 5. Netwark Service
4 DNS Server Enables ONS clientstor. Running  Automatic Local System
% IDS Role Serves This service hosts the D.., Marual Lotal Systern
£ 40 Secwiity Authenticatic... Running  Automatic Local System
£ Encrypting File System (EFS)  Prowades the core file e, Manual (Trigger Start]  Locsl Systemn
%4 Extensible Authentication P The Extensible Autherii.. Manual Local Systern
f;‘.fﬂeﬂz‘pﬂiﬂliun Symchromizes folders wi... Dizabled Local Syitemn
& FeZilla Server FTP server Running  Automatic Local Systemn

" Estended /{ Standard [

7HIBAPFEHELRIRBIREZ LBEDuUo Mobile,

8.7£Duo Admin Panel LR MAF . SMZElUsers > Add Users , HTEAFTR :



https://duo.com/docs/administration-users#creating-users-manually

4 I' Q_ Search for users, groups, applications, or devices

Dashboard
Dashboard > Users > Add User

Add User

Adding Users

Policies
Applications

Users
Most applications allow users to enroll themselves after they complete primary authentication.

Add User Learn more about adding users [

Pending Enroliments
Bulk Enroll Users

Import Users

Username duoadmin
Directory Sync

Bypass Codes Should match the primary authentication username.

2FA Devices

Groups

Add User
Administrators

Reports

OHRBLAAFEFINLLZE TR ARERF,

Phones
Add Phone
You may rearrange the phones by dragging and dropping in the table.

This user has no phones. Add one.




-'I' Q, Search for users, groups, applications, or devices

Dashboard

Dashboard > Users > duoadmin > Add Phone
Policies
Applications
Users Type @® Phone

Tablet

Add User
Pending Enrollments
Bulk Enroll Users

Phone number =~ +1201-555-5555 Show extension field
Import Users
Directory Sync
Bypass Codes

Add Phone

2FA Devices

10.1% ¥ Activate Duo Mobile , 2B :

Device Info

Mot using Duo Mobile Model
Activate Duo Mobile Unknown

11.1%3#F Generate Duo Mobile Activation Code ( 4 B Duo Mobile Activation Code ) , JIEFIR :

Dashboard
Dashbaard ¥ Phone; Generc Smartphone > Activate Duo Maobile

Activate Duo Mobile

Palicies

Applications

Users This form allows you to generate a new activation code for this phone's Duo Mobile application. Tha Duo Mobile application allows the user to generate passcodes on thair
mobile device or authenticate via Due Push,

2FA Devices
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.
Phones

Hardware Tokens

WabAuthn & U2F Phone Generic Smartphona
Groups
Administrators Exgpiration 24 hours j after generation

Reports

Settings Generate Duo Mobile Activation Code




12 B @EISMSKIERES , MEMR :

Dashboard

Dashboard > Phon: Generic Smarphene > Activate Duo Mobile
Policies
Applications
Users A new Duo Mobile activation code has been genaerated, and any old credentials have been invalidated. You now have the option to deliver the installation instructions and/or

activation instructions to the user by SMS.
2FA Devices
Phones

Phone Generic Smartphone
Hardware Tokens
WebAuthn & UZF

Installation instructions Send installation instructions via SMS
Groups

Welcome to Duo! Please install Duo Mabile from your app
Administrators
store,

Reports
Settings #
Billing

Activation instructions: Send activation instructions via SMS

Support To activate the app, tap and open this link with Duo Mobile:

Upgrada your plan for support.
4

Deployment ID

Helpful Links
Docymentation o Send Instructions by SMS  [ISE-LAR GIER-4:Tu]

User Guide Cf

13. 8 FHSMSH I EEHEE | Duoki 451 E|Device Info (IRRER ) BoFHAFKF

=| @, Search for users, groups, applications, or devices '( '_“'p' Cisco Systems | ID:

Dashboard
Policies

Applications

Users .
duoadmin (NANCY) Attach a user

2FA Devices

Authentication devices

Fhones can share multiple
Hardware Tokens users
WebAuthn & U2F
Groups }
Device Info
Administrators - -
Using Duo Mobile 3.28.0 ™\ Model /e N\ 08
Reports Reactivate Duo Mobile ( N @0 ) ( | Android 8.0.0
T/ W/

Settings Last Seen
29 minutes ago

Billing
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1.SMEEE>FHEE>HNEFDIR> RADIUST ., BHAILURMFTHIRADIUST RS 2R, &
“EBAGRBFRELRSHERN , B EE AN FRENLIPHIUt MAEZRE , MBI

% FER : FFServer TimeoutiR E R 60 , LA =8 B9 B B B XS H#EX AT IR AEo

o Identity Services Engine Home + Context Visibility » Operations + Policy * Administration » Work Centers

» System  «ldentity Managemen!  » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentities  Groups  Extemnal ldentity Sources  Identity Source Sequences  » Seltings

External Identity Sources RADIUS Token List > DUOQ

e . RADIUS Token Identity Sources
- b General Connection Authentication Authorization

v [ Cerificate Authenlication Prafile

= [0 Active Diractory * Server Connection
<L AD
£ Loap O Safeword Server
[ ooEC ] Enable Secondary Server () Always Access Primary Sarver First
¥ [l RADIUS Token @ Failback to Primary Server after Minutes (0-99)
& puo
| RSA SecurlD
[ SAML 1d Providers * Primary Server * Secondary Server
[ Social Login
* HostIP | 40.127.195.230 i Host IP
* Shared Secrel [ ypeessee | show Shared Secret .
* Authentication Port [ 1512 ] 7 Authentication Port 5 i
* Server Timeout [gg Seconds Server Timeout seconds
* Connection Attempts | 5 i Connection Attempts

2.5 finElAdministration > System > Admin Access > Authentication > Authentication Method Fi%

BEUREERRADIUST RS 2/IEN ZHIR




alnifie Identity Services Engine

€150 Home » Context Visibility + Operations » Policy = Administration » Work Centers
~System b Identity Management  » Network R » Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC
Deployment  Licensing  » Cerfificates » Logging  » Maintenance  Upgrade  » Backup & Restore  ~ Admin Access  » Settings
——
o
Authentication Passwaord Policy Account Disable Policy Lock/Suspend Settings
» Authorization Authentication Type
= Administrators
® Password Based
* Ide Source | -
Admin Users ntity [rap1us:DUO
Admin Groups
Q Client Certificate Based
» Settings

3EMINBEE>RE>EERATRNE>-EERA>EEAAF, AEEERAFERANGAR |, FEHE
REB AR :

st Identify Services Engine

Home » Context Visibility » Operations » Policy = Administration » Work Centers

wSystem | b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

Deployment  Licensing  » Cerlificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  ~ Admin Access  » Seftings
I
<]
L. Administrators List > New Administrator
Authentication

¥ Admin User
b Authorization

* Name | ducadmin

= Administrators
Status Enabled =

Admin Users Email | | [ Include system alarms in emails
Admin Groups
External i
b Settings
Read Only []

Inactive account never disabled

¥ User Information

First Name | |

Last Name | |

» Account Options

v Admin Groups

* Super Admin v,
i |

[ Submit | [ Cancel |
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ERARS AIRERBREEERIZT.

1.3TFFISE GUI , B RADIUST RS SB[ENEDRAUNEERAF &R,

atfran)n,
CiISCO

[dentity Services
ENgine

Usemame  duoadmin
Password essssses

Identity Source DU

Problem ||:n:_|r=|i ng in?

HUEHEER

AER D R AAVE BT A T E B 1T HEDER,

EHBR 5 A= Active DirectoryfDuo ProxyiE#EME XA , & Eauthproxy.clgf EEH 5 T
7 hn“debug=true” , LA/ FiDuo AuthfRIE £ K91,

« BHEZTF : C:\Program Files(x86)\Duo Security Authentication Proxy\log
« EXARYEES ( WNotepad++EWordPad ) H 3T FF 30 #Fauthproxy.log.




Duo Auth Proxyfy B 7 5 ER MISERZWE R H 4§ H &% F/Duo Cloud:

<{froot>

2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] Sending request from 10.127.196.189 to radius_server_
2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] Received new request id 2 from ('10.127.196.189', 620
2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] (('10.127.196.189', 62001), duoadmin, 2):

login attenpt for usernanme u' duoadm n'

2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)]

Sendi ng AD aut hentication request for 'duoadmin' to '10.127.196.230°

2019-08-19T04:59:27-0700 [duoauthproxy.modules.ad_client._ADAuthClientFactory#info] Starting factory

Duo Auth Proxy unable to Duo Cloud#y HEH E :

<ffroot>

2019-08-19T04:59:27-0700 [duoauthproxy.modules.ad_client._ADAuthClientFactory#info] Stopping factory
2019-08-19T04:59:37-0700 [-] Duo preauth call failed

Traceback (most recent call last):

File "twisted\internet\defer.pyc", 1line 654, in _runCallbacks

File "twisted\internet\defer.pyc", line 1475, 1in gotResult

File "twisted\internet\defer.pyc", 1line 1416, in _inTlineCallbacks

File "twisted\python\failure.pyc", 1line 512, in throwExceptionIntoGenerator

File "duoauthproxy\Tib\radius\duo_server.pyc", line 111, in preauth

File "twisted\internet\defer.pyc", 1line 1416, in _inTlineCallbacks

File "twisted\python\failure.pyc", 1line 512, in throwExceptionIntoGenerator
File "duoauthproxy\Tib\duo_async.pyc", 1line 246, in preauth

File "twisted\internet\defer.pyc", 1line 1416, in _inTlineCallbacks

File "twisted\python\failure.pyc", 1line 512, in throwExceptionIntoGenerator
File "duoauthproxy\Tib\duo_async.pyc", Tine 202, in call

File "twisted\internet\defer.pyc", 1line 654, in _runCallbacks

File "duoauthproxy\lib\duo_async.pyc", line 186, in err_func

duoaut hproxy. i b. duo_async. DuoAPI Fai | OpenError: APl Request Fail ed: DNSLookupError (' api-xxxxxxxx. duosect

2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Failmode Secure - Denied Duo Tog
2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3):

Ret urni ng response code 3: AccessReject

2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin, 3): Sending response
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