FEFHOKTA SAML SSOEEISE 2.3 &
Hx

I

SB1EISELFRBESAMLE BREEEFHNGEIIF.
LEZABF BT,
2.0/ESSO[IF,
SFBERAES

SR BB OKTAMN SAML EHEFIEE

1.8 OKTAN AEfF.
2. SAML EMHERFSHSPES

3. OKTA SAMLIEE
AMNNREFSEHTHEE.
5ARSEANAREF.
6. T HIEMIdp S AISE,
SIR3.CWAELE
our

R 6 1F

AN B E D IRSEIZ(ISE)SEOKTAER , AR REZFHARICIESESER
(SAML SSO) & 38 .

TR
=R

Cisco BB THELLT XA :



- BRBORSSIZEHERS
» SAML SSO.
- (T ) TERBEMEERWLC)EE,

ERREHF

AXEPHERETUTREFE IR

- 51 AR%51%2.3.0.298

« OKTA SAML SSO

+ Cisco 5500t 2 #l85hR 4<8.3.141.0
« Bx4A8Windows 7

ANHEPHNEEHRETREXREREFHRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMBLTEIRS , FERRETRAERSHBERRE,

BRER

B &SSO
ALANWRAFRAFRT-REHRIE , BT HRSNIREF. BARERNXHEOHRNKESH.
BREHBEE

« RN RERF (BERBRSHAFT ). WebliEzs (EAFIP , BRIw) .

- RSRME(SP)ERMANERS(RP) , MRERSHRE , EABIFHISE,

- BORMHEF(JP):ATEERIZESP (EAHIFHOKTA ) HEHRIE, BRNERMEM.
- WIS : IdPRIZZEISPHYAFE R,

— I SEHESSO |, BlIOAUth2F 1 OpenID, ISEfEASAML,

SAMLER —METXMLIVELR |, BUR 2/ B R 55 K48 2 B X SAMLET S W EA MR, &R
R TIER, 2. EAMHRIX LS fE AN,

ISEEFSPEER ., AFREEMRGENF , ARISEREEEQRIIPHTEHNRIE. 2/5
, EREEMEISE, RIFFERE , AF#EBRBEHIETESR , BEABRRTIIFEE.
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Employee WLC ISE

: Q o °©

1

RADIUS/SERVICE-
o h S5
assaciation with SSID TYP=CALL-CHECK

uil-redricet-acl+ur-redirect

url-redirect=https.// 2
sespan.bikawi.lab:8443/portal’
gateway?
sessionld=0a3e249b000003dc5
b81573c&portal=794a%3a2-
ad11-11e8-9ed1-0242504dcBb6

3 &action=cwaé&token=fdbBf8566a
caf99b4b22a7fe219d4d4e

hitps:fwww facebook.com

7

4 WLC intercept and redirect to URL provided by
ISE

Emplayss access

redirect to OKTA
hitps-licisco-yalbikaw.okta.com

m*
(&)}

user put his credinitials

sucessigo to hitps:fisespan. bikawi lab:8443/portalf
I 4 S50loginResponge. action

hitps:\isespan. bikawi lab: 844 Aportal’
S50InginResponse, action

\

continue to AUP

1. AP EEEISSID , HMRIE N macidiE(mab).

2. ISEfE A& & Redirect-URLFIRedirect-ACLE 14 /Y i 6] 4% 3 3 1718 57

. AP 2R 5 m www.facebook.coms

WLCEBBERFFAFEEMREISEFEIF , ARPRETHA THENRUEFEHASSOE
"o

. ISEN AP EEREIOKTAR A 1T 5K,

BRRIERINE , OKTARISAMLET S 1H 51 & 3% B 58

X ST BRI S 4R ENISE,

ISERIEMIE R , MRAF EBES FHRIE , B2 AAUP , ARHTIREZ M.

BEXRSAMLEYIFMER , BEB AT

w

N

o N O O

https://developer.okta.com/standards/SAML/

[
$B1EISELEBESAMLE R EEEREFNHEEITF,

1. EZNBEBIF,

OKTA SAML
$S0

UE ¥ At


http://www.facebook.com
https://developer.okta.com/standards/SAML/

SR SMEEE>NBHHIFE> SAML IDRREERF

al Identity Sou lf@ntity Provide &1 = OKTA

= (= i SAML Identity Provider
r B fcal %

[ Cortficatn Authantication Profie D icertity Provider Conflg.  Service Provider Info.  Groups Attributes  Advanced Settings
B Active Direciony

I LowP “Id P

& coac Id Provider Hame | DKTA ]

) RADWS Token Descrigtion | |

[ RSA SecuD

= [ SAML 19 Providers
= D
“3 OKTA

SR2NIDREEFIERBMHRIEE.
2.81ESSOI1/,

ST BEENFHRDELEOKTANIIF . BYOD, R&IM. HESENEAHMEESEZEIF
TEME, EARNER , NFRFFHEIF , FARINZARFR,

825 SMBITHEDO>FEREASTIFNAHS  RERIR .

Create Guest Portal - Choose Portal Type x

Choose the type of portal you want to create.

Sponsored-Guest Portal

Sponsors create guests’ accounts. Guests cannot create their own accounts.

o Self-Registered Guest Portal

Guests provide information to automatically create an account, with sponsor approval as an optional requirement.,

Hotspot Guest Portal

Guests can access the network without credentials, but you can add a welcome message and AUPR.

I (Gres)

Overview  » ldentities  ldentity Groups  Ext |d Sources  » Administration  Metwork Devices = Portals & Components  Manage Accounts  » Policy Elements  Palicy Sets
o Portals Settings and Customization

Guest Ponals Portal Mamie: * Description:

Guest Typas OKTA_S50 || Portal test URL

SRIEERSHRIESE , UERZuEEN S B RHERF.

Authentication method: * [ OKTA ¢] f

Configure authentication methods at:
Work Centers = Guest Access > |dentities = ldentity Source Sequences

Work Centers > Guest Access > Ext Id Sources > SAML ldentity Providers

HRRAEFROKTAS IREN H B RIES E,



(k) BE AT RBRE,

= BYOD Sattings

@ Alow emnployees 1o uSs personal devices on i netwark
[Encpoint identity group:| RegisteredDevices 5

Configurs andpoint identily groups af
Admrinisiration > ldantity Managemant > Groups » Endpoint ldenity Groups
enciocings i this groug will b pcurped acconding o dhe polices defines i

Adrinisiration > ldantity Managemant » Semings » Endpoint purgs
Alow amHoyees 10 choosa |0 guest SCCEEs only
| Digplay Devica 1D fleid during regisiration
Configure employes registensd devices 5t
Wk Caniers > BY'OD > Safings > Empicyes Regisiored Devices
Aftar succossful device configuration take employes loc
Originating URL i
D Suocess paga
URL:

S| AREFIFEE , £HBYODR , REBM TR :



S50 Login

AUP
l
Max Devices Reached BYOD Welcome
l l
Post Access Banner BYOD Registration
l l
Success BYOD Install

|

BYOD Sucoess

S.EERMAER,

N B METEAAtemative= R | WP RIS

SMEBBEMBRNFREFMEMANTELREHNI,
AEFNEREL , AMFAZEFITFT : OKTA_SSO,



* Login Page Settings

| Require an access code:

Maximum failed login attempts before

rate limiting:

(1-999)

Time between login attempts when

rate limiting:

minutes (1 - 3000)

~) Include an AUP ("on page ¢)

Require acceptance

Require scrolling to end of AUP

| Allow guests 10 create their own accounts

1 Allow social login

| Allow guests to change password after login (i

@ Allow the following identity-provider guest portal to be used for login ;i

| OKTA_SSO

+

XRIENIFR.

w

LOGIN

Self Registration

ALP

Max Devices Reached

Post Login Banner

URL

w

Alternate Login Portal

See the selected identity-provider portal

for the guest flow details.

S22 BEOKTANM AFNSAMLE P IEHAEFIRE.,



1.8 2OKTAR BAEF.

SRR ERAEERRIKS & ROKTAR I,

+— Back to Applications

=3} Add Application

i} Bearch for an application mABCUEFGHIJKLMMDPGRSTUUWXYZ

fil 7 Ti
Can't find an app’ gmmc eladoc Add

Okta Verifled

Apps you created (0) —

Efrankhy
&frankl
Y Okta Verlfied ~ SAML aad

INTEGRATION PROPERTIES

100001

Supports SAML

Suppons Provisioning | || denemniny W01domains.com Add
' Okta Verifled

S 2. A Add Applications
Oktﬂ. Applications My Applications @)

22t Applications @ Help

2 Saearch

STATUS
ACTIVE [+]
IMACTIVE 3

Q

No active apps found

SEIBBIMNA , EHEHNSAML2.0



Create a New Application Integration

Platform

Sign on method

BEAIRE

° Ganeral Settings

o General Settings

App name

App logo (optional) g

App visibility

Cancel

=3 Create SAML Integration

() Secure Web Authentication [SWA)

Uses credentials to sign In. This integratlon works with most apps.

(®) SAML 2.0

Uses the SAML protocol to log users into the app. This Is a better optlon
than SWA, If the app supports It

Y

() OpeniD Connect

Uses the OpenlD Connect protocel to log users Into an app you've bullt.

Create Cancel

a Configure SAML 0 Feadback

ISE-ORTA

©;

Browse..

Uplead Logo

[_] Do not display application Icon to users

[_] Do not display application con In the Okta Mablle app



2} Create SAML Integration

Ganersl Sattings e Configure SAML Feodback

o SAML Settings

What does this form da?

GEMERAL

Single sign on URL @
+f| Uge thig for Reciphen URL ard Destination URL

Allow this app 10 request other S50 URLS

Audience URI (SP Entity D) 1D

Default RelayState D)

Name 1D format @ Unspecified v A Downlaad Okta Cortificats
Application usemame Qe usemamea v

Show Acvanced Seitings

ATTRIBUTE STATEMEMNTS [OFTIOMNAL) LEARM MORE

Mamse Mame fonmat (cpiiona Walue

R4 TRIEBHRERZEEISERFEULEFRF,

siftaifia Identity Services Engine » Conbaxt Visibal v O » Policy + Adrminisiration + Work Centars
cisce Home ty perntions )
= Syslem * |gentity Management » Network Resources ¢ Dovice Portal Managemen!  pxeGrid Senvices » Foed Service » Threat Centric NAC
Depioymént  Licensing ~Cerifichlés v Logging » Maimgnance  Upgrace  + Backup & Reslone v ADMIN ACGESS  + Seltings
—

<]
= Cartificate Managemant Import a new Certificate into the Certificate Store
* Certificate File | Choose file | okia (3cert
e (Choose fie |
Frierdly Mame
Trusted Cermficates
OCSP Clant Profile Trusted For: |
DRI SRR REjEsts ] Trust for authentication within ISE
Catificabe Paniodic Chisck Settl..

[ Trust for client sutnentication and Sysieg

Cenificate Authority
hE—— (7] Trust for authentication of Cisco Services

] Validate Certificate Extensions

Deserigtion

[ suomt JECTENY

2.MSAMLE B REEF S HSPEE,

SMmBzaBl BN B HIRERERF. 2 EService Provider InfoHESH | MBI R,



Identity Provider List > OKTA

SAML Identity Provider

General Identity Provider Config. Service Provider Info. Groups Aftributes Advanced Settings

Service Provider Information

[ Load balancer A

Export Service Provider Info. | BExport i
Includes the following portals:
OKTA_SSO

S HWzipSXH R BEXMLI B Freadme.txt

i2.Binane id-format: trans ient

N FE L dentityiRIERF , BAUEESAXML , BEXFERLT , EEFHF AXML,
o BOEFURL (samliis )

Location="https://10.48.35.19:8443/portal/SSOLoginResponse.action"
Location="https://10.48.17.71:8443/portal/SSOLoginResponse.action"

Location="https://isepan.bikawi.lab:8443/portal/SSOLoginResponse.action”
Location="https://isespan.bikawi.lab:8443/portal/SSOLoginResponse.action"

* SP3R{FId

entityID="http://CiscoISE/9c969a72-b9cd-11e8-a542-d2e41bbdc546"

LIP3k FIFQDNA& KR A SSO URL.,



/M BE  BREEIATERREXA LHEEHEE  WREHARSp , NAEASSO
URLKYipith it

3. OKTA SAMLiR &,

HBR1.FESAMLIR E iR X LURL,

e SAML Settings

GEMNERAL
Single sign on URL https:/fisespan.blkawl.lab:B8443/portal/SS0OLoginResponse.action
Izl Use this for Reciplent URL and Destination URL
Izl Allow this app 1o request other S50 URLs
Requestable 550 URLs URL Index
https:/fisepan.bikawl.lab:8443/portal/S50LoginRespo | O X
<+ Add Another
Audience URI (SP Entity ID) http:/iCiscolSE/9c969a72-b9cd-11e8-a542-d2ed1bbdc546
Default RelayState
Mame ID format x5095ubjectName b
Application username Olkcta username -
Show Advanced Settings
ATTRIBUTE STATEMENTS (OPTIONAL) LEARN MORE

FR2 B LUBRFEFEE L RSHIPSNHEE , MXMLXHHHRMZNURL, BHRIDRXNMNAEBF
ZEURTENR T,



e Preview the SAML assertion generated from the information above

< » Preview the SAML Assertion

Previous Cancel

<?xml version="1.0" encoding="UTF-8"?7>

<saml2:Assertion
xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion" ID="1d127185945833795871212409124" IssueInstant:

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">http://www.okta.com/Issuer<

<saml2:Subject>
<sam12:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:x509SubjectName">userName</saml

<saml12:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml12:SubjectConfirmationData NotOnOrAfter="2018-09-21T15:52:03.823Z" Recipient="https://i
</sam12:SubjectConfirmation>

</saml2:Subject>
<saml2:Conditions NotBefore="2018-09-21T15:42:03.823Z" NotOnOrAfter="2018-09-21T15:52:03.823Z2">

<saml12:AudienceRestriction>
<saml12:Audience>http://CiscoISE/9c969a72-b9cd-11e8-a542-d2e41bbdc546</saml2:Audience>

</sam12:AudienceRestriction>

</saml12:Conditions>
<sam12:AuthnStatement AuthnInstant="2018-09-21T15:47:03.790Z">

<saml12:AuthnContext>
<saml12:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspo

</sam12:AuthnContext>
</saml2:AuthnStatement>
</saml12:Assertion>

SR BTH T —H FHIEREE MR

e Help Okta Suppeort understand how you configured this application

Why are you asking me this?

Are you a customer or partner? () I'm an Okta customer adding an Internal app

@) I'm a software vendors, I'd ke o integrate my app with Okta

Is your app integration complete? Yes, my app Integration |s ready for public use in the Okta
Application Network

P. il



4. MM F S H Tz,

ISE-OKTA
©

Active = | viewLogs

Sign On

About
Settings Edit

Application Username

Cefault Relay State

SAML 2.0 is not configured until you complete the sefup insiructions:
View Setup INStructlions

dentity Provider metadata is available if this application supports dynamic configuration
————

TUEIE -

<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="http://www.okta.com/exkl
<md: IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAM
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>

MIIDrDCCApSgAWIBAgIGAWWPTTasMAOGCSqGSIb3DQEBCWUAMIGWMQswCQYDVQQGEWIVUZETMBEG ALUECAWKQ2FsaWZvcm5pYTEWMB
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>

<md:NameIDFormat>

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

</md:NameIDFormat>

<md:NameIDFormat>

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

</md:NameIDFormat>

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://cisc
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://
</md: IDPSSODescriptor>

</md:EntityDescriptor>

BAXMLAE AR T7 X



S5FAF2ESNAEF.

MRPSERALNRAER , B —MHITADERNGE , AR : OKTAES) B

6.fF T B HEMIdpF AISE,

B 1.7ESAML Identity Provider ~ , ##Eldentity Provider Config.#lImport Metadata.

SAML Identity Provider

L L =

Identity Provider Configuration
Impart identity Provickesr Config Fie

General Senvioe Prowider Inflo, Groups Altributes: Advanced Seftings

Choose Tilg i

Prowvidar |0 BipUiwew okta comisad | rgB 1 oEmaedZ S 3156
Singhe Sign On URL  hmps:licisco-yalbikaw okts comiapiicscoorBiBd 13 _issckta_2feodk 1ngh1oEmedZ 514 X560 ol
Single Sign Out URL (Post)  Not suppomed by Identity Provider
Signing Certificates

Vald From
Fri dug 31 10043:08

Valid To (Expiration]
Thu Aug 31 10044:08

Issuar
EMAILADDRESS=ind

Subjecl -
EMAILADDRESS=infoffokta com, C=cisco-yaib

SR REFEE.
HPR3.CWARLE,

AT BISEMWLCHIEL &

Seral Number
01 BS8F 95 38 AC

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-

auth-00.html
EEEBACLARINURL,

https://cisco-yalbikaw.okta.com /# N &9 5 FAURL

https://login.okta.com

REDIRECT-ACL IPv4

_,.

==

Foot Notes

1. Counter canfiguration is global far acl, urlacl and layer2acl.

Clear Counters

Add-Remove
URL

% E

AP H RIS R B REW U7 R OKTAR A


https://help.okta.com/en/prod/Content/Topics/Directory/okta-active-directory-agent.htm?cshid=ad-agent
https://help.okta.com/en/prod/Content/Topics/Directory/okta-active-directory-agent.htm?cshid=ad-agent
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://cisco-yalbikaw.okta.com%C2%A0
https://login.okta.com

Portal Name: * Description:
| OKTA_S50 1 | Portal test URL

r!b ) Use these seitings to specify the guest experience for this

Customize portal pages by applying a theme and specifying
fleld names and messages displayed to users.

/™ Portal Behavior and Flow Settings @ Portal Page Customization

portal.

FELRENFNR , AL ZEEE@FISSOMA.

Connecting to €&

Sign-in with your cisco-org-B08433 account to access ISE-OKTA

okta

Sign In

Username

Password

[ ] Remember me

MNeed help signing in?

$ B2 K &E S<application name>HI {5 BiE$E

S NP AMATHER B ROsamERWEL , XATERBLNREBH R,
XA R P E
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Sign In
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& Reports
QOkta Usage

n ukErs hawd nirair Signied In

& Odaa Password Health

Application Usage

“ SppE with unused adsignments

App Password Health

Auth Troubleshooting
Ofkia Logins (Todal, Fabed)
550 Affempis.

Application Access Audit

Curent Assignmems

Multifactor Authentication

MFA Usage Yubikey Reporn

LAST 30 DAYS

n wiers have signed In

LAST 20 DAYS

ﬂ unuSed App ASSIgRMEnts

SAML Capabie Apps

Auths Via AD Agend (Total, Falled)

SR MWMNNAEFEEHEX AR,

+ Back to Applicatlons

s

General Sign On

ISE-OKTA

Active View Logs

Import Assignments

My Applications )

i Help

System Log

Agent Activity

Application Access

Application Membership Change
Authentication Activity

Palicy Activity

Prersloning Activity

System Impon Activity

LESer ACCOURT Acthity

User Lifecycle Activity



— = K
SE—
|SE # B HEBR
ERANEREN B EH

* ise-psc.log
* guest.log

&M EAdministration > System > Logging > Debug Log Configuration. /& A4 3/DEBUG,

SAML |lise-psc.log
T EIE A |Jguest.log
P guest.log

ZRETERHAN A REMME BE
ERRBMERE R

%=1 B RNSAMLER,



okta

400

BAD REQUEST

Your request resulted in an error.

Description: Bad SAML request

WERE—RHEYN , BREAFURIERHEHRM, F£ISE guest.logt :

ISE# show logging application guest.log |&/&50/

2018-09-30 01:32:35,624 DEBUG

Portal Name: OKTA_SSO
Portal ID: 9c969a72-b9cd-11e8-a542-d2e41bbdc546
Portal URL: https://isespan.bikawi.lab:8443/portal/SSOLoginResponse.action
Identity Provider: com.cisco.cpm.acs.im.identitystore.saml.IdentityProvider@56c50ab6
2018-09-30 01:32:35,624 DEBUG

onId=0a3e949b000002c55bb023b3;

2018-09-30 01:32:35,624 DEBUG
2018-09-30 01:32:35,624 DEBUG
2018-09-30 01:32:35,626 DEBUG
Ib%2FSuT7EIMPIBahYpRqkWB1J0xiNSXtHFprwc5sQ%2Bm%2FnONK:i%2FZRoeUyPu9579%2FzJ00b4672DqCNUDID%2FR5GHK uKi Efl
H04QZ2tLaAPLy2wwIpDwdpHQY%2B1z11d%2 Fvw8inSRz6VQhxn7GK1%2FHg4Xa%2By Jd50V93Lnn1MP%2B6mS6Kq8TFFI13ugIMm%2B
2B3aGyRWgMzond309NPSMCpq0YDguZs Jw1RFz41qdjINL226IsCFFnE9%2BulK14C8Xs4TXE1zX6nmmgdq3YI037q9fB1QnCh3jFo72
alId_EQUALS9c969a72-b9cd-11e8-a542-d2e41bbdc546_SEMIportalSessionId_EQUALS6770f0a4-bc86-4565-940a-b0f83

2018-09-30 01:32:35,626 DEBUG

2018-09-30
2018-09-30
2018-09-30
2018-09-30
2018-09-30
2018-09-30

01:
01:
01:
01:
01:
01:

32:

32

32

35,626

135,626
32:
32:

35,626
35,626

135,626
32:

35,627

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.

[https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.

[https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.
[https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.
[https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.

con

con

con
con
con

[https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.uti
?SAMLRequest=nZRdb9owFIb%2FSuT7EIMPIBahYpRqkWB1JOxiN5XtHFprwc5sQ%2Bm%2FnONKi%2FZRoeUyPu95j9%2FzJ00b4672
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https://cisco-yalbikaw.okta.com/app/ciscoorg808433_iseokta_2/exklrq8loEmedZSf4356/sso/sam1?SAMLRequest=
Ib%2FSuT7EIMPIBahYpRgkWB1J0OxiN5XtHFprwc5sQ%2Bm%2FnONKi1%2FZRoeUyPu953j9%2FzJ00b4672DqCNUDJID%2FR5GHK 1 uK1iEf
H04QZ2tLaAPLy2ww9pDwdpHQY%2Biz11d%2Fvw8inSRz6VQhxn7GKI%2FHg4Xa%2ByJd50V93Lnn1MP%2B6mS6Kg8TFfI13ugIMm%2B
2B3aGyRWgMzond309NPSMCpq0YDguZsIwlRfz41qdjINL226IsCFfnE9%2BulK14C8Xs4TXE1zX6nmmgdq3YI037g9fB1QnCh3jFo72
alId_EQUALS9c969a72-b9cd-11e8-a542-d2e41bbdc546_SEMIportalSessionId_EQUALS6770f0a4-bc86-4565-940a-b0f83

NEBXRENRARER , e T Ed.
GENERAL

Single sign on URL https/10.48.17.71:8443/portal/SSOLoginResponse.action
Use this for Recipient URL and Destination URL

+/| Allow this app 1o request other SSO URLs

SSO URLfEAIPHit , BR , FEEFELEFQDN , RINEZERF—TLEANERSDER , 88
SEMI_DELIMITER<FQDN>LAf# R It BB | FHEOKTAIRE L fFIP# i 88 i HFQDN,

HR2. BRI KR HARE, WFERE  FERAIFRR

(i) & httpsy/fisespan bikawilab:844 3 /portal/SSOLeginResponse.action w0 ﬁ Q, Search

& before you can access the nternet,

cISco Guest Portal

Error

There was a problem accessing the site. Please contact halp
desk for assistance

Guest.log

2018-09-30 02:25:00,595 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][] guestaccess.flowmanager.step.
tching service provider identifier in the audience restriction conditions
2018-09-30 02:25:00,609 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][] guestaccess.flowmanager.step.

MBES | ISEREMSTER. REOKTAZARURI , B{RE 5SPITHE LRI [,
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 https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-
Configure-ISE-2-1-Guest-Portal-with-Pin.html

* https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-
configure-ise-2-3-sponsor-portal-with-ms.html

* https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html

* https://www.safaribooksonline.com/library/view/spring-security-
essentials/9781785282621/ch02.html

 https://developer.okta.com
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https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://developer.okta.com
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