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!
aaa new-model
!
!
aaa group server radius ISE-GROUP
server name ise
!
aaa authentication dotlx default group radius
aaa authorization network default group radius
aaa accounting update newinfo
aaa accounting dotlx default start-stop group radius
!
!
aaa server radius dynamic-author
client

server-key Krakowl23
|
dotlx system-auth-control
|
11dp run
cdp run
!
interface GigabitEthernetl/0/1
description IP_Phone
switchport mode access
switchport voice vlan 101
authentication event fail action next-method
authentication host-mode multi-domain
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
mab
dotlx pae authenticator
dotlx timeout tx-period 2
spanning-tree portfast
|
radius server ise
address ipv4

auth-port 1812 acct-port 1813
key
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AR EYSAEERALLCH BRI S E R 1 (VSA) RIEHISE,

TESREA TR S HEICKEESRBREUTELY

radius-server vsa send accounting
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1. AEEEMCDP/LLDPIRERRLE B F BED TR E . X FCisco IPEESS11 , BAUERUT &

A .

+ LLDP SystemDescription/&
« CDP CachePlatform/& 1%

BB ES MR RBIEAToIMRBNEME. Ak , HFMEIWork Centers > Profiler >
Profiling Policies , fRfFiEE B ITE MY 27 KL

Profiler Policy List > Cisco-IP-Phone-8811

Profiling ) )
Profiler Policy
* Name Cisco-IP-Phone-8811 Description | Policy for Cisco-IP-Phone-8311
5
= Profiling Policies Policy Enabled
&3 Logical Profiles
* Minimum Certainty Factor 70 (Valid Ramge 1 to 65535 )
Al Profiles
* Exception Action MNONE A
* Network Scan (NMAP) Action MNONE bl
Create an ldentity Group for the policy Yes, create matching ldentity Group

© No, use existing ldentity Group hierarchy

* Parent Policy Cisco-IP-Phone o
* Associated CoA Type Glaobal Settings w
System Type Cisco Prowidad

Conditions Details

Rulas
Cisco-IP-Phone-8811-
Name
Rule3-Checkl
i Condition  Gisco-IP-Phone-8811-Rule2-Che Condition for Cisco-IP- 0

Description Phone-8811, based on
i Condition Cisco-IP-Phone-8811-Rule3<She o
LLDP:lidpSystemDescriptic

f  Condition  Cisco-IP-Phone-8811-Rule]-Che LLDP:NidpSystamDescriptic 70
Expression
’ CONTAINS 8811

1 3




ET—NREESEYP , E9H#HFCisco-IP-Phone-881 1M LI BN HR/INAEMR FH70, EERTR
Pl E—BHRENBEMERFN70. BR , EISEDEHKLLIKE B4 20 , LimikSH0H
RERREEXX R ATE SR,

st Ciseo-IP-Phone-8811
Profiling

Profiler Policy

3
* Name Cisco-IP-Phone-8811 Description Policy far Cisco-1P-Phane-8511
&~
Profiling Policies
9 Palicy Enabled
Lagical Profiles
* Minimum Certainty Factor 70 (Valid Range 1 to 65535 )
Al Profiles
* Exception Action NONE ~
* Metwork Scan (NMAF) Action MNONE ~
Create an Identity Group for the policy Yes, create matching Identity Group

© Mo, use existing ldentity Group hierarchy

* Parent Policy Cisco-IP-Phone ~

* Associated CoA Type Global Settings '

System Type Cisco Provided

Rules
If Condition Cisco=IP=Phone=8811=Rule2-Cheok Then Cenainty Factor Increases
It Condition Cisco-1P-Phone-8811-Rula3-Cheok 1 Then Certainty Factor Increasas
If Condition Cisco-IP-Phone-8811-Rule1-Check1 Then Cernalinty Factor increases 70

AR BDMARERNCisco IPRE , KIURRIA REENHFHNRESRME, oHER4m0T
BLEARRE (JRPEERKI0 ) MEBPEE (HPEERK20) . BMESTHRTHRXFA
MREXH , EATFES TN/ EMNCisco IPBEE , EABNPEFERSHE/NIEER
FH70, REFIBEAEFRSTEENEEXX .

2.EBERMNILIERIIK , —NATCDP , Z—NMATLLDP, XL RMFLRE 44N E = ERadiusid
MOESH (SRR AN ) o

3. ACDPHLLDPRIEFH NI IEM MG, TEfilter-specH |, LA LUE RATIIEEICIKE S P RBEBRAY
BEIR, EARTRAS , SEUTES :

. RECDPHREEHNT AR

« RELLDPH RSt 1% EA




MRFE , B LEEBEIRadiusZ R EIISERN EttE M ( tbPTREZALERN ) o

4 7% bhdevice-sensor notify all-changesii© , MAE RN HAETER, & RRMIBRTLV BT it & B #o

5. ERIFBRERBBRENEER , BEEdevice-sensor accounting@i To

!
device-sensor filter-Tist cdp Tist cdp-Tlist

tlv name device-name

tlv name platform-type

!
device-sensor filter-Tist 11dp Tist 11dp-Tist

tlv name system-description

!

device-sensor filter-spec 11dp include Tist 11dp-1ist
device-sensor filter-spec cdp include Tist cdp-list
!

device-sensor accounting

device-sensor notify all-changes
|

AR RBERBDONXFNTLVAEEE CatalystF & FIOS XEMAM F. #IAEEMEA
MR FENEEEEPN® TGN T ANTLY, S R3.EISELEE D,

1.7£Administration > Network Resources > Network Devices P33 ALiR 11 K ix K, FHI
A BIRadius Bk 55 85 247 /E 9 Authentication Settings:




Metwork Devices Network Device Groups Network Device Profiles External RADIUS Servers

Network Devices
Network Device: st > Tes1_Switch

s 3 : Metwork Devices
Device Security Settings

Mama Test_Switch

Description

IP Address I «Switch_IP>
Dovice Profile & Cisco o
Model Name W
Software Version v

Metwork Device Group

Location All Locations w
IPSEC No w
Device Type All Device Types w

RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret | s I Show

|_J Use Second Shared Secret

Second Shared
Secrat

CoA Port 1700

RADIUS Server Sequences External MDM

3z

Set To Default

Set To Default

Set To Default

Set To Default

pxGrid Direct Connectors

2EISETREERSHRS. SMEEE>RE>HE , RRISETV R , AE KBRS ERF LS
RAOMRSGED, FELESMBENPSNT R ELEASMERS. NERARBAMENERN , RAEHE

feR NS A D THWPSNA LR SRS FRAA R,




v Policy Service

» Enable Session Services ()

Include Node in Node Group  None v (i)

DEnable Profiling Service (i)
(] Enable Threat Centric NAC Service (7)
[J > Enable SXP Service ()

[:] Enable Device Admin Service (i)

C] Enable Passive Identity Service (i)

3.ES T R EBARadiusi®FN . SMiE/Administration > System > Deployment , E#RISET R
, ARG A EProfiling Configurationi£ T+,




Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks

Deployment Nodes List > ise34-3
Deployment

= ‘
Edit Node
5 o Deployment
General Settings Profiling Configuration
= PAN Failover
>  NETFLOW
> DHCP
> DHCPSPAN
> HTTP

@O - RADIUS

Description

The RADIUS probe
collects RADIUS session

F.
8]
v
atiributes as well as COP,

>  Network Scan (NMAP)

4. FFCoA ( BN ED ) KB RENReauth , LEESMENLIRMITEMFHRIUE, LI, FEK
1% F Endpoint Attribute Filter, SfiiE|Administration > System > Settings > Profiling,




] Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings

Profiling

~ Profiler Settings

(] A Settings Cof Type* I Reauth e
Posture » . —_—

3 Current custom SNMP community strings === ssssss
Profiling

. Change custom SNMP community strings
Pratocels

Cenfirm changed custom SNMP community strings:

Endpoint Scripts

I EndPaint Attribute Filter I

Anomalous Behaviour Detection

Anomalous Behaviour Enforcement

m Time Custom Attribute for Profiling Enforcement

Prafiling for MUD

Data ¢
Profiler Forwarder Pergistence Queue

Natwork Success Disgnostics s & i §
e = ' X355 Security Scan Enforcement for EndPoint Probe Data

DHCP & DNS Services

~ MFC Profiling and Al Rules

MFC (multi-factor classifciation) introduces four attributes for profiling endpoints. Cisco Al Analytics requires MFC for rule suggestions. Should you choose t
MFC |abels for the existing endpoints will remain unchanged

Enable

AR REXKEELATHEFSALEEMIIES  UBRBETS AL EN DR
FEat B RE R

ERYHAFENAFIRRFNEN | B0 62 6E R ZE A Profilerk A M KR, 7]
kR B AN FENCEFEMEN R IIR, MRENMORDHR D XN KA

T BEELTXAAMRLRSRPEFTRRENEY  AFEEERI M RBEPEENF
HFNAEMRZERHITHER, MMNOUIEREATERENFEREREN VR IMEEERE

o

5.EEISESHWRIEMN




Stat SetName  Deserd ption Conditi wed Prob IS: Seq
L]
Status  Rule Name Conditions Use Hits Actions
® Opti {::.}
Opti &
© é

6.BEISERNAMN, AT HHERIPEEAN , ZMNEISELTEE !

&) LABL B W] 3T SHcatch SRIERVRAUREE , RFLRIRIRBMERNX ( BRTEA ) , SIBAREMEEICHK
BRIPRIE, WA, QEE —NERBOMETACENEKE , BRIZZ AL R MERHSE

SR
ﬁl No

56 E

ERIIESTHTREEETIH , S H®R /> Radius > Live Logs on ISE:




Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Dovices RADIUS Drops. Cllant Stopped Responding Repeat Countor

0 0 0 0 0

Maver w  Latest 20 records w  Last 5 minuies .

Tima Status Datalls  Repea..  ldentity Endpoint 1D Endpoint Profile Authentication Policy Authorizatien Policy Authorization Profiles

p 10, 2025 02:36:12.9,

Last Updated: Fri Sep 19 2025 15:35:00 GMT-0700 (Pacific Daylight Time} Records Shown; 6

HELIPHEFERGIF , 802 AXTHTHHRIE , K RABIEE BN S EINFEIEREMAB, XN TF
EF802.1XKY K , AT HRIBITH

MAB & 3 3E7E T 402:36: 145 1. EXATHER , REZAHE DA BERHEE , R AMACH1E
OUIEERIXE , EMENXNERHNEZE O MRBEITE, —BRFWBIMKZIARE , RBVHBESE
Radius Accounting##E @ K ECDPHILLDPE . T 42:36:15,ISEZ 4% i H KX CoA L A& | &
FEMRIUE, ECoARINE , KR EHWIEH i BRIPBFNRUKE,

f£Administration > Identity Management > Identities > Endpoints® , &7 LA 9 L iwMACHE
TR , HEBRadiusiRMIBERENBHRB R HE .

e ldentity Services Engine Contaxt Visibility / Endpoints
] Bockmarks Authentication EYOD Compliance Compromised Classification Guest Vulnerable Hardware 5G pxGrid Dirgct
I Daskboard

| Context Visibility INACTIVE ENDPOINTS: ] AUTHENTICATION STATUS ] AUTHENTICATIONS ] NETWORK DEVICES
A Operations —_—  —
U Palicy
4. agministration
& discennecied - 100%
# loeat_sems

A Work Genters

Interactive Hell

1T
MAC Address Status 1P Address Userna e Hastname Location Endpaint Profile Authaentication Fallure Re... Austhentication ... Authorization P Authantication Protc




bl |dentity Services Engine Context Visibility / Endpoints

cisco
OriginalUserName eBeb34dabsiy
J'  Bookmarks PolicyVersion 2
™ Dashboard PostureApplicable Yes
PostureAssessmentStatus MotApplicable
11 context Visibility
PreviousMACAddress E8.EB:34:D9:B8F7
‘\ Operations QuickResponseSent false
' Policy RadiusFlowType WiredMAB
SSID 50-1C-B0-78-EF-01
4. Administration
SelectedAccessService Default Network Accass
mll Work Centers SelectedAuthenticationidentityStores  Internal Endpoints
SelectadAuthorizationProfiles ParmitAccess
%) Interactive Help Service-Typa Call Check
StaticAssignment false
StaticGroupAssignment flalse
StepData 5= Normalised Radius.RadiusFlowType, 7=Intarnal Endpoints
Total Certainty Factor 218
TotalAuthenLatency 10
UsaCase Host Lookup
User-Mame E8-EB-34-D9-BB-F7
UserType Host
allowEasyWiredSession false
cdpCacheDeviceld SEPEBEB34D9BEF7
cdpCachePlatform Gisco IP Phone 8811
epid apid:b5640afa-eeb5-3378-a590- 281283024 91d
isDcsSignificantAttrsModified false
lidpSystemDescription Cisco IP Phone 8811, V1, sip88xx.12-8-1-0101-482 loads

WMIBFANER | FEZEDITENEBEREN215, IREANKHECEBZREIZEHEESXH (LB
ERH N30 ) MERIPHFREXH (LBERKNLIS) . I, 2 ERETE Cisco-IP-Phone-
8811THVELE XA NEMH |, LEEXHNBERBN140 ( RESFTKE , SNEHERNT0)
SREFTR : 30 +45+ 70 + 70 = 215,

HUBE HEER

$1 KW CDP/LLDPERE R

Switch#show cdp neighbors GigabitEthernetl/0/1 details

Device ID: SEPESEB34D9B8F7

Entry address(es):

Platform: Cisco IP Phone 8811, Capabilities: Host Phone Two-port Mac Relay
Interface: GigabitEthernetl/0/1, Port ID (outgoing port): Port 1

Holdtime : 151 sec



Second Port Status: Down

Version :
sip88xx.12-8-1-0101-482.7oads

advertisement version: 2

Peer Source MAC: e8eb.34d9.b8f7

Duplex: full

Power drawn: 6.086 Watts

Power request id: 63418, Power management id: 4
Power request levels are:6086 0 0 0 O

Switch#show 11dp neighbors GigabitEthernetl/0/1 details
Local Intf: Gil/0/1

Local Intf service instance: -

Chassis id: 0.0.0.0

Port id: ES8EB34D9B8F7:P1

Port Description: SW PORT

System Name: SEPES8EB34D9B8F7

System Description:
Cisco IP Phone 8811, V1, sip88xx.12-8-1-0101-482.1o0ads

Time remaining: 175 seconds
System Capabilities: B,T
Enabled Capabilities: B,T
Management Addresses - not advertised
Auto Negotiation - supported, enabled
Physical media capabilities:
1000baseT (FD)
100base-TX(FD)
100base-TX(HD)
10base-T(FD)
10base-T(HD)
Media Attachment Unit type: 30
Vlan ID: - not advertised
Peer Source MAC: e8eb.34d9.b8f7

MED Information:

MED Codes:
(NP) Network Policy, (LI) Location Identification
(PS) Power Source Entity, (PD) Power Device
(IN) Inventory

H/W revision: 1
F/W revision: sb2388xx.BE-01-027.sbn size=-1

S/W revision: sip88xx.12-8-1-0101-482.Toads

Serial number: FCH25023CZN

Manufacturer: Cisco Systems, Inc.

Model: CP-8811

Capabilities: NP, PD, IN

Device type: Endpoint Class III

Network Policy(Voice): VLAN 101, tagged, Layer-2 priority: 5, DSCP: 46
Network Policy(Voice Signal): VLAN 101, tagged, Layer-2 priority: 4, DSCP: 32
PD device, Power source: PSE, Power Priority: Unknown, Wattage: 5.9

Location - not advertised



Total entries displayed:

1

R

Ch

LUES

OCEAN#sh access-session
Interface:
IIF-ID:
MAC Address:
IPv6 Address:
IPv4 Address:
User-Name:
Status:
Domain:
Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:
Current Policy:

Local Policies:

Service Template:

Security Policy:
Security Status:

Server Policies:

Method status Tist:

ETRRENEMHIE

int gigl/0/1 det
GigabitEthernetl/0/1
0x172041DB
e8eb.34d9.b8f7
Unknown

Unknown
E8-EB-34-D9-B8-F7
Authorized

DATA

multi-domain

both

N/A
F24D300A0000001B9A787BED
0x0000012b
0x79000011
POLICY_Gil/0/1

Should Secure
Link Unsecured

Method State
dotlx Stopped
mab Authc Success
KEREBBHATCDPHILLDPHHY. KRERBFETABEXCDP/LLDPHIEERRIAG T , URIXLEdp
W R LIk RIE Mo

Switch#show running-conf
cdp run
Switch#show running-conf
11dp run

ig all | include cdp run

ig all | include 11dp run

HLIRE B mMEPRIEZ

Ll
i)

FRIEARERRI LN FHRIESFEARS (LMK )

DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

=B XFCDP/LLDPZ,



TRORBERRERBER

Switch#show device-sensor cache interface GigabitEthernetl/0/1

Device: e8eb.34d9.b8f7 on port GigabitEthernetl/0/1

Proto Type:Name Len Val
LLDP 6:system-description 56 0C
50
38
73
32
31
64
CDP 6:platform-type 23 00
20
20
CDP 1:device-name 19 00
45
37

ue
36
20
31
69
2D
2D
73
06
49
38
01
42

43
50
31
70
38
34

00
50
38
00
33

69
68
2C
38
2D
38

17
20
31
13
34

73
6F
20
38
31
32

43
50
31
53
44

63
6E
56
78
2D
2E

69
68

45
39

6F
65
31
78
30
6C

73
6F

50
42

20
20
2C
2E
31
6F

63
6E

45
38

49
38
20
31
30
61

6F
65

38
46

Text
.6Cisco I
P Phone 8
811, Vi,
sip88xx.1
2-8-1-010
1-482.7o0a
ds
..Cisco
IP Phone
8811
..SEPES8
EB34D9B8F
7

NRELFERAETIEAREREET TR
KRNI/

, IWRIUEFHIE

{Tdevice-sensorin 5y ; 44512

pupA--2

FB3IKERadiusiEkFP—_—REEFEERM

& A LA 36 7E R ¥l _£i= 1Tdebug radiusis £ RAE RIRALMISEZ B THIE 2 IR,

Radiusifiz

Switch#debug radius

Switch#set platform software trace smd switch active RO dotlx-all verbose
Switch#show platform software trace Tevel smd switch active RO | inc dotlx

dotlx Notice
dotlx-all Verbose
dotlx-redun Notice

EZRPIR , TLUETHSS

Switch#set platform software trace all notice
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Switch#show logging

2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19
2025/09/19

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.
25.

process smd | include RADIUS

431793040
431800182
431804371
431808600
431811616
431815180
431817947
431822305
431826085
431828885
431832691
431835418
431839009
431842591
431846145
431851298
431854702
431859269
431863238
431866514
431870007
431873587
431882560
431885338
431933331
431937105
431940547
431973200

{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:
{smd_RO-03}{1}:

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:
[23554]:

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Send Accounting-Request

authenticator 37 19 72

Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
User-Name
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair

Called-Station-Id
Calling-Station-Id

NAS-IP-Address
NAS-Port-Id
NAS-Port-Type
NAS-Port

Calling-Station-Id
Called-Station-Id
Acct-Session-Id

Acct-Authentic
Class

Acct-Status-Type
Event-Timestamp
Acct-Delay-Time
Started 5 sec timeout

HHEIRHIR

[26
[1]
[26
[1]
[26
[1]
[1]
[26
[1]
[26
[1]
[30
[31
[4]
[87
[61
[5]
[31
[30
[44
[45
[25
[40
[55
[41



Time Source Destination Protocol Length Source Port Info
42 2025-89-19 15:36:14.065188 18.48. 18.48.30.117 RADIUS 426 62231 Accounting-Request id=173
48 2025-89-19 15:36:15.687154 18.48.77.242 10.48.30.117 RADIUS 450 62231 Accounting-Request id=174
54 2825-89-19 15:36:24.151526 18.48. 18.48.38.117 RADIUS 458 62231
25-8¢ :36:33.47. 5 18.48 117 RADIUS 62231

ptured (42e@ bits)
[ _8d:2a:f3 (
Internet Protocol Version 4, Sr 242, Ds
User Datagram Pr ol, Src Port:

i fedb76f118¢

Attribute Value Pairs
Bl AVP: t=Vendor-Specific(26) 1=35 vnd=ciscoSystems(9)
Type: 26
Length: 35
Vendor ID: ci (9)
[ VSA: t=Cisco-AVPair(1l) 1=29 val=cdp-tlv=\Pee\ee1\eea\e17SEPESEB34DIBEF7
AVP: t=Vendor-Specific(26) 1=39 vnd=ciscoSystems(9)

e ID: ciscoSystems (2)
[ VSA: t=Cisco-AVPair(l) 1=33 val=cdp-tlv=\00@\886\088\0823Cisco IP Phone 8811
AVP: t=Vendor-Specific(26) 1=75 vnd=ciscoSystems(9)
26

AVP:

AVE:

AVP:

AVP: ) 1=19 val=58-1C-Be-78-EF-e1
AVP: t=Calling-Station-I 19 -EB-34-D9-B8-F7
AVP: t=NAS-IP-Addr (4) 1=6 vz LAB.T7T7.242

AVP: t= 22 abitEthernet1/8/1
AVP: C pe(6l) 1=6 val=Ethernet(15)

AVP: ort(5) 1-6 val=5@1e1

AVP: ing-Station-Id(31) 1=19 val=E8-EB-34-D9-B8-F7
AVP: t 1] i ) 3-1C-B8-78-EF-81
)
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PSN7 ft Administration > System > Logging > Debug Log Configuration > PSN > Profiler >
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Diagnostic Tools Download Logs Debug Wizard

—
Drebueg Profile Conflguration

Hode List & ised4-3 deasalel local
Dwbig Log Configuration

Debug Level Configuration

# Cumeni Disk Space Usage - SBGE (23%] & Predicied Space Usoge for Debug Logs - 35 5GE (14%)

Reset to Default Log Filter Enable Log Filter Disable Al v
Component Name . Description Log Level Reset to de..  Log file Name Log Filter Max File Size (MB) File Count
O portal- pession-manager Portal Session Manager debug mes...  INFO - guest log Disabled 10 Default 30 Defaa
O portal-web-action Base Portal debug messages INFO ... - guest.log Disabled 10 Dafault 30 Defa
O posture Posture debug messages INFO .. - ise-psc.log Disabled 60 Default 15 Defa
] previewportal Praview Portal debug messages INFO .. - guest log Disablad 10 Default 30 Dala
EI profiler profiler debug messages INFO ., - profilerlog Disabled G0 Default 50 Defa
o] pOMetheus Prometheus Debug Logs INFO .. - prometheus.log MiA 10 Default 10 Dafa
O ProtocolsEngine-AAA AAA Protocols Engine runtime mess... WARN ... - protocols-angine. log Disabled 341 Default 10 Defa
1 PeoteeslsEngina-conlig ABA Protosals Engine runtiome confi..  WARN . - protesols-angine log Disalilad 341 Default 10 Del'al
O ProtecolsEngine-GRPC GRPGC Protocols Engine runtime me...  WARN .. - protocots-angine log Disabled 341 Default 10 Defa
O Protocols Engine-logging customer logs for Protocols Enging  WARN .. - protocols-engine log Disablid 341 Default 10 Deafa
] provisioning Client Provisioning client debueg me...  INFO .. - kse-psc.log Disablad 60 Default 15 Dafa
O prrt-JiNI prrt policy decision request process...  INFD - prrt-managemant.log Disabled 10 Default 30 quav
1 3

Debug Log Settings

You can configure the maximum file size and the number of files for each
debug log component. You can also specify the date/time after which these
values must be reset to default.

Component Name: profiler

Log Level
DEBUG ~
Default: INFO

Max File Size (MB) File Count

60 50
Default: 60MB Default: 50

Reset to default in

15 mins v

from now
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2025-09-21 07:14:07,574 INFO [RADIUSParser-1-thread-2][[]] cisco.profiler.probes.radius.RadiusPc
2025-09-21 07:14:07,574 DEBUG [RADIUSParser-1-thread-2][[]] cisco.profiler.probes.radius.RadiusPzc

- HiIRAETREKI DB

2025-09-21 07:14:07,574 DEBUG [RADIUSParser-1-thread-2][[]] cisco.profiler.probes.radius.RadiusPc
2025-09-21 07:14:07,574 DEBUG [RADIUSParser-1-thread-2][[]] cisco.profiler.probes.radius.RadiusPc
2025-09-21 07:14:07,574 DEBUG [RADIUSParser-1-thread-2][[]] cisco.profiler.probes.radius.RadiusPc

- BIRAETRRF[ELEREH :

2025-09-21 07:14:08,709 DEBUG [pool-55-thread-8][[]] cisco.profiler.infrastructure.probemgr.Forwz

,name=
1
MAC: E8:EB:34:D9:B8:F7
Attribute:AAA-Server value:ise34-3
(... more attributes ...)
Attribute:User-Name value:CP-8811-SEPES8EB34D9B8F7
Attribute:cdpCacheDeviceld value:SEPES8EB34D9B8F7
Attribute:cdpCachePlatform value:Cisco IP Phone 8811
Attribute:11dpSystemDescription value:Cisco IP Phone 8811, V1, sip88xx.12-8-1-0101-48-
Attribute:SkipProfiling value:false
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2025-09-21 07

2025-09-21 07

2025-09-21 07

2025-09-21 07

2025-09-21 07

:14:08,714 INFO
:14:08,724 DEBUG
:14:08,727 DEBUG
:14:08,729 DEBUG

:14:08,729 DEBUG

[poo1-3352-thread-8][[]]
[poo1-3352-thread-8][[]]
[poo1-3352-thread-8][[]]
[poo1-3352-thread-8][[]]

[poo1-3352-thread-8]1[[]]

cisco

cisco

cisco

cisco

cisco

.profiler.
.profiler.
.profiler.
.profiler.

.profiler.

infrastructure

infrastructure

infrastructure

infrastructure

infrastructure

ENANAESR , REJLHFMEI DRG] , ARERE MM

.profiling.Profile
.profiling.Profile
.profiling.Profile
.profiling.Profile

.profiling.Profile
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https://www.cisco.com/c/en/us/solutions/design-zone/campus-branch.html#~guides
https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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