N ERISERY M 4% & Bl E & T BRI /Y
TACACS+15 ]

B =%

ELBISE
S 1 olEetE A B EARS
S’ 2 BIBTACACS+EIIBE
S}, 3 BIETACACS+ELE X4
SR 4 BIETACACSEINEHE

R BN BB E DRSS 51 Z(ISE)F RV IRE B E R E B E T8 M B Ay RN

FRFAF

=R
BRIEBNE T B TacacsthU N & 4IRS 512 (ISE)E &,
FERNAH

AP EEETUTREMEFRE

« Cisco Catalyst 93003 ##l , H ¥ #FCisco IOS® XE 17.12.5K E SR
o BRUSEMRAIIRESRA

ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTENRS , FEHRETRAERSHBERRE,



b B /=
B == EE\

BRI R BN SRS 5IZE(SE)AIRBAM |, & LU U5 R M 4 5 R AY 45 E M P A E AN
NEERMEEN . XERBITERAUBENABMEENF. SHEANNRER , FRE
MENRREEXH , RTFELHRMEHRRR,

BRISERZFatAM B HZM  ARFRBEEEN N AHKXYAEKE. XN TREETIRERN
WEERNABREFHLAEEA,

ARAEBR T ARFE TRt E ( A—ZEEE , 08:00-17:00 ) A ARFTACACS+ERE S A &R & HIEL
B, R LAS R ERIMEL B RINEE,

BliE
R 5

.:-'4-:.

JTH

PC C9300A ISE

BLEISE
SR 1 el EA B AR

xR S EIPolicy > Policy Elements > Conditions > Time and Date , RifAdd,
SHER . TERE

1% & Time Range Standard Settings > Specific Hours: 09:00 AM - 06:00 PM



S 2 BIETACACS+am &
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R (Results)> Tacacs#p © 8 (Tacacs Command Sets).

MREREFLECLIGS |, Bk Permit any command that is not listed belowEi%4E , AF ¥ &
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S B TYEF(Work Centers)>1% & & (Device Administration)>Z k& 7t & (Policy Elements)>45
R (Results)> TACACSHL & 3 #4(TACACS Profiles), ¥ Add.
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aaa new-model

aaa authentication login default local group tacacs+

aaa authentication enable default enable group tacacs+
aaa authorization config-commands

aaa authorization exec default local group tacacs+

aaa authorization commands 0 default local group tacacs+
aaa authorization commands 1 default local group tacacs+
aaa authorization commands 15 default local group tacacs+

tacacsfR 5588 ISE
address ipv4 10.127.197.53
key Qwerty123
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* RuleEngine-Policy-IDGroups
* RuleEnginef& 1%

- REE5|ZE
* epm-pdp
* epm-pip
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show logging application ise-psc.log

2025-06-17 21:56:49,560 DEBUG [PolicyEngineEvaluationThread-7][[]]
cpm.policy.eval.utils.RuleUtil -::::- 360158683110.127.197.5449306Authentication3601586831:1¥
& FN| — <Rule |d="cdd4e295-6d1b-477b-8ae6-587131770585">

<%t Lhs-operand="operandld" Operator="DATETIME_MATCHES" Rhs-operand="rhsproand"/>
</Rule>

2025-06-17 21:56:49,560 DEBUG [PolicyEngineEvaluationThread-7][[]]
cpm.policy.eval.utils.RuleUtil -::::- 360158683110.127.197.5449306Authentication3601586831: &£
Aidi¥ {4 %4 — 72483811-ba39-4cc2-bdac-90a38232b95e - LHSIRELId — BRIEIA, ESEFF
DATETIME_MATCHES, RHS#{E¥Id - rhsoperand

2025-06-17 21:56:49,560 DEBUG [PolicyEngineEvaluationThread-7][[]]
cpm.policy.eval.utils.ConditionUtil -::::-
360158683110.127.197.5449306Authentication3601586831: 5k #FIhsproand{E —
com.cisco.cpm.policy.DTConstraint@6924136¢ , rhsproand{& —
com.cisco.cpm.policy.DTConstraint@3eeea825

2025-06-17 21:56:49,560 DEBUG [PolicyEngineEvaluationThread-7][[]]
cpm.policy.eval.utils.RuleUtil -::::- 360158683110.127.197.5449306Authentication3601586831:5&
¥4 R — 72483811-ba39-4cc2-bdac-90a38232b95eiR [El — false

2025-06-17 21:56:49,560 DEBUG [PolicyEngineEvaluationThread-7][[]]
cpm.policy.eval.utils.RuleUtil -::::- 360158683110.127.197.5449306Authentication3601586831: 79
SHREBELS R - 72483811-ba39-4cc2-bdac-90a38232b95e: 1R

HAFEE LA RZ BT SSHEEEIIRILE , fFSTime and Date Condition ( B[RRI B HA% 4
) o

show logging application ise-psc.log

2025-06-18 11:22:18,473 DEBUG [PolicyEngineEvaluationThread-11][[]]
cpm.policy.eval.utils.RuleUtil -::::- 181675991110.127.197.5414126Authentication1816759911:1¥
& FN| — <Rule |d="cdd4e295-6d1b-477b-8ae6-587131770585">

<% Lhs-operand="operandld" Operator="DATETIME_MATCHES" Rhs-operand="rhsproand"/>
</Rule>

2025-06-18 11:22:18,474 DEBUG [PolicyEngineEvaluationThread-11][[]]
cpm.policy.eval.utils.RuleUtil -::::- 181675991110.127.197.5414126Authentication1816759911:f&
Aidi¥ {4 %4 — 72483811-ba39-4cc2-bdac-90a38232b95e - LHSIRELId — BRIEIA, SERF
DATETIME_MATCHES, RHS#E%Id - rhsoperand




2025-06-18 11:22:18,474 DEBUG [PolicyEngineEvaluationThread-11][[]]
cpm.policy.eval.utils.ConditionUtil -::::-
181675991110.127.197.5414126Authentication1816759911: 5 #lhsproand{& —
com.cisco.cpm.policy.DTConstraint@4af10566 , rhsproand{g —
com.cisco.cpm.policy.DTConstraint@2bdb62e9

2025-06-18 11:22:18,474 DEBUG [PolicyEngineEvaluationThread-11][[]]
cpm.policy.eval.utils.RuleUtil -::::- 181675991110.127.197.5414126Authentication1816759911:5&
HiFh4E R — 72483811-ba39-4cc2-bdac-90a38232b95eiR [E] — true

2025-06-18 11:22:18,474 DEBUG [PolicyEngineEvaluationThread-11][[]]
cpm.policy.eval.utils.RuleUtil -::::- 181675991110.127.197.5414126Authentication1816759911: 79
SR BLE R - 72483811-ba39-4cc2-bdac-90a38232b95e:true

HXEER
- BRISEIRREEMNCIEIERE
=R BRE

- REALVRESBNATRER GRS ?
Yes. & 0] LLGI 2 T [ 49 IRA K BE H o5 H 85 82 B o 18] ke 4

flgn
EIEREELER
BN R R RIRG R
BXRTEETIE

« MRERGHEFEBHIFEL , SREMFAER?
ISERJBER A N EFRY REE A E A M MATE TR RNAN . WRAABRZMISET LER
B HINTPIR,

- ETHHENKEREAUSHMSEMA (Fl, AFgae, RJRE ) 586R 7
Yes.BHEZMHATUAEREANFHWEMBEESER , LIEBHAB LT 2RI RES,

« TACACSHHMINAEZMGTTERBIBFETHRAEMNIGR+?
Yes. ETF BN KAF TR FHFRRZAETHIZEGSENTTR , EABURFRAKIEMEE X
HHBERR.


https://community.cisco.com/t5/security-knowledge-base/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365
https://community.cisco.com/t5/security-knowledge-base/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365
https://community.cisco.com/t5/security-knowledge-base/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



