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1. 2FZBRRREE A MISE PSNT S MICLI , HEidi=1Tshow interfacefr S UE a] AiEN :
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AR EUEED , ISERNEE=MED , EXEGigabit Ethernet 1320, MHEMNZ IR T
ATEREMBEONIPHU, BRIAMBERT |, ISERZSIFANTIKUAMED,

2. ME—PSNTI SEICLI , BEZETA T SHFRAKMIZEO D EIPHL

* hostnameofise#configure t

* hostnameofise/admin(config)#interface Gigabit Ethernet 1

- hostnameofise/admin(config-GigabitEthernet-1)# <ip address> <subnet netmask> %5
\Pth 31t 7] BE 5 Hise IR S E %5 38

- BRESSEFRIPH ?

- BREHE? (R, TR

SHITEBR2EEHISET RRSEFH B3N, ERIUFISERSHVIRE |, iE121Tshow application status
isetn T HERBSWRBSEREET , XUTTIEEHEBHR .
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4. @I 1E1Tshow interfaceis S RIEGig13E O IP#h L




MCLIBIEISE Gig2#Z O IPith it
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Status
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NTACACS+EL B H &5

ATACACS+ B 171 iE FZINEBLE Cisco |IOSHEE H S

1. BFIBHBWCLIHZTUATHS

NEmHzRPHEETACACS:

« ASR1001-X(config)#aaa new-model — fENADH /Z Faaaff EW &G T

« ASR1001-X(config)#aaa session-id common, — fENADH S FHaaaffENH T
+ ASR1001-X(config)#aaa authentication login default group tacacs+ local

« ASR1001-X(config)#aaa authorization network list1 group tacacs+
« ASR1001-X(config)#tacacs server ise1

(
(
(
+ ASR1001-X(config)#aaa authorization exec default group tacacs+
(
(
(

o

« ASR1001-X(config-server-tacacs)#address ipv4 <TACACSARS 85 fYIP# 1> . — ISE#EOG1

1Pt 31t
- ASR1001-X
- ASR1001-X
- ASR1001-X
- ASR1001-X
- ASR1001-X
- ASR1001-X
- ASR1001-X ( B2 ) #exit

config-sg-tacacs+

AN AN AN AN SN /S

)
)
)

config-server-tacacs)# key XXXXX
config)# aaa group server tacacs+ isegroup
config-sg-tacacs+)#serverfrise1
config-sg-tacacs+)#ip vrf forwarding Mgmt-intf
#ip tacacs source-interface GigabitEthernet0
config-sg-tacacs+)#ip tacacs source-interface GigabitEthernet1

2. RTEHRHBTACACS+EE R , BdZE1Tshow run aaatn

SRIETACACS+ELE




ASR1001-X#show run aaa

aaa authentication login default group isegroup local

aaa authorization exec default group isegroup

aaa authorization network list1 group isegroup

username admin password 0 XXXXXXX

tacacsfr S5 ggise

address ipv4 <TACACSHR S5 25 /9 IP i 11t >

AR XXXXX

aaa group server tacacs+ isegroup

B 5588 & Frise

ip vrf forwarding Mgmt-intf

ip tacacs source-interface GigabitEthernet1



aaa new-model

aaa session-id common

ATACACS+HEL & R #r Al

FTACACS+E 1956 iF F IS HL B 3R 4

1. BFRBITRAMCL , HETUAT ST RERRIHPEETACACS:

» C9200L-48P-4X#configure t

- WABRESDT , 81T %, B CNTLZER.

« C9200L-48P-4X(config)#taaafi &5, — FENADH G FHaaarfEMmH

« C9200L-48P-4X(config)#aaa session-id common, — fENADH S FHaaaffENH T,

+ C9200L-48P-4X(config)#aaa authentication login default group isegroup local

+ C9200L-48P-4X(config)#aaa authorization exec default group isegroup

+ C9200L-48P-4X(config)#aaa authorization network list1 group isegroup

+ C9200L-48P-4X(config)#tacacs server ise1

+ C9200L-48P-4X(config-server-tacacs)#address ipv4 <TACACSHRS 238V IPH#tit> — ISE$ED
G1 IPibit,

* C9200L-48P-4X(config-server-tacacs)#key XXXXX

» C9200L-48P(config)#aaa group server tacacs+ isegroup

« C9200L-48P(config-sg-tacacs+)#server#iise1

« C9200L-48P-4X ( BLiE ) #exit

+ C9200L-48P-4X#wr mem

%
 EEETACACS+EEH | tacacs+ R A LRIENBERBE A,

2 REXHTACACS+ELE T , B ZE{Tshow run aaafm TR IETACACS+EL &

C9200L-48P#show run aaa



aaa authentication login default group isegroup local

aaa authorization exec default group isegroup

aaa authorization network list1 group isegroup

username admin password 0 XXXXX

tacacsfr S5 ggise

address ipv4 <TACACSHR S5 25 /9 IP i 11t >

AR XXXXX

aaa group server tacacs+ isegroup

B 5588 & Frise

aaa new-model

aaa session-id common



A

B EH BR300 UE

ERHIMCLIF | B iz1Ttest aaa group tacacsgroupname username password new@ ¥ , KiiE
TACACS+X EB T IKUAM1ZOMNISERN BB K IE,

LA 2% H a8 M ISERY 5 i /Rl

MEE H 2R 50 iF i 1 49:

ASR1001-X#telnet ISEF JK1$01P 49

EEZIRISE Glg 13 01IP , 49..0pen ( KE#ER )

ASR1001-X#test aaa group isegroup router X XXX

EERIER

AP ERYED & 7 KiIiE

RPE%

BF %0 "router"

reply-message 0 "#15 : "

EMISEHITRIE , B EFZGUI > Operations > TACACS live logs , #A/5#ENetwork Device
Details & &£ A B R IP#E 1T IE -




Overview
Type Authantication
Staws Pass
Session Key honey/53052023715
Wessage Text Passed-Authentication: Authentication succeeded
router
Authentication Policy Mew Policy Set 1 »» Default
Selected Authodization N
ety Shall_Prafile
Authentication Details
Generated Time 2025-03-06 05:52:51.374000 +00:00
Logged T 2025-03-06 05:52:51.374
Epoch Time (sec 1741240371
SE Node honey
Massnga Toxt Passad-Authentication: Authentication succaadad
Failure Reasc

Root Cause

Usermame routar

Network Device RouterTest

Notacrc Goics e

Network De " IPSECHIS IPSEC DevicetiNo LocationdAll Locations Device

TypatlAll Devics Types
Device Type Device Typawal Device Types
Location LocationitAll Locations

Device Pori

i Recoived TACACS. Authentication START Requast

Evaluating Pellcy Group ([ Step latency=2ms)
Evaluating Service Selection Policy <) Step latency=0ma)

Queried PIP - Network Access.Device IP Address ([
Step latency=4ms)

Evaluating Identity Policy ([J Step latency=14ms)

Salectad wdentity source sequence - All_Ussr_ID_Stores |
[ Step latency=6mns)

. Selected ldentity Source - Internal Users ([ Step

latency=1ms)

Looking up User In Internal Users IDStone () Step
latancy=0msa)

Found User in Internal Users IDSwre ([ Step

© latency=B0ma)

TACACS+ will use the password prompt from global
TACACS+ configuration ([ Step lstency=1ms)

Returned TACACS+ Authentication Reply ([ Step
latency=0ms)

Received TACACS+ Authentication CONTINUE Requast |
[ Step latency=3ma)

Evaluating |dentity Policy [{J Step latency=3ms)

. Selected Mantity source sequence - All_User_ID_Storas |

7 Step latencysima)

. Selected kdentity Source - Internal Users ([J Step

latency=1ms)

Looking up User In Internal Users IDStone (T Step
latency=0ms)

Found User in Internal Users IDStore (B Step
Iatency=11ms)

Authentication Passed ([ Step latency=1ms)
Evaluating Authofization Policy ([ Step latency=2ms)

Returned TACACS+ Authentication Reply ([J Step
latancy=11ms)

Kk BISERYTACACSSEAY A& — BRHERKIL,

RHRALIUE

ERBABCLIF |, B i21Ttest aaa group tacacsgroupname username password newn@i ¥ , i

IEE X FIRAAM 1O ISERTACACS+E AL -

BUTR R HRALAISERY fai i R

M IS HR A I8 UE ¥% O 49:

C9200L-48P# telnet ISE Gig1#HIP 49

EEZIRISE Gig1##0OIP , 49..0pen ( KRR )




C9200L-48P#test aaa group isegroup switch XXXX#T

IETERIEBRHD

AP EKYESD & 7 KIiIE

APE%

username 0 "switch"

reply-message 0 "% : "

EMISEFHITRIE , iHEFXGUI > Operations > TACACS live logs , A& Network Device
Details > E& 2 &£ A X ALIPBE 1T IR

- Steps
Overview P

. . 13013 Raceived TACACS= Authantication START Request
Requast Type

Evaluating Policy Group ([J Step latency=8ms)

Status . .
Evaluating Service Selaction Policy ([ Step latency=0ms)
Sassion Kay honey/530620237/11 5048 Queriad PIP - Network Access Device IP Addrass ([J
T Step lateney=11ms)
Meszage Taxt Passad-Authentication: Authantication succeedad 15041 Evaluating Identity Policy (g Stap latency=gms)
s041 L1} icy { -
Usemams switch 22072 Selected identity source sequence - All_User_ID_Stores |
77 1 Step Iatency=17ms)
uthentication Policy New Policy Set 2 »> Default 15013 Selected ldentity Source - Intemal Users ([ Step
o latency=1ms)
ted Authorizatlor Shell_Profile
e 24370 Looking up User in Imernal Users IDStore () Step
210
latency=1ms)
Found Usar in Internal Users IDS1one Ste
24212 (| step
atency=89rms)
Authentication Details — TACACS+ will use the password prampt from global
SUR0
TACACS+ configuration ([ Step |atency=0ms)
Generated Timea 2025-03-06 04:10:15.551000 +00:00 13015 FOtumed TACACS+ Authentication Reply (E Step
015
latency=1ms)
Logged Time 2025-03-06 04:10:15.551
15074 Recsived TACACS« Authentication CONTIMUE Request {
Epoch Time (sec) 1741234216 ' 1Y Step latency=7ms)
1 Evaluating ldentity Policy ([ Swep latancy=8ms)
SE Mode noney B
29072 Selected identity source sequence - All_User_ID_Stores (
Massage Taxt Papsed-Authentication: Authantication succeeded N 7 Step latency=22ms)

. Salectod Mentity Source - Intemal Usoers ([ Step

Failure: Reason 3N reney=1img)
Resolution 24210 Looking up Uiser in Internal Users IDStore (T Step
latency=36ms)
Root Cause 24717 Found User in Internal Users IDStore ([J Step
2
: latency=186ms)
switch
#2037 Authentication Passed ([J Step latency=0ms)
Natwork Device Name Switch 15036 Eveluating Authorization Policy ([ Step latency=1ms)
Maotwork Davice 1P -, 13018 Roturned TACACS+ Authentication Reply ([J Step
latency=36ms)

IPSECHIs IPSEC DevicedNo.LocationiAll Locations, Device

Network Device Groups
N o 3roup Typothall Device Typos

Davica Type

Location

Davica Port

Device TyperAll Davice Types

Locations#All Locations




SR BISERITACACSSERT A& — IAHLIILE,

HUEHEER

A IS ETACACS+ S I UM < By — L5 I 8] &,

15 1 : TACACS+EMRIFARM , R4EIR 1 13017 EIR B R AP KR ERAAAR i /Y
TACACS+HiE S,

HMBFRFZ RPN ISERHMERRN , HIEER, ET—1MRBBET , RYLRHFNE
ISERY M LEHIRH o

Wark Centers / Device Administration

J| Bookmarks Overviaw Identities  User ldentity Groups  Ext ld Sourcas Network Resourcas  Policy Elamonts  Dewico Admin Policy Sets Ry ©'F 10T 59t sty s
¥ Dashbeard
i T Network Devices
DTN | et R
Operatl
L
Har LT Prafile Ham Lucation T Deacription
A Administrat lon
Work Centers

WEHER R — MRIRE RAMBNISE,

MRk B R/ MEZZ NSRRI , BIESEAHEEISE, BER , BHEIEERMN , HiRA
Error: 13017 AR M K18 B RAAAZR P im B TACACS+EUIER, "




TACACSX:RT BE — WEIR R AR N INENISERT KM,

MR EIRZ (XA ) TR

Switch#ftest aaa group isegroup switch XXXXXX new
AP#iEg

FRIRFG R ¢ WUERAL/BR B/ EIRE R BRMAISERHIMNEIRE . MBRFMIREZ , HRHME
RENINEISEF M FIREFIR,

FR2: ISERHERBEMEEMNERTUBEMEXNEFTACACS+HES

EISERZRARBEERSHEIMBER. EXHBERT , ISERAZFHES , A ETXFEIXH
A& , AMES BRIERMNRINBISEME T RIMERZTREN, EUHFRFERTD , EISERERR
B2EHE,




= A& ldentity Services Engine

=re Comtar

Administration

A SXP Sarvice

administration / System

5, ISERRBARZEE,

HAPMAMBZRERES ORI , ISEREXRN BEFTAEMAEENER TABRAAEFHE
B, HEISERLBMKZRERIENSYnBIE S , UTHTACACSHHRIFTRE,




| Length Infey
47384 = 49 [5YM] Seq=R Wine65535 Lene@ M35=1388 SACK_PER

ien List (EOL)

ISEFETACACSHIRI LB A A EFHES

ISEFE & 2R UEHAE T & R 3KAY B &

= b ontity Services Engine Oparations / TACADS

L Loas

FZTACACSEET H& — MISERIE

MR GIRE ( Al ) HITRIE

Switch#

Switch#test aaa group isegroup switch XXXX new

AP #EsS

Switch#

*Mar 14 13:54:28.144: T+: MR A<192(0xC0) , &1 | F5I1 , tn%1,SC0
*Mar 14 13:54:28.144:T+:session_id 10158877(0x9B031D),dlen 14(0XE)
*Mar 14



13:54:28.144:T+:28 : AUTHEN/START , priv_Ivl:15#4E : LOGIN ascii

*Mar 14 13:54:28.144:T+:svc:LOGIN user_len:6 port_len:0(0Ox0)raddr_len:0(0x0)data_len:0
*Mar 14 13:54:28. 144 T+ A B © Kdl

*Mar 14 13:54:28.144:T+:¥#% 0 :

*Mar 14 13:54:28.144:T+:rem_addr:

*Mar 14 13:54:28.144:T+: B3 -

*Mar 14 13:54:28.144. T+ & RBES

FRRFR  EISEHEAREERE,

 BEBRTACACS & 13 %6 iiF [B] &R

- BE EERE 3.3

- ATTACACSHRF BHVRF



https://www.cisco.com/c/zh_cn/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,
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