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« Cisco ASA 9.16(4) kX
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ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMELTEIRS , FEHRETRAERSHIBERRE,
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e
Secure Client FTD/ASA ISE PSN Node Active Directory DUO Cloud

‘ VPN connection initiated ‘
Active Directory

. N g
Authentication

If MFA Policy is enabled, PSN invokes 2" factor

authentication with DUO Cloud DUO services

Configuration phase includes . -+ - contacting mobile

. user sync from selected Active device to confirm
Directory Groups to DUQ Cloud second factor
and enrolment of the users authentication

from DUOQ Cloud perspective < > .
‘ DUO confirms successful authentication

« .

| VPN connection established

.‘ "

HIR

1. BLER Br 2181 FActive Directory4l , AFFNEZ EIZ4A , F BREPEMFARS /K G
T CHANSRARK. EHActive Directory AR ZRAF MBS EEHN YR, BXERISEE
EAPIEADuo Cloud , FRAF#AZINE (EBAFTEIMAF ). EMAFLTEEREH



F{EFDuo Mobilefy fJi& 5% |, X R VFAF £ HDuo Pushty —# X & BRI,

2. BZIVPNEEE , AFAAREAFRBNER , AREKTHOK, MEZIRR EPSNAIERADIUST
B)iE Ko

3. PSN¥5 R i@id Active DirectoryXf i Fi#t 1T & BRI,

4. ¥ HMHWIFKRIHBEE TMFAEKRE , PSNA5Duo CloudBt &, &id ERIMISE S B IRIE
APIEFDuo Cloud , LAfEADucAE —RKRFHKIE, ISEFESSL TCPi% 443 L 5Duoshk
ZBE,

5 E—RAEGHRIILE , ARPERE_RESHRIETE,

6. DuoﬂPSNﬁ!&Hﬂﬂl‘]}*#ht\ﬁﬁ_li%mﬂﬁm, S

7. Access-Acceptff KIXFI M FZ 1R & HE UL VPNIEE,

BLE

EERERTENA

1. %1 ZEDuo Admin Dashboard., ERAEE R EIF&EF,

2. BN EEGER>NA>NA B F, EkCisco ISE Auth APIFi&E#E+ Add,

— + Applications
Application Catalog
P
- Browse all of our available applications or check our partnership integrations 7.
o View documentation links for more information about each application.
F
Users . 7
[ (1 Cisco ISE Auth AP 0] | Supported Features ~
]
Devices
sifuat]n, AN
1 CISCO CISCO
e Cisco ISE Auth API Cisco ISE Admin API
2FA Configure Identity Services Engine for Admin
i APl access.
= Configure Identity Services Engine for Auth
Applications APl access.
|: Documentation & Documentation Cf
Reports
Q
Maonitoring
Billing
Settings

ISE& I IEAPI 1


https://admin.duosecurity.com/login

3.i2 FIntegrationkey#Secret® 4

Basic Configuration

[ Application name * | Cisco ISE Auth AP| ‘

Home . < . : :
The unigue identifier of the service provider

2
Users Application Type Cisco ISE Auth AP|
]
e
Devices User access (@ Disable for all users
Some users may still have access. See exceptions below.
1 Enable only for permitted groups
Policies Some users may still have access. See exceptions below.
- Enable for all users
=
Applications Some users may still have access regardiess of the user access settings above, including:
) » Users with a Bypass status (must pass first-factor authentication)
Reports » Existing users with Bypass 2FA Authentication Policy
+ Users not in Duo when the New User Policy allows access to unenrolled users
(-}
Learn more about user access
Maonitoring
Billing
Details
C -
Settings Integration key | DIZTLEDZMI3ZFDI53ZPD Copy ‘
Secretkey | """"""“"WQC}‘ CODY |
Don't write down your secret key or share it with anyone,
APl hostname | api-béeff8cS.duosecurity.com Copy ‘

ISEZHRIEAPI 2
AENERFER>NA>NH B %, ExCisco ISEEEAPIFEFE+R,

~ EE  REEFOwnerBNEE R F8EEDuo Admin Panel P 8| EZHEHBRISEEE G
APIN F,



= « Applications

Application Catalog

P
- Browse all of our available applications or check our partnership integrations 7,
ama View documentation links for more information about each application.
&
Users
Q ISE Admin API @ ] Supported Features
i
Devices
],
- Cisco
ol Cisco ISE Admin API
Configure Identity Services Engine for Admin
o APl access,
=
Applications
"_ Documentation ©
Reports
(=)
Monitoring
Billing
0
Settings

ISEEEAPI 1

5.12 FIntegration®4H. SecretZ A FMAPIEHN B,



Basic Configuration

Home

Users

Devices

1

Policies

Applications

Reports

Q
Meonitoring

ISEEEAPI 2

EL EAPIT R

Application name *

Application Type

‘ Cisco ISE Admin API

Duo Push users will see this when approving transactions.

Cisco ISE Admin API

Details

Integration key

Secret key

APl hostname

‘ DIGAIGA4ZVLSWONBMLBLD Copy ‘
‘ sesssssvavsnssssXAKB Cﬁpy ‘
Don't write down your secret key or share it with anyone.

‘ api-béeff8c5.duosecurity.com Copy ‘

1. EMNERHEIR>MA>RA, %#FCisco ISEEEAPI,

2EHRRFERERNRFEARENRE. [ifiSave Changes,




Settings

N -
Permissions Grant administrators
Home Read

Permit this Admin APl application to read administrators and administrative units.

4 Write
Users Permit this Admin API application to add, modify, and delete administrators and administrative units.

Grant read information

|
. Permit this Admin API application to read information and statistics generally used for reporting purposes.,
Devices
Grant applications
T Permit this Admin AP| application to add, modify, and delete applications.
Policies Grant settings
Permit this Admin AP| application to read and update global account settings.
=
Grant read log
Applications s . -
Permit this Admin API application to read logs.
m| Grant resource
Reports Read
Permit this Admin API application to read resources such as users, phones, and hardware tokens.
Q Write
Monitoring Permit this Admin API application to add, modify, and delete resources such as users, phones, and hardware tokens.
= Grant set Admin APl permissions
Permit this Admin APl application to set permissions when creating or updating Admin AP| applications.
Billing

EE RAPITR

FFISEEActive Directory£E i

1.5 EAdministration > Identity Management > External Identity Stores > Active Directory >
Add, ERMEMASRBZFF, Active DirectoryBi H S HiR R,

Identity Services Engine tration / Identity Managamant

) Identities Groups External Identity Sources Identity Source Sequences Settings

1l External ldentity Sources ‘Connection
B o

N * Join Paint Nam example
Certificate Authenticat. . T T i

1
* Active Directon
Active Directony v ¥ axampie.com
Damsin

4 3 MFA

Identity Symc
LDAP
ODBG
RADIUS Token
RSA SeewiD
SAML o Providers
Soclal Login

REST

-

Active Directory 1



2. M RBIRRMEFIEISET K0 A tbActive Directoryigifit , |fi 2.

®

Information

Would you like to Join all ISE Nodes to this Active Directory Domain?

Mo Yes

Active Directory 2

S.RMADRAFBNER , REEEHOK.

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory
Domain.

* AD User Name (i) Administrator

* PESSWGrd vvvvvvvvv

| Ispecify Organizational Unit ()

| Jstore Credentials ()

Cancel

Active Directory 3

4 1EISEFR 5 [T ERI Active Directoryk P AT LLE A FHME—IN :

« F IRV INE A R A A 7 AR



- ERIRISETTENK/NMENITEYASR LARITENXNKRIMEBRITEVNNRNR , REH

ISEiT EHL AL,

N EE  BNBRWEAISERS BT | GHEBADEMRHE | SETE N Rk 5 A IR0
NEAEERREER. AAERBLN , ISEF2ELEROEZSTERHTENKS , Ricw

RESIELFTE S B RIL.

5. ADIRBNETIRE

Connection Allowed Domains PassivelD Groups

* Join Point Name example

* Active Directory
example.com

Attributes

Domain
£3 Refresh Table
- ISE Node ~  ISE Node R... | Status
O ise331.example.com PRIMARY & Operational
O ise332.example.com SECONDARY | @ Operational

Active Directory 4

Advanced Settings

Domain Controller

WIN2022.example.com

WIN2022.example.com

Site

Default-First-Site-Name

Default-First-Site-MName

6. ENEH>FIN>NE FRFE>RRA, RPREENADANEIRE (A TREL A MR

)



Select Directory Groups

This dialog is used to select groups from the Directory.

Domain example.com

Name ,
Filter

sID ,
Filter

Type
Filter

‘ Retrieve Groups... | 50 Groups Retrieved.

Active Directory 5

7 RHREUARERRIINVADA,

- Name -~  Group SID Group Type

E] example.com/Users/Cert Publishers 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[:] example.com/Users/Cloneable Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

example.com/Users/DUO Group 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Denied RODC Password Re... S5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[ example.com/Users/DnsAdmins 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

E] example.com/Users/DnsUpdateProxy 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Admins 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

O example.com/Users/Domain Computers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

[ example.com/Users/Domain Guests 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Users 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

(I examople.com/Users/Enterprise Admins 5-1-5-21-4068818894-3653102275-25587130... UNIVERSAL
Cancel




Conneclion Allowed Domains PassivelD Groups Aftributes Advanced Settings

—
== Add ~ Update Sl Values

O Name ~ SID

O example.com/Users/DUQ Group 5=1-5-21-4068818894-3653102275-2558713077~-...

Save Reset

Active Directory 6

B BRI API

1. S EJAdministration > System > Settings > AP Settings > API Service Settings. /& FOpen
AP} R ESave.

dentity Services Engine Administration / System

(] Deploymant Licensing Cartificates Logging Maintanance Upgrade Health Checks Backup & Restore Admin Access Settings

= Clienr Provisiening

W e API Settings

¥ Cremrdiew AP Service Setings AP Gateway Settings
Alarm Setings

l General MOM § UEM Settings
“ API Service Settings for Primary Administration Node
2 Paiture ]
@l EAS (Read/Write)

L] Frofiing I W) Open AP (Read/Write)

Protocals H

Endpaint Scripts » ~ APl Service Setting for All Other Nodes

ooy @) ERS (Read)

SMTP Server @ Cpen AP (Read)

SUS Gaeway

Sysem Time

I AP| Semings ~ CSRF Chack ( anly for ERS Settings )
Data Gaonnect

7) Enable CSAF Chack for Enhanced Security (Not compatible with pre ISE 2.3 Clents)
Metwork Buce sus Dlagrasties 3

© Disable CSAF For ERS Request (compatible with ERS cllents older than I5£ 2.3)
DHCF & DNS Services
Max Seasions
Light Dats Diseribution

Resal

Endpoirt Replication

Intoractive Festues

AP

B RAMFAS 43R



1. $MBEE>5HEE>RE> ABHEHRIRE. BAMFA , RiEETSave,

Identity Services Engine Administration / Identity Management

J|  Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings

B%  Dashboard

' External Identity Sources Settings

Authenticati {
Ic'! Context Visibility User Authentication Settings

EickilPesgs REST ID Store

X Operations Endpolnt Custom Attributes
To allow integration of REST identity stores with Cisco ISE, click the radio button below. It takes a few minutes to
1 Policy External Identlty Sources Settings enable the REST ID Store settings. After the settings are enabled, you can add REST ID stores to Cisco ISE in the
External Identity Source page.
& Administration _ - ) _
MNOTE: ISE integration with Azure AD is released as a Controlled Introduction feature and should be thoroughly

2 tested before being used in producticn environment.
Work Centers
n

@) RESTID Store
1 llntoractiveFastires Multi-Factor Authentication “™

To allow the integration of Multi-Factor Authentication providers with Cisco ISE, click the MFA button,

- v

cancsl m

ISE MFA 1

BLEMFASNED S 13IR

1. SMAEE>FHEESNESHIR. BEHAID , RIFE“Welcome Screen”F & FLet's Do It,

Identity Services Engine Add Extarnal Connector

J|  Bookmarks owmcame 2 | Connecior Definition 3 | Account Configurations 4 | identity Sync AD Groups 6 | Summary

BT Dashboard

11 context Visibliity

Welcome
3, Operations
This wizard takes you through setting up a connection botween your Dug
Account and Cisco ISE 1o enable seamless Mulli-Factor Authertication
workflaws.

[ T

3 Aaminkstration Before you begin, the following prerequisites apply:

Al Work Centars

B

The Cisca Duo license that enables MFA usage is required
-In your Duo portal, create a protected application that is
enabled for Admin AP and Authentication AP usage.
. Grant read/write access to Admin API,
Ensure your ISE has a stable connection to Duo (Either
through direct intamet of proxy).
Far this application, note the integration keys (ikey), secret
keys (skey) and AP hostname values for the Admin and
Authentication APIs, These values are required in the next
steps of this Setup wizand,

- Cisco ISE Advantage licenses are required. | i

w

Interactive Fastures

-

[l

-

Exht Wizard

ISE Duog] &1



2ET— 1REL , B EConnection NameH # #iNexto.

L Identity Services Engine Add External Connector

)| Bockmarks o o C it 3 | Ageount Configurations 4 ) ldentity Syne AD Groups B | Summary
57  Dashboard

12! Context Visibility

Define the Connection =
4, Operations H

Entor a name and description for your connection

1 Policy Connecrion Name
DUD-MFA

A Administration

Al Wesk Conters il )I

Intaractive Faatures

el

ISE Duo[a §2

3.EEAPIENLA. Cisco ISEEEAPIERK. #4. Cisco ISEFHBRIFAPIEKMZ LA E(MIERF
N A ZEIProtectzF ¥§),

= - ldentity Services Engine Add External Connector

§'  Bockmarks | Welcome + | Connector Definition okcwnl Configurations 4 | ldemity Syne AD Groups 6 | Summary

B2 Dashboard

Define Account Configurations

The values for the following fields are available in the Application window of your Duo poris
. Enter the required details to create a connection. Far more information regarding ikey. skey
A Operations i gt
and Hastrame, viait Mips:/diuo, eomidecs/suthapiffirst-steps

 Context Visibility

0 Policy
AP Hostname

api-b6effBc5 duosscurity.com

4 Administration

Work Centers
Admin API

oy
MRETZBEAUXURIDPZKZE

71 Interactive Features

ey

Authentication API
ey
DINKDSEVTRATZUF 60003

ey

Tast Connsction

] Exit Wizard Baxk

ISE Duo[d §3

4. BMEER , —BNEERERY  FREE T —F,



Test Connecilon ) MFA Auth and Admin AP| Integration and Secret Keys
are valid

ISE Duod &4

5BEFHREL., ISRMERZBRENAPIEIDGEIEZREN Active DirectoryH Y F 7 E %5 X
Bk, & Active Directoryll A= , REEEFT—F,

N sEE  Active Directoryft EREARXEBE A , iH2 F 1t XX FISESActive Directory & o

= ok Identity Services Engine Add External Connector
)1 Bookmarks « | Welcoma +* | Connector Definition +* | Account Configurations o Identity Sync 5 | AD Groups 6 | Summary
5% Dashboard

Context Visibility

ldentity Sync

%, oparstions
Configure user data sync batween the Microsoft Active Directories in your Cisco ISE and a connection destination
I Posicy
Wame
4. Adminkstration UT9=3THE
A work Centers

* Interactive Features

ISE Duof@ &5

6.1%&#Active Directory Groups , AP EEH P 5DuoRY$, #d Nexto


https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

Identity Services Engine Add External Connector

) Bockmarks | Weleome | Connector Definition | Account Configurations | ldentity Syne ennerwps 6 | Summary

BT  Daihboard

Context Visibiliny

Select Groups from Active Directory

Salect the groups that you nesd to sync between Gisco ISE and Duo. Edit an existing AD
0 Po group from the fodlowing list, or add & new AD group in the Active Directary window and then
oy, rofrash shis windaw.

A operations

4. Administration

Al Work Centers
[ Names Soisrce

example ComiUsersIDUS Grove exampie
Interactive Features

[0 txampie comiBustinihdminist

exampia

Exht Wizard Back

ISE Duo[al 56

THRIFREREIER , KRBT T,

dentity Services Engine Add External Con

P Bockmaiks | Welcome + | Gonnector Definition « | Account Genfigurations « | Identity Sync | AD Groups osﬂmmaw

BT  Dashboard

Context Visibility
Summary

A Oparations
~  Connector Definition  Edn

U Policy

Connection
Name DHADE-MFA

4 Administration e

Al Work Centers TAGACS

7 Interactive Features ~  Define Account Configurations  Edit
API Hastname api-bGoi3eS dussecusity.com

Authentication AP1

Ky DIRETZBBALUNURIDPZKZE

sty R R
Adenin API

Ky DINEDSEVTRATZUFEO003

ey RSN ——

Authentication ) MEA Auith and Admin AP Integration and Secrot Koys are valkd

~  Identity Sync  Ednt

€] Exit Wizard Back

ISE Duoft1 27
AP FEMEIDuo

N oEE  NAPERTEATENTCER LA | BSAAXMU T BEXIMASNESER
S E It


https://duo.com/docs/enrolling-users

1.¥T7 7 Duo Admin Dashboard 3 5fin ElDashboard > Users,

2. AEMISERZHAF,

(@ Help O Eugens Komeychuk

Dashboard

Device Insight w

Policies b

Applications v

Single Sign-0n b

Users -
Add User

Pending Enrcliments
Bulk Enroll Users
Impart Users

Directory Syne

Byp Codes
Groups w
Endpoints -
ZFA Dewvices -
Administrators -

Trusted Endpaints

Trust Maniter e

Reports w

DuojEff1

Dushitsard » Ussrs

Users

u —

2 1 1

Total Users ot Enralied Inactive Usars

0 & replacement phone Leasn more about Reactivating Duwa Mablle 03,

Solect () fer

Hama Emad
wice aice Alice@wonderiand.com
bob bod

2 tatal

3.1 &Rz EIPhones , ARG ¥ $Add Phone,

Phones

‘You may rearanga the phones by dragging and dropping in the table. Laam more about activating a replacamant phone Cf.

DuojEff2

This user has no phones. Add one.

AMABIESE , ARG IMBEE,

Trash

Frigess

Tokwa

Directory Sync | impont Users

0

Bypass Lsers

Expart Q

Active

Active

0

Locked Out

Lass Login
Now 14, 2023 1:43 AM

Mwer authanticated

Add Phone




Dashboard » Users > bob » Add Phone

Add Phone

Dashboard

<

Device Insight

Policies v
n Learn more about Activating Duo Mobile 4.

Applications v
Single Sign-0n v
9 9 Type @® Phone
Users ~ Tablet
Add User

. Phone number =- Show extension field
Pending Enrollments )

Optional. Example: "+1 201-555-5555"
Bulk Enroll Users

Import Users

Add Phone

Directory Sync

Bypass Codes

DuojE 3

BLERBE S

Bl iE & 7 WUE R B

1ENERB>FERE  RARRBREREDZAMFANERE, FE5HRILS K ERE N Active
Directory#y & 17 % iF SR B



= el ldentity Services Engine Pelicy / Policy Sets

[ ] Authentication Policy(3)
-
- ) Swws  Rule Name Canditians Uz Hits  Actions
0
] Wired_MAB
& s o 0 &
- Wirglans_MAR Options
"
Wired_S02.1X
-] BetlX on ) : ) 1 i
Wirslaia_B03, 1% Options
axample &
(] DU Authentication Radhs-NAS-Port-Type EQUALS. Virual {@:.
Options
AN_User_ID_Stores
@ obw o
Options o
g
REEERA

it EMFA BL

1.7EISELEAMFASE |, ISERBEFLHI—NFERD . BIFMFA Policy , ARG £ T+ EURIIMFA
Policy, B4 %R 2 BI1E 2 2 B EDUO-MFAEL B B B HMFASZ,

2.8 #HSave,

= iyt Identity Services Engine Policy f Policy Sets
Ji Bockmarks Folicy Sets— Default Ruset Policyset Hicounts
8% Dashboard
Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits
1 Contaxt Visibiliy

3. Operations
0 oy ] Defauh Dedwelt policy sei Matwark ™
& Administration Authortication Policy(3)
Al Work Centars . MIFA Palicy( 1)

&) Status Rule Mame Conditions Use Hits Acthons

Interactive Features

-] DU Rute E  Chco-¥PNI0D0-CVPNID00/ASAIFICTE-Tennel-Grovp-Name EQUALS RA 0 (&2
* Options

Authorization Policy - Local Excoptions
Authorization Policy - Global Exceptions

Authorization Policy(15)

ISER B

~ SEE  UHTRENRAE TR ARAWERESR . EEIIRABRESA /Y A F IS8 I ITMFA,
ASA/FTDELEREA XN ITICTEE 2R, ES R X LBEASA/FTD,


https://www.cisco.com/c/zh_cn/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html

Be B AR BE

1.8 A BIE B AV Active Directory4H Sk 4 X FRBL B R AR B

= bt |dentity Services Engine Policy / Policy Sets

! © DU Auhorizaton u %
RHEE3
PR 51
TR

1. NXZFDuoEIEMEBFEENE —RESHRIESE
2ARFAHEINES , NXFAFES
SXEREXFZESHRIEL :

« VPNAF & H®E
- TACACS+E & 18] & 171

oAl

1.¥TFF Cisco Secure Client , B2 #5Connect , #}{E#tUsernamefPassword , AF# 0K,



9 Cisco Secure Client | BSNS-ASA5516-8

Please enter your username and password.

Group: ‘ RA

Username: | bob

Password: [ hasasesas!

AnyConnect VPN:
Please enter your username and password.

BSNS-ASA5516-8

Connect

VPN &/

2. AP B3NIRE XK EDuo PushiBHl, ®HEH B M VPNER,




Are you logging in to Auth API?

@ Cisco
® 1:52PM
A bob

Deny Approve




Duoiti%

3.8/ ZISE Operations > Live Logs AT A B3 KL,

Identity Services Engine

Operations / RADIUS

] Live Logs Live Sessions

10 Misconfigured Supplicants Misconfigured Netwark Dovices

X 0 0 0

RADIUS Drops

Client Stopped Responding

0

Rarosh Shew
Nowver ~  Latest 20 reco...

Authorization Pollcy Authorization ...

Authorization Palicy Authorization Profl
Default »» DUD Authorization Rule PermitAzesss

Default »> DUD Authorization Rule PermiltAccess

= 5 Reset Repeat Cownts ) Expon Te
Al
Time Status Detalls  Repea. Identity  Endpoint ID Endpoint Profile Authentication Pollcy
3 x ~ Iedenity Endpaint It Erdpaint Profiie Authentication Palicy
Now 30, 1023 D1 1:48.437 PM o F3 ] beb 00:0C:29:36:CRF2 Windows 10-Waricstation Detault »> DUD Authantization
Nov 30, 2023 04:11:47.203 PM a2 & ot 00:0G:29:36:C0:F2 Windows 10-Workstation Default >» DUD Authentication
S) =+
REt HE

4.2 HFMERSHRIIIRE , RIEFMRIIKRE, RIGKEMNRNER, RN EAMA TR,
EWIAMFARZ , AMIFEEMultiFactor Authentication is Successful{T :

} Steps
Qverview p:
Step ID Daseription Latancy (ms
Event 5200 Authentication succeeded P P Y (ms)
11001 Recelved RADIUS Access-Request = example
Username bob 1107 RADIUS created a new session - example.com 4]
Endpoint 1d 00:0C:29:36:C8:F2 & 15049 Evaluating Pollcy Group - example 2
15008 Evaluating Service Selection Polic [i]
Endpoint Profile Windows10-Workstation 9 ¥
15041 Evaluating Identity Policy 7
Authentication Policy Defaull == DUO Authentication 15048 Querled PIP - Normalised Radius.RadlusFlowType 4
Authorization Policy Default »> DU Authorization Rule 15048 Queried PIP - Normalised Radius.RadiusFlowType 1
1504 ueried PIP = Normallsed Radius. RadlusFlon @
Authorization Result PermitAccess 8 o TP 0
15048 Queried PIP = Normalised Radius.RadiusFlowType [v]
15048 Queried PIP - Radius.NAS-Port-Type 4]
15013 Selected Identity Source - example 2
Authenticationi retalls 24430 Authenticating user against Active Directory - example 0
Source Timestamp 2023-11-30 16:11:47.203 24325 Resolving Identity - bob 299
24313 Search for matching accounts at Join point - example.com 0
Received Timestamp 2023-11-30 16:11:47.203
24319 Single matching account found In forest - example.com [i]
Paolicy Server ise332 24318 Mo matching aceount found In forest - aas.com 4]
Event 5200 Authentication succeeded 24323 Identity resolution detected single matching account 4]
24343 RPC Logon request succeeded - bob@example.com 529
Username bob
24402 User authentication against Active Directory succeeded - 0
Endpaint Id 00:0C:29:36:C8:F2 example
22037 Authentication Passed 1
Calling Station Id 10.151.186.173
15087 Evaluating Multi-Factor Authentication Policy 4]
Endpoint Profile Windows10-Workstation - Queried PIP - Cisco-VPN3000.CVPNIDO0/ASA/PIXTx- 8
Tunnel-Group-Name
Authentication Identity arnpl
Store SxBmpee © 22075 Multi-Factor Authentication Successful 6740
) . 24715 as not confirmed locally previous successiul machine 0
Identity Group Waorkstation authentlcation for user In Active Directory

ERTEE2



HUEHEER

FISELEAMNRER :
EdEE] HAA 4 HEXH XEBEHER
DuoMfaAuthApiUtils -::: — E[@Duo Client
MFAFEX BE [REES|Z ise-psc.log Manageri2 X iF R
DuoMfaAuthApiUtils —> Duold &z
-+ i prrt- RadiusMfaPolicyRequestProcessor
REHXE |prrt-JNI management.ld§acacsMfaPolicyRequestProcessor
. MfaAuthenticator::onAuthenticateEvent
iﬁgﬁlﬁ*ﬁ* Z{TETAAA prrt-server.log [MfaAuthenticator::sendAuthenticateEvent
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