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EREFHHITHERREDBREEEN].

SERBPATH RS ER

« EERSER
« BERSER

LR

Web Posture Update/Online Posture Update 2 M BRI Z R GBJ FHERREFTRIEH . X3
REEZEMENBSHTHEFHNRRE, EXNZEE, ISEXTEETENCRSBRETEHE
, UREZFNWARELEITMHENL, REME BB,

MARIELREEH A 2R AR 2

B RSSIZB(ISE)EAHTTPEN R BN EZERMERZGRERMY | B 5wwwiViEE,
cisco.com, FELEER , FREZFFiwhelloFRFSEFhelloR#k , RFEF[ER/E P URIEREE
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Tir| Source | Desti| Le
0.1 17 =

W - TP BE ﬂiﬁl! |5'ﬂl ACK] $¢0=@ Mh—l Han‘ﬁ5515 Lerrd M55= ]359 h$=$i SI-E'U‘EM TS\il=55”?5543 Toer=236238549

39 . 101 17. - TOP |86618 - 89 [ACK] Seqs1 Ack=1 Win=29312 Len=b TSval=23258722 TSecr=G34726948

35 - 1. 1. - HTTP |COMWECT www. Cisco, com:d43 HTTR/1.1

Bl - 173 W - TP [TCP Window Update| BE - 46618 [ACK] Seg=1 Ack=1 Win=252464 Len-@ TSwal-G54726948 TSecr=136258722

35T - 173.. . - TP BB ABE1A_JACK) Seq=]l Ack=84 Min=762336 Len=8 TSval-654726048 TSecr= BEIS!I]‘B

353 . 173.. 1. . HTTP |HTTR/1.1 288 Comnection established

54 . 1. 1. - TIP 46615 - B8 [ACK] Seq=04 Ack=48 Hm=2!31.2 Len=8 TS-ua'l 235!59512 TSecr=65!'.'2TE!E

355 - 18.0. 17- - TLSvl.2 [Client Hello | < ello packe t

356 . 173.. . - TCP B - 46618 [ACK] Seqge=d@ Ack=483 'l'J.r:EEIlI-I Len=g TSvaLﬁGHJ'E?NB T5ecr=236255884

357 - 173.. W - TCP BA - 46518 [ACK] Seq=00 Ack=283 Win=262464 Len=1348 TSwal=H54727448 TSecr=236250084 [TCP segment of a reassembled POU]

17.. . TP 46618 - B JACK] Seq=103

Server Hello, Certificate

=1388 Win=32128 Lermd TSval=236255403 TSecr=654727448

7. - TP 40618 = B8 [ACK] Seq=d03 Ack=5217 Win=3308& Len=8 TSval=236259404 TSecr=654727408
361 - 173.. 18- - T5vl.2 Server Key Exchange, Server Hello Done
362 . 18.1. 17. - TCP 46618 - B (ACK] Seqgedld AckeS550 Mined2496 Lenwd TSvale235255404 TSecrsfS4727438
363 - 18.1. 17. - TiSwl.2 Client Key Exchange
304 - 18.1. 17. . TLawl.2 Chamge Clpher Spec
365 - 1. 17. o TLSl.2 Encrypted Handshake Message
3|6 - 173, W _ TCP BE - AE61A [ACK] Seqg=5550 Ack=47H Win=262400 Len=9 TSval=£54727638 TSecr=}362509416
37T - 173.. W - TP B8 = 26618 [ACK] Seg=0539 Ack=484 Win=261464 Len=2 Toval=654727638 Thecr=136259318
368 . 173.. W . TP BA - 46618 [ACK) Seq=5559 Acks520 Win=262400 Len=@ TSvals=654727638 Toecr=236259418
39 - 173.. 1. - TLS.2 Change Cipher Spec
e . 173.. e o TLSvl.2 Encrypted Handshake Message
M. Wl 1. TP 46618 = 88 [ACK]) Seg=519 Ack=5610 Win=424%6 Len=@ TSval=236259736 TSecr=654727788
;. 1. 1. o TLSwl.2 Application Data

1£Server HellofA[E] , Cisco.com&FHXLiF P A X BN FFP imUBIAEFEFIRET :

Certificates Length: 5083
Certificates (5083 bytes)
Certificate Length: 1940
Certificate: 3082079030820678a0030201020210400191d1f3c7ecd4ea73b301be3e06a90300d06092a... (id-at-commonNam
Certificate Length: 1754
Certificate: 308206d6308204bea003020102021040016efb0a205cfaebel8f71d73abb78300d06092a... (id-at-commonNam
Certificate Length: 1380
Certificate: 3082056030820348a00302010202100a0142800000014523c844b500000002300d06092a... (id-at-commonNam

ZISE GUIH | %7#a1{R B A RS ESEPIdenTrust Commercial Root CA 1 , H#E AR TRIEERIAR
SHEMFE , LB 5Cisco.comWViEE, RINBERT , WIEBIEEISER |, Hi&kA “Trust for
authenticating Cisco services” , B IGHITRIE,

B3 # ZISE GUI > Administration > Certificates > Trusted Certificates®® EIF BRAMZEFEHAE
o & FrldenTrust Commercial Root CA 13338 , i&RifH , RAFRBILIBURITEEERE , 0T
HWEBEFTR :
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Issuer
] Dashboard
Cartificate Managemant
s Context Visibility i
: * Friendly Neme | IgenTrust Gommercial Root GA 1
%  Operstions Acmin Certificate Mode Restart
tatus
i} Folicy BESP Cliant Broflle
ezcription  ldenTrust Commercial Root A 1
: Gerilficate Slgning Reguests
1 |mdministration onillogbe Signing Haq
Cenificate Perodic Check So Subjact CN=ldenTrust Commercial Root GA 1,0=ldenTrust,C=US
i Wark Centers = - - . -
Issuer CN=ldenTrust Gommercial Root GA 1,0=IdenTrust,G=US
Cortificats Authority Waid From Thu, 18 Jan 2014 18:12;23 UTC
Interactive Help Yalid Ta (Expiration) Mon, 16 Jan 2034 18:12:23 UTC
Sanal Mumber A 07 42 30 00 00 071 45 23 CF 44 BS 00 00 00 02
Signature Algorithm SHAZSGwlthRSA
Key Length 4008
Usage
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AT RERSEFH N IR

EHRISERGTUR DA BN ERSBUTRABR S TEES | ARIER KR T % et
O] 3 70VF MISESI BBk P 49 HH 855815 -

1. HTTPS(TCP 443):
« ISEETZEERE(TLS/SSL)iFE BN SRS BM THEFNEIRO,
« XRETWeblRAEMEENZRFERO,
2. DNS(UDP 53):
o ISEATUAITDNSE KRB EFHMRS I EN S,
- WRISERZ T LLIFRIDNSIRS 88 H AT E B
3. NTP(UDP 123):
- ISEEANTP#H ITHIERL . XN THAEHFIZHVN BB EBURISERZER D YA
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1.&%GUI > Administration > System > Settings > Posture > Updates.
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Offline Posture Update 7t tF & F B FFIRBEFH XM ( A zipE M ZIFHI XA 8K ) LAEFIISE,
HEHITELRSEFRN , 2REFABR ?

« 18F 3 EAREREVRR XA

« ISEAAEBNNARLEX M , EhEEEMRE, BREENL. RERBITEUREMEEY
Xt

« BEEFTFEEInterneti®iZ , BEATEATRREUMERE |, By L EEBRNBRS SR
HYERIR

ERZE

WHEZEBERATRES Internetf@BWWIRER | & H R A HCiscom R Z £ H AR BV 45 E R
VU 37 SR

ATESRSEFRN RO
NTEISERS RN —RERE (EEFIEF ) , BFSZERT , XERAORAXE :

1. GEIHE (022, 443)
- SSH(TCP 22): 10 8 #:45 FISSHi5 EISER S 5L
« HTTPS(TCP 443): IR &EFAGUI ( WebRHE )
2. {455 ( SFTPESCP ) :
- MREEBELSFTPHSCPF N X #H LEZIISE |, EWRIEISER S LITFF#E s O
( EEHNSSH/SFTPH®RO22 )
3. AR L& i [A]
- BRELZEFORE (Hlm , EERA TGRS ) TLESEBIHEFAENRKO
EISEEE , ERE#H , B TXHERFHREEN , BIRSEHFFEETMAIBIRD,

TEFEHEBRS F3h L5,
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1.§ M ZURL:Offline Posture Update Bundle , RdiDownload , FH#fposture-offline.zip 34 T £ |
IR AN RS



https://www.cisco.com/web/secure/spa/posture-offline.html
https://www.cisco.com/web/secure/spa/posture-offline.html
https://www.cisco.com/web/secure/spa/posture-offline.html

siluan]n.
cisco

Offline Posture Update Bundle

The offline posture update bundle provides you with the latest client provisioning and posture updates aven if your Cisco ISE does not have
direct Internet access. The offline feed update feature allows you to have the latest information while complying with any enterprise security
policies that restrict direct Internet connection for your Cisco ISE

Offline Update Procedure

Step 1 Save the posture-offliine.zip file to your local system.

Step 2 In the Cisco ISE GUI, click the Menu icon { = ) and choose
Administration > System > Settings > Posture.

Step 3 Click Updates. The Posture Updates window is displayed.
Step 4 Click the Offline option.
Step 5 Click Browse o locate the archive file (posture-offline.zip) from the local folder in your

system. Note: The File to Update field is a mandatory field. You can select only one archive
file (.zip) containing the appropriate files. Archive files other than .zip, such as .tar,
and .gz are not supported.

Stap 6 Click Update Now.

BERBSEFXFHE

o RO RS AL
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o RETENEMRSITEEE X

PITHELRSENNTRE

1. & XISE GUI > Administration > System > Settings > Posture > Updates.



Enging Administration / System

) Bockmarks Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup & Restore  Admin Access

8%  Dashboard

¥ Chnt Provisionng

FIPS Mode
! Comtext Visibisity

Securtty Setmings

Otfing
A Operations Alsrm Suttingy
Update Feed
WD | EM Semting b — Sat to Dedault
[ v " iy el eivga comiwaly
|, Werk Conters
nl Work Cant Uesnan=a
HH MM 5
Intaractive Help
Proncai
Umdpoint SCripte
o) Update Information
Last successtul update on Na Update since installaticn

No update since ISE was staned.

TB0052.0.0.0

163.0.0.0

181000
Btworh Success Dispassics T
DHCP & DNS Services BAE20

Man Sessons

2.1&Fofflined£ TN , X% H %R B THREIAX R KM posture-offline.zip XX, # HUpdate Now,

|dentity Serv [ Administration / System

)| Eovemarks Deployment  Licensing Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup &Restore  Admin Access  Settimgs

8%  Dashboard Chant Prouisioning

FIPS Mt
! Comtext Visibility ) Posture Updates
Secunity Settng b
i Wik
A Operations A Semings
Gimmmral WM UEM Sex
U Foliey Gemmral MIM
4 Administratien
Wark Centers

Accaptable Usz Polcy

Interactive Help

B.REMEEMA G , REEINEH,



rvices Enging Administration / System

) Bookmarks Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Settings
[
15 Dashboard Cient Frov sioning
FIES Marh
d Context Visitiity i Posture Updates
Sacurisy Settings
. T Web © Offina
\ Operations Aam Setings
U Poicy General MIW | UEM Settirge
A Adminlstration e ) * Fie o update | Choosa fle | posture-affling zip (6]

Eararal Smtings

Al Work Canters Reastesimesls

Updales + Updating ...

deceztasle Use Paicy
Interactive Help

stration f System

) Boskmarks Deployment Licensing Certificates Logging Maintenance Upgrade  Haalth Checks Backup & Restore  Admin Access Glick hairs b2 S0 ANIbiIy S0P DO R

5% Dashboard

s Clisat Frowesicning

1 context Visibllity R e Posture Updates
Smcurity Settings o W -
. s Offine
% Operations Alsem Sattngs
* Upsduls Fusd

Ceanal MIM § UEM Suitings NG Fiweaa s A S a el
17 Paiicy uRl
Posture - rawy Adoress
A Administration R = s=ass
Beneral Seliings Prawy Port Boa0n
Al Wesk Centers F—
HH [ 55
Updanes
G Miromatizaly chack o updes stariing tam intisl delay 14~ 24 v 23w mmry 2 hews
Accaptabin Liss Belicy
Interactive Help
Prafiing “flpdating ...
Protocals
Endpoint Scripts
Frasy Update Infermation
SMTP Sareee Last suconssful update on Mo Update since Installation
Last update staius since 132 was stared An update is running |
Sywiem Time
. TT560 concnons vers FHANETA 00
AR Gattings
Cisge A¢/AS suapan chart version for windows 263.0.0.0
s Conract
Cisco AIAS sunparn chart vamsior for Mac 05X 1810000
Keetwrk Success Dlagsatios .
- Ciseo AW(AS sunpor chart wersior for Linu 31000
DHEF & DS Sansces Cisto Suppatsd OS5 varson 101.6.3.0

ARBEFAVRS T BEY EHE B HEITRIE



= lube |dentity Services Engine Administration / System

J| Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access e

L} Dashboard

! Context Visibility Posture Updates

A, Operations bl
* Upe eed
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Update Information
2025/03/13 14:24:50

SMS Gatewsy Last update status since ISE was staned Last update attempt at 2025/03/13 14:24:50 was successiul

J0047E.0.0.0

297.0.0.0

214.0.0.0

66.0.0.0

101.6.3.0

::AIN

1.2 REEEET KHPGUI > Operations > Troubleshooting > Download Logs > Debug Logs >
Application Logs > isc-psc.log , #ihise-psc.log , BETEHE G AR RS, BIIBEAH XA %
BERITHETEHNXMY , Hi3EOpswat TH ., BXMFKESBERRITHRSEFHFHEXHER.

&% 7] LA T 3E 17 show logging application ise-psc.log tailin S & FE T EE T S CLIREBER A&

o

Opswat T & , ZERSEH T -

2025-03-13 13:58:07,246 INFO [admin-http-pool5][[]]
cisco.cpm.posture.download.DownloadManager -::admin::: — IE7E /& 3opswat F &

2025-03-13 13:58:07,251 INFO [admin-http-pool5][[]]
cisco.cpm.posture.download.DownloadManager -::admin::: — Bi#l & X4 URI
:/opt/CSCOcpm/temp/cp/update/5c064701-a1ee-4a09-a190-3bf83c190af6/osgroupsV2.tar.gz

2025-03-13 13:58:07,251 INFO [admin-http-pool5][[]]
cisco.cpm.posture.download.DownloadManager -::admin::: — B4 & X URI



:/opt/CSCOcpm/temp/cp/update/5c064701-a1ee-4a09-a190-3bf83c190af6/osgroups.tar.gz
2025-03-13 13:58:07,25115 E[admin-http-pool5][[]]
BEEKOpswat T8 , R TNVARSEFH E THIH K.

2025-03-13 14:24:50,796 INFO [pool-25534-thread-1][[]]
mnt.dbms.datadirect.impl.DatadirectServicelmpl -::: — IEfE 1T getStatus - datadirectSettings

2025-03-13 14:24:50,803 INFO [admin-http-pool5][[]]
cisco.cpm.posture.download.DownloadManager -::admin::: — B 5 K opswat T &

2025-03-13 14:24:50,827 INFO [admin-http-pool5][[]]
mnt.dbms.datadirect.impl.DatadirectServicelmpl -::admin:: — IEfE#{TgetStatus -
datadirectSettings

HEHEER

M=

HEERSEFERMY , HiRATEREUTAHR, FRAREMRUR, RESUNRKEROAGEELER

o

IR

Error

Remote address is not accessible. Please make sure update feed url, proxy address
and proxy port are properly configured.
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1.2 FISERCLI , BiE1Tan 5 “ping cisco.com” B iEISE B L% 8] cisco.com,

isehostname/admin#ping cisco.com

PING cisco.com(72.163.4.161)56(84) =T H H3E.
M72.163.4.161FF 1EHI64F T : icmp_seq=1 ttI=235 time=238 ms
M72.163.4.161FF HEEI64NF T : icmp_seq=2 ttI=235 time=238 ms
M72.163.4.161FF HEI64NF T : icmp_seq=3 ttI=235 time=239 ms
M72.163.4.161FF AHI64NET : icmp_seq=4 ttI=235 time=238 ms

— cisco.com ping&itE &
ANBFEIEER | 4ANEEW , 0%BITFEEEK |, iTE3004ms
rtt min/avg/max/mdev = 238.180/238.424/238.766/0.410E#

2.SMEEE>RE>RE>FEAEBNKORERE,
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https://tools.cisco.com/bugsearch/bug/CSCwm01523
https://tools.cisco.com/bugsearch/bug/CSCwm01523
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_compliance.html
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