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https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. L f8VMWARE ESXiHHISO,

£ finFStorage > Datastore Browser,

vmware” ESXi’ roolg 4 2380 -
‘Tz Havigator : “ [ locathostiocaldamain - Storags
* [ Host Catastores | Adapiers  Deovices  Perskstent Memory
Marcage
Moritor £ vew catasione [ii- Register a Vid Q Search
Maene ~ DibveType ~  Capacity v  Pronvisionsd ~  Free w  Type v Thinpeosd.. v Acceds W
B Storsge A datastocet 550 B70.75 GB 1.42GB 86531 GB VMFS8 Supponed Single
= [ datastorei 1 Hams
-
Manites
More storags...
£3 Narwarking [ 1

Data Browser&f %

3R mIE B RGN XAFR (A ) .

Eabahmobrwur

& Upload 3 Create directory ) (3 Refresh

E datastore1 .sdd.sf

B [datastore1]

Close
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EARPIF | 82 T Cisco License Central3X43% :



{2 Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1 ] .sdd.sf
i CSSM

E [datastore1) CSSM/

Close:

BB R
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= = 4 & » ThisPC » Downloads v B Search Down
Crrganize = Mew fodder i |
Le} Marme
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mol | v Teday ()
dcC S5M_On-Prem-8-202304
3 Yesterday (9)
= P Earlier this week (17)
C Earlier this year (34) N pe o
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ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

ISO LB

5.81BELWH., SAZEVirtual Machine > Create / Register VM,

vmware EsXi’ root@10.4.23.59 ~

ET_ﬁCfcale Riegistes VM) ] I Retresh @ Seasch

)., virtual maching w  Slabus v Used space w  Guest 05 w  Host name ~ HostCPU  ~  Hestimem,,.

W Virtual Machines

BIEFHVMEE01S

6.1 ¥ Create a new virtual machine , & J5 % Fnext.



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest 0S How would you like to create a Virtual Machine?

5 Ready to c

3 Select storage

ez SV Create a new virtual maching This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,

Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a

guest operating system after creation.
Register an existing virtual machine

Back Finish Cancel

BIEHFHVMEE025

TREEREUTSH
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RAM EIZEESXi 6.0RE S RAHESXi 6.55F 5 R4,
HEOSRF:Linux.

B EOSHRA: 2 CentOS 7 ( 641 ) REA2.6x Linux ( 6441 )

8 & Nexto




91 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

SR Saines cewatic e Select a name and guest OS
2 Select a name and guest 05 Specify a unique name and 05
3 Select storage
4 Customize setting Mame

CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard o provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 virtual machine "
Guest OS family Linux ~
Guest OS version CentOS 7 (64-bit) W

Back | Next Finish Cancel

VMAFHIOS

B.iuEREM A REREHT—F,

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

| 2 Select a name and guest 0S Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it virtual disks,

84 3 Select storage

Mame w GCapacity « Free w Type w Thinpro...~ ACCESS W
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext || Finish Cancel
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AR TRERZVENERE , SMERNROHREBFTEREN, FlW, 4vCPUEE
FREENINERE  FMER1I DM
~ [ cpu

Cores per Socket 1 . Sockets: 1

BAOEE

- W78 GB
« W#:200 GB , #HIAFEELIRE I Thin Provision,

¥ e Hard disk 1 200 GB
Maximum Size 869.33 GB
Location [datastore1] CSSM TAC Browse...
Disk Provisioning @® Thin provisioned

O Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly zeroed

- MKERS  ERE1000:EE2FEE | AFiEEConnect at Power On,

~ EM Network Adapter 1 VM Network ’

Status Connect at power on

Adapter Type E1000e »

« CD/DVDIR3 2 EFEHIEISON 4 , RIFIEFEISOX .



L Datastore browser

# Upload [ Download [5} Delete [ Move L[5 Copy @ Createdirectory | & Refresh

| sadst @ SSM_onPrem 8.2.. _
©
| vimimages i CSsSM b

SSM_On-Prem-8-2023...
292 GB
Wednesday, July 26, 2...

ISORR 15

BERSRE , BRI URIERERE.

di

#41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machina)

¥ 1 Select creation type Customize settings

¥ 2 Selecta name and guest 08 Configure the virtual machine hardware and virtual machine additional options

+ 3 Select storage

b4 4 Customize settings
» ’l crPu

5 Ready to complete 4 v @
» @l Memory [ 8 | GB y
*» 3 Hard disk 1 [ 200 | GB )

o SCSI Controller 0 VMware Paraviriual

SATA Controller 0

B3 USB controller 1 USE 2 0 o
+ B Network Adapter 1 WM Network w Connect
* 5 CDIDVD Drive 1 Datastore ISO file ~ E Cennect
» [@ video Card Spacify custom settings “
Back | | Next Finish Cancel

FEVMEEO01
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fj‘.| New virtual machine - CS5M TAC (ESXi 7.0 U1 virtual machine)

Review your sefings selection before finishing the wizard

¥ 1 Select creation type Ready to complete
+ 2 Select a name and guest 05
v 3 Select storage
" 4 Customize settings
Ld & Ready to complete Lz
Datastore

Guest OS5 name
Compatibility

vCPUs

Memory

Network adapters
Metwork adapter 1 network
Metwork adapter 1 type
IDE controller 0

IDE controller 1

SCSI controller 0
SATA controlier 0

Hard disk 1

CS5M TAC
datastore1

CentOS 7 (64-bit)
ESXi 7.0 U1 virtual machine
4

8 GB

1

VM Network
E1000e

IDED

IDE 1

ViMware Paravirtual

Mew SATA controller

Back

Next @ Cancel
N ! J
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1. £EVMWARE ESXi# , §fn2Virtual Machines & VM , A 5% HPower On,

vmware ESXi
= [ Host
Manage Hh Croato | Regestor Vid @-\E i @ Redrash
Wirlual maching w  Slals o« Used space w Gt 05
(1 CSSM TAC & Moimal 508 GB ContDS 7 (64-it)
= £ stenage [ 1] Ciuick flers —
= [ datastosed
Moyt
Mare sbarage... CS5M TAC
Gt 05 ContOs 7 (54-ba)
£ Hetworking [ 1] Cogutity
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. (1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | & Console | | weron Wy Po

o — & Open browser console

| [ Open console in new window

& & cssMTAC
| I Open console in new tab

Quick filters. ..
| ' Launch remote console

3" Download VYMRC

AT EEE LAY LI

3. REEMEXIRE,

AE  BERATHENAERNF TR/ OFQDNAIDNSIRS SIPHNEEEE,

Cisco SSM On-Prem Installation X

Hostname: SM-0n-Prem

System Settiﬂgs:
S

Message Of The Day: UNCLASSIFIED ¥ | Security Profile:  Standard - | FIPS 140-2 Mode:  Enablec~ I

Hardware Settings:
CPU Model: Intel(R) Xeon(R) CPU ES-2699A v4 @ 2.40GHz CPU Threads: 4 Architecture: 64-bit
Total System Memory: 8174636 kB Free Memory: 4330340 kB

Awvailable Disks: sda (200Gb) Encrypt Drive with LUKS:  Disabled - | Enable USB: Disabled - |

Network Settings:

Network Device: ensl92 *

IPv4 Configuration IPv6 Configuration
Method: Static ¥ | Method: Disabled ~ |
Address: 10.4.23.60 Address:
Metmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:

Configure DNS: specify more than one with commas

Help | oK |

ELEBCSSMM iR B



B HOKE B S FTCLIZZRS,

4. K5, RESBETRATR , EFEFIHRERN.

B3 8iR R iR R iR iR R R R R R R iR R R iR R R iR R R iR RiR iR iR R R RiR FididididifiididiRianiiRiRaninidifnnidiRitiainiRint
Authorized access only! f

#

Disconmect IMMEDIATELY if you are not an authorized usert?? i

All actions Will be monitored and recorded it

(SRR IR R IR R IRR R iR R R R R R R R R R R R AR R R AR R RR R iR R R R R R iR R R R AR iR ] R R R R

33M-On-Prem login:

5. 3T FF 5% %5 85 H #r A https://<ip_address_Cisco License Central>,

0 & 10:4.23.60 3
s Wb e e st e
L rem License Workspace clECO
H . . Wialooma to Smant Seoftwam Manager On-Fram wham you can lecally manags
I_Dg I ﬂ tD a rl E}{ISTI ng ACCDU nt f.:"u.l". Licensing and parform local Account Management funchions for your

panEabon

£ ARRIAEIL :



username : admin
2R%5 : CiscoAdmin!2345

ERENIES.
. BIEFHGUIEE,
BEENLNAE. ( 7l : hostname.yourdomain),

0 N O

EARFIF | cssm.testlab.localBLE N EWNAE,

Welcome to Cisco Smart Software Manager On-Prem

1 sree 2 stee 3 stee 4

Host Comeman Name

Froducts that support String S50 Cert Checkang require the 55K On-Frem's “Host Cormmon Name® 1o match the “destnation™ URL address., For exampla
»  Products usang Smarl Transport musd use both the “license smarl url™ configuration and the “cssm lestab local™ value in the URL siring
= Logacy products using Sman Call Homae must use both tha “destinabon address hitp™ conhguration and the "cssm lestiab local™ value in the URL sinng

If the above URLs do not match expectations, refer to the $5M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect
value,

The option to configure altematineg names (SAN) s available in Admin Console under Secunty - Certlicalas and can be conliqured after the initial sabup.

cssmtastlab. kcal

O e

EFNLAEEE

9. RIFEHEE , AR ETApplyo

1 P 2 3 e 4

Review and Confirm

Once you click “Apply”, you will be redirected to the login page where you will nead to login with your new password. Please ensure you hove securaly stored your password for
future logins.

Review and Confirm

Language Selecied: English
Password Resel: Yes
Hast Common Mame: scemitac.clscolac com

= (D
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1. AT —MERITIT R BRI SRR -

https://software.cisco.com/

2. RIG%EFECisco License Central#f 4 T HIManage Licenses,

Cisco License Central € Smart Software Manager Download and Upgrade
A centralized license management platform Track and manage your licenses. Convert Download new software or updates to your
that offers a comprehensive view of your traditional licenses to Smart Licenses. current software.

assets and entitlements. Learn more

Access Cisco License Central > Manage licenses > Access downloads >
Traditional Licenses Manage Smart Account EA Workspace
Generate and manage PAK-based and other Update your profile information and manage Generate and manage licenses purchased
device licenses, including demo licenses. users, through a Cisco Enterprise Agreement
Access LRP > Manage account > Access EA Workspace >

EEVF AL

3. &M ElInventory H E H| R EEEK P EMAELK N B, EXRIEREH , X2
InternalTestDemoAccount67 F1AAA MEX TEST,


https://software.cisco.com/

—  Cisco Software Central ”CIIIS;(l:!:;' Q o &

Scheduled Downtime Motification - License Registration Portal (LRP), Manage Smart Aceount & Account Administration, Plug-N-Play (PnP), Smart Software Manager

Cieco Software Central > Smart Software Licensing @ InternalTesiDemoAccountBT cisco.com

Smal’t SOftware Licens[ng SL Product Details  Support Help

Alerts Inventory ‘Convert to Smart Licensing Reports Preferences On-Prem Accounis Activity

Virtual Account: AAA MEX TEST =

General Licenses Product Instances Event Log

Virtual Account

Descriptian: Only for tests

Default Virtual Account: No

RHEBNRE

4. 37T BRHEF ANE A O GUIFHIE R ADmIn Workspacei£ i,

On-Prem License Workspace cisco Admin Workspace | S Helio, Local Admin  Log Out

Smart Software Manager On-Prem

a 1t

License L
Administration

Track and g Smart Licansing Flaqisrst an Aocoinl

Gl an Accouni for your ciganization The Account must bo spproved By your Sysiom
Admisslrater of Syabem Cpamlor Bofons f chn B udad

Faquant Acois i an Exnbrg Acoouedt

St B requars for accoes. 10 e st oal Account Appeoval mips] B grantod by o Smar
Accoun| Adminetetorn for your kcal Account

Kol tho peoperisss of your Accounts and RsS0Ciate sosting Liser s wilh ACcounts

CSSM=EH &%,
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On-Prem Admin Workspace

Smart Software Manager On-Prem

o S

ALCESS5 Setlings
Management

Center

APl Toolkit Synchronization

Metwork Users

Sec u.rirg,'

Ko

6. %E#FENew Account A BI Z FHY M E R

Accounts
Account Account Requests Event Log
New Account G—> Search by Account Mame
Account Requested By Cisco Smart Account Cisco Virtual Account Account Status Actions

Mo Records Found

BIECSSMik o

7. WMAT—NMER -
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« DRIERIKS : RERGEE LUK & #Ro

- BAEER : G ALRY B FERAF

Account Registration

A coant Hame *

Demo Account

InternalTestDemoAccountsT cisco.com
Ass MEX TES

Motficabon *

otegoma@eisco. com

T 7= 3 A4

B & submit,

8. ARfE ¥ T Account Requests.

BAILEEATHER L -SRI TRNER,

Account Event Log
&
Cisco Smart
Raquester Email Account Name
Account
otegomai@eisco.com Dema Account InternalTestDem...
SEE
Kk iE R,

9. B actions.

Ciseco Virtual
Account

AMA MEX TEST

Search by Account Name

Showing Al 1 Records

Account Status Reqguest Date Actions

Pending 2023-07-27 09:00:31 Actions

Showing Al 1 Reconds



Actions ]

Actions

= Approve

Reject

Manual Registration

BRAEET,

BE=MEEF

o HtAE ; FEAIIETUES Internet S B RNF AT L O SE M RIS R B BEDK P
- B4 : MIBRIER,
o FIEM ; FEALRIN A ERIPER SN EREKR P EMBERNFALESR L , TEREBKN,

BRI 1 ;B BB FEEE SO MG BRI AT O

1. tNRIEFEApprove , EFERMALHNEREREKANAFRBNEE , A £ EHSubmit,

Account Registratiun
Entar S0 Credentials
ategoma@cisco.com

Password

Approveitii,

A fa B dEnextiEZ K P A .



Account Registration x]

Reaview Account Requasts

Account Name

Cisco Smart Account
Cisco Virtual Account
Requestor Email
Request Date
Message to Approver

Cancal

T 7= S A4

Dema Account
InternalTastDemoAccountST cisco.com +
AAAMEX TEST~ | D
olegoma@cisco.com

2023-Jul-27 15:00:31

ERIEARES |, FS M EIAccount , 3 BAccountiR A % Ai4b Factive,

Accounts

Account

Account Requests Event Log

NewAccount [

Account

DCema Actount

K PR

IR 3T FF 18 1Y B BE DK P (https://software.cisco.com/).

EMER

=_ Cisco Software Central

Requested By Cisco Smart Account Cisco Virtual Account

otegomai@cisco.com IntemalTesiDem... AAA MEX TEST

atfrer]n
CisCO

Chco Sofware Centiral = Sman Softwane Licensing

Smart Software Licensing

Mots  Inveniory

On-Prem Accounts

New On-Preim... [

Hame

Gt 0o Sman Loensing

Raports Proferences Om-Praen Accounts Acthiiy

Product Instances  Last Sync Up Eom On. Last Symc Do 10 O
Peim Prim

0 M2I-JukIT 15:19:24 2023-Julk-2T 15:19:25

Account Status

Synchicnlsation Due

2023-Aug-28 151925

Search by Account Mame

(X

Showarg Al 1 Reconds

Actions

Actions

Shoreang Al 1 Reconds

Q

ARG 1%E R ON-Prem Accountsit i L2 & #7 iY

D &

il intemaiTestDemoAccountS? csco.com

EL Product Detals

Saarch by Nama

Versian AJerts

8203304

Suppor  Help

Actiong

Actions «

Showirg 1 Riscord


https://software.cisco.com/

RELIR
W 2 . EREEMRBRF IS , TRERMER

R %EFEManual Registration , &8 #iGenerate Registration File, X8I FMER , ZBERNT
HEEWITE.

Manual Registration El

1. Generate an Account Registration File using the button below and save the file to your PC

g
Generate Reg stra@

2. Reqister the Account with your Smart Account on Smart Software Manager
« Log into Cisco Smart Software Manager
« Mavigate to the "Satelites” section of Smart Software Licensing and click the “New satellite...” button
« When prompted, upload the Account Registration File
« An Account Authorization File will be generated. Download the file to your PC

3. Upload this Account Authorization File below

Browse

FEM.

RG] FF 42 B0 & BEdk P (https://software.cisco.com/) , S EI Rk~

# HNew On-Prem


https://software.cisco.com/

— Cisco Software Central alaln us
- CISCO Q @ @EN
Clego Solbware Central > Sman Software Licensing il intemaiTestiDemofccountT csco.com
Smart Software Licensing 5L Prouct Detals Support Help

Meits | Mvenlory  Convert to SmartLicensing | Repots | Preferences | On-Prem Accounts  Acthity

On-Prem Accounts

"

) Major  Hide derts

t New On-Prem... j i) Soarch by Namo Q

Name: Procuct Instances  Last Sync Up from On- Last Sync Down b On- Synchrontzation Due Wersion Agats Actions

Mo Recoeds Found

IETEARN DT A 4 o

AEMEU TSI

- NEBEH : IRMEFFRNEENLER.
« SEM X : B $Choose FileH i ##Registration Requests
o MK : REREEE Lk P & o

______ € 3 v 4 & v Downloads w O | Seach Dovwnloads B
Organice = Mew folder =- 0 @
1 Mamne Dmerlmdﬂ';d Type
New On-Prem 5 of] ~ Today
Eriter a name, select the On-Prem RegistaSon Fie gent [ sman_satelite_registration_requesta0230727.ymi TI2T/023 1137 AM YMAL Filie
wiksed and ehdose & virlual Scosunl b IESOCENE with thi
fie for you to download and use 10 complete e registra Yesterday
» Last week
* OruPrem Name: wcssun?(_ 1 . Fis
* Registration Efe: Nuua- -
_____ * Virtual Accaunt: Abt MEX TEST B Cederthisyen
|
Hame Descripticn ]
AAAMEX TEST Cinly o sty
File name:
& Mote: Smart Account rokes used b restrict
Manager web portal do not 3998y In the On. -
Cn-Prem adrinistmtive application wil be able o use R age all Virual

B,

B & Generate Authorization Fileo

RE , TERERXH.



Authorization File Generated

"/ The On-Prem Authorization File was successfully generated. Download the file and install it
using the Smart Software Manager On-Prem setup tool.

Download Authorization File Close

IEH T ERR A

T BRNF AEROGUI LA BRI, #EHBrowse , IEFE X , AR5 # EHUpload.

Manual Registration

1. Generate an Account Regisiration File using the bution beiow and save the file to your PC

Generale Regisiration File

2. Register the Account with your Smart Account on Smart Software Manager
« Log inta Cisco Smar Software Manager
+ Havigate lo the “Satellites” section of Smart Software Licensing and chick the "New satellite. . button
« WREN prompted, uplead e Account Registration Fie
+ AR ACCOURT Authorization Fike will be generated. Downbead he file 10 your PC

3y this Account Authorization File below ‘ l:'argar al’d'li"."'DS
« « 1 ¥ > ThisPC > Downloads v D LS

Organize = Mew folder

Marme

Today (2)

| | smart-on-prem-authorization_2023-Jul-27 17_59_56.yml
| | smart_satellite_registration_request20230727.yml

IEfE &R A

RESMIRL , RAREGHRE> FHES > T£@AL.



NI
CISCO

On=Frem Admin Workspace

smart Software Manager On-Prem

AL counts Scheduies Even Log
Aroess Seftings
Aanagireenl o Do
Sy Selecied a
. ° O Hema Sabelitn Hame Lawl stion Des Rty Athicas
ACcounts Support 0O OemaAccoust Demal C55M on 2 FD-2T 1B A Augdh 1005 Srjrachernzamon Sucews dhd I LaEEe I
il
[Disable Sciheduled Synchmonsation
i
@ b Cata Provacy
b
R0 ST OGN L]

FHEL,

THREBZERM

Manual Synchronization

B8 . Log ino Smant Scftware Marage:, and navigate & the Satelles page

3. Upload SyTMCNMRZANoN reSponse M 1o e satemte
[Examinac...| tangun anthiva seletcionado.

EETHXHERD,

I ERN BRI REARIKS | RAEEIRPEREN DRFIIEROARBE

> E S

[ license-sync-request-Sat_20230727-Gyml
Completado — 4.5 KB

2 Updoad thi fike b0 Smar Softeans Manager. and necehor & SynCNronizaton response

= Ui the Fily Symc. ., ackon isied for this satelite fo upload ihis synchronization Tig
= S (e ST NNONEZAMON Pesporse il QENErated by Sman Sofwane Manager

[ % smart_satellite_registration_request20230727 yml
L Completado — 1.0KR

= smart_satellite_registration_request20230727 yml
Completado — 1.0 KB

Maostrar todes las descargas

, RIER TR



_= Cisco Software Central i

Q @ @

CISCO
Clsco Sofware Cendrad > Smart Software Licansing il iemnalTesiDemadccountBT . clsco.com
Smart Software Licensing 51 Product Detats. Support Hep
Aleits ||'.'¢e."|:[>|:.' ot 10 Sman Licending Repaits Profeisnoes Oin-Pram Atcounts Astivity
On-Prem Accounts
MNew On-Pram... 3 Search by Name o,
Kams Produd! Instances  Last Sync Up from On- Laest Sync Down 1o On- Synchronization Dus Verskon Alarts Actions
Pram Pram
Dema2 CEESM an Pram o 8202304 Actions =
Filie Sync.
T
FEEEXHRD,
R EEREDSERMY , ARG 4RI\ X 4.
Synchronize On-Prem @
Upload the synchronization file generated by the Smart Software Manager On-Prem and click generate
response file,
* Synchronization File: || Choose File |Jicense-syn...30727-6.yml
Generate Response File Cancel
? Open >
“ 2> v P 4 » Dowfloads A &) Search Downloads 2
Organize ~ Mew folder = -

o e
{ Marne

L % :

S | ~ Today

[ license-sync-request-Sat_20230727-6.yml T

£ A RIS

RERE THED @RI 4



Chaco Saftware Central = Smart Software Licensing il mtermalTestDemoAcoountsT clsca.com -+

Smart Software Licensing SLProtuct Detals Suppart Help
Alerts | Invenfory  Convertbo Smart Licensing  Reports  Preferences  On-Prem Accounts  Acivity
On-Prem Accounts
Maw On-Prem.., » Search by Name a,
Hame Product instances  Last Sync Up from On- Last Syne Down to On- Synchronization Due Version Aleris Actions
Prem Prem
Demo2 CS5M on Prém 0 2023-Jul-27 184140 2020 Jul-2T 18:35:20 H23-Aug-26 18:41:40 B20%04 Deramicad Synch File Actions =
Shovwang 1 Riecord
EEZ2°€ N

&g , TR R X4 £ RCisco License Central on Premise,

Manual Synchronization

1. Doamibad (he Sxlemle Synchronizaton dala Be b your PC
Dormiipad File:

2. Upload e fike 10 Smart Sofware Manager, and receve & SyNchronzalion response
B, Log into Sman Softeare Manager, and naigate (o the Satelites page

= Ui Bhiy File Syne.. ation Esied for this satelife 1o uphoad this synchronization il
» S (e SyNENPONLEADON fESpONSe e Qensrated by Smarl SoMmwane Manager

3 Uipload synchronzation response fie 1o the saleiiie
| Examinac.. fpingin artnive seieceonats. | @y Cargar archivos

o

1 & » This PC » Downloads » v O

New folder
Mame

- Today (5)
[ smart-on-prem-sync-file_2023-hul-27 18 45 03.ym|

[# Docun#
= Picture &
1 e et f

|| ligense-sync-request-Sat_20230727-6.ymi
0O smart-on-prem-authorization__2023-Jul-2T 17_59_56.yml
[ smart_satellite_registration_request20230727 .yl

CEASES:H

BB AME 0 I17 EKEIISE.

1. 3T BRHF AHE A O GUI FH B Admin Workspace,



dfran]n
CISCO

On-Prem License Workspace sace | & Heso, Local Admin Lo Out

Smart Software Manager On-Prem

i 3%

License
Administration

CSSM=EH &,

2. SMEIRL>EFR>EKCSR,

~
EE AEFNLOABLEEENB+EHIIEFEE , ARAISEFEALSHEERNFAHEFOE
SiERE, ALAME AP 2hostname + domain , B2 {# FAhostname + domain

AR UTSRNMBEBMFAIEROREGUIEBHNERE., MRECFAHMNAEFRMAN
HMCAZENLERRFSCUIRRHFAER LN ERER  SEERERESIR, BN , &
EEQELSRI,



Account Password Certificates Event Log

cssmotestlab.local

Subject Altermative Name

MOTE: The Host Common Mame is typically composed of Host + Domain Name{FQDN) and will look like “www.yoursite.com” or “yoursite.com”. The SSL Semver
Cerificate used for product communications is specific to the Commaon Name that has been issued at the Host. Therefore, the Common Name must match the Web
address you will use to configure the Cisco Product when connecting to SSM On-Prem. The Common name is a part of the Subject Alternatre Mame by default. if you
change the Common Name or add Subject Alternative Mame, you must resynchronize your Local Account in order for Cisco to issue a new product certificate(TG cert).

Browser Cerlificate

Add | Generale C5R

localhost
n EXPIRATION DATE: 2025-JUL-18 "
(Defaull Certificate)
CA Certificates
Add
Description Subject Expires On Created Actions

Mo Records Found

CSRI£I,

3. REWMABHNAELR, BEE , Subject Alternative Name 2§ F§ 5Common Name#iE#9
EBREN, StGenerate/FIFEZ FHCSR,



Generate CSR

Comman Hame

cssm.testiab local

Crgan@ational Unit

Testiab

Coumiry

Mexico

StateFrovince

Mexico City

City/Locakty

Mexico City

Crganizabion

SEC AsA

Ky Sipe

2048

Subpect Alernatee Name

cssm.testiab. local

=3 -

CSRi¥F4HIfE &,
4. £ECSR:

5. ERRCAIEH,



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
File Home Share View
SRiCeniRaaing * T » This PC » Desktop » certs w
Add .
*
|
Description Sul f 5 a : n
i C55M cer Root CA
L]
[E7E E4ERCA,
# #iProceed,

(x|

Please note that if yvou are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.
Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@=<IP=

onprem-consocle

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console. After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

ancther reboot, after verifying replication has started.
—
-

The active node is the node that is serving the virtual IP of the cluster.

Proceedit i,

6. MARHAIERBIED , AFEEEE,



Upload Certificate

* Description; CA root

* Certificate:

HIRRCA,

Seleccionar archive | Root CA.car

7. EAERCA(RBHF AMEH O F HHEH) L HERICSR,

Browser Certificate

Add Genarate CSR
e

logalhost
n (Default Certificate)

CA Certificates

Add

Description

RootCa,

EAECSSME HHESH,

S

v = | certs
“ Home Share View
“— v « Dosktop » cons » U
Eal
*
i 8 =
C55M cor Raot CA
-
2 items
Sea Descriptiol
Subject Expires Qn Created Actions
IDC=com/DC=ciscolac/CN=ci:  2026-Jul-24 00:26:34 2023-Jul-30 19:41:06 Actions

SE%  NOTEEAHIS | RSB FRERIWCAR, R , MREIELRAGH A S
M ENES RSB

8.4 A BIARMEBHERE.



Browser Certificate

Add Generate CSR

| ﬂ cssm.testlab.local

CA Certificates

Add

Description Subject Expires On

/DCslocal/DCstestlab/CNetes 2027-Ape-14 22:51:26

EHRIE,
9. EAM BRIFANEFP O LB BRI ITHZ,

) virm U, 1III-I|I.
On=Prem Admin Workspace CISCO

Smart Software Manager On-Prem

e 0

AR Mibwoh Supoit
Ibanagement Canlor
Aooounts Soourity Synciwonization
AP Toolke Soltings Usems
i
TiEZ=HERE,

10. SMEIEREVF A,

Created

20024-Jul-16 21:18:52

EXPIRATION DATE: 2025-JUL-16

Acliong

Actions

Licensing Workspace Log Cun

Syslom Haalth

oo
Q o RO B SN wel

v Hafie EBLLOn-Prem

Viersion B0 H
Uptime Sy
Resource Monilor Percentage
cru
AAM
DisK
il - AEOMBA 3T KBA

Recent Alerls

T



e
CISCO

Smart Software Manager On-Prem m

Adrmin Workspace ,‘ Hella, Local Admin Log Cut

On-Prem License Workspace

License
Administration

Smarl Liconsing
Riquas! an Acoour

Gal an Account kor your erganization. Tha Acsount must bo approved by your System
Administrator or System Operator boefore it can be used.

Track and marags Sman Liconsing

Fisquid! Acoaes o an Exmitng Acccunl

Subit & requsel Ier S66058 16 N axitting latal Aczourt. Approval must ba gramed by & Sman
Accour Administraton for your lacal Accounl.

CSSMEREF AT H

1. EREBWAMELKS | AREE T New Token , AFE FHProceeds

Smart Licensing

Alerts Invantory Canvert to Sman Licensing Repars Proterences Activity

Local Virtual Account: Default

Gengdal Licdnsas Preduct Instances SL Using Policy Evant Leg
Local Virtual Account

Descripticn This is the default virtual account created during company account creation,

Default Local Virtual Acsount: Yes

Product Instance Registration Tokens

The regisiration iokens bolow can be used o register now procuct instances to this Local Virtual Account, For products thal support Smart Transpar, you must configure the Tlicense smart url™ on the:
product b use the Smar Transpon Registration URL. For products that suppart Smart Licensing Using Policy thal use Gslu 33 ranspodt, you must configune the “Boense sman ransport celu” 1o use the
CELU Transport URL.  For legacy products that still use Smart Call Home, you mus! confiquee the “destination address hifp™ on the product 1o use the  Smart Call Home Registrasion URL. The
recommended method iz Sman Transport. Flease consull youw Products Conliguration Guide for sefting the destination URL value.

=

T IR

12. i%&$ZCreate TokenHE 4T,



Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Default
Descriplion
Expire After = oays

Enter a value between 1 and 9939, but Cisco recommends & maximum of 30 days

Max. Number of Uses

The token will be expired when either the exgiration or the maximum uses is reached.

Allow expori-controlled funclionality on the products registered with this token o

Create Token Cancel |

Registration Token

THREAES.

13. FTFFISE GUIH S EIAdministration > Systems > Licensing , /& R fiRegistration
details , #%3%Cisco License Central On-Prem server Host5 3% , RERIE SR,



License Type

Choose Registration Details to acguire pre-purchased license entitlements. Choose Permanent License
Reservation 1o enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree to the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

) Permanent License Reservation

2 Specific License Reservation

~ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CSSM portal and paste it here.

Registration Token

MmN YWMZNTAINTUyOS00ZDdmLThhYWU

YA ES .

14. 7£Cisco License Central On-Prem server Host_E#i A Cisco License Central On-Prem

FQDN , #J5 ¥ HRegister,

CSSM configuration

Security

Product Cerdificate

ISE configuration

Cosmaction Method

SEM On-Frem serves e

HOTE: Thas Host Comenon heam is typically compeined of kost » Domais ama(FOCN) and will ook Mo ‘s yoUrsse com’ of “yoursy
T -

A fer prockact R has e st 8t thet Mot Thanefore. T Common,
il s 10 Coniguure the Cisco Procct when comnecting 1 55M On-Frem. The Common name is  part of Se Sub
Comenen heaere of 32 Sutject Altermative Name, you mus resymohroniae your Local Aocourt morder fo
Beowser Certificate

A Canizate CSR

a csm testlab. locsl

CSSMHISERRE,

)

"t Name by default. H you change the
st 3 i prosiuct oenteferati T £l

EXPRATION DATE. 2025818

The S5L Server Cortiieate
st mance: the Web s3dseet rou

SEM On=Prem seover Host

caam.teatiab. ocal

Note: Ciact Support DRGNGsIcs will not wodk with SSM On-Prem sernr rgistration

B Advantage B Premier

Tiar B Essential
Wirtunl Appliance

ISE VM License

This enables the ISE features for the purchassd licensas 1o be tracked by Clsca Sman Licansing

By clhicking Register you will #gree 10 the TermsaGanditions. You can download TermsBGoenditions on Smart Licensing Rescurs

B Device Admin

AE BTN OAB LEEXTVEB+EHIIEEEE  RAISEFEARSHSERNFAEROE
SMERE, BRI LAERIPH# T AR 2hostname + domain , B Z 1 Ahostname + domain

15. &Ja , AMEK.



o Server Response

Smart Licensing registered successfully
MBS R.
MWindows CARIZIE$,
MREZEPHMAVNANEERER , MATHRITUTERE

1. ITFFWebixl % 28 F S fin Ehttp://localhost/certsrv/
2- /@\ﬁ $ -‘Lﬁ :LIE:F:"O

« 2> G (D) localhost/certsre/ * o o & B ="

Microsoft Active Direclony Certificate Services — {egonetwork-WIN-GOMMSUGGEE0-CA

Wealcome

Use this Web site to request a cerlificale for your Web browser, e-mail client, or other program, By using a certificate, you can verify your identity to people you
communicate with over tha Wab, sign and encrypl messages, and, depending upon the type of certificate you request, perform other sacurity lasks,

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain. or certificate revecation list (CRL), or to view the status of a pending
requast.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Decumentation.

View the status of a pending certilicate request
Download a CA certificate, cerificate chain, or CRL

BHRIEF,

3. R/ RIEBIFER,

Microsoft Active Directory Certificate Services - ciscolac-ca

Request a Certificate

Select the certificate type:
Weh Browser Cerificate
E-Mail Protection Cerfificate

Or, submit ar] advanced certificate request.

BRIEBER.

4 ST RBIEKBICSR, AREEHIERHFHEHINEISaved request,


http://localhost/certsrv/

----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBGE09 1 gPOMa Xt BHFGQDNVCewEQEY Ly anuFShid/ f TuZ Jo¥ fwSsYFAJOPSV
11XdrWSGkD/ IBrwisKhnel+K IFyjSziveEFdBZ 14A0+yG1x TuEu+ JREYFjLBNFAI
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
WVFATe6EMeb i S S Dk RBGEUOL +FADuKARAUSEHRVHERK 2XFCm BuBF 2 Tev e TF
Knk2+zamoHt i RTw/ cDQ4n2 12807 Ce sNECDT WGl EFufrqink alad S+eXbadAgHB
ANGEM] Awligkghk 1 GBBC04 T ZARMBRGAIVIEQQYHBRCFHN Y2 18VMUY 21 ZY 298
Y 29 tMABGL 5065 TR IDOEBOWUAAS TBAQALY + 3qRrOvHPEAZ ok KN HOBRES 106 R
fdg+ICEIGEPEABINpOENVPLL MVIHSYeB 05 pogdcdbtu/VTH/ EQS1AaGQRNfPug
HGdPwBuk PRWCydy s BEEERUGEF yHMaWt NGRTwtAZ I9UP ToLAVP+LNRT 2Ue Sk ab o4 Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HVxOuSI50kMLAHUe T 7bMos BOWAT eS8 S Dulime / 7 1 5y By g T Ak 8Ny Dz pUSR
(X TR TFORCS FASUUMAXQR+ TCqLAUK T obBa i Uk v I Th+hLCBBAR+ YD1

----- END CERTIFICATE REQUEST-----

RBRIEF.

8 FHSubmitig , FMEZ TFEIEP,

[ Microsoft Acthve Directory Certit. % | +

L 0 @ localhostfcertsryjcertrgutasp v e @ & o

Microsoft Active Direclo

Submit a Certificate Request or Renewal Request

To submil a saved request to the CA, paste a base-84-encoded CMC or PKCS #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

Enk2ez4moHt IRTn/ (D882 T IEPTCHINBLITAWEE =
AAGGH] kB ghighk 1 C5wOBL Q4T ZARMEBEATLY
Basnfdusronded TR IRHANG 505 Lb S0QEBCWUAASTDAQALT + g
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead
(CME or HGdPwEUk PRIy dy s SEERUGEFyHHaWENGRTwEAZ 2T
PHOG #100r | SOTKANGNk 3wn Ebdehixz5 /8VEpd1CCOTULOMERTAE
PHE #7) HVx S BOORML B TToNo s SOWRTV T SR Dubisey / §
FRITATTEGHE 3P OSULME 08+ TCQ L ALK T B L'
----- EMD CERTIFICATE REQUEST----- .

' b

Additional Attributes:

Alfritaitis

5. M7E TECAIEB R, SfnElhttp:/localhost/certsrv/FHi%FE T EHCAIMEH., EPEEHCRL,

Welcome

Use this Web sile to request a certificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verily your identity to people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the type of certificate you request, perlorm other security tasks.,

You can also use this Web sile to download a cerlificale authority (CA) cerlificate, cerdificate chain, or cerlificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerlificate Services Documentation.

Select a task:
Reguest a certificate

Wigw the slatus of a ding cerificale request
| Dawnload a CA certificate cefificale chain,of CRL |

THARCA,

6. RIS iEENBase64 FECAILEH,


http://localhost/certsrv/

Microsoft Active Directory Cerlificate Senices — ciscotac-ca

Download a CA Certiflcate, Certificate Chain, or CRL

To trust certificates issued from this cerification authority, install this CA cerdificate chain,
To download a CA certificate, certificate chain, or CRL, select the cerificate and encoding method.

CA certificate:

Encoding method:

|{§3' Base 64 |

Download CA cerdificate
Download CA cerliicate chain
Download |atest base CRL

Base 6431%&11,

TEWindows Server LR IIDNS1E &

MREREER , BHRMISERMBRFAIEHLFQDN,

1. FTFFDNSEE 25 FEWindowsE# 25HF# A “DNS” H T FFDNSMN A



DNSIET,

2. S EIForward Lookup Zones , ARG ikRIE/ T,

2 DNS Manager

File Action \View Help
s 2D = H-
2 DNS
~ B WIN-2UQRQOIVHTS
~ || Forward Lockup Zones
msdcs.testlablocal
testlab.local

| Reverse Lookup Zones
| Trust Points
| Conditional Forwarders

i E

Mame

.—]_msd s

j_iltes

=t

—_udp

j DomainDnsZones

j ForestDnsZones
E—|{sa me as parent folder)
E-l{sa me as parent folder)
[rl{sa me as parent folder)
[ lasc-ise32p3-1200

E—I frnc

E-lwin-zuqrqohrh?S

Type

Start of Authority (SOA)
MName Server (NS)

Host (4)

Host (A)

Host (A)

Host [(A)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh7Stestlabl..
1042339

1042321

104.23.61

104.23.39

Timestamp

static
static
T/16/2024 10:00:00 AM
static
static
static



DNSE#E &R,

. EREGTRELNEGZARXE , AF1EENew Host(A or AAAA),

Update Server Data File
Reload

I MNew Host (A or AAAA). I
Mew Alias (CNAME)
Mew Mail Exchanger (MX)..

Mew Domain...

Mew Delegation..

Other New Records_.

DINSSEC *

All Tasks ¥

Refresh

Export List.
View &

Arrange lcons
Line up lcons

Properties

Help

EFERMIZ R,

4. fFIBKDNSEEN T —:

« B RREVBB
® iﬁ%ﬂglpi’&ﬂto

B #Add Host,



Mew Host

Name (uses parent domain name if blank):

£s5m

Fully qualified domain name (FQDN):
cssm.testiab local,

IP address:
10.4.23.60|

[ Create associated pointer (PTR) record

[ Mlow any authenticated user to update DNS records with the
same oWner name

Add Host Cancel

FHIRE

R HEER

EH/IPH R AT AR, (ISELH4R)

Error

Host/IP Address is not reachable.

A5 AR,



BRTE  REFEEISET RHHDNSEE.

1. FTFFISE CLIH % Anslookup <Cisco License Central_FQDN>,

ET—ANRBIG | AT LLE Blcssm.testlab.local R MISET s & 47,

IEHRERATRR

1Tt R):

1. REAR R EHDNSE E X &,
2. TEISE CLI L% Ashow running-configis & LA & ip name-server’s “ip name-server EE25
DNSARSS 23RV IP b 31t PTEL

BRI R 2 FIFBERFANEROGUI , #IAISElmAY EALE A & PRAH U 8RB 5 B RHF AliE o
A pRS5 2R WS HAEE

BRNTR



CSSM configuration

Product Certificate

8

NOTE The Mont Cormmon Name i hypically composed of Most « Domain Name(FOON) and will kook By ‘www yourtite com’ or ‘poursite com’. The S50 Server Centificate
used zommoneat e gt e st Therefors, the Hhaere it mgtch the Web st you
wll e 15 e e Lk P Breen T & it o the Subjet Aermialine Narme by Selaull If you chinges the
COMMOn Mame of s Subpect Allemadive Hame, you Must PesyTCHONE Four Local ACOou in ortier 07 G500 1 i53ue & new Hroduct cerdicate T cert)

Browser Cenificae

Al Generale CSR

EPRATION DATE 081

localhosa
ﬂ Dafault Cortificate)

CSSMZ ##EMISERETEH,

EHER:

CSSM configuration

Produtt Certificate

NOTE: Thg Heas o of Host + FO0N) ok b e ¥ Thes S50 Sarvar Coruficats

used For PYOUCT COMIMUNICATONS 15 Secic 1o The COMMOn Name at has been issued a the Host. Thenetone, T COmMan Name must match Te Web addess you

il . = riere b5 8 par of i Sibpect Altemaciv Haere by cefind. H yons change e
el St ou st Leal Aceount in arder Tor CIsca s B B Maew [Moduct CRticate{ TG 2er).

—

Browser Certificate

hdd Garate CER

a cssm.testiablocal

CSSM% ##E MISER B EH,

ISE configuration

Connectien Wathad

S5M On-Prem server hd

SSM On-Prem server Host
cssm.testlab local

Note: Cisco Support Diagnostics will not work with S5M On-Prem server registration

Tier B Essential B Advantage B FPremier B Device Admin

Vietual Applinnce ] ISE VM Liconse

This enables the ISE features |

the purchased Ecenses 1o be tracked by Cisco Smart Liconsing,
Ly 9.

By clicking Register you will agree to the Terms&Conditians. You can download Terme&Caonditions an S

ing Risourcos

ISE configuration

Gonnestion Mathad

S5M Qr-Pram sener ~ D

S5M On-Prem server Host ¢
cRsm.iestink local

Mote: Cisco Suppon Diagnastics will not work with SSM On-Prem server registration

Tier B Essential B Acvantage

B Premier

B Dovice Admin

irl

Appliance B 1SE VM Licenas

This annblos tho ISE features for o purchadod licendss 1o bo tracked by Ciseo Smar Licensing,

By clicking Register you will agnee to the Terms&Conditions. You can download Terms&CGonditions on 5

THUXBRFAREE , FSRAANEEFHISENBRIFANEROEE.

SSOMRS : TABRBM, ( AMERHFANEFPOHE )



Account Registration
Enter 550 Credentials

S30 service: Unable to reach Cisco.
otegoma(@cisco.com

L D= 7 8
BARABR  REEInternethViEiE,
T3 R:

1. MBREFEREBFEEHRlInternet , BSMEIMNE>RE , HEAGFERKREBERSS[EM , AREE
N,

_ | vt
On-Prem Admin Workspace CISCO

Smart Software Manager On-Pren
Network 3
n ° € aral Wetwork Interface Prosey E >

Access Mabwark Support Manual Proxy Setup
Management Center

Your network might requirg a HTTE imunication to Cisso

Ensure proxy sa "
o may result in loss of commu

)

Accounis Sacurity Synchronization

ng, as incorrect sattings

ne sysigm,

Use A Praxy Sarver

‘Dn

[ ] Enter the Proxy Server Name, or IP address, and port number for the
sanver you wank to conr When antering the URL, use the prefix
m ' http: i or hitps:i 1o 3 wnect. In the avent nrefix is ot

vill be HTTPS. Contact
AP Toolkit Setlings Users n't know the IP address and port number of the pr

hittp:F10.31.104.73 3128

REEE.




CSRAMNLABFT EDNSH MW EN B HIPHL |, TEIR, (A ERFAIER
A 4R)

Generate CSR

1@ Comman MName in the CSR is not a DNS resolvable hostname or IP address, please Iry

BRAR  REFEE BRI AER O IRSS 27 L RIDNSHEAT

1. $TFF BRNF A A /A CLIF 8 Anslookup <Cisco License Central_FQDN>,

ET—NROIF | RO LLE Blecssm.testlab.local Rk M B RHEF AT /0BRSS B85 #E AT o

FRABmERT —1

7314

KB BRHFANHE RO ERYDNSHE E

1. MBS > EH > DNSRRE,

Primary or Alternate DNSE Z 5DNSARS 250V IP#h st [E,



Smart Software Manager On-Prem

e < General Network Interface FProxy ?
Accass MNetwork Support
PP General
Managament Center

Ent . oy 4y -3 1 NS o e ool ol fatoniras inf g o A
Enter the server name, DNS server and default gateway information.

E Satellite Name: SSM-On-Prem

Accounts Security Synchronization Default Gateway Settings:
IPva IPvE
i L
API Toolkit Settings Users DNS Settings:

10.4.23.38

Allernate DNS

=

DNSiZ &,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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