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- PrXIBEE(FMC)

ERREHRF

AXEPHEEETUTRENE R

. BHANEEB R ORAT.2.4
- B RS 5IZ(ISE)MRA3.2%0 T 3

ANHEHPHEEHRETREXRRENEFHNREZREEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMELTEIRS , FHRETRAERSHBERRE,
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!

AR T A pxGrid R A2 R FMCHIISERY fi# R 3, Cisco FirepowerEEH/NFMC)R T —
K XEMARHERENETRT S , REEKREE. BN S4mE., BRE0RS51Z
E—NEHENMBRAR , BIRUESARIE. BNMTEAAA) K RS HERFREXN L iRHN L

21E,

Platform Exchange Grid(pxGrid) A F A EZHNEMBE L EMNE 2B RRES. ENRTEZELK
2. RPN NETHEEEREMEERE, PXxGridEREFHMRE , — N A EURTISEMZA)H
BINERF ; IREMES],

MARAISE 3.1FF 84 |, Sk B ISEMFTE pxGridiE 2 8 & F pxGridKR 4<2,

pxGrid iR 4% 1

BEAE 2R B9 28 — MR AR (pxGrid v1)BY4SETE T8 a5 ©'show application status ise & ZIHY AJ 43 14
, M P FTR. ET 253 ApxGridThEERT |, B LAEZTIRAH & BlpxGrid Bh&E :



ise/admin# show application status ise
ISE PROCESS NAME PROCESS ID

Database Listener running

Database Server running 41 PROCESSES
Application Server running 6041
Profiler Database running 4533
AD Connector running 6447
M&T Session Database running 2363
M&T Log Collector running 6297
M&T Log Processor running 6324
Certificate Authority Service running 6263
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mappling Service disabled

ERRANEES , RE—PpxGridT S EBpxGrid#BEITIRA |, M EbpxGrid ¥ 24 F& AR
Bo XEF IIFEEMpxGridT AR EMRRS , LBREMNEEEZT. HBIpxGridT R E2R- AR
FTR, MB—NMNTRBATHpxGridfkSF. B2 , XRREAEHREEZIHEIATE,

pxGridy 5 — MRAE T Al BIHEEENELRSPXMPP)FRVERE |, XB —4H B TMEMNE
FEAM IR AR,

pxGrid vIIEERHEMNEBMOT

« SXP

- 5%

- 2FEBH

« TrustsecTt ¥ iE

« MDM_OfflineE &

- BiERNMEEE

o KURELE XA TR
- KIHRIFThEE

PxGrid iR 42



SRS B WA {E A pxGrid v2. L & FEISEMWebSocketth i EEFRESTI®E , NTEHKIEE
BTRIGEINEE, BENTUYT BM. HEMRENE., FUREAF , BFA2FEFEHshow
application status ise@s 5 1& 1T 5 5t BT AR AN LLAY px Grid B €.

FS AR FHISERIEERR S , T #R 6 ApxCridhBEREE B WLEALH

FELRRA A | BB pxGrid T RELE N EFIpxGrid i Ko BRI AUSNIRRES. ¥TFvl, RE-1
T RFFpxGrid By AT 447 R BN IEFEIE 1T

pxGrid V2EERHRENETMT .

« MDM

» Trustsec

« ANCIRZ
TrustSec SXP
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. REETIRR
o KUREFE
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. DEREE
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HERISERITERK

F1% : BEISET /LA K 2 Administration > System > Deploymenti {TpxGrid & &

B2 IEFET S H B ApxGridIh g

= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

;

Palicy Service
B - Enable Session Services

Include Node in Node Group

None e

) > Enable SXP Service

@& . pGrid

£ 2B HISE pxGrid RS .

SR3.EAEBpxCGridEEN T R/E , EF SEEN R IR - imiE XA WebsocketsHIRZS .

F45 . SMBIEE> pxGrid RS> Websocket — JEE BN IP#11E127.0.0.1E #EE R ISERFHE

)




= Ciscol
Client Mansgement Diagnostics Senings
Winboc
L
* WebSocket
Tests
Cliwnts Tapics
Clients
Chent Name Connec! t To Session Certificate

3k BISE#Y N EBWebSocket,

Adminisiration - pxGrid Services

Subscriptions Publications IP Address Status

5% : X K F ¥ Administration > pxGrid Services > Settings , AFIEFRIZ T Automatically
approve new certificate-base accounts , It BREAER , B2 , X TpxGridiE# , BEWESALE

wAE, 2fE , BAFHEIFMCHERNAF

= Cisco ISE

Client Management Diagnostics Settings

Summary

Settings

| E Automatically approve néw certiicale-based accounts I

Allow password based account creation

Use Default

AETpxGridiE Btk = /5 A B Ht,

Administration - pxGrid Services

865 HEE>RE>RAULHHER SEMNIENpXCridSIREMXMIES , BWERBBNRET
KA EFE—pxGridiE+ , XLFFBHE—RIEBMARIE(CA)LER, EARGP , EEAER

ISEUE$ H# BRCAX M FPANT R,




y Admin b Remaining nodes ¢

Services Root CA Services Node CA

'y

Services Node CA Endpoint Sub CA

Endpoint Sub CA Pxarid Certificate

Fxgrid Certificate

LHISE LA EHERE,

S

AR BRISELERMIEPHNATMEWAFMES |, FSF T AEISE A ERUF 5 25 & AL 14 AR

Fo

= Cisco ISE Administration - System
Deployment Licensing Centificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Cantificats Managemant « g
System Certificates | v suwe w1 s o 5 4pon cartiicass s privess by IS of B8 SO CHFLRCALRS.
System Certdicates
Trusted Cartificates
OCSP Chont Profile
Friandly Nama Usad By Partal groap tag lssued To lssuad By Valld From
Certificate Sigring Requests
e ——
Cartificate Periodic Chack So
E—— s Endpeint 4 Fi, 30 Jun 2023
Cartificate Authority >
Dotas suptined ) saptsoc max ssptsec- CXLABS-WINIEZID-  Mon, 3 Jul 2023

CAZ

SAML_

in002_Extormsl_CA [y ticatn Group
Chesapaised vax, O 1SE Messaging saptised2 sEptsec. men

e t Service
i s3ptise02 sEptsac. man

Sat, 1 Jul 2023

Explration Date

Sat, ¥ el 2028

Wed. 2 Jul 202

Sun. 2 Jul 2028

Sun. 2 Jul 2028

Status

Active

Active

Active


https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
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MBREFHFMCETE , FRENTPEEEWERY ., AJLAfESystem > Configuration > Time > +

Add FELENTP,

Firewall Management Center P

St My Clock

I S
8 siuncelien. posl i oo

1. sourcetien poo nip 0o

FMC EMBIEEZS .

Sarve Time vis NTP | Erabisd
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Depicy
Confguration
Usars
Domains
Updases
Limaes

Classic Licernmes

P2 S EISystem > Configuration > Management Interface > Shared Settings , ¥ iEPrimary

DNS Server FERR B S EEMHIDNSIRE 5.

Firewall Management Center

- O Anahyus Polcis D
Interfaces
Eharnatn MAC Asdrgas
wo  MenmgmeseTumc oo cimyancs
Routes.
i Routes
e
Foutes
»Shared Satlings
Hosiname | spt_tmc01_tab
Domains | 33ptsec max
Priary DN Server | 108824059
Secondary DNS Server
Tertiary DNS Server
Rermote Mansgement Port | 1305
v ICMPVE
Alow Seacieq [P0 Packy gy
A rvesenatin Pacatts.

~ Prooy

Fratses

FMC EHIDNSELE.

ity
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24951

oy O, @ © @ admine 2
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Users. Moo At
Domasins Poicy Sysog
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SEIWAEBEBEFMCEN R . SMEISystem > Configuration > Management Interface > Shared
Settings , K iFHostnameFBR 2B B EFMCEN B, REIBD P LE—Dat , FRIUFLLPSER,




% EISEFFMC 2 [8] BY pxGridiE $#%

H 1. S M 23K 2 Administration > pxGrid Services > Client Management > Certificates, #£5%—/
ETAF |, & want to Generate a single certificate(without a certificate signing request).

F 2. £Common Name(CN)EZB4 , % AISEM A IEHHIFMCHIFQDNH 12 5% 88,

FPR3.7ESubject Alternative Name(SAN)ZF % , i A EiEEHFMCHFQDNFIP# it

B4L  HIEPTHEANER , BERETHUREFEREBAEBIEE FERHA(PEMERAIER. WA

PKCSS PEMIS T ( ‘@IFiEH4E ) -

\

SRS FUB BB AFFREZD (WRBHEEREFMCHER ) . BINEBHiEECreate,

Certificates

pXGridilE $5 4 B R Bl

HRRE K zip X T HEENITEN . BER/XH , ABRANENHERFEATHS
MName - ~ Date maodified Type Size
Tl CertificateServicesEndpointSubCA-ssptise1_ 1 4 Security Certificate 3KE
Sl CertificateServicesModeCA-ssptisel]_ 1 Security Certificate 2 KB
Tl CertificateServicesRootCA-ssptisel1_ 21/08/2 Security Certificate 2 KB
Sl sspt_fmc01_lab.ssptsec.mex_sspt_fmc01_lab.ssptsec.mex 1 Security Certificate 2 KB

| sspt_fmc01_lab.ssptsec.mex_sspt_fmc01_lab.ssptsec.mex key 1 - KEY File 2 KB




ISE4 B HIPXGridiE$,

F7H  EFMCH |, S FF & Objects > Objects Management > PKI > Internal Certs, %&#Add
Internal Certi& I,

r Firewall Management Center Overview  Anolysis  Policies  Deves  Objects  Integration Depiy O & @ @ adminv | b

Internal Certs Add internal Cert | [T

el cortificati object represents @ Server public key CertScaty bEkNGng 1O YOUT CRDAFIZRtion. You can use inbemal cortificate cbiects and groups in SSL ndes, ISENSE-FIC connection and captive portal configuration

FFEMCIEF AN REBIES o

5884  HFFMC LGB D BMIER, FIEBEHIEE D P MK EMISENFMCRIEAIES,

HIRIFNBT BB N keyWI XHLEE T —1FE.

F10F  ‘EEMNEZLED , RAERAGEISELVBIEPREANEE. RELE,




Add Known Internal Certificate

Namae:
paGrid_FMC

Certificate Data or, choose a file: l Brovwse

Key or, choose a fle: [ Browse.

Encrypled, and the password is: I wesssnnsl

| Ca |

S HISEEBMFMCIEH,

] FIW” Managem»?!'llt Center Overview  Ambyss  Poicies  Devices  Cbjects  Integration Deply o € & @ adminv Sl secue
Internal Certs Ack Inteirusl Cert [RSRECA
inteenal cestificate cbject represents a server public key certificate belonging 1o your organization. You can use intemal cestiicate chjects and groups in SSL rules, ISE/SE-PIC ian and captive portal
Wame Vakon
i PR EH=aapl_Fmell I st max s

FMCiE+,

$5% : S EIE # Objects > Objects Management > PKI > Trusted CAs , #%£$##Add Trusted
CAs,

F"MII,ME?,WQ_T”,' Center : e Poicis Dwvices Objects Integnaticn Dsiy O, @ 5 @ sdminv | b oo
.
Trssted conificate authorty (CA) comet aprisants & CA pubiie kry ceriScaty bakinging 1o 8 usted CA_ You can bjects i S5L poscy. 80d ISESE-PIC cormmcton
Mare Vs
ARA-Cerificain-Tereces CHSARA CortiScate Servoes, ORG=Comads CA Limied, CoGl w
AT EN-ACCVRAIZY, ORGRADEV, DUSPRIACEY, CoES #
A AT RO -G e drials Autestioation Rool G4, DRG-ACINS 504 01ISBSI0MT. CaT  #
AR ruat- Comemersial EN= Ao Trusl Commertal, OG- Arm Trusl, C-U% ”
ATt Metworking CHeASrmTrust Netwonong. CRG <ARemTrat. Colss. '
ATt Premm Ehin Al Trust Prerrinsm, Ofiieddbem Trust, Gelis
AfrreiTrgat- Pravmicm- $0C CN=ASrmTrust Premium EOC, ORGsASemTrust, CoUS '
Amason.fiot-CA-1 ENnAmason foct G 1, ORGeAmansn, CeltS 7
Amaron-Root-Ch-2 CHeAmazon Root Ch 7, ORGeRmazon. ColS W
Amaron- Boat-Cas3 EhinAmaron oot A 3, OfliAmann, CelsS
Aemaron-Root-CA-4 CNsAmazon Aot CA &, DRGAmaron. C=US 4
Ao Trustediioot: 3011 e das Trustesnsd 2011, ORG=AMs, G=0E '
-ABTEIADEE CHak o ARILE0ES, LoE5 £
Bammore- Cyter Frust oot Ch=Baltimore CyerTrust Ao, ORtG=Batimars, UCyberina, Ci s
Buypass-Class-3-Aoot-Ch N Buypass Claas 3 Root A, ORG=Duypass A5-SE 1127, SohO £

JFISE rootCARINA ZEELER.




ST B IEFRMENN,

HPR12.30 58 F IR MISEX M T HVISE rootCA, RIFEE.

& HISE rootCA,

$13%5, SMEXRREX>HCER>"FHR . BRRFRE | HFHKRSEIZE.

HER14. 5 ApxGrid T REVIP#EAEEFQDN , W QBTN ET Ko X HBIpxGrid T REE TR,

%158 : NTHE 28 bk R ISE A BB pxGridiE $4E 7 pxGrid Client Certificate®f 4o

%164 : EMNT Server CAMlpxGrid Server CAZS % , iR BE L — S+ S HIISE rootCA,

~
EE : pxGrid R85 CAX B T pxGrid ¥ & £ pxGrid IE £ i F BV IE B B AR IE P M A WL

MNT AR5 88 CAX B2 T MNTHI R L pxGrid IE £ &£ A B9 UE 5 BV UE 5 50 & A4

SERAT. AL - BAILMISETTALER RMSXPEE, REFEE.




-y Firewal Manaﬂame“tc‘m_t_a_' Oweeview  Ansiysia  Polics  Deviss  Objects iniegreion Depy 0 @ @ @ wminv b secure

Clouad Servicss  Rosms  Wafly SoUCE IR AVELIBETY  SSURRTWST  HoSIIApULCBGRE STl SoMtwans Manage On-Pram

You have unsaved changes | Cances

Sanvice Type
None ® identity Servces Enging
Primany Host NameiP Addrss® Secondary 1os HameNP Addess
1044041 041047
paiirid Chent Corfcate® MINT Sanver CA® e Serves CA*
ptin_FMC + ISE_rootC, + ESE_roctCA +

ISE Matwerk Fites

Subsciive To
B Sewsion Dweescry Topic
B SXP Tegic

Test |

EFMCHYFISERE H & 7R,

56 UF

FMCH®iE

TBRIAEXEF  SMAERCHMER>SHR>F MRS 5IE, EREREZH , AT
pXGrid§EiEMiRE .

I1SE connection status:

Primary host: Success
Secondary host: Success

~ Additional Logs

Frimary host:
[INFOJ: PXGrid v2 is enabled

[INFO): prgrid 2.0: account activate succeedad
[INFO]: Successiul connection to

ssptised? ssptsec mex 8910

PxGridi&E X Mo

Primary host:



[INFO]: PXGrid v2 is enabled

[INFO]: pxgrid 2.0: account activate succeeded

[INFO]: Successful connection to ssptise02.ssptsec.mex:8910

[INFO]: Successful connection to ssptise0l.ssptsec.mex:8910

[INFO]: These ISE Services are up: SessionDirectory, SXP, EndpointProfile, SecurityGroups, AdaptiveNetw
[INFO]: A1l requested ISE Services are online.

Secondary host:

[INFO]: PXGrid v2 is enabled

[INFO]: pxgrid 2.0: account activate succeeded

[INFO]: Successful connection to ssptise02.ssptsec.mex:8910

[INFO]: Successful connection to ssptiseOl.ssptsec.mex:8910

[INFO]: These ISE Services are up: SessionDirectory, SXP, EndpointProfile, SecurityGroups, AdaptiveNetw
[INFO]: A1l requested ISE Services are online.

EISE L34

F1E . BFMC pxGridF Fim R IhE R FIISE L&Y |, A LATEAdministration > pxGrid Services >
Client Management > Clients X2 HEE| , IS HBS A 7B R fmcE iR,

= Cisco Administration - pxGrid Senicaes

Chort Managemant

Clients

pulrid Chants

PxGridZ& /i o F 7 /8 Ao

S

EE W t-fmc B BRI pxGrid & F in BFMCH R R £

HI2 MR S M B3K & Administration > pxGrid Services > Diagnostics > WebSocket , &4 & Els
MFMCRYER . EXMBERLT , FMCRATEAAMHA)RS, FRBNHEBRFERNOT :
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ract  Disgrostics

WebSocket
Chenry Togdcs.

ETEnY

WebSocketfEISE_ LA A,

SWIIE T —NEMF W Topics, ®IEFMCH F ERMEISEX B pxGridE£&, flin , EEERH
NMFMCHZLHEXNEBDITH , HERSISEXHWSGTHEXHNER.

mary  Client Management  [iagrossics

WebSocket

Tapicn

B pxGrid AR EB,

H B4 .1£ ¥ ¥ Administration > pxGrid Services > Diagnostics > Log¥ , £ R5pxGrid@fE (XN F&
EERTENTR ) BXNEESH, XEHANWRSERMEXHNESR.

= Cisco IS Administration « puGrid Services

PxGrid3Erf B &,




HUEHEER

FMCHFEHE R
BIAFMC T LUR =B M B S M B HISES &, Bl

<ffroot>

> expert
admin@sspt_fmc0l_lab:~$ ping sspt_fmcO0l_Tab

PING sspt_fmcO0l_Tab (10.4.49.51) 56(84) bytes of data.

64 bytes from sspt_fmcO0l_lab (10.4.49.51): icmp_seq=1 tt1=64 time=0.029 ms
64 bytes from sspt_fmcO0l_lab (10.4.49.51): icmp_seq=2 tt1=64 time=0.071 ms
64 bytes from sspt_fmcO0l_lab (10.4.49.51): icmp_seq=3 tt1=64 time=0.055 ms
AC

--- sspt_fmc01l_Tab ping statistics ---

3 packets transmitted, 3 received,

0% packet Toss, time 27ms

admin@sspt_fmc0l_lab:~$ ping ssptise0l

PING ssptiseOl.ssptsec.mex (10.4.49.41) 56(84) bytes of data.

64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=1 tt1=64 time=0.586 ms
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=2 tt1=64 time=0.646 ms
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=3 tt1=64 time=0.743 ms
AC

--- ssptise0l.ssptsec.mex ping statistics ---

3 packets transmitted, 3 received,

0% packet loss, time 82ms

rtt min/avg/max/mdev = 0.586/0.658/0.743/0.068 ms
admin@sspt_fmc0l_lab:~$

admin@sspt_fmc0l_lab:~$ ping ssptise02

PING ssptise02.ssptsec.mex (10.4.49.42) 56(84) bytes of data.

64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=1 tt1=64 time=0.588 ms
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=2 tt1=64 time=0.609 ms
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=3 tt1=64 time=0.628 ms
AC

--- ssptise02.ssptsec.mex ping statistics ---

3 packets transmitted, 3 received

, 0% packet loss, time 45ms
rtt min/avg/max/mdev = 0.588/0.608/0.628/0.025 ms




BRADIFEBEBHHIEIT :

<{froot>

>

expert

sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

pmt ool status | grep ad

adi (normal) - Running 7911

HR7EE OTCPP 8910 L A ¥ MFMCEIISEREE. MFMC CLI , &7 LAfl EtcpudumpZiiE 2 i3k
LAFIAR 6381 -

<tfroot>

>

expert
sudo suadmin@sspt_fmc0l_Tlab:~$

sudo su

root@sspt_fmc0l_Tab:/Volume/home/admin#

tcpdunp -i any tcp and port 8910



22:34:08.415370 IP

sspt_fncOl1l_| ab. 46248 > ssptise0l. ssptsec. nex. 8910

Flags [S], seq 3033526171, win 29200, options [mss 1460,sackOK,TS val 2701166399 ecr 0,nop,wscale 7],
22:34:08.415840 IP

ssptise0l. ssptsec. nex. 8910 > sspt_fnc0l_| ab. 46248

Flags [S.], seq 3024877968, ack 3033526172, win 28960, options [mss 1460,sackOK,TS val 2268665064 ecr
22:34:08.415894 1P

sspt_fncOl_| ab. 46248 > ssptiseOl. ssptsec. nex. 8910

Flags [.], ack 1, win 229, options [nop,nop,TS val 2701166400 ecr 2268665064], length 0
[...]
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[ET— s ettt . " SPang epei 5080 #
T ] : ! Agent Inshalt pvE KPASS: kst [t o
T Y S5H kp22 Fotlane Agerd. KpBIcS SCEP: M0, pidd; ST icpmond o -
Sirart | icansing kpidd3 SOONSOr{PSH) KpBAD | |BRASAL lepiiod NTE- uipiizd S, gt 00
i # SHMP, usp 61 O s ol =
REST AP (MEAT) lcpd3 | | DHOR: eoe? CRL: S0, iphked, iopfiEd Inler-Mode Communications
ERS AM: lepeaos 'mlclenlm lc:pms wptss || ooes \ e
Micrsoft SOL- Iep 1433 Poicy: lep/Ta00, repidad
P umwn E5Tacnond || Syeane: gm.::w = | udniiTo0, wop/a7E% (PEN w0 PN Cans),
PrOESOL Rprmaaz t‘ﬁ_ IepBITD (Profiler)
Cmle ICpH S
1am:1g‘:rscrsq rells | Airmin) - Adrmicd 5): i, epdi 2001 (Joups),
KD Apen Cpe0as FIP B 300 (ElasteSaarch), epBaT0 (Prosied)
WA pi Monice(F) - Montor|B): lopiddd, udaB0514
Sysiog: uipE05Td of ip16ES [Sysiog), top/aees

ISEFMEHHIPXGridRX B,




EE : pxGridEFim ( EARGIS ) EpxGridT SIBE , HEIMNT(SMNT) T S EWE S H#E
ETH. MRSMNTRERHE , e2BIEMNTEREE,

ESpxGridE FinETBENISET RH , KAUERRORST AHREEERFERIZKO L

o

#show ports | include 8910
tcp: (output omitted), :::8910,

S22 FEISELREANNE , AT 2 WipxGridSEfEi B4R, T LATEAdministration > pxGrid
Services > Diagnostics > Test £ K E|, H 7 ERANHEISELATBIMIT,

SRS, BTN LN EBpxGridRFEK , ZERITMEEF S w2 S 7 LA E pxGridi2 #2852
M&EE R, RSMEZ,

S R4 R Start Testit W |, HEFWERZE,

Ciagnostics

Tests

Hieallh Manitorng Tost [ %] paGrid Databasas
Synchronization Test

PxGridiz TR S 2 i o

S| MIATRK G |, EFEView Logit T, EAREH , BENAEN:




= Cisco

REZTROREEN B

Diagnoatics

Tests

Health Monitoring Test %]

tion - puGrid Services

ElRinga

pxGrid Databases

o
Synchronization Test -

22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023
22-Aug-2023

17:
17:

17

17:
17:
17:
17:
17:

17
17

17:

17

17:
17:

17

17:
17:

17

17:
17:

17

03:
03:
:03:
03:
03:
03:
03:
03:
:03:
:03:
03:
:03:
03:
03:
:03:
03:
03:
:07:
07:
07:
:07:

13
13
14
14
14
14
14
15
15
15
15
15
15
15
16
16
16
16
16
19
19

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

dedededededede ke dedededdhd pXGr‘1d Session Di rector-y Test #FdHdddkkdkdddiddits
Starting Connection Test
pxGrid Node: ssptise0l.ssptsec.mex
wsPubsubServiceName=com.cisco.ise.pubsub
sessionTopic=/topic/com.cisco.ise.session
sessionRestBaseUrl=https://ssptise0l.ssptsec.mex:8910/pxgrid/mnt/sd
wsUrl=wss://ssptise02.ssptsec.mex:8910/pxgrid/ise/pubsub

Connection Test Completed
Starting Download Test
DownTloading sessions since 2023-08-21T17:03:15.273-06:00
Response status=200

Number of sessions read: 0

Download Test Completed
Starting Subscribe Test
STOMP CONNECT host=ssptise02.ssptsec.mex
STOMP SUBSCRIBE topic=/topic/com.cisco.ise.session
STOMP CONNECTED version=1.2

A total of 0 notifications were received.
STOMP RECEIPT id=77

Subscribe Test Completed
sk oxGrid Session Directory Test Complete #### ik

PxGrid#¢4E B [5 25 M X 42 ZEPAN M pxGrid ¥5 = 2 [8] Y B 42 B o

EREBLEH  UREMNRERSL,

jilll

Hit , RiEFpxGrid A HWEE R AR,

HPR6.1EFE Start TestiE I FHFITMEE R,




= Cisco ISE

Summary Clignt Managament Diagnostics Sattings
WabSor et
Lag
= Tests

Health Monitoring Test o

Thas st Soes & Basic sanity 1051 by going through
Sexiion subicrite snd bulk downlosd using an

ripenal clgnt

# Comglate

PxGrid#iE FE B 2 M o

pxGrid

Synchronization Test

Databases

Administration - prGrid Services

o

Tha 1a81 does & basic sanity test by gotng throwgh tha

WU P
EiGrEd nod

iynchroniced

- felied Catabasas

thel P deed

1 chack i o the daabases ane

HER7T NERE B R IREUL far o

In Sync
In Sync

ssptise0l.ssptsec.mex :
ssptise02.ssptsec.mex :
Primary PAN : ssptise0l.ssptsec.mex
pxGrid Nodes :

ssptisell.ssptsec.mex ssptise02.ssptsec.mex

HIR8. MIE B EFMCT REIpxGrid T RIREUHIR -

$ 9. S M EIF & Operations > Troubleshoot > Diagnostic Tools > TCP Dump,

HIR10.IEFRIR TR DN 3R

= Cisco I5f Operations - Troubleshoot
Diagnostic Tools Download Logs Debug Wizam

TCP Dump

The TCF Dy WtiSTy GOQE 18 10 MOnRDe Tha COMBRSE O DICKEDS 0 3 SGTWOIK I TRce 3nd TOREetha0r DIGbMMSE 0N the SATROIK 38 Ty 3000

Matwork intertace Filter File Nama

HISE L& s B IR 2R

Reponito_.

File 5. Mumberof

Thma Limit  Promiscuous M




SR .BEERHIRSE

$BR12.7EHostNameH , IEFREFMCHIEFH EpxGrid T Ko

S 13. M FILiE %ip host <FMC IP>

SEB14.RAERDE , AEHEESave and Run.

= Cisco ISE Operations - Troubleshoot
Diagnostic Toals Download Logs Debug Wizard
Caneral Tocls TGP D Sapusel ] SapRsec.mex

RADHUS Act he

Edit TCP Dump

Addd TCP Dump packet for momoring on & network interace and roubleshoot problems on the network s they appear

ot Name*

saptised ]

Notwort Inertace*
GigabitEthernet 0 [Up, Running]

TrustSec Tools
Fee
ip host 10.4.49.51

4

E.g: ip host 10.77.122.123 and not
10.977.122.119

File Name
taccap

Reposmary
HNone

File Sire
10

Mb

Fileis)

BiREHAREE RS,

FWISES—IMEOR , EFMCRE L | MBEER>HMER>H DR, H B pxGridEEN R 5
ISERVERE, HEBWEINHERE | FHEFIEISE LAY,




= CiscoISE

Dimgnostic Tools

Ganaral Tosin

Dewrload Logs Dabug Wirard

RADAIS deathrnication Trowbi

Exncuts Maswork Dawics Com.

Evabebne Confruration Visdal

Poaters Trausieahoating

Adgstiais Paitirs Troubleits

Dnctfcint Dstrog

TG Dumg

Sonsion Trace Tasts

TCP Dump

Operations - Troubleshoot a & @

The TCP Dumg uelity page is 10 monitor the contents of packess on & NeTWwork ineriace and Houbleshaot probiems on the Network &S they sppear

& oAam

B Host Mame

B otsed ] anrec mex

FIEISE LW BIEEHIR.

meFge 1w 1 - [Toe | v ominmm
* Fines F
Network Interface Fitter File Namao Roposiiory  File S.. Numberof .. Time Umit  Promiscuous M. Status
CgRAEtrenat O (LD, Fun. I host 10,8485 e 0 1 5 ™ UG

SER16. THBRHAT RN, ARERATURESEN THEEZENHR,

10.4.49.51
10.4.49.51
18.4.49.41
10.4.49.41
10.4.49.51
10.4.49.51
19.4.49.51
10.4.49.31
10.4.49.81
10.4.49.41
19.4.49.51
10.4.49.51
10.4.49.81
18.4.45.51
10.4.49.41
10.4.49.41
10.4.49.41
10.4.49.51

18, 4,49.41

ISEFMFMC 2z B KYPxGrid&f= .

18.4.49.51
18.4.49.51
18.4.49.51
18.4.49.41

18.4,49.51

TLSv1.2

66 47508 - 8918 [ACK] Sequl Ackel Winw29312 Lenwd TSvale2738457627 TSecr=23@5956319
389 Client Hello
66 8910 = 47588 [ACK] Seqel Acke324 Wi Len=@ Tsval 19 TSecr=2738457627
7386 8910 = 47588 [ACK] Seqel Acke=324 Win=38088 Len=7240 TSval=2385056341 TSecr=2738457T627 [TCP segment of a reassesbled PODU]
462 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
BE 47508 + 8918 [ACK] Seq=324 Acks=TE37 Win=44544 Len=@ TSvals2738457658 TSecr=230505E341
1783 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
66 8910 = 47588 [ACK] SeqeT637 Acke2841 Win=33536 Lens=d TSval=13@5956345 TSecr=2738457653
72 Change Cipher Spec
111 Encrypted Handshake Message
66 47588 =+ 8910 [ACK] Seqe=2841 Ack=T6EE Win=24544 Lensd TSval=273B457658 TSecr=2305556349
99 Application Data
66 8018 - 47508 [ACK] SequliSf Ack=2074 Winw33536 Len=d TSval=2305056301 TSecr=273B457658
618 ion Data, Application Data, Applicaticn Data, Application Data, Applicaticn Data, Application Data, Application Data, Application Data, Application Data
66 3910 - 47508 [ACK] Seq-7638 Ack=2623 Win=35430 Len=d TSval-2305956391 TSecr=2738457699
515 Application Data
100 Application Data
66 47508 ~ 8519 [ACK] Seqe=2623 Ack=8171 Win=47488 Len=0 TSval=2738457708 TSecr=2305556409

97 Encrypted Alert

SBATAEISEL | MRS SpxGridkh BAX MRt £ th SMBIRE-HEHR>AIAES
>t AR B, BEESFOXBISES & , KEHE.

= Cisco ISE

Diagnostic Tools

Debug Profila Configuration

Debug Log Configuration

Operations - Troubleshoot

Download Logs Debug Wizard

Node List

BREEEISELBEHBMT R

£ Reset to Default

Node Name - Replication Role
[ -] ssptised1 PRIMARY
O ssptise02 SECONDARY




FER18.TIEE RHAH |, FLog LevelEE X HIDEBUG,

o

IXFFE A pxGrid A A E 5, REHRE

= Cisco |51

Diagnostic Tools Download Logs ﬂ{rhug Wizard

ssptised ] sagisec mex
Dabay Log Configuration

Debug Level Configuration

Caomponent Nama Log Lol Dascription

DEBAAG

FpxGridd HFE XN FIARE.

Operatons - Troublashoot

Lo file Marme

BENESMWITH , REHRE D Epxgrid-server.logXHHIWEN BE, BALEISET R LEF

LU AT IR HRRRAY Btk B 4%

#show Togging application | include pxgrid
ise-pxgriddirect.log
pxgrid/pxgrid-server.log
pxgrid/pxgrid-test.log
pxgrid/pxgrid_dbsync_summary.log
pxgrid/pxgrid_internal_dbsync_summary.log
pxgriddirect.log

p BN AXEZHEWRERW , FEELNAEISE 3.xRZA 5 A EHM.

& L[] &

PxGrid A P& FimAR7EISE LIRBHL &

EAREARFIH , FMCUHpxGridZHM X B HE RUTITR ¢


https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8

Status

ISE connection status.

Primary host: Failure
Secondary host: Failure

« Additional Logs

[INFOJ: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at
“10.4.19.42": Request falled with a timeout.

FMC pxGridiE$# 5% M.

Primary host:

[INFO]: PXGrid v2 is enabled
[ERROR]: pxgrid 2.0: failed account activation. accountState=PENDING
[ERROR]: Failed to contact pxGrid node at '10.4.49.41': pxgrid2.0: Could not activate account

Secondary host:
[INFO]: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at '10.4.19.42': Request failed with a timeout.

EZISEL |, HEEX & 1T N Administration > PxGrid Services > Client Management >
Clients , Z%1TH &R RpxGrid&E P iw(FMC) EfE & & & #t.

SR1IEFEApproveRH , WINT —NEOHANER , RAEBRZHAER. XRERRI.
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Summary Cliens Management Dragrosbes Settrgs
[
L Clients
e
et st regivin vl Pt st mppeovel s e e erkors i e 52, Clhuote wow e g et
Tetastn Linenry IRioush the puilie SOK 10 egeler 8 chesls. Crieo FE suppofls Both st s mamusl regrualns

Pl Glgats

B teme Description Chent trows Status

B s ik 104 enaTe B « Pendng

FMCE 7~ kb TR EIRAS

®

Information

Approve client(s)?

Are you sure you want to approve the selected client(s)?

o

HIApxGrid® F ik R #Ht

MREBFABFHEETIEBNpxCGridEFim , AISMLEAEL F —THRNESR , NS HI
LR

Error

Automatic approval can not be enabled when an existing client is in Pending state

oK

E&#tpxGrid® F imiAx iR

PxGrid ISEUEf & T &

TBRIERS RS , RS EFFE £ Administration > System > Certificate , E X pxGridiE $ H ik
BViewit i, MRIEHBEHERBE , NAJELHMATHEIR




& Cerificate trust chain is incomplete

B H T TRBAXIEIR.

L2 B AR EISE rootCAREEEView ( BEE ) MTF TR, MREXREHPRDIES |, BT
MAEBNISEZEIRECA,

3% XK EIF E Administration > System > Certificates > Certificate Management > Certificate
Signing Request(CSR) , AFE TR PIEFERE—IEH.

EISELAERCSR,

4L - EHFEREF  EEFEFERISERCA , HAMETREFERISERCA, HEEEReplace ISE
Root CA Certificate chaini&$ll.

Certificate Signing Request

5L kdontity Cartific: 2

[T SpE——

BSE Cortilicste Autbarity Cortificates:

BEIEHEEFER,




SRS EHFEXRNAE T RPERLER, THE , ISEETRT—MNEH,

Thase will B s delay i ganoratng and showing ooriicann

Poaia reltesh the cabio # conficaned 4o o show o

FIAE B £ Bo

H 6.8 1T i B System Certificates F B Viewit 1 |, BIApxGridiE BEEER TS T Ko
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https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/zh_cn/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/series.html
https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/series.html
https://www.cisco.com/c/zh_cn/support/security/identity-services-engine/series.html
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