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~ PassivelD Settings

The PassivelD settings that are configured in this section are applied to all the join points in Cisco ISE.

History interval®

Domain Controller event inactivity time*

(monitored by Agent)

Latency interval of events from agent®

Authorization Flow

N BEALIE  BREESDESETPassivelD, PxGridMISXPRS. ERLIEN T
Eiﬁﬁijﬁiﬁ Administration > System > Deployment.
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1. FPassivelDBIZE £ IR M Policy 5t ( #E ) -
2. X FConditions , & {# F /& M H Passivel D-Passivel D_Provider IR IRRY IR PR,

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

kE PassivelD-PassivelD_Provider Agent Default Network Access

Default policy set Default Network Access
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PassivelD-PassivelD_Provider Default Network Access

» Authentication Palicy (1)
» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

v Authorization Policy (3)

Results

Status  Rule Name Conditions Profilas Security Groups Actions

ParmitAccess Employees

Admin access Admin_Team

DenyAccess ’ Select from list
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Work Centers - TrustSec

QOverview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

General TrustSec Settings

SXP Settings

TrustSec Matrix Settings

oS Publish SXP bindings on pxGrid Add Radius and PassivelD mappings into SXP IP SGT mapping table

SXP Settings

ACI Settings Global Password

Global Password
(111 IXTI1 Il L]l]]

This global password will be overriden by
the device specific password
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Overview

Usasrnoamse:

Enc

Endpoint Profile
Authentication Policy
Authonzaton Policy

Authorizahon Result

Authentication Details
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Event
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jehn.admin
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101001020
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Admin access
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Single matching account found in forest - Liclab
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WIFISERRHISGT/IPERET R, X)X S ZE Work Centers> TrustSec > All SXP Mappings.

Work Centers - TrustSec

Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

All SXP Mappings

All SXP Mappings

IP Address Learmned From Learned .. SXP Domain PSNs Involved

default
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admin@fmc:~S sudo su
root@fmc:/Volume/home/admin# uip_reader -f sxp_log_entries.1 -b

current set of sxp bindings
ipPrefix 10.10.10.10, tag 4

Fekkdkddkkkkkkkkkk kb kkkkkkkckk ke kkkkkdkk

ipPrefix 10.10.10.20, tag 16

Fekkdkk ek kkkokdk ko kkdkkkkkokkdkkk kb kkkkkkkdkk

ipPrefix 10.10.10.104, tag 2

Fekkdkddkkkkkkkkkk kb kkkkkkkckk ke kkkkkdkk

root@fmc:/Volume/h ome/admin#‘

TrustSec SXPXI & {AI8E

R EMISEZR HPassivel DA ERYIP-SGTHRET |, N CLIFEFFIRo



sw-38504isho cts sxp connections brief
SXP: Enabled
Default Source IP: 10.10.10.104

10.10.10.135 10.10.10.104 On(Speaker)::On(Listener) 0:01:29:19

sw-3850{isho cts role-based sgt-map all ipv4 details

Active IPv4-SGT Bindings Information

IP Address Security Group Source
10.10.10.104 2:TrustSec Devices INTERNAL
10.10.10.10 4:Employees SXP
10.10.10.20 16:Admin_Team

IP-SGT Active Bindings Summary
Total number of SXP  bindings = 2

Total number of INTERNAL bindings =1
Total number of active bindings = 3

~ EE  AAARITrustSecHI RYEETEARAX N ITLERE 2R, BEXEXEE , BEE
Cisco TrustSeciS .

HUEHERR
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-18/configuration_guide/cts/b_1718_cts_9300_cg/cisco_trustsec_overview.html
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W zhID passiveid BRER passiveid-*.log
PxGrid pxgrid BRER pxgrid-server.log
SXP SXp iRk sxp.log

~ EE  EHEREMER | EFRHEAT R E 5 Reset to Default lAE B iR HiR 1R &,

BERE

1. ISENR IR EREH

Passiveid-*.log 34 :

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker(27)][[]] com.cisco.idc.agent-probe- Received login event.
Identity Mapping.probe = Agent, dc-host = /10.10.10.132, Identity Mapping.server = ise-3-2 , event-operation-
type = ADD,

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker(27)][[]] com.cisco.idc.agent-probe- Validating incoming loging

event...

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker(27)][[]] com.cisco.idc.agent-probe- Building login event to be
published to session directory.

2022-09-06 20:28:31,309 DEBUG [Grizzly-worker(27)][[]] com.cisco.idc.agent-probe- retrieving user's additional
information from Active Directory.

2022-09-06 20:28:31,326 DEBUG [Grizzly-worker{26)][[]] com.cisco.idc.agent-probe- Forwarded login event to
session directory. ldentity Mapping.id-src-first-port = -1, Identity Mapping.dc-domainname = Lfc.lab , Identity
Mapping.id-src-port-start = -1, ldentity Mapping.probe = Agent, ldentity Mapping.id-src-port-end = -1, Identity
Mapping.euent-user-name|= smith , Identity Mapping.dc-host = /10.10.10.132 , Identity Mapping.agentld = ,
Identity Mapping.server = ise-3-2 , Identity Mapping.event-ip-address = 10.10.10.10,

2. ISERREE B BRI O BSGT , H i FPassivelDA P IP-SGTH S & % 2IPxGrid A 7 #
SXPX &5

sxp.log3 {4 :



2022-09-06 20:28:31,587 DEBUG [sxpservice-http-96443] cisco.ise.sxp.rest.SxpGlueRestAPIl:27 - Adding session
binding tag=4, ip=10.10.10.10, vns=[], vpns=[null] naslp=10.10.10.132

2022-09-06 20:28:31,587 DEBUG [sxpservice-http-96443] cisco.ise.sxp.rest.SxpGlueRestAPI:23 - session binding
created for ip address : 10.10.10.10/32

2022-09-06 20:28:31,613 DEBUG [SxpNotification] cisco.cpm.sxp.engine.SxpEngine:23 - Adding 1 session bindings

2022-09-06 20:28:31,613 DEBUG [SxpNotificationSerializer-Thread] cisco.cpm.sxp.engine.SxpEngine:42 - Adding
session binding RestSxpLocalBinding(tag=4, groupName=null, ipAddress=10.10.10.10/32, naslp=10.10.10.132,
sessionld=cf0d2acd-0d3d-413b-b2fb-6860df3f0d84, peerSequence=null, sxpBindingOpType=ADD,
sessionExpiryTimelnMillis=-1, apic=false, routable=true, vns=[DEFAULT_VN]) to VPNs [default]

pxgrid-server.log X # :

2022-09-06 20:28:31,693 TRACE [Grizzly(1)][[]] cpm.pxgrid.ws.client.WsEndpoint -:::::- Send. session=[id=b0df936b-bfab-435f-
80eb-aa836aa3b24c,client="ise-fanout-ise-3-2,server=wss://ise-3-2.Lfc.|1ab:8910/pxgrid/ise/pubsub]

frame=[command=SEND, headers=[content-length=1859, destination=/topic/distributed, from="ise-fanout-ise-3-2, via="ise-
fanout-ise-3-2],content-len=1859] content=MESSAGE

content-length:1/30

destination:/topic/com.cisco.ise.session

message-id:616

subscription:2

via:~ise-fanout-ise-3-2
{"sessions":[{"timestamp":"2022:09:06T20:28:31.41105:00","state":"AUTHENTICATED","userName":"smith","callingStationld":"
10.10.10.10","auditSessionld":"ddda40ec-e557-4457-81db-a36af7b7d4ec",

"ipAddresses":["10.10.10.10"]," naslpAddress":"10.10.10.132"|"ctsSecurityGroup":"Employees" |"adNormalizedUser":"smith",
"adUserDomainName":"Lfc.lab","adUserNetBiosName":"Lfc","adUserResolvedldentities":"smith@Lfc.lab","selected AuthzProfil
es":["PermitAccess"]}],"sequence":13}

2022-09-06 20:28:31,673 TRACE [Grizzly(1)][[]] cpm.pxgrid.ws.client.WsEndpoint -:::::- Send. session=[id=b0df936b-bfab-435f-
80e6-aa836aa3b24c client="ise-fanout-ise-3-2,server=wss://ise-3-2.Lfc.|1ab:8910/pxgrid/ise/pubsub]
frame=[command=SEND,headers=[content-length=308, destination=/topic/distributed, from="ise-fanout-ise-3-2, via="ise-
fanout-ise-3-2],content-len=308] content=MESSAGE

content-length:176

destination:/topic/com.cisco.ise.sxp.binding

message-id:612

subscription:2

via:~ise-fanout-ise-3-2

{"operation":"CREATE","binding":{"ipPrefix":"10.10.10.10/32","tag":4, source":"10.10.10.132",
"peerSequence":"10.10.10.135,10.10.10.132","vpn":"default"},"sequence":17}
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