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Deployment Deployment Nodes List > tim24adm
v = Gbe Edit Node

r : = Daployment General Seftings Profiling Configuration
: = PAN Failover

Hostname
FQDN
IP Address

Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary
Administration
|+ Monitoring
Raole PRIMARY v

Other Monitoring Node

» Policy Service
+ w Enable Session Services i
Include Node in Node Group None * |
o Enable Profiling Service i
(W Enable Threat Centric NAC Service i
[C1 » Enable SXP Service i
O Enable Device Admin Service (i

(™ Enable Passive Identity Service

) [/ pxGrid (i

4 B pxGrid RF 2 EMCLIETT,

N e MEEAS A xGIdT A, KBRS EES S | pxCrdRS T EEL R HARES
Tﬁﬁthmo

5 E E JISE pXGrldﬁ/\\\CLI#*‘Agr‘-m'H(/L;\o

# show application status ise | in pxGrid

pxGrid Infrastructure Service running 24062
pxGrid Publisher Subscriber Service running 24366
pxGrid Connection Manager running 24323

pxGrid Controller running 24404

#



6.5 RISEEERGUIARIERSREELBEEREZIT. SMEIEE> pxGridfR S .

7HEREKS , ISEE RConnected to pxGrid <pxGrid node FQDN>,

i o By O i S ) visiiny savisg £ 1ot show s g

Sengh  Coniestes  Dermssions
i Q)b = fhRobEh | T Rendeg Adprakl = 1.7cf7  Snow |15+ perpage Fuge |! %

e

Inbemal

HPR2 N ISEEL B N #LHEFF B pxGrid & TIEFH R IK

1. S EBIEE> pxGrid RE>RE
2 ILAE ‘Bt EETIERHNEFKF , RS2 TESave,

» Policy = Administration

ek Identity Services Engine Home  » ContextVisbity  » Operations

» System b Identity Management » Network Resources » Device Portal Management pxGrid Services » Feed Service » Threat Centric NAC

Capabilities Live Log Settings Certificates Permissions

All Clients Web Clients
I

PxGrid Settings

Automatically approve new centificate-based accounts
[] Allow password based account creation

Use Default
Test

Connected to pxGrid tim24adm.rtpaaa.nat

N oEE NRAEALET  BERASAFYIESISERNFMCES,

HPR3.5 HISE MNTEE & iE 5 MpxGrid CALEH
1.SMEEESER>REILES,
2MBAREFEEENREER , BEF T EHEMNT) TR,
ERAEAEEER FRIAFIES,

N e AEEEARANSEEZRIRENEERER. NEEMTBAENGCAEENE
B RIEH 159 HEISE MNTH S LS 1S R L BAARCA.
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5.1 S HiE B MAAHA"EI
6.1RIENE A

7. FHNREXH (WEFRR) o

Forts - v rocy TN o Cortors T
*Syses v ennty Management ¢ Network Resources  + Devios Porisl Management  puind Servioes  ® Feed Servios  + Thisst Caniric NAC
Dagioyment  Liosesng  >Certficates  » Lopgng  » Maeienarcs  UDpace  » Backus & Resiorne  » Aden Acces g
L
= Carscats Managemant System Certificates . For saser rconany = cmcormwoed 1 angll tert? cate b feakie ey B 5 41 Spiiee e faten
Syaen Cottome Bt o Generate Sef Soned Certficate | < import. b Export || Desete Ve
Trustea Corvtcates Fraeusy e o By Porial o g =L Py -
OCSP Claed Profie i
Confcats Sgreng Reouens o CNIT R o . 3
Corfcate Parodc Crack Secs
+ Coromenes Amnory / . o 0uw 2018 » 8
O oornt e sgrec server conrcam f_’:fd%t:»._z--rm Cortfcate Grow + P 20 M 2098 s men @

I B
Export Certificate 'Default self-signed server certificate’

(O Export Certificate Only

(®) Export Certificate and Private Key

*Private Key Password

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

m | Cancel |
i

9. REISERLIUEH RHF.

*Confirm Password
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'

10 EIEH LW MR E FR , HEERE S FER pxGrid”,
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MERER", REETEEE , WEAR.

e T L S
» Systerr * iSerity Management  » Networs Resoustes ) Device Portsl Maragerment  (e0nd Services  » Foed Service + Thoeat Centri NAC
Deploymest Lisrsng  =Coicses  » Loggrg  » Marmenance  Ubgrase o+ Buciug ARewore  » Agmindccess 1+ Semngs
L]
- Cammeae Mansgament System Cortificates . For dnaser rmoowry ¢ o moommendes % axport ceriocate and prvate ey of al syvier ceticates
Syree Cantoates J/ Dot | s Generane Sef Segnec Confcme | == imgon. | N Dxport | X Deee |, ves
Trusstad Corticates Erancy Name B Bor grous g o™
GCSP Clant Profie
Canfeate Siorng Rea.esss B T 79 Mar 200 Tha, 30 Mar 00 [
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12.BEMR (R ) P, EARHF , ©R Certificate Services Root CA - tim24adm”,



13. AR RXAEBAERE D,

Certificate Hierarchy

I Certificate Services Root CA - im24adm I

Centificate Services Node CA - tim24adm

Certificate Services Engpoint Sub CA - im24adm

tim24adm.rtpaaa.nat
Issued By : Certificate Services Endpoint Sub CA - tim24adm
@ Expires : Thu, 30 Mar 2028 14:17:12 EDT

Cenificate status is good

Details
Issued To

Common Name (CN)
Organization Unit (OU) Certificate Services System Certificate

Organization (O)

City (L)

State (ST)

Country (C)

Serial Number 58:2A:91:45:E8:23:42:74:98:53:06:94:33:9E:AD:83

Close

14.BIFISEMEB MR YR E
15 B APES,
16 &R ERRMRIES , RAREEFH. RERFpxGridiRCAILES , MEFTR.



BLEFMC
HBRA. A FMCT NS

1. HEFMC GUIH S/ EISystem > Integration > Realms.,
2. B HENew Realm , BRI,

Overview Analysis Polides Devices Objects AMP Intelligence

Configuration  Ustrs  Domaing tegration  Updates  Licensss v Bthe  Monitoringw  Toolsw
Cisco £51 Tdentity Sources  eStreamer  Host Input Client  Smart Software Satellite
# Comparereains L) New reaim
/ /l’

3EE R H T “Mif Active Directory(AD) I A"#240
N o ADMARFZBXMA AR EEZHRUPNER | FUR KK,

4. MBNMXADIMARI |, HREEEE,



Add New Realm

Directory Password *
Base DN *
Group DN =

Group Attribute

* Required Field

LA LR TR
CN=Users,DN=rtpaaa,DN=net
DN=rtpaaa,DN=net

Member

Name * ISEpxGrid

Description Realm for use with pxGrid

Type * AD

AD Primary Domain * ex: domain.com
AD Join Username ex: user@domain
AD Join Password sesssses ~ Test AD Join |
Directory Username * admin ex: user@domain

ex: ou=user,dc=cisco,dc=com

ex: ou=group,dc=cisco,dc=com

| oK || cancel

5.8 tiDirectoryit T+ , AE L EHAdd directory , HIBFT R

Overview Analysis FPolicdes Devices Objects  AMP  Intelligence

“/

r-ﬂ Reaim Configuration  User Downilcad

Configuraticn | Users  Domaws lategration  Updstes Lienses s Healthe  Montoriegs  Todli v

& Asa arectary

6.EEIP/EM B H NN EE,
) SEE RN KM , ETERealm Configurationit I+ I UEE I,

7.5 HHAE,



Edit directory ? X

Hostname / IP ‘
Address

Port 389
Encryption STARTTLS LDAPS o None

SSL Certificate v @

ok || Test || cancel

Status
i J Test connection succeeded

8.% tFUser Downloadi& Ik,

Overdew Analysis Polickes Devices Objects | AMP Inteliigence

Configurstion  Users  Domans Intogration Upaster Ucenses v Meathw  Monkoring v  Took v

9. MR KRERE , FEAAFMATH
10. 2 H M EITFE”

LAB =

Enter Description

Dir?y Realm Configuration IEETHERIT LY

Download users and groups

Begin autnmaticduwn#t 8 v | pM v America/New York Repeat Every |24 v Hours

|. |i| Download Now

MIEBHRE , NINFTENE H%EEAI to Include,
12 REFEEE,



System
Configuration  Users  Domains Integration  Updates  Licertel v Heathw  Monftorirgy  Tosli v

LAB = vo

Dinsctony | Resim Configuration F_-‘

Dgwnkaged wsers and grouss

v naaved on

e || B Comen

Begn sutemstc SowtitaS 8L & ¥ Bt v AmencafNes Yok MesestBiery 34w Hours
iy Do how

Awailable Groups C Groups to Inchuse [35) Groups to Excluse (0)
T TreT—— e
3 b S ereer 3055 BrmmrnrLiinr SATRAAL-DES
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2 - —
& o
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i
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BEEBRBHITEKBEZLRCA,

Overview Analysls Polices Devices [CLILGLE AMP  Intelligence

Object Management  lstrumien Rules

o Gt ae A & impon CA A Fime
i —

Generate [nternal Certificate Authority ? X

Name: LabFP623 2=]
Country Name (two-letter code): us

State or Province: NC

Locality or City: RTP

Organization: Cisco

Organizational Unit (Department): | TAC

Common Name:

N

Generate CSR | Generate seif-signed CA || Cancel |

4AETRE , EEERNCALEBANMHE , MEFR.

o Ganerate CA & impon €A

4, Fiver
S etwori
ot

LabFreT) CR=LasF Y Msasa ret, ORG=Cote, CUSTAC, Cottd 0]



Edit Internal Certificate Authority ? X

Name: LabFP523

4 Subject
Common Name:
Organization: Cisco
Organization Umnit: TALC
4 [ssyer:
Commaon Name:
Organization: Cisco
Organization Unit: TAC
4 Not Valid Before
May 15 18:13:52 2018 GMT
4 Not Valid After:
May 1.2 18:13:52 2028 GMI]
4 Searial Number:
82:1e:98:52:be:2f:b8:58
4 Certificate Fingerprint:
C7:D7:99:F3:EE:41:5C:78:36:91:40:04:F7:10: 22:4C:60:C2:3C:9C
4 Public Key Fingerprint:

b51laabcbicb2bebd 2fdfGc008BY 7 1fca794B57al

/7

4 Download OK Cancel

6.EEHBINMBEERE , RAFEEHOK.

7 49Public-Key Cryptography Standards(PKCS)p123X 4R 17 B2t 32 4 R 45

5 PR6. 15 Fl OpenSSLI 4 B HIIE 45 # 12 BUE B M FASH
HAREEFMCHR L EEM X FO0penSSLan T E P ik EEMR. LR HGIEAMRELInuxIARE.
1.4 FopenssIMp12 3244 H 2 BUE 45 (CER) M FA4R (PVK)o

2.1BWCERX# , ARFMFMC LI P AR BB I P S HE,

~$ openss1 pkcsl2 -nokeys -clcerts -in <filename.pl2> -out <filename.cer>
Password:

Last login: Tue May 15 18:46:41 UTC 2018

Enter Import Password:

MAC verified OK



BEMPVKMH , BEIUHSHEN , AR REFWPEMEREEHBIA,

~$ openss1 pkcsl2 -nocerts -in <filename.pl2> -out <filename.pvk>
Password:

Last Togin: Tue May 15 18:46:41 UTC 2018
Enter Import Password:
MAC verified OK
4 - FEHPEMEE,
573 P Ut
FZRR7 FHEBREZFMC

1.SMEX R>X REE> PKI >AERIEH

2.8 #HAdd Internal Cert , B FIRo

TimFPETY

3.EEBAZPILEP KB Fro
AFNBBICERX N EHNHEF, EEEPRHEE , BEE=/,
5.5% Y8 3% I H ik FEPVK X 44,

6.1 BRPVKE8 4 o B9 41 3 S-“Bag attributes” M5 BREE, PVKEL-----BEGIN ENCRYPTED
PRIVATE KEYFF3k , bA-—---END ENCRYPTED PRIVATE KEY4E,

N B MBEPVKI AWM S MRMESHNEEARY NS HOK,

7. 3&HEncryptedEH ELEE L R6F 5 HPVKE I &8,
8.BEHHE.,



Add Known Internal Certificate

Name: TZfpcert

Certificate Data or, choose 2 file; ‘ Browse.. |

-----BEGIN CERTIFICATE-----
MIIDFTCCAMWgAWIBAGLIAKIemFK -+ L7iYMAOGCSgGSIb3DQEBCWUAMGQXCZAIBGNY
BAYTAIVTMQswCQYDVQQIDAJOQzEMMAOGAL UEBwwDUIRQMQ4wDAYDVQQKDAVDaXN]
bzEMMAGGA 1 UECwwWDVEFDMRwWwWGgYDVQQDDBNMYWIGUDYyMySydHBhYWEUbmMVOMB4X
DTE4MDUXNTE4MTM1MIoXDTI4MDUXME4MTM1MIowZDELMAKGA1UEBhMCYVMXCzAJ
BgNVBAgMAKSDMQwwCgYDVQQHDANSVFAXDIAMBGNVBAOMBUNpRC2 NVMQwwCaYDVQQL
DANUQUMxHDAaBgNVBAMMEDxhYKZQNjIzLnJ0cGFhYS5uZXQwagEIMADGCSaGSIb3
DQEBAQUAA4IBDWAWGGEKACIBAQDMitSSIUIFIZKZK/ TSGtkOCMuivTKSKk 1 W2AY6
D7Gm/c69cXw/VIIPWnSBzhEKIRTyspmTMdyf/4TIVUmUHE0h108/8dZeg]Ozbjon

Key or, choose a file: | Browse.. |

MIIFDJBAngqhHIGQWDBBQI}WMZADBQthlegw[]BBva[}gQISWEMSIHZSICAggA
MBQGCCqGSIb3DQMHBAhgGVm1 +xHLIASCBMiiIxkfIXUNUcdB22smybvWotwbcRrt
XLOgjEStmwuyExVp+ TWC3AYIIN1DE?rRssiRAGsnSOxIvDGmaOdyVsvnbbg2wiFP
74P0u/02Vy99iFoVaW2a9DyXyL/h64THI CZtwLKIOGOeEunNKpamDnpfyN8QC4DC
XVN G4HrEcannianwJuQTaJnSgAUJ+mpyzpqwoccm{rﬂxmmg+pr

Encrypted, and the password is: sesenane

Cancel
chJU 2QGI4JTDSUFN4U2Lk+S+Qd IE?II ZWIQMWKPIZ RQUlewMﬁHTPCGUCOEUDI
acCICUAsecVrYYOB1GKTVVI3bWaWIPR30H 1 2YCAZwheCKeGS0MByB4tjhHNO36qg
Ofg=
----- END ENCRYPTED PRIVATE KEY-----
</no> < DELETE
Encrypted, and the password is: T

Cancel

FSIREFFMCIEHF AISE
1.5 RISE GUIA S B EE>RE>UEB>ZEEIED,

2.8HF A
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-]
- Gorificate Managemant 'rm:umﬂy
System Cehomes S detmet beet | 3 Deae

DS Claen Prifie O sskimere CyserTn hoet B Ersbied
o Dsatieg

Pven show [ A0 b

§
§

B Eratied

@ Diaabie

Mo, 14 My 2009

B Eabisd Tha, 12 b 2037

B Entied Sat, 30 Mar 2019
B Enstied Sum, 3 Now 201
T [ Eratied
B Eratied
B Ertied
B tratied
B Ensticd

B Erabied

Son, 22 Oct 2008

0 tratied
B Erabied
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3.8 @ Choose File , REMAR R EAHIEEFMC CERX 4
ik MERFED.

4 KREISEFHTrustH HRIL,
i BEHRA,

5 BHRER , MBI R.

Import a new Certificate into the Certificate Sto

* Certificate File = Choose File TZfpcert.cer

Friendly Name |

Trusted For: ;
Trust for authentication within ISE
(] Trust for client authentication and Syslog

(] Trust for authentication of Cisco Services

[] validate Certificate Extensions

Description |

| Cancel |

BRI EFMC LB B pxGridiE$#

1. ENERG>EB>F R , MEAR.

Overview Anshysis Polices Devices Objects AMP Intelligence Doy 5y|l-mm
Configuraticn  Usars u?mwmn Upcates  Licenses ¥ aih v Monfiorngw | Toois

Clsco €51 Reaims U0 T PN estreamer  HestInput Client  Smart Software Satelite

2.8 HISE,

3.BLEISE pxGrid T R MYIPH# it HEN B o



4.3&FpxGrid iR 55 2BRCAR M A+,

5. BIRFRRCANM , RER KBS R3IPWENPxGridiREECA , AfFHEHSave.
6.3 ZEMNT Server CAH{UIK+,

7. WBRFS|/CANY , AR KB SWITNENERIUES , RAFETSave.

8. M\ T HIF &R IEFEFMC CERX 4

Identity Sources

Service Type Mone Identity Services Engine User Agent

Primary Host Name/IP Address * <ISE pxGRID Node IP ADDRESS > 1=

Secondary Host Name/IP Address

pxGrid Server CA * ISE24InternalRoot v @
MNT Server CA * ISE245elfSigned v @
FMC Server Certificate * TimFP523 v &
ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24
* Required Field Test
9. . M,

10. RN KT , EFREBE K AERTRELGELEFNRE,
Status

i ISE connection status:
Primary host: Success

» Additional Logs
OK
A AR HIBZETHANSE pxGrid T KB, —MNEHE R (Success) 1 — PN EHE RKK
(Failure)RIEEH , BApxGrid—XRE—NMSEFT R LEFET. EABRTERE , B E

FHL A EEA E RFailure , BB NEBI A TTAES & RSuccess. iXFEE£EURTFISE S #YEA T =
BIEFWpxGrid T o

56 UE
TEISEFRIRIE

1.#TFFISE GUIAH S M EIEE> pxGrid RS .



MEKI , B IHHIRFP NI BT MirepoweriE$E, —N A FEBRFMC(iseagent-hostname-
33bytes) , —/NA F M 1% & (firesightistest-hostname-33bytes)s

% Wentiy Services Engine Home  » ConiesiVishilly  » Operstions - Poly [ERTESESUNEERN . Werk Corters Licanss Warming 4
b System o identty Management  » Metwork Rsscurces b Devics Portal Management  (eGes Servces 8 Feed Sarvion b Thesat Canic Nk
@ ¥ -+ (%] s -
Jert Name et Do rigtion Caputuiis Satn ot G Aot Method o

iseagent-firepoweriE#Z & R A(B) N FHELE o
firesightiestest-firepoweriZE# & R E(0)MTARF , HEE R~

iseagent-firepower® P iw Y BT B E R ASMT A,

*  seagent-firepower-20752a2082d Capabilities(D Pub, & Sub]) Oinline (XMPP)
Capability Detail M~ =]
1-60f6 Show 35 v perpage Page »
Capabiity Name Capabdity Verson Messaging Role: Message Filter
Y AdagtrreNahworkControl 1.0 Sub

) TrusiSschetaDats

N 5% . BT Cisco bug IDCSCvo75376 CIEE XML RS , HB TR AM. FMC LNk
BREEMIE, X802.3p6, 2.4p6M2.6, HHEWET2.330 5524375 , EFLAE
FihT.

HEFMCHRIE

1.$TFFFMC GUIF S EI 2 #r>R P >E3 21,

BRISEdR Y4 iE B ZIeE L N E{AdActive Sessions# & RIEFMCHI Active SessionszkH,

m anatysis il T T——
Context Explorer Conmactions » Intrusions Fibes » Hoils v Users » Active Sessions Vulrtratslted v Correlaton » Custom » Lockup v Saarch

Active Se:
L
—
e of Agtirs
Login Ve Last Seen nar Authesticaton Tree Currest 1P Realm Username -“l Last Name =Mall Desanment Phone Discavery Assiation “!J

L 18
L] e
L] g
] 18-

Logost

FEFMC CLI sudo# X T , “adi_cli session” & RMISEXZEZEIFMCH AR 2EFE R,


https://tools.cisco.com/bugsearch/bug/CSCvo75376

ssh admin@<FMC IP ADDRESS>

Password:

Last Togin: Tue May 15 19:03:01 UTC 2018 from dhcp-172-18-250-115.cisco.com on ssh
Last Togin: Wed May 16 16:28:50 2018 from dhcp-172-18-250-115.cisco.com

Copyright 2004-2018, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Fire Linux OS v6.2.3 (build 13)
Cisco Firepower Management Center for VMwWare v6.2.3 (build 83)

admin@firepower:~$ sudo -i

Password:

Last login: Wed May 16 16:01:01 UTC 2018 on cron
root@firepower:~# adi_cli session

received user session: username tom, ip ::ffff:172.18.250.148, location_ip ::ffff:10.36.150.11, realm_i

received user session: username xiayao, ip ::ffff:10.36.148.98, location_ip ::, realm_id 2, domain rtpa
received user session: username admin, ip ::ffff:10.36.150.24, location_ip ::, realm_id 2, domain rtpaa
received user session: username administrator, ip ::ffff:172.18.124.200, Tocation_ip ::, realm_id 2, do

HUEHEER

B AR B H X A B EHE R E R
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