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EMC REST API
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« B @mAR
- REST-API, SNMP

ERREHF

AR EEBEETHESREFEFNREREN. A YT EANFERERINETAR
% (BN ) BE. MBLNMELTEDRS  BRRETRAESSOEELN,

AXEPHEEETUTREMBE AR
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1.1%#ESystem > Integration > High Availability:

Al Firepower Management Center

Overview Analysis Policies Dovices Objects AMP
€I5€0  System / Integration / High Avadability 4 !

Configuration

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Clienl Users
| Domains

3
Select a role for this Management Center and specify peer details to setup high availability. I 2

secureX [0
Role For This FMG: Updates
. (No High ilability)
) Primary Liconsas
Smart Licenses
| Secondary

Classic Licenses

Intelligence Deploy

Logging
Seccurity Analytics & Logging

Health
Monitor
Palicy
Events
Exclude

Monitor Alerts

Q e Global b, admin v

Menitoring
Audit
Sysiog

Statistics

Tools
Backup/Restore
Scheduling
Import/Export

Data Purge

2REFMCHAR, EXMERT , REESTAM , F EFMCHEM I EEHIZIT

alils, Firepower Management_Center

cilen h 2 Overview Analysis Policies Devices Objects AMP
High Ay

Select a role for this Management Center and specify peer details to setup high availability.

Role For This FMC:
» Standalone (No High Availability)

Primary

Secondary

Intelligence Deploy

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Q, Fﬂn @ Giobal | admin v

Peer Manager

NMREETSTRAYE , W2ERFBINZEAE




alili. Firepower Management Center

cisc Q Overview Analysis Policies Devices Objects AMP Intelligence Deploy ﬁ-@ 4} @ Global\ admin¥

Peer Manager

Cloud Services Realms Identity Sources High Awvailability eStrecamer Host Input Client Smart Software Satcllite
e

% Switch Peer Roles 4 Break HA Il Pause Synchronization
Summary Systemn Status
Status & Synchronization task is in progress Local Remote
Active - Primary Standby - Secondary
Synchrenization & ok (10.122.148.123) (10.122.148.123)
10.122.148.122 Operating System Fire Linux OS 7.1.0 Fire Linux OS 7.1.0
Active System e o
{ HA synchronization time : Mon May 23 15:00:36 2022 )
Software Version 7.1.0-90 71.0-%0
Standby System el . -
SEESES { HA synchronization time : Mon May 23 15:25:14 2022 ) Model EASE0{FirpOWST o sgemsnt raaco Fimpowsr
Center 4600 Management Center 4600

FMC CLI

BRBUTZRKUEFMC CLI ERNFMCE T A EL E MR

1. B SSHEZH 8 EEE T RIFMC,

2.1z Texpertin & , R/G1E1Tsudo SUT T :

<#root>

>

expert
admin@fmcl:~$
sudo su

Password:
Last login: Sat May 21 21:18:52 UTC 2022 on pts/0
fmcl:/Volume/home/admin#

3.7& Ttroubleshoot_ HADC.pl& 3 % #23i%31 Show HA Info Of FMC, IR AEESTAMY , NE
RATHE -

<#root>
fmcl:/Volume/home/admin#

troubl eshoot _HADC. pl

to o o ok

Troubleshooting UtiTity ¥k

1 Show HA Info OF FMC

2 Execute Sybase DBPing
3 Show Arbiter Status



4  Check Peer Connectivity

5 Print Messages of AQ Task

6 Show FMC HA Operations History (ASC order)

7 Dump To File: FMC HA Operations History (ASC order)
8 Last Successful Periodic Sync Time (When it completed)
9 Print HA Status Messages

10 Compare active and standby device Tist

11 Check manager status of standby missing devices

12 Check critical PM processes details

13 Help

0 Exit

Enter choice: 1

HA Enabl ed: No

MREETSAAYE , RERUTAEE :

<#root>
fmcl:/Volume/home/admin#

t r oubl eshoot _HADC. pl

%%kt Troubleshooti ng Ut-l'l-lty el etk d kNNt

1 Show HA Info O FMC

Execute Sybase DBPing

Show Arbiter Status

Check Peer Connectivity

Print Messages of AQ Task

Show FMC HA Operations History (ASC order)

Dump To File: FMC HA Operations History (ASC order)
Help

Exit

F O 00NV A WN

Enter choice:
1
HA Enabl ed: Yes

This FMC Role I n HA: Active - Prinmary

Status out put: vmsDbEngine (system,gui) - Running 29061

In vmsDbEngineStatus(): vmsDbEngine process 1is running at /usr/local/sf/1ib/per1/5.24.4/SF/Synchronize/
Sybase Process: Running (vmsDbEngine, theSybase PM Process is Running)

Sybase Database Connectivity: Accepting DB Connections.

Sybase Database Name: csm_primary

Sybase Role: Active

N s EETEAERET  FVMCAGTUESXAGNMEIAS  MRactvesistandby e



S

FMC REST API

BRI T HBENEFMC REST-APIRIEFMCE A AN AT BIEE B R IRE. EAREST-APIEF
o EAMRBIF , ERcurl:

1 EREHNRIETHE

<ttroot>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platfornivl/ aut h/ generatetoken' -H 'Authentication: E

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2EAREHFRNSEER S BEHUUID:

<tfroot>

# curl -s -k -X"CGET" 'https://192.0.2.1/api/fnc_platformvl/info/domain' -H 'accept: application/json'
{ "items": [

{
"name": "G obal "

"type": "Domain",

"uui d": "e276abec-eOf 2- 11e3-8169- 6d9ed49b625f "

1,
{

"name": "Global/LAB2",

"type": "Domain",

"uuid": "84cc4afe-02bc-b80a-4b09-000000000000"
1,
{

"name": "Global/TEST1",

"type": "Domain",

"uuid": "ef0cf3e9-bb07-8f66-5c4e-000000000001"
1,
{

"name": "Global/TEST2",

"type": "Domain",

"uuid": "341a8f03-f831-c364-b751-000000000001"
}



"Tinks": {

"self": "https://192.0.2.1/api/fmc_platform/vl/info/domain?offset=0&1imit=25"

1,

"paging": {
"count": 4,
"Timit": 25,
"offset": O,
"pages": 1

}

N EE W HSTHEM| python -m json.tool I T LLUSONBER R B s | AR T%MN

o

. EMERHPEREF/FUUID:

<#root>

# curl -s -k -X 'CET

mMEREESATAHM ,
{
"Tinks": {},
"paging": {
"count": O,
"Timit": O,
"offset": O,
"pages": 0
}
3
MERETSATAM ,
<#root>
{
"items": [
{

fncPrimry

ll: {

"https://192.0.2. 1/ api/fnc_config/ vl domai n/ e276abec- e0f 2- 11e3- 8169- 6d9ed49b625f /i

MERA TR

FERATEE :

"ipAddress": "192.0.2.1",

"role": "Active",



"uuid": "de7bfcl0-13b5-1lec-afaf-a0f8cf9cch46"
3,

f ncSecondary

ll: {
"ipAddress": "192.0.2.2",

"role": "Standby",

"uuid": "a2de9750-4635-11ec-b56d-201c961a3600"
3,
"haStatusMessages": [
"Healthy"
1,
"id": "de7bfcl0-13b5-1lec-afaf-a0f8cf9ccb46",
"overallStatus": "GOOD",
"syncStatus": "GOOD",
"type": "FMCHAStatus"

}

1,

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/integr

1,

"paging": {
"count": 1,
"Timit": 25,
"offset": 0,
"pages": 1

}

}
FMCH FEHEBR S 14

BRBUTHIRBUFMCE A A B EMFMCEEHERR XA FHIRE
13T EBERR S | ARG SR B ST K <filename> tar/results-<date>—sxxxxxx/command-outputs
2 3T FF X #usr-local-sf-bin-troubleshoot_ HADC.pl -a.output:

MRREESTAY , FERA TR

<tfroot>
#

pwd

/var/tmp/results-05-06-2022--199172/command-outputs

#

cat "usr-|ocal -sf-bin-troubl eshoot HADC. pl -a.output”



Output of /usr/local/sf/bin/troubleshoot_HADC.p1 -a:

$VARL = [
'Mirror Server => csmEng',
{
'rcode' => 0,
'stderr' => undef,
'stdout' => 'SQL Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Value
Dat abase MrrorRol e NULL
Database MirrorState NULL
Database PartnerState NULL
Database ArbiterState NULL
Server ServerName csmEng

Ping database successful.

}
1;
(system,gui) - Waiting

HA Enabl ed: No

Sybase Database Name: csmEng
Arbiter Not Running On This FMC.

Not In HA

MREETSHUAY , FERA TR

<#root>

#

pwd
/var/tmp/results-05-06-2022--199172/command-outputs

#

cat "usr-1local -sf-bin-troubl eshoot HADC. pl -a. out put

Output of /usr/local/sf/bin/troubleshoot_HADC.p1 -a:
Status out put: vmsDbEngine (system,gui) - Running 9399
In vmsDbEngineStatus(): vmsDbEngine process is running at /usr/local/sf/1ib/perl1/5.24.4/SF/Synchronize/
$VARL = [
'Mirror Server => csm_primary',

{
'stderr' => undef,
'stdout' => 'SQL Anywhere Server Ping Utility Version 17.0.10.5745
Type Property Value
Dat abase MrrorRol e primary

Database MirrorState synchronizing



Database PartnerState connected
Database ArbiterState connected
Server ServerName csm_primary
Ping database successful.

'rcode' => 0
3
1;

(system,gui) - Running 8185

HA Enabl ed: Yes
This FMC Role I n HA: Active - Prinmary

Sybase Process: Running (vmsDbEngine, theSybase PM Process is Running)
Sybase Database Connectivity: Accepting DB Connections.
Sybase Database Name: csm_primary

Sybase Rol e: Active

Sybase Database Name: csm_primary
Arbiter Running On This FMC.

Peer Is Connected

FDM®& 7] A&
BT LA A LA N B EFDM S 7 A M B B RIR A

« FDM UI
FDM REST APIi&ER
FTD CLI

FTD SNMP%:i)
FTD#PEHERR L4

FDM Ul

EXUFFDM Ul EWFDME AT A BB RVRA | B EE W EiEFHigh Availability, fRAKEE
FA1 , MHigh Availabilityf& 3 Not Configured:

—_
=

=

T



alualn . s o 3= =5 @ . . @ +  admin
cisco. Firepower Device Manager Monitoring ~ Policies  Objects Device: FPR1120-1 & @ Y Administrator
Model Software VDB Intrusion Rule Update Cloud Services
Cisco Firepower 1120 Threat Defense 7.1.0=-90 354.0 20220519=1116 3 Not Registered | Register R
No interface named “inside”
& Intermet
Cisco Firepower 1120 Threat Defense @
A mn 13 15 17 e
e GaE oL | [
= ij2 /4 i/ 18 110 1112 gpp
Mo interface named "outside”
Interfaces Routing Updates System Settings
Connected There are no sfatic Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 13 Security Intelligence Feads Logging Settings
View All Interfaces > View Configuration > View Configuration » DHCE Sewer istey
DDNS Service
DNS Servar
. Management Interface
Smart License 89 Backup and Restore Troubleshoot
= Hostname
Evaluation expires in 89 days Ne raated yot Time Services
View Gonfiguration > View Configuration > el e Sew more
SR N2EREHATENFREWEVREENSE .
MREETSAAYE , N2 E RE#FZEREXNFR EUMREENAS :
aliiln o B = = == @ . ® :  admin
cisco, Firepower Device Manager Monitoring  Policies  Objects Device: FPR1120+1 © * Administrator
Model Software VDB Intrusion Rule Update Cloud Services High Avallability
Cisco Firepower 1120 Threat Defense 7.1.0-90 354.0 20220519-1116 3 NotRegistered | Register Primary Device: Active & Peer: Standby
No interface named “inside”
a intemer
Cisca Firepower 1120 Threat Defense @ m
m o3 s e 9 1M
1T Inside Network E] E] E] 102 ISP/WAN/ Gateway (D) NTR Server
= & 1j& /8 110 112 55
MNo interface named "outside”
Interfaces Routing Updates System Settings
Connected Thare are no static routes yet Geolocation, Rule, VDB, System Upgrade, Managament Access
Enabled 3 of 13 Security Inteligence Feads Logging Settings
DHCP Se Rel
View All Interfaces > View Configuration > View Gonfiguration > rver / Relay
DDNS Service
DNS Servar
) Management Interface
Smart License 89 Backup and Restore Troubleshoot N
. R DATS Hostname
Evaluation expires in 89 days Time Sanvicas
View Gonfiguration > View Gonfiguration > bl bl izt See more

FDM REST API

ERBRUT S REIFDM REST-APIERKIEFDME AT A Bl B FVIRAS . EAREST-APIEF i, 1£

ARBlH | £ Acurl:
1 ERGHBRIETHE




<ffroot>
#

curl -k -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{ "gre

access_t oken

eyJhbGei O J1 Uzl 1Ni J9. eyJpYXQ O E2NTMyMDg1M gs| nNLYi | 61 nFkbW ul i wi anRpl j 0i M | 1YWRhZWvt ZDI hYSOXMAVj LVES Mh

"expires_in": 1800,

"refresh_expires_in": 2400,

"refresh_token": "eyJhbGciOiJIUzIINiJ9.eyJpYXQiOjE2NTIzOTQxNjksInN1YiI6ImFkbWTuIiwianRpIjoiMGUONGIxX
"token_type": "Bearer"

2ERIISARAMEE  FEALERPGRTEE :

<#root>
#

curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer eyJhbCGci O Jl Uzl 1N J9. eyJpYXQ (

MRREESATAYE , FERUTAE :

<#root>
{
"items": [
{
"version": "issgb3rw2Tixf",
"name": "HA",

"nodeRol e": nul |

"failoverInterface": null,
"failoverName": null,
"primaryFailoverIPv4": null,
"secondaryFailoverIPv4": null,
"primaryFailoverIPv6": null,
"secondaryFailoverIPv6": null,
"statefulFailoverInterface": null,
"statefulFailoverName": null,



"primaryStatefulFailoverIPv4": null,
"secondaryStatefulFailoverIPv4": null,
"primaryStatefulFailoverIPv6": null,
"secondaryStatefulFailoverIPv6": null,
"sharedKey": null,

"id": "76ha83ga-c872-11f2-8be8-8e45bb1943c0",

"type": "haconfiguration",
"Tinks": {
"self": "https://192.0.2.2/api/fdm/v6/devices/default/ha/configurations/76ha83ga-c872-11f2-8be8
}
}
1,
"paging": {
"prev": [],
"next": [],
"Timit": 10,
"offset": 0,
"count": 1,
"pages": 0
}

NMREETSAAYE , FERUTAEE :

<#root>
{
"items": [
{
"version": "issgb3rw2Tixf",
"name": " HA",

"nodeRol e": "HA PRI MARY",

"failoverInterface": {
"version": "ezzafxo5ccti3",

"name": ,

"hardwareName": "Ethernetl/1",

"id": "8d6c41df-3e5f-465b-8e5a-d336b282f93f",
"type": "physicalinterface"

BERIESAAMRE , FEAUTER :

<ttroot>

#

curl -s -k -X GET -H 'Accept: application/json' -H 'Authorization: Bearer eyJhbCci G Jl Uzl 1N J9. eyJpYXQ (



MRREESATAYE , FERUTAE :

<#root>

{
"nodeRole" : null,
"nodeState" : "SI NGLE_NODE",
"peer NodeSt ate" : "HA_ UNKNOAN_ NODE"
"configStatus" : "UNKNOWN",
"haHealthStatus" : "HEALTHY",
"disabledReason" : "",
"disabledTimestamp" : null,
"id" : "default",
"type" : "hastatus",
"Tinks" : {

"self" : "https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default”

}

3

WMREETSHUAY  FERA TR

<tfroot>

{

"nodeRol e": "HA PRI MARY",

"nodeState": "HA ACTI VE_NCDE",

"peer NodeSt ate": "HA_STANDBY_NCDE",

"configStatus": "IN _SYNC',

"haHeal t hSt atus": "HEALTHY",

"disabledReason": s
"disabledTimestamp": "",
"id": "default",
"type": "hastatus",
"Tinks": {
"self": "https://192.0.2.3/api/fdm/v6/devices/default/operational/ha/status/default”
}

}



FTD CLI

EBFTD CLIZR D R HY SR TIRE,

FTD SNMP% ]

RBFTD SNMPE 5 1Y S RRIZ I,
FTDHBE HERBR 3244
RBFTDM FEHERR U505 WY SRR AT R 4
FTIDE AN Y B

AEALTERBRIEFTDS TAMM AT REEBENRE

« FTD CLI
« FTD SNMP

o FTDEFEHEBR 4
- FMCAFRM@|

« FMC REST-API

« FDM UI

« FDM REST-API
FCM UI

FXOS CLI

FXOS REST-API
WA S REAR

FTD CLI

REUTHSRIIUFTD CLIEWFTDE AN T BEE B MIRS -
1REFENPEER | EALLTIEBIBEFTD CLI:
- BYSSHEEIHBIFTD — FRIEEA
« BEidconnect ftdin S MFXOS# 4| & CLI(Firepower 1000/2100/3100/4200)3 1715 8]
« MFXOS CLI& @55 (Firepower 4100/9300) 5 7] :

connect module <x> [console|telnet], EFxEHEHEID , AR fSconnect ftd [instance] , EH3EH11X
5% XHIEBEMEX

« XXTELFTD , EFBEISSHIFRIFTD , SEMEMHGZERFR=A /S RE R EZEE

2.ERIFFTDMEIREEFIRA , iHHECLI L= 1Tshow running-config failoverfshow failover
state@i o

MRREEREERRE  FERA TR



<ffroot>
>

show runni ng-config fail over

no failover

>

show failover state

State Last Failure Reason
Thi s host
- Secondary
Di sabl ed None
Other host - Primary

Not Detected None
====Configuration State===
====Communication State==

MREETHETGR , RERUTAE

<#root>

>

show runni ng-config fail over

failover

failover lan unit primary

failover Tlan interface failover-Tink Ethernetl/1
failover replication http
failover Tink failover-1ink Ethernetl/1l

Date/Time

failover interface ip failover-Tlink 10.30.34.2 255.255.255.0 standby 10.30.34.3

>

show failover state

State Last Failure Reason
This host - Primry

Active None
Other host - Secondary

Standby Ready Comm Failure
====Configuration State===

Date/Time

09:21:50 UTC May 22 2022



Sync Done
====Communication State===
Mac set

3.ERIFFTDEFBE EMIRA |, HECLI L= 1Tshow running-config clusterflshow cluster infofi &

o

MRREESES , FERUTHE :

<#root>

>

show runni ng-config cluster

>

show cluster info

Clustering is not configured

WMREETER , FERUTHE :

<#froot>

>
show runni ng-config cluster
cluster group ftd clusterl

key dedededed

Tocal-unit unit-1-1

cluster-interface Port-channel48.204 ip 10.173.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

no unit join-acceleration

enable

>
show cluster info
Cluster ftd_clusterl: On

Interface mode: spanned
Cluster Member Limit : 16



This is "unit-1-1" in state MASTER
ID : 0
Site ID 1
Version :9.17(D)
Serial No.: FLM1949C5RR6HE
CCL IP : 10.173.1.1
CCL MAC : 0015.c500.018fF
Module FPR4K-SM-24
Resource : 20 cores / 44018 MB RAM
Last join : 13:53:52 UTC May 20 2022
Last leave: N/A

Other members in the cluster:

Unit "unit-2-1" in state SLAVE

ID 1
Site ID 1
Version :9.17(D)
Serial No.: FLM2108V9YG7S1
CCL IP : 10.173.2.1
CCL MAC : 0015.c500.028f
Module FPR4K-SM-24
Resource : 20 cores / 44018 MB RAM
Last join : 14:02:46 UTC May 20 2022

Last leave: 14:02:31 UTC May 20 2022

N oaE - FReNRsAGER.

FTD SNMP

RBUTLZREISNMPRIEFTDE AT M AT B E B SOIRE

1. BREBEHEHTSNMP, XX TFFDMEBEMFTD , BXEBEEBELS R , F5 M 1EFirepower FDM.E
B HHEBRSNMPE#E, X FFMCEIBMFTD |, 1§25 M 1EFirepower NGFWiE & LHIE
SNMP , T#EEL R,

2. ERUFFTD#ETIREENIRE , HHIWOID .1.3.6.1.4.1.9.9.147.1.2.1.1.1,

MRREEHERE , FERA TR

<#root>

#

snmpwal k -v2c -c ciscol23 -On 192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING: "Primary unit"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit (this device)"
SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 3

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 3

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 3
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "not Configured"
SNWMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.6 STRING "Fail over Of"

SNMPv2-SM ::enterprises.9.9.147.1.2.1.1.1.4.7 STRING "Failover Of"


https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html

MREETHETGR , RERUTAE

<#froot>

#

snnpwal kK -v2c -c¢ ciscol23 -On

192.0.2.5 .1.3.6.1.4.1.9.9.147.1.2.1.1.1

SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.4 = STRING: "Failover LAN Interface"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.6 = STRING:

"Primary unit (this device)" <-- This device is primry
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.2.7 = STRING: "Secondary unit"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.4 = INTEGER: 2

SNMPv2-SMI: :enterprises.9.9.147.1.2.1.1.1.3.6 = INTEGER: 9
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.3.7 = INTEGER: 10
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.4 = STRING: "fover Ethernetl/2"
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.6 = STRING:

"Active unit" <-- Primary device is active
SNMPv2-SMI::enterprises.9.9.147.1.2.1.1.1.4.7 = STRING: "Standby unit"

JERIFEHBMENIRS , iR MOID 1.3.6.1.4.1.9.9.491.1.8.1,

MRREESER , FERATHE -
<#root>
# snmpwal k -v2c -c ciscol23 192.0.2.5 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SMI::enterprises.9.9.491.1.8.1.1.0 = INTEGER:

0

MREHCEEEREA , WERKA TR

<tfroot>
#

snmpwal k -v2c -c¢ ciscol23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER O
<-- Cluster status, disabled
.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1



.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = INTEGER O

<-- Cluster unit state, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 11

.1.3.6.1.4.1.9.9.491.1.8.1.5.0

STRING "ftd_clusterl"

<-- Cluster group nane

1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O <m -

.1.3.6.1.4.1.9.9.491.1.8.1.8.0 INTEGER 1 <--

MREFHCHKE, SEEARETER , WERUTHE

<#root>
#
snnpwal k -v2c -c¢ cisco0l23 -On 192.0.2.7 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 = INTEGER 1

<-- Cluster status, enabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 | NTECER: 16

<-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "ftd_cluster1"”

<-- Cluster group nane

.1.3.6.1.4.1.9.9.491.1.8.1.6.0 STRING "unit-1-1"

<-- Cluster unit name

1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O
<-- Cluster unit ID

.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1

Cl uster

Cl uster

unit ID

side ID



<-- Cluster side ID

EXOIDHERIFMES |, FSHCISCO-UNIFIED-FIREWALL-MIB,

FTD# FEHEBR X4

BRUATSRREIUEFTOS ATAMM AT RAEE B AR FTDHESEBR S P HVIRE ¢

13T FF R BE HEBR 3244 H 5 Bl 32 44 K <filename>-troubleshoot .tar/results-
<date>—xxxxxx/command-outputs.

2 $TFF X #usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

<tfroot>

# pwd

/ngfw/var/common/results-05-22-2022--102758/command-outputs

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3.ERIFHEYRE BNIRE |, FHikFshow failoverdf 7.

MRREEHERE  FERUA TR

<tfroot>

Fai | over O f

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maximum

MAC Address Move Notification Interval not set

WMREETHETR  FERA TR


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

<tfroot>

Fai | over On
Fai |l over unit Primary

Failover LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.17(1), Mate 9.17(1)

Serial Number: Ours FLM2006EN9UR93, Mate FLM2006EQFWAGG
Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active

Active time: 161681 (sec)
sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
O her host: Secondary - Standby Ready

Active time: 0 (sec)

sTot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)..

4. BRIFFTDEHA EFIRA , K Eshow cluster infoEf %

MRREESER , FERATHE

<tfroot>

Clustering is not configured

MREEEAGASESR  WERUATHE !

<#root>
------------------ show cluster info ------------------

Cluster ftd_clusterl: On



Interface mode:
Cluster Member Limi

This is "unit-1-1"

spanned
t : 16

in state MASTER

ID : 0

Site ID 1

Version : 9.17(D)

Serial No.: FLM1949C5RR6HE

CCL IP 10.173.1.1

CCL MAC : 0015.c500.018fF

Module FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM

Last join :
Last leave:

13:53:52 UTC May 20 2022
N/A

Other members in the cluster:

Unit "unit-2-1"

in state SLAVE

ID 1

Site ID 1

Version : 9.17(D)

Serial No.: FLM2108V9YG7S1

CCL IP 10.173.2.1

CCL MAC : 0015.c500.028f

Module FPR4K-SM-24

Resource : 20 cores / 44018 MB RAM

Last join :
Last leave:

FMCHR /& H

14:02:46 UTC May 20 2022
14:02:31 UTC May 20 2022

BRBUTLSREFMC UILRIEFTDS AT AMM AT B4 EE IR

1.3%#Devices > Device Management:

Al Firepower Management Center

CISCO Overview

Name
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2ERIEFTDS ATAMEMA BItEE

FTDF I M B B 51T

BERERES A AERER,

WRAEBIFE , N

Fi n
'éll';c'lo" IreDower Managemem el Ovarview Analysis Polichas Davicos Objocts AMP
—
View By: Damain »
Al (5) ® Error (0) ® Warning (0) OfMine (0) ® Mormal {5) Deployment Pending (0) ® Upgrade (0) ® Snort 3 (5)
Coll
Name Model Vaersion Chassis Licensos
w LAB2 (3)
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Deployment History
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Access Control Policy Growp

3. TRIEFTDE Al MM AT RAERAS
FIDTREHREXRBHN —T2 , WFTDERVEEHET

, FREFESHNREAG, MRAEFEE , #H

Firepower Management Center
'é'l';c'lc;' P = e Q Ovarview Analysis Policies Devicas Objects AMP
—
Wiew By: Damain -
Al (5) & Error (0] & Wamning (0) Offline (0} & Nommal {5} Deployment Pending (0) ® Upgrade (0) ® Snort 3 (5)
=
Narme Mosdel varsion Chassis Liconsos
~ LAB2 (3)
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Diaploy

Access Gontrol Policy

o @21 @ L2\ adminy

Deployment History

0, Search Device
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N e EERNERT  REREHBETNAR,

FMC REST API

EixEm s | ftd ha 1. ftd_ha 2. ftd_standalone. ftd_haFiftc clusterl 2 F A G BH IR & &




Mo XERMAIERGNS WAL AT BEEEIIRS,

BRI T HBENEFMC REST-APIRIEFTDR AT AMM AT RIEEERIRS. EHAREST-APIEF
o TEAMRBIF , ERcurl:

1. BREHRIETHE

<#root>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platfornivl/ auth/ generatetoken' -H 'Authentication: E

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2R BERENE . EXSHREST APIZEHATF , domainZHRLFN . ERALERPHTES
REFIE :

<tfroot>

#

curl -s -k -X "GET" 'https://192.0.2.1/api/fnc_platformvl/info/domain' -H 'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625F"
3,
{

"nanme": "d obal / LAB2",

"type": "Domain",

"uui d": "84cc4daf e-02bc- b80a- 4b09- 000000000000"

},

3.EABUVIDERHERZIERKMNEFERZFUUID:



<tfroot>
#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e-02bc-b80a-4b09- 000000000000/ de
{

"items": [

{

"id": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
1
"name": "ftd_ha_ 1",
"type": "Device"

3,

AERITHEEXBEE | BERALERNEISFHEHUUIDANIRE/AERUUID:

<#froot>
#

curl -s -k -X GET '"https://192.0.2.1/api/fnc_config/ vl domain/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ devi

"containerDetails": {

"id": "eec3ddfc-d842-1lec-albe-986001c83f 2f",

"name": "ftd_ha",

"type": "DeviceHAPair"

5. ERIFHEYIRS | BHEALERFELSHIZUUIDMDeviceHAPair UUID:

<{froot>

# curl -s -k -X GET '"https://192.0.2.1/api/fnt_config/vl/ donai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ de\

"primaryStatus": {

"current Status": "Active",



"device": {
"id": "796eb8f 8-d83b-11lec-941d-b9083eb612d8",

"keepLocalEvents": false,

"name": "ftd_ha 1"

}
1,
"secondaryStatus": {
"currentStatus": "Standby",
"device": {
"id": "e60cab6d0-d83d-1lec-b407-cdc91a553663",
"keepLocalEvents": false,

"name": "ftd_ha 2"

}

.ERITEHEE , BEALENFEISFWIZUUIDFIRR/AEFUUID:

<#froot>

# curl -s -k -X GET '"https://192.0. 2.1/ api/fnt_config/vl/ donmai n/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ de\

"containerDetails": {
ll_idll: "

8e6188c2-d844-11ec- bddl- 6e8d3e226370

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
3,

"name": "ftd_clusterl”

"type": "DeviceC uster"

7. ERIESEFHRS , BRLERPEHSREPHFUUIDMIRE/AERUUID:

<ttroot>

# curl -s -k -X GET 'https://192.0.2.1/api/fnc_config/ vl domain/ 84cc4af e- 02bc- b80a- 4b09- 000000000000/ dev

{
"controlDevice": {
"deviceDetails": {



id': "3344bc4da-d842-1lec-a995-817e361f 7ea5",

"name": "10.62.148.188",

"type": "Device"
}
1,
"dataDevices": [
{

"deviceDetails": {

"id": "a7ba63cc-d842-11lec-be5l1-f3efcd7cd5e5",

"name": "10.62.148.191",
"type": "Device"

}
1,
"id": "8e6188c2-d844-1lec-bdd1-6e8d3e226370",

"name": "ftd_clusterl”

"type": "DeviceCluster"

FDM UI

BRERFDM UIE3 5 R Y S RRIRF

FDM REST-API
RIBREST-APIE 5 RV S R TR AE
FCM UI

FCM UIFE# HASAKIFirepower 4100/9300FFirepower 2100 F &8 X T 7 A,
B TS BRSITFCM Ul EAFTDE T MR T B AR

1. ERIUFTDBEVIRRES , BREEEREZ TN LHHA-ROLEE A :



System Tools Help  admin

Overview Interfaces JRSSITSINSENTEEN Security Engine  Platform Settings

Logical Device List {1 Contoiner instance) 77% (66 of B6) Cores Avadable
a1 Standalone Status:ok
Application Varsien Besource Profile Management 1P Gateway Management Port Status
4 e 7.1.0.90 FP20 10.62.148.89 10.62.148.1 Ethematl/1 [ e @D ¢
Interface Hame Type Attributes
[ [E—— data ¢ NOp——
= ) ks + 10062, 143.39
Ethemet1/3 L  Ethernet1/2

© Erhernet12
 hotpss/10.62.184.21)

-4830-11ec-94 10-b906 Jebh 1 248

N g EEEEFRSSENSEndaone RS RIEVEE RS SR E , T RFTD#E YDk EL
B

2ERIEFTDEFBEENRS , FREEZEBRZ N LNEHFENEHACEMNE !

Overview Interfaces QIR SNTLEN Security Engine  Flatform Settings

Logical Device List {1 Container instance) 57% (26 of 46) Cores Available

fud_cluster Chastered Status:ok

Application Version Resaurce Frofile Hanagement 1P Gateway Managerment Fort Status
D FTD 7.1.0.90 FP20 10.62.148.188 10.62.148.129 Etharmatl/1 @ Ondine E - et .. [+1%7]
Interface Name Type Attributes
([ P— data ster Operational Status ; in-chster
. : 10.63.148.188
- channei4e. 204 chuster
Port-channehg. 204 st dconted |
T10.073.1.1
A + hps:/i10.62.184.21/
(1Y) + 334abeda-g842-118ec-a955-81 Tel61 MMeas

FXOS CLI

FXOS CLILWFTDES T AMM AT BHE &R IRSRKRIEEFirepower 4100/93003% & £ B X 3%
3100/4200 LA A,

RBLLTHZIREFXOS CLILKRIEFTDE ATAMM AT BMEE E MRS ¢
1.2 BN AR H B WSSHIE

2ERIUFFTDE A AMIRA |, B2 Tscope ssain® , ARFE1Tscope slot <x>SA{1# BIFTDEZETHY
S EHE , Fi=1Tshow app-instance expandfi &

<#root>
firepower #
scope ssa
firepower /ssa #

scope slot 1



firepower /ssa/slot #

show app-i nstance expand

AppTlication Instance:
App Name: ftd
Identifier: ftdl
Admin State: Enabled
Oper State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container
Turbo Mode: No
Profile Name: RP20
Cluster State: Not Applicable
Cluster Role: None

App Attribute:
App Attribute Key Value

firepower-mgmt-ip 192.0.2.5

ha-lan-intf Ethernetl/2
ha-1ink-intf Ethernetl/2
ha-rol e active
mgmt-uri https://192.0.2.1/
uuid 796eb8f8-d83b-11ec-941d-b9083eb612d8

JERMIFFTDERHE B MR , 1§121Tscope ssafi T , 1&1Tshow logical-device <name> detail
expand@ T ( EFnameRZHEi&Z B ) Mshow app-instanceti ©. RER EHEN

<#root>
firepower #
scope ssa
firepower /ssa #

show | ogi cal -device ftd_clusterl detail expand
Logical Device:

Name: ftd_clusterl

Description:
STot ID: 1

Mode: O ustered

Oper State: Ok

Template Name: ftd

Error Msg:

Switch Configuration Status: Ok



Sync Data External Port Link State with FTD: Disabled
Current Task:

firepower /ssa #
show app-i nstance
App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

ftd clusterl

Enabled Online 7.1.0.90 7.1.0.90 Container No RP20

In Custer

Mast er

FXOS REST API

Firepower 4100/93003% #FXOS REST-API,

BRERUTSREIFXOS REST-APIIERKIUEFTDS JAMN AT BMEERIRS. EHAREST-
APIE P, HEAREIH , EAcurl:

1 EREHRIETHE

<{froot>

# curl -k -X POST -H ' USERNAME: admin' -H'PASSWORD: Ciscol23" ‘'https://192.0.2.100/api/login'

{
"refreshPeriod": "0",
Iltokenll: "

3dba916cdf b850c204b306a138cde9659ba997da4453cdc0c37f f b888816c94d

}

2.ERIFFTDHERE , BEARE AP S EFEREID:

<{froot>
#

curl -s -k -X GET -H 'Accept: application/json' -H 'token: 3dba916cdf b850c204b306a138cde9659ha997da4453c



"smAppInstance": [
{

"adminState": "enabled",
"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD201200R43VLP1G3",
"appName": "ftd",
"clearLogData": "available",
"clusterOperationalState": "not-applicable",
"clusterRole": "none",
"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",
"deployType": "container",
"dn": "slot/1/app-inst/ftd-ftdl",

"errorMsg": ,

"eventMsg": "",
"executeCmd": "ok",
"externallyUpgraded": "no",
"fsmDescr": "",

"fsmProgr": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRsTt": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTry": "0",

llhot_F_an: llll’

"identifier": "ftdl"

"operationalState": "online",

"reasonForDebundle": "",

"resourceProfileName": "RP20",

"runningVersion": "7.1.0.90",

"smAppAttribute": [

{

"key": "firepower-mgmt-ip",
"rn": "app-attribute-firepower-mgmt-ip",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-firepowe
"value": "192.0.2.5"

1,
{
"key": "ha-Tink-intf",
"rn": "app-attribute-ha-Tlink-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-Tink-
"value": "Ethernetl/2"
1,
{
"key": "ha-Tan-intf",
"rn": "app-attribute-ha-Tan-intf",
"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-Tan-i
"value": "Ethernetl/2"
1,
{
"key": "mgmt-url",
"rn": "app-attribute-mgmt-url",
"urTTink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-mgmt-url
"value": "https://192.0.2.1/"
1,



. ERIUFFTDEHEE

<tfroot>

# curl -s -k -X GET -H 'Accept: application/json'

{

"key": "ha-role",

rn": "app-attribute-ha-role",

"urllink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-ha-role"

"val ue": "active"
"keyll: "uuidll’
"rn": "app-attribute-uuid",

"urlTink": "https://192.0.2.100/api/slot/1/app/inst/ftd-ftdl/app/attribute-uuid",
"value": "796eb8f8-d83b-11ec-941d-b9083eb612d8"

"smLogicalDevice": [

{

"desc
lldnll:

ription": s
"1d/ftd_clusterl",

"errorMsg": s

"fsmDescr": s
"fsmProgr": "100",
"fsmRmtInvErrCode": '"none",

"fsmRmtInvErrDescr": ,
"fsmRmtInvRs1t": "",

"fsmStageDescr": s
"fsmStatus": "nop",
"fsmTaskBits": "",
"fsmTry": "0",

"l dvbde": "cluste

red",

"TinkStateSync": "disabled",

nane": "ftd_clusterl”

"operationalState": "ok",

"slotId": "1",

"smClusterBootstrap": [

{

"ccINetwork": "10.173.0.0",
"chassisId": "1",
"gatewayv4": "0.0.0.0",
"gatewayv6": "::",
"key": "",
"mode": '"spanned-etherchannel",
"name": "ftd_clusterl",

"netmaskv4": "0.0.0.0",
"poolEndv4": "0.0.0.0",

"poolEndv6": "::",

-H 't oken:

, FRELERREREERERAR

3dba916cdf b850c204b306a138cde9659ba997das4!



4 ERUFFTDEEFRE

<{froot>

# curl

{

-s -k -X GET -H ' Accept:

"poolStartv4": "0.0.0.0",
"poolStartv6e": "::",
"prefixLength": "",

"rn": "cluster-bootstrap",
"siteId": "1",
"supportCclSubnet": "supported",

"updateTimestamp": "2022-05-20T13:38:21.872",
"urllink": "https://192.0.2.101/api/1d/ftd_clusterl/cluster-bootstrap",

"virtualIPv4": "0.0.0.0",
"virtualIPve": "::"
}
1,
BEEALES

application/json

"smAppInstance": [

{

"identifier":

"adminState": "enabled",

"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD19500BABIYA30058",
"appName": "ftd",

"clearLogData": "available",

"clusterQOperational State": "in-cluster",

"clusterRole": "master",

"currentJobProgress": "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"deployType": "container",

"dn": "slot/1/app-inst/ftd-ftd_clusterl”,

"errorMsg": s
"eventMsg": "",
"executeCmd": "ok",
"externallyUpgraded":
"fsmDescr": "",
"fsmProgr": "100",
"fsmRmtInvErrCode": "none",
"fsmRmtInvErrDescr": "",
"fsmRmtInvRs1t": "",
"fsmStageDescr": "",
"fsmStatus": "nop",
"fsmTry": "0",

llhotf_ixll: llll’

no",

"ftd_clusterl"

"operationalState": "online",
"reasonForDebundle": "",
"resourceProfileName": "RP20",

"runningVersion": "7.1.0.90",

-H 't oken:

3dba916cdf b850c204b306a138cde9659ba997dad4*t



HFEshow-tech X 4

A BAFEFirepower 1000/2100/4100/93008% & % Ffy K 3%3100/4200# FEshow-tech X R I UEFTD &
AN BHEEENRS.

BRIBUT SR FEshow-tech XX H I & AT M AT BB BENRE -

1. #EFirepower 4100/9300 L , X FFXOSKRA2. 7R ESMA , BITH
<name>_BC1_all.tar/FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tard #9
sam_techsupportinfo3 #

N FRHRA |, EFTFFPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tars #9
sam_techsupportinfo3X #

2.7EFirepower 1000/2100F1 & 2 B A #%3100/4200 L 3T FF X #Ftech_support_brief

2.7 T RIEHEHIRA |, BR & “show slot expand detail’Zf 2 F 45 EFHFE T Bha-role/E M {E:

<#froot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat samtechsupportinfo

“show sl ot expand detail’

Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:

Application Instance:
App Name: ftd

ldentifier: ftdl

Admin State: Enabled

Oper State: Online
Running Version: 7.1.0.90
Startup Version: 7.1.0.90
Deploy Type: Container
Turbo Mode: No

Profile Name: RP20
Hotf1ixes:



Externally Upgraded: No
Cluster State: Not Applicable
Cluster Role: None

Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error Msg:

Current Task:

App Attribute:
App Attribute Key: firepower-mgmt-ip
Value: 10.62.148.89

App Attribute Key: ha-lan-intf
Value: Ethernetl/2

App Attribute Key: ha-link-intf
Value: Ethernetl/2

App Attribute Key: ha-role
Val ue: active

App Attribute Key: mgmt-url
Value: https://10.62.184.21/

3R TRIEFTDEREE , 18 E “show logical-device detail expand’2B7 43 E G FE T FMode/B
ME:

<#froot>

“show | ogi cal -devi ce detail expand
Logical Device:

Name: ftd _clusterl

Description:

Slot ID 1
Mode: d ustered

Oper State: Ok

Template Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

Cluster Bootstrap:
Name of the cluster: ftd_clusterl
Mode: Spanned Etherchannel
Chassis Id: 1
Site Id: 1
Key:
Cluster Virtual IP: 0.0.0.0



IPv4 Netmask: 0.0.0.0

IPv4 Gateway: 0.0.0.0

Pool Start IPv4 Address: 0.0.0.0

Pool End IPv4 Address: 0.0.0.0

Cluster Virtual IPv6 Address: ::

IPv6 Prefix Length:

IPv6 Gateway:

Pool Start IPv6 Address:

Pool End IPv6 Address:

Last Updated Timestamp: 2022-05-20T13:38:21.872
Cluster Control Link Network: 10.173.0.0

4.7 THWIEFTDEEIRA |, i51Eshow slot expand detailZ 2 AR ERFERE TN EFRSHNEREA
BEM%E:

<ffroot>

“show sl ot expand detail"
Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status:

Clear Log Data: Available
Error Msg:

AppTlication Instance:
App Name: ftd

Identifier: ftd clusterl

Admin State: Enabled
Oper State: Online
Running Version: 7.1.0.
Startup Version: 7.1.0.
Deploy Type: Native
Turbo Mode: No

Profile Name:

Hotfixes:

Externally Upgraded: No

90
90

Cluster State: In Custer
Cluster Role: Mster

Current Job Type: Start
Current Job Progress: 100
Current Job State: Succeeded
Clear Log Data: Available
Error Msg:

Current Task:



ASAE T AMEMET Bt

A EAE A LTI IEASAR AT M AT B BCEADRA ¢

ASA CLI

ASA SNMP#21§]
ASA show-tech file
FCM Ul

FXOS CLI

FXOS REST-API
MR REAR X H

ASA CLI

RBUT ZRUEASA CLILBVASAS ATAMEMN AT RIEEE

1

BEFAEMTBER | FAHLTEIIGEASA CLI:

iR ZEX T EEE S telnet/'SSHIA [ Firepower 1000/3100F1Firepower 2100_EHIASA
EF B EX T MFirepower 2100 EHIFXOS#EHEI A CLIEE |, H BN connect asats TiEZE!
ASA

MFXOS CLI&id &5 % (Firepower 4100/9300)i5 8 :

connect module <x> [console|telnet] , EFxZEHEID , AFiEEasa

XN TREMASA , EEBEISSHIFRIASA , EMNELNEZREF UL RIES &

2. ERIFASAHELI R E B MR , IBEEASA CLIEZETshow running-config failoverflshow
failover state@i ¥

MRREEREERRE  FERATAE

<tfroot>

asa#

show runni ng-config fail over

no failover

asa#

show failover state

State Last Failure Reason Date/Time

Thi s host



- Secondary

Di sabl ed None

Other host - Primary

Not Detected None
====Configuration State===
====Communication State==

MREETHETSR , RERUTAE

<#root>
asa#

show runni ng-config fail over

failover
failover lan unit prinmary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http

failover Tink failover-1ink Ethernetl/1l

failover interface ip failover-Tink 10.30.35.2 255.255.255.0 standby 10.30.35.3

#

show failover state

State Last Failure Reason Date/Time
This host - Primry

Active None
Other host - Secondary

Standby Ready Comm Failure 19:42:22 UTC May 21 2022
====Configuration State===

Sync Done

====Communication State===

Mac set

3. ERIFASAEEHEBFRA , BECLILZETTshow running-config clusterfishow cluster infodp

o

MRAREESES , FERUTHE :

<#root>
asa#

show runni ng-config cluster



asa#

show cluster info

Clustering is not configured

WMREETEE , FERUTHE :

<#root>

asa#

show runni ng-config cluster
cluster group asa_clusterl

key i
Tocal-unit unit-1-1

cluster-interface Port-channel48.205 ip 10.174.1.1 255.255.0.0
priority 9

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
health-check system auto-rejoin 3 5 2

health-check monitor-interface debounce-time 500

site-id 1

no unit join-acceleration

enable

asa#

show cluster info

Cluster asa_clusterl: On
Interface mode: spanned

Cluster Member Limit : 16

This is "unit-1-1" in state MASTER

ID : 0

Site ID 11

Version : 9.17(D)

Serial No.: FLM2949C5232IT

CCL IP : 10.174.1.1

CCL MAC : 0015.c500.018fF

Module : FPR4K-SM-24
ASA SNMP

RBUT S REISNMPRIEASAE T AN AT BRMEEE !



1. BREEHE A T SNMP,

2. ERUFHE YR EE MRS ROID .1.3.6.1.4.1.9.9.147.1.2.1.1.1,

MRREEHRERS , FERUTAE

<ffroot>

#

snmpwal k -v2c -c ciscol23

SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:

SNVPv2- SM : :

SNVPv2- SM : :

:enterprises.
:enterprises.
:enterprises.
:enterprises.
:enterprises.
:enterprises.
:enterprises.

enterprises.

enterprises.

WMREETHETHR  FERA TR

<tfroot>

#

snnpwal k -v2c -c¢ ciscol23 -On

192.0.2.10

SNMPv2-SMI: :
SNMPv2-SMI: :

"Primary unit (this devi

SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:

.1.3.6.1.4. 1.

enterprises.
enterprises.

:enterprises.
:enterprises.
:enterprises.
:enterprises.
:enterprises.
:enterprises.

"Active unit"

SNMPv2-SMI: :enterprises.

3R TRIFSEHE BN |

9.147.1.2.1. 1.1

"Failover LAN Interface"
"Primary unit"

"Secondary unit (this device)
3

3

3

"not Configured"

"Fail over OFf"

"Fail over OFf"

"Failover LAN Interface"

"Secondary unit"

2

9

10

"fover Ethernetl/2"

-On 192.0.2.10 .1.3.6.1.4.1.9.
9.9.147.1.2.1.1.1.2.4 = STRING:
9.9.147.1.2.1.1.1.2.6 = STRING:
9.9.147.1.2.1.1.1.2.7 = STRING:
9.9.147.1.2.1.1.1.3.4 = INTEGER:
9.9.147.1.2.1.1.1.3.6 = INTEGER:
9.9.147.1.2.1.1.1.3.7 = INTEGER:
9.9.147.1.2.1.1.1.4.4 = STRING:
9.9.147.1.2.1.1.1.4.6 = STRING
9.9.147.1.2.1.1.1.4.7 = STRING
9.9.147.1.2.1.1.1
9.9.147.1.2.1.1.1.2.4 = STRING:
9.9.147.1.2.1.1.1.2.6 = STRING:
ce)" <-- This device is primary
9.9.147.1.2.1.1.1.2.7 = STRING:
9.9.147.1.2.1.1.1.3.4 = INTEGER:
9.9.147.1.2.1.1.1.3.6 = INTEGER:
9.9.147.1.2.1.1.1.3.7 = INTEGER:
9.9.147.1.2.1.1.1.4.4 = STRING:
9.9.147.1.2.1.1.1.4.6 = STRING:

<-- Primary device is active
9.9.147.1.2.1.1.1.4.7 = STRING:

MRREESE , FERUTHE :

<tfroot>

"Standby unit"

ERIOID 1.3.6.1.4.1.9.9.491.1.8.1,



# snnpwal k -v2c -c ciscol23 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

SNMPv2-SMI: :enterprises.9.9.491.1.8.1.1.0 = INTEGER:

0

MREREEEEREA , WERNUTHE !

<{froot>

#

snmpwal k -v2c -c ciscol23 -On 192.0.2.12

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 =

<-- Cluster status, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.2.0

.1.3.6.1.4.1.9.9.491.1.8.1.3.0 =

<-- Cluster unit state, disabled

.1.3.6.1.4.1.9.9.491.1.8.1.4.0

.1.3.6.1.4.1.9.9.491.1.8.1.5.0

<-- Custer group nane

1.3.6.1.4.1.9.9.491.1.8.1.6.0 =

<-- Cluster unit name
.1.3.6.1.4.1.9.9.491.1.8.1.7.0 =

.1.3.6.1.4.1.9.9.491.1.8.1.8.0

INTEGER: O

INTEGER: 1

INTEGER: O

INTEGER: 11

STRING "asa_clusterl”

STRING "unit-1-1"

INTEGER O

I NTEGER 1

WMREFHCHKE, SEEARETER , WERUTHE

<tfroot>

#

<--

<--

.1.3.6.1.4.1.9.9.491.1.8.1

Cl uster

Cl uster

snmpwal k -v2c -c ciscol23 -On 192.0.2.12 .1.3.6.1.4.1.9.9.491.1.8.1

.1.3.6.1.4.1.9.9.491.1.8.1.1.0 =

<-- Cluster status, enabled

I NTEGER 1

unit ID

side ID



.1.3.6.1.4.1.9.9.491.1.8.1.2.0 = INTEGER: 1
.1.3.6.1.4.1.9.9.491.1.8.1.3.0 = | NTEGCER 16

<-- Cluster unit state, control unit
.1.3.6.1.4.1.9.9.491.1.8.1.4.0 = INTEGER: 10
.1.3.6.1.4.1.9.9.491.1.8.1.5.0 = STRING "asa_cluster1"
<-- Cluster group nane
.1.3.6.1.4.1.9.9.491.1.8.1.6.0 = STRING "unit-1-1"

<-- Cluster unit nane

1.3.6.1.4.1.9.9.491.1.8.1.7.0 = INTEGER O
<-- Cluster unit ID
.1.3.6.1.4.1.9.9.491.1.8.1.8.0 = INTEGER 1

<-- Cluster side ID

EXOIDHERIFMES |, HSHECISCO-UNIFIED-FIREWALL-MIB,

ASA show-tech3 #

1. ERUFASABPEYIIREL EFRE |, 1§ 1%E P show failoverZf o

MRREEHERE , FERA TR

<tfroot>

Fai | over O f

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1292 maximum

MAC Address Move Notification Interval not set

MREETHETGR , FERUTAE

<#root>


https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2&mibName=CISCO-UNIFIED-FIREWALL-MIB

Fai | over On
Fai l over unit Primary

Failover LAN Interface: fover Ethernetl/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.17(1), Mate 9.17(1)

Serial Number: Ours FLM2006EN9AB11, Mate FLM2006EQZY02
Last Failover at: 13:45:46 UTC May 20 2022

This host: Primary - Active

Active time: 161681 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)

O her host: Secondary - Standby Ready

Active time: 0 (sec)
slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.17(1)) status (Up Sys)

2.ERWIUFEHBEEFIRS , B Eshow cluster infoZB 7o

MRREESE , FERUTHE :

<tfroot>

Clustering is not configured

NREEEAGAESR  WERUATHE !

<#root>
------------------ show cluster info ------------------
Cluster asa_clusterl: On

Interface mode: spanned

Cluster Member Limit : 16

This is "unit-1-1" in state MASTER



ID : 0

Site ID 1

Version : 9.17(L)

Serial No.: FLM2949C5232IT
CCL IP :10.174.1.1

CCL MAC : 0015.c¢500.018fF
Module : FPR4K-SM-24

FCM UI

BERFCM UIEE 2 Y 2 BRIRAE

FXOS CLI

RERFXOS CLIS S RS RE 1T,
FXOS REST API

ZHBFXOS REST-APIEB 2 By 25 Bt 1T R E,
Ml Fshow-tech 3L 4

B R FEshow-tech X #HEB 5 Y H TR 1T IR AF

K I0BL KIFEE T

FTDBs X iEHE K

By K 3R 30 2 48 B B SE BA B K R
AT LAE A LA TR IR IEFTDRA KRR =,

« FTD CLI

* FTD show-tech

- FMCAFRHE

« FMC REST-API
« FCM Ul

 FXOS CLI

+ FXOS REST-API
- HFEERBEARXH

N B FOMAZBERER.

FTD CLI



BB TS BRIUEFTD CLILAFTDRs NG,
1 REFEFENBIEN , AL TERIGRFTD CLI:
- BESSHE#IFRIFTD — FIE¥A
« B connect ftd@r 5 MFXOS#2 & & CLI(Firepower 1000/2100/3100)3 17 1/ 8]
« MFXOS CLI& a5 (Firepower 4100/9300)14 1] :
connect module <x> [console|telnet] , EFx2FEID , RS
connect ftd [instance], £ A= HIl{X 52 L HIF B >
« WFEEFTD , EFEBISSHIFMEFTD , EMERH EREFI=A - REHRESE

2. B AR | BHECLILEZ{Tshow firewallfi$ :

<#root>
>
show firewal |

Firewal | node: Transparent

FTD# FEHEBR X4

BRUTEREIEFTDHESEBR X 4P AIFTDRA X IEHER -
1.3 FF B BE HE BR 3244 F S B 3244 K <filename>-troubleshoot .tar/results-

<date>—xxxxxx/command-outputs.

2 $TFF X #usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

<tfroot>

# pwd

/ngfw/var/common/results-05-22-2022--102758/command-outputs

# cat 'usr-local-sf-bin-sfcli.pl show_ tech_support asa_lina_cli_util.output’

.ERIUFFTDRF X IFER |, iF kA show firewallZB 4% :

<ttroot>



------------------ show firewal | ----------mmonno-

Firewal I node: Transparent

FMCAF #HE

RBUTZRUEFMC Ul ERFTDR KGR -

1.#%&#EDevices > Device Management:

alwp. Firepower Management Center

Overview Analysis Policies
€I5€0  Overview | Dashboards | | 4 1

Objects

‘2

Device Upgrade

Name NAT

Access Controlled User Statisties fhas

Provides traffic and intrusion event statistics by user Platform Settings
cation Statist FlexConfig

Provides traffic and intrusion event sta

stics by application Certificates

AMP Intelligence

VPN
Site To Site

Remote Access

Deploy Q, Pﬂ- @ Giobal | adminw

Troubleshaot
File Download

Threat Defense CLI

Dynamic Access Policy Packet Tracer

Troubleshooting

Packet Capture

Site 1o Site Monitoring

Provides tables and charts of the activity on your mionitored network segment organized by different criteria

Detailed Dashboard

Provides a detaded view of activity on the appliance

Detailed Dashbeard (7.0.0)
Presides a detaled view of activity on the appliance

Files Dashboard
Prewides an overview of Mabwvare and File Events

Security Intelligence Statistics

Provides Security Intelligence statistcs

Summary Dashl

ry
Provides a summary of actisty on the appliance

admin Mo Mo
admin No No
admin No No
adnin Mo Mo
admin Mo ]
admin Mo Mo
admin No Yes

Barsw

o s

s

s e

®asw

Easw

o s

o s

o s

2. K EFZRouted= Transparent:

Al Firepower Management Center Overview Analysis Pobicks Davices Objects AME
€I3C8  Devices | Device 2 ent
View By: Domain -
All(S) @ Emor () ® Warning {0} Offline (0) @ Normal (5) Daployment Pending (0) @ Upgrade (0)  ® Snort 3 (5)
Collapse Al
Namsa Model Versbon Chasuis Licenses
v LABZ(3)
.. Td_chuster] {2)
Chuster
10.62.148.188(Control) Snort 3 FP4120-5:443
1062, 148,188 Feaposerd120wih FID: 2110 B Secuty Modue - 1 (Containeq  Ba5¢. Threat
1062148191 Snort 3 KSEC-FPRA100-6.cisco.com-d43
06 a5 191 Firepower 4120 with FTD 7.1.0 = ] Security Module - 1 (Contsiner) Base, Threat
a fid_ha
High Availability
ftd_ha_1{Primary, Active) Snon 3 KSEC-FPRA100-3:443
10,62 148 69 [Trgarenr] Firepower 4150 with FTD. 7.1.0 B Secumity Module - 1 (Containe) Base, Threat
fad_ha_2(Secondary, Standby) Snort 3 firepower-9300 cisco com: 443
10.62.148.12 - [mrper] Firepowes 4150 with FTD 7.1.0 =i Security Module - 1 (Container) Base, Threat
fic_standalons T Firopower 2120 with FTD 7.1.0 NiA Bass, Threat
10,62, 148,181 : '

Dopley O @R @ LABZ| sdminy

@, Search Device

Aseens Control Poliey Groun

aepl

acpl

acpl

acpl

Degploymant History




FMC REST API

BRBRUTSRBNEFMC REST-APIRUEFTDR X iE#E R, FHAREST-APIZEF ik, EARREH | F
Aecurl:

1. BREHRIETHE

<#root>

# curl -s -k -v -X POST '"https://192.0.2.1/api/fnc_platfornm vl/ aut h/ generatetoken' -H 'Authentication:

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2R EERENE . EXZHREST APIEHATF , domainZHRLFN . ERALERPHTES
REFIE :

<tfroot>

#

curl -s -k -X "GET" ‘'https://192.0.2.1/api/fnc_platformvl/info/domain'" -H ' accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625F"
1,
{

"nanme": "d obal / LAB2",

"type": "Domain",

"uui d": "84cc4daf e-02bc- b80a-4b09- 000000000000"

},

3.EABUVIDERHERZIERKMNEFERZFUUID:



<#root>

#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4af e-02bc-b80a-4b09- 000000000000/ de
{

"items": [

{

"id": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
1
"name": "ftd_ha_1",
"type": "Device"

3,

4 FFEHERDPFERALSRIFHFHUUIDIER/AEUUID |, H K EffdModeI{E :

<#froot>

# curl -s -k -X"CET" 'https://192.0.2.1./api/fnc_config/vl/ donmain/ 84cc4af e-02bc-b80a-4b09- 00000000000¢C

"accessPolicy": {
"id": "00505691-3a23-0ed3-0006-536940224514",
"name": "acpl",
"type": "AccessPolicy"

}7

"advanced": {
"enab1e0GS": false

1,
"description": "NOT SUPPORTED",

"ftdMode": "ROUTED',

FCM Ul
A LA#EFirepower 4100/9300 LIS UEBH X B K 2 EF RFTD,
REBLUTSBREIUEFCM Ul ERIFTDRs X EEE S :

1.4m % Logical DevicesT H L HB 1% % :



Overview Interfaces J(IGLIT=TReEMEES Sacurity Engine  Platform Settings
1 & Refresh | (3 Add -
Legical Device List (1 Container instance) 77% (66 of B5) Cores Avadabls
a1 Standalons Status:ok 2 I:I H
Application Naersion Resource Profile Mansgemaent IP Gateway Management Port Status
4 7.1.0.90 P20 10,62, 148,89 10.62,148.1 Ethernatl ® oriine @D ck -
Interface Name Type Attribautes
—_— data tioral Status: not- apphesble
: 10.62.148.89
| = Hr— data HAL: LINK: INTF + Ethernet1/2
A LAN- INTF + Ethernet1/2
BAGAT: LIRL : hitps:i/10.62.184.21/
HA-ROLE ke
Ui © 796ehErE-dB30-1 16C-341 0-03083eD6 1 206

2EHNRARFER , AREREBIAT R ik H A EER:

y Engine Platform Settings

Editing - frd1 | sawe || cancd
Standalone | Cisco Firepower Threat Defense | 7.1.0.90
Cisco Firepower Threat Defense - Bootstrap Configuration i
Ethametl/2 2
Permit Expert made for FTD SSH yes w
Ethermatl/3 Sessions;
Etharnatl/4
Search domains: X
Etharmatl/5 G0
+ Ethametl/6 Firewall Mode; Transparent i
gt DNS Servers: 8888 1
Ethernetl/s |0
Fully Qualfied Hostname: “
Password: Set: Yes FTD - 7.1.0.90
Ethameti/1
Confirm Fassword: Click to configurs
Registration Key; Sat: Yes
Confirm Req-suat-on Key:
Firepower Mana;emen: Center IP: 10.62.184.21
Firgpower Management Center NAT ID:
Eventing Interface: w
Hardware Crypto: Enabled w
| Aovacaten | Nedon e R T ——
2 Fo 7.1.0.99 P20 SEhemati/a ok
oK Cancel
Interface Name —
Eﬂmﬂl"'k data
Eﬂwljl data

FXOS CLI

A] LAfEFirepower 4100/9300 LI UEBHF X EE KX 2 E RFTD,
BB TSR IEFXOS CLIEMFTDR A&
1. B B H MR H & R SSHIEE,

2. Y0¥ B scope ssa , AR HI# Elspecific logical-device , i=fTshow mgmt-bootstrap expand
T, AR EFIREWALL_MODEE H1{&:

<#root>
firepower#
scope ssa

firepower /ssa #

scope |l ogical-device ftd_clusterl



firepower /ssa/logical-device #

show ngnt - boot strap expand

Management Configuration:
App Name: ftd

Secret Bootstrap Key:
Key Value
PASSWORD
REGISTRATION_KEY

IP v4:
Slot ID Management Sub Type IP Address Netmask Gateway Last Updated Tim
1 Firepower 10.62.148.188  255.255.255.128 10.62.148.129 2022-05-20T13:50
Bootstrap Key:
Key Value
DNS_SERVERS 192.0.2.250
FIREPOWER_MANAGER_IP 10.62.184.21
FI REWALL__MODE rout ed
PERMIT_EXPERT_MODE yes
SEARCH_DOMAINS cisco.com

FXOS REST API

Firepower 4100/93003% ##FX0OS REST-API,

REBLLTSBRIEBEEFXOS REST-APIERKEFTDR A iEER, FHREST-APIEFif, fEARHF|H
, fEAcurl:

1. BREHRIETHE

<#root>
# curl -k -X POST -H ' USERNAME: adnin' -H ' PASSWORD: Ciscol23' https://192.0.2.100/api/ld/ftd_clusterl

{
"refreshPeriod": "0",
"token": "

3dba916cdf b850c204b306a138cde9659ba997da4453cdc0c37f f b888816c94d

}

2. ERARERATPNEERERRFH K EFIREWALL_MODERRIE :



<ffroot>

# curl -s -k -X GET -H 'Accept: application/json' -H'token: 3dba916cdf b850c204b306a138cde9659ba997dad4*t

{
"key": "FI REWALL_MODE",
"rn": "key-FIREWALL_MODE",
"updateTimestamp": "2022-05-20T13:28:37.093",
"urllink™: "https://192.0.2.100/api/1d/ftd_clusterl/mgmt-bootstrap/ftd/key/
"val ue": "routed"
1,
HFEshow-tech S 4

FTDHIBA X 3518 = 7] LAfEFirepower 4100/9300#9show-tech 3 4 1T IR L o
BREBLUT S BRI FEshow-techSX4 P HIFTDRA X IEER

1. W FFXOSHRA2.7REJMRZA , E$TF<name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tar® #ysam_techsupportinfo 3 #

3 FRHEMRA , EEFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar® T 7 X4
sam_techsupportinfo,

2. BB EFRIDFFIEFE T Bshow logical-device detail expand3f %

<tfroot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat sam techsupportinfo

“show | ogi cal -devi ce detail expand

Logical Device:

Name: ftd_clusterl

Description:

Slot ID 1



Mode: Clustered

Oper State: Ok

TempTlate Name: ftd

Error Msg:

Switch Configuration Status: Ok

Sync Data External Port Link State with FTD: Disabled
Current Task:

Bootstrap Key:
Key: DNS_SERVERS
Value: 192.0.2.250
Last Updated Timestamp: 2022-05-20T13:28:37.093

Key: FIREPOWER_MANAGER_IP

Value: 10.62.184.21
Last Updated Timestamp: 2022-05-20T13:28:37.093

Key: FI REWALL_MODE
Val ue: routed

Last Updated Timestamp: 2022-05-20T13:28:37.093

ASABs X EE
AT LA UL RS TS IFASARS N B8 =

« ASA CLI

* ASA show-tech

« FCM UI

* FXOS CLI

* FXOS REST-API
- HFEEREARXH

ASA CLI

BB T SERIGIFASA CLI EEIASARS A iEiER -
1. REFAEMIEIEN |, FRHLATEIGRIASA CLI:

- EIRFENX TEEES telnet/SSHIA B Firepower 1000/3100FFirepower 2100 EHIASA

- EFAENX T MFirepower 2100 LFIFXOS#EHI & CLIER |, Hi#ET connect asafs TIEEZE|
ASA

« MFXOS CLI&ES @53 (Firepower 4100/9300)i5 7] :

connect module <x> [console|telnet] , EFx2FHEID , AEEEasa
« JFEEASA , EFEENSSHIFRIASA , SiEMERNEREFR=UITRIZEE

2.7£CLI LiZ1Tshow firewallfi 5 :



<#root>
asa#
show firewal |

Firewal | node: Routed

ASA show-tech3 #

ERUFASARL K IEE | FikFshow firewallE 5 :

<#root>

------------------ show firewal | ------------------
Firewal | node: Routed

FCM Ul

RIBFCM UIEB 5 Ry S ERE 1T 1R 4k

FXOS CLI

RERFXOS CLIER S R T BRI 17184k

FXOS REST API

EEBFXOS REST APIER % ARV S B 1TIR1E,
Wl FEshow-tech 304

R show-tech XX 4 75 A BV S IR BT IRE,

WOIESEIERE R A
PLISGELTEE LI

o ARihSEH — RihSEHIERA LTS ER/GIBWFTERIR (CPU, RAMMBEZR ) , Hit&R
BER I — NS S
. BBERH — RBRFIEAZSER/CIZHNERTE. REFMCEENFTDXEZR4IThee
: ASASFDME B MFTDFR X # ik Th e,

HBFirepower 4100/93003% &4 f5 X 3%3100/4200 LWFTDF X HARB[EXLFIRE, RLPHAE
3100/4200H 584 & A AE AR BB/ E R T IE1T,

A BAE A LA TR IR DU E SR I BR B 2R 2



« FTD CLI

* FTD Show-tech

- FMCAFRHE

« FMC REST-API
« FCM Ul

« FXOS CLI
 FXOS REST-API
- NBEERBEARXH

FTD CLI
BRBLUTHZRKUFTD CLI EWFTDSEfIFREBRE .
1. BREFEFEMEBEBEREN , AU TEIFFRFTD CLI:

- BESSHERFRIFTD — FFE R A
« fEFirepower 4100/9300 L , fEFAFXOS CLIEE = 1FRIFTD:

7/

connect module <x> [console|telnet], L x 2 IHFEID , AfSconnect ftd [instance] , HHAEHINEZ
SSBIERE A

- f£Secure Firewall 3100/4200.L , #&3dconnect ftd [instance] 5 MFXOS CLI#{TiHE , &
R BMR 5% 2 HIEB B X

2. i=21Tshow version system@p . MR EIATEMAER , WFTDERBIEX TIETT !

o GEFHHESSP Slot Numberfy 1748 E"Container",
« XFSecure Firewall 3100/4200 , IR % & Container Disk:40 GB1£#E,

<#root>
>
show versi on system

——————————————————— [ firepower J---------------————-

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uuib : 3344bc4a-d842-1lec-a995-817e361f7ea5
VDB version : 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Compiled on Tue 30-Nov-21 18:38 GMT by builders
System image file is "diskO:/fxos-T1fbff-k8.2.11.1.154.SPA"

Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Sl ot Number: 1 (Container)



<{froot>
>

show versi on system

——————————————————— [ firepower ]----——-------———————-

Model : Cisco Secure Firewall 3140 Threat Defense (80) Version 7.6.1 (Build 291)
UUID : 4ablbbba-674d-11f0-90a8-fe60alff824b

LSP version : Tsp-rel-20241211-1948

VDB version : 408

Cisco Adaptive Security Appliance Software Version 9.22(1)21
SSP Operating System Version 2.16(0.3007)

Compiled on Thu 29-May-25 01:38 GMT by fpbesprd
System image file is "diskO:/installables/switch/fxos-k8-fp3k-1fbff.2.16.0.3007.SPA"

Config file at boot was "startup-config"

firepower up 11 days 18 hours
Start-up time 7 secs

Hardware: FPR-3140, 36831 MB RAM, CPU Ryzen Zen 2 2345 MHz, 1 CPU (10 cores)

Contai ner Disk: 40 GB

FTDHUBEHEBR X #F

BRBUTSREIEFTDMES R XA FTDRHIZFBRE -
1. 3T FF B BE HE BR 3044 7 S B 3044 K <filename>-troubleshoot .tar/results-

<date>—xxxxxx/command-outputs,
2. T F X usr-local-sf-bin-sfcli.pl show_tech_support asa_lina_cli_util.output:

<tfroot>

# pwd

/ngfw/var/common/results-05-22-2022--102758/command-outputs

# cat 'usr-local-sf-bin-sfcli.pl show tech_support asa_lina_cli_util.output’

3. FHF/FESSP Slot NumberR &EiZ{1T. MREFELUTEMEH , WFTDERS[EXTIET :



. G2 FHHESSP Slot Numberfy1T4E"Container",
« ¥t FSecure Firewall 3100/4200 , TR % & Container Disk:40 GBTZ%E,

<#root>

——————————————————— [ firepower J---—-——-------——-————-

Model : Cisco Firepower 4120 Threat Defense (76) Version 7.1.0 (Build 90)
uuiD : 3344bc4a-d842-11ec-a995-817e361f7eab

VDB version : 346

Cisco Adaptive Security Appliance Software Version 9.17(1)
SSP Operating System Version 2.11(1.154)

Compiled on Tue 30-Nov-21 18:38 GMT by builders
System image file is "diskO:/fxos-T1fbff-k8.2.11.1.154.SPA"
Config file at boot was "startup-config"

firepower up 2 days 19 hours
Start-up time 3 secs

SSP Sl ot Nunber: 1 (Container)

<tfroot>
>

show versi on system

——————————————————— [ firepower J---------------————-

Model : Cisco Secure Firewall 3140 Threat Defense (80) Version 7.6.1 (Build 291)
UUID : 4ablbbba-674d-11f0-90a8-fe60alff824b

LSP version : 1sp-rel-20241211-1948

VDB version : 408

Cisco Adaptive Security Appliance Software Version 9.22(1)21
SSP Operating System Version 2.16(0.3007)

Compiled on Thu 29-May-25 01:38 GMT by fpbesprd
System image file is "diskO:/installables/switch/fxos-k8-fp3k-1fbff.2.16.0.3007.SPA"
Config file at boot was "startup-config"

firepower up 11 days 18 hours
Start-up time 7 secs

Hardware: FPR-3140, 36831 MB RAM, CPU Ryzen Zen 2 2345 MHz, 1 CPU (10 cores)

Contai ner Disk: 40 GB



FMCRAFRH
BB TS BEBIFFMC Ul EWFTDLflE B R -

1. %&$#Devices > Device Management:

Al Firepower Management Center
CICO  Overvish i Dashiboonds. F Misnagermant Overview Analysis Policies 1 Objects AMP Intelligence Deploy
— —
2 ven Troubleshoot
Device Upgrade Site To Site File Dewnload
P NAT Remote Access Threat Defense CLI
5 Dynamic Access Pol Packet Tracer
Access Controlied User Statistics 0 ynami e ®a/ss
I T Platform Settings Troubleshooting Packet Caplure =
FlexConfig Site 1o Site Monitoring

event statistic Certificates Basw
stics (7.1.0) - =
s acmin No o Bas
ion Summa - -
Provides tables . : o retwork segrm admin Mo No A ]
i R R Pasw
Pr admin No Mo [ F 5
Files Dashboard =
Provides an overview of M admin No No Qo Fu
Security Intalligance Statistics " =
Provide 'L-;_:--(”!:n gence statistic admin No No o 5
Summary Dashboard - -
Prewides & summary of actiity ce admin L Yes Fasw

2. %&HChassis¥l, MMRABRBEFETITH , WFTDERH[EX TE1T,

.. Td_clustar] (i
Cluster

10.62.148.188(Contral)  Snon 3

L Firepower 4120 with FTD  7.1.0
62,148,188

20.5.487
y Mogule -

1 [Container)

Firepower £120with FTD 7.1.0

1062148191 Sport 3
10.62.146.191 ted

Fr_ha
™ High Avallabilty

fid_ha_1(Primary, Active) Snort 3

I s

Firepower 4150 with FTD  7.1.0

10.62.146.89 1
fid_ha_2{Secondary, Standby) Snort 3 frmeenar 000 citen cam 447
62148155 - Traaparert Firepower 4150 with FTD 7.1.0 EWI TR R

Base, Threat acpl
Base, Threat acpl
Base, Threat acpl
Base, Threat acpl

0, Search Device

"':II'S'EL;' Flrepou_ver Managemem Center Ovarview Analysis Policies Davices Objacts AMP Daploy
—
Virw By Domain v
AlS)  ®Emor{0)  ® Waming (0) Omine (0) @ Normal (5) Deployment Pending (0) @ Upgrade (0) @ Snon 3 (5)
Collapsc All
Name Modet Version Chassis Licenses Arcoss Control Policy Group
v LABZ(3)

o ¢ @ L482)|adminy

Daployment History

FMC REST-API

BRBUTHZREIFMC REST-APIKIEFTDEFIEBRE, EHAREST-APIE M im, HEARAEIF

, 55 A curl:




1. BEREGRIETHE

<{froot>

# curl -s -k -v -X POST 'https://192.0.2.1/api/fnc_platforn vl/ aut h/ generatetoken' -H 'Authentication: E

< X-auth-access-token:

5d817ef 7-f 12f - 4dae- b0c0- cd742d3bd2eb

2R EERENE . EAZSHREST APIERF , domainZHRELFEN . ERALERPHTSEL
REFIE -

<tfroot>

#

curl -s -k -X"GET" ‘'https://192.0.2.1/api/frc_platformvl/info/domain' -H"'accept: application/json'

{
"items":
[
{
"name": "Global",
"type": "Domain",
"uuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f"
1,
{

nane": "d obal / LAB2",
"type": "Domain",
"uui d": "84cc4af e- 02bc- b80a- 4b09- 000000000000"

b,

3.EAFBUVIDENRERRZIERKMNEFERZUUID:

<tfroot>
#

curl -s -k -X "CGET" 'https://192.0.2.1/api/fnc_config/ vl domai n/ 84cc4afe-02bc-b80a-4b09- 000000000000/ de



"items": [

"id": "796eb8f 8-d83b-1lec-941d- b9083eb612d8"

"Tinks": {
"self": "https://192.0.2.1/api/fmc_config/vl/domain/84cc4afe-02bc-b80a-4b09-00000000000
3,

"name": "ftd_ha 1",

"type": "Device"

}’

4 FRAKERHPZERIFWIFHUUIDANRR/BEFUUID , HK EisMultiinstancefy{&:

<#froot>

# curl -s -k -X "GET" 'https://192.0.2.1./api/fnc_config/vl/ domai n/ 84cc4af e- 02bc- b80a- 4b09- 00000000000(

"name": "ftd_clusterl”

"isMultilnstance": true

FCM UI

ERUFFTDEHIEBB KR | 5K ElLogical DevicesResource Profile B {E, MRETRHZE , NI
FIDERSFBEAXTIEIT :

Overview Interfaces ELITEIReINTS2Y Security Engine  Platform Settings System Tools Help admin
Logical Device List (1 Container instamce) 57% (26 of 45) Cores Available
fud_elusterl Chustered Status:ok
Application Version Resource Profile Management 1P Gateway Management Fort Status
el 1 7.1.0.80 B30 10.62.148.108 10.62,14%,120 Ethemaeti/i @ oriine [ el AT

BRBUTHZRKUIFXOS CLIEMFTDEFIE B RE



1. B BIHLFERY 26 & SSHIE R,

2. Yl#rBlscope ssaFfiz{Tshow app-instance®© , R RBAEIIMRFREREFTDH
Deploy Type?%l :

<#root>
firepower #

sScope ssa

firepower /ssa #

show app-i nst ance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Depl oy Type

Turbo Mode Profile Name Cluster State Cluster Role

ftd_clusterl

Enabled Online 7.1.0.90 7.1.0.90
Cont ai ner

No RP20 In Cluster Master

3N TR 2B AE3100/4200 , BENMBEEA B RAFER TIE1T. Eshow systeman 5 HY i H L
ISIF -

<#root>
firepower-3140#

show system

Systems:
Name Mode

Depl oy Mbde

System IP Address System IPv6 Address

firepower-3140
Stand Alone

Cont ai ner

192.0.2.1



FXOS REST API

REBLLTSBRIEBEIFXOS REST-APHERKIUEFTDEHIEERRE, FHREST-APIEF iR, fE4NRH)
£ Acurl:

1. BEREGBIETHE

<ffroot>

# curl -k -X POST -H ' USERNAME: admin' -H ' PASSWORD: Ciscol23" 'https://10.62.148.88/api/login

{

"refreshPeriod": "0",
Iltokenll: m

3dba916cdf b850c204b306a138cde9659ba997da4453cdc0c37f f b888816c94d

}

2EMRBERPIEESHE., BREID, K EdeployTypeiE :

<{froot>
#

curl -s -k -X GET -H 'Accept: application/json' -H 'token: 3dba916cdfb850c204b306a138cde9659ha997da4453c

"smAppInstance": [
{

"adminState": "enabled",
"appDn": "sec-svc/app-ftd-7.1.0.90",
"appInstId": "ftd_001_JAD201200R43VLP1G3",
"appName": "ftd",
"clearLogData": "available",
"cTusterOperationalState": "not-applicable”,
"clusterRole": "none",
"currentJobProgress™: "100",
"currentJobState": "succeeded",
"currentJobType": "start",

"depl oyType": "container",

W FEshow-tech XX 4

TEFirepower 4100/9300 & , #RZBUL T Z BRI UEH Fshow-tech X B EIFTDRH X EEHE S -



1. W FFXOSHRZA2.7RERJMRZA , E$TF<name>_BC1_all.tar/
FPRM_A_TechSupport.tar.gz/FPRM_A_TechSupport.tard #sam_techsupportinfo 3 4

3 FRHRA , FEFPRM_A_TechSupport.tar.gz/ FPRM_A_TechSupport.tar® T F X4
sam_techsupportinfo,

2. KBS EFRER show slot expand detail’ B2 FAR IR

<tfroot>
# pwd

/var/tmp/20220313201802_F241-01-11-FPR-2_BC1_al1/FPRM_A_TechSupport/

# cat sam techsupportinfo

“show sl ot expand detail"
Slot:

Slot ID: 1

Log Level: Info

Admin State: Ok

Oper State: Online

Disk Format State: Ok
Disk Format Status: 100%
Clear Log Data: Available
Error Msg:

Application Instance:
App Name: ftd

Identifier: ftd_clusterl

Admin State: Enabled
Oper State: Online

Running Version: 7.1.0.90
Startup Version: 7.1.0.90

Depl oy Type: Contai ner

EL 2B X HE3100/4200 L |, ¥ 2 X #tech_support_briefd #yscope system&ZB 2 LA UE W58 2P B4R
N

<tfroot>

‘scope system



“show detail "

Systems:
Name: firepower-3140
Mode: Stand Alone
System IP Address: 192.0.2.1
System IPv6 Address: ::
System Owner:
System Site:

Depl oy Mbde: Cont ai ner

Description for System

IFASATE=ER

ASAXFFRBRENZBEREN. FIDAXFZHREN,
RJLAGE A A AT E | 3R E

 ASA CLI
* ASA show-tech

ASA CLI
BRIBUTSRILUEASA CLIEBASATERER !
1. REFEFEMPEERX , EHLTIETFASA CLI:

- EIRZFENX TEEEStelnet/SSHI B Firepower 1000/3100/4200F1Firepower 2100_EFIASA

« FEF A& T MFirepower 2100 EHIFXOS#EH| ACLITE R |, HiBidconnect asatn BiEREE]
ASA

« MFXOS CLI& a5 (Firepower 4100/9300)15 1] :

connect module <x> [console|telnet] , I x2HEMEID , AEEEasa
« WIFERLASA , EEZBEISSHIFHRASA , REMNELH L REFR UL BZRE A

2.#£CLI EiZ1Tshow mode® i 55 :

<tfroot>

ASA#

show node

Security context mode:

mul tiple



ASA#

show node

Security context mode:

single

ASA show-tech3

RBLLT SR IFASA show-tech 3 HIASAE EE R -

1. B Eshow-techX A EIshow context detail#fzn. EXMBERT , BEERARZBEER , BXl
FEZNMER

Cont ext "systent

, 1s a system resource

Config URL: startup-config

Real Interfaces:

Mapped Interfaces: Ethernetl/1, Ethernetl/10, Ethernetl/11,
Ethernetl/12, Ethernetl/13, Ethernetl/14, Ethernetl/15,
Ethernetl/16, Ethernetl/2, Ethernetl/3, Ethernetl/4, Ethernetl/5,
Ethernetl/6, Ethernetl/7, Ethernetl/8, Ethernetl/9, Ethernet2/1,
Ethernet2/2, Ethernet2/3, Ethernet2/4, Ethernet2/5, Ethernet2/6,
Ethernet2/7, Ethernet2/8, Internal-Data0O/1, Internal-Datal/1l,
Managementl/1

Class: default, Flags: 0x00000819, ID: O

Cont ext "adm n"

, has been created
Config URL: diskO:/admin.cfg
Real Interfaces: Ethernetl/1l, Ethernetl/2, Managementl/1
Mapped Interfaces: Ethernetl/1l, Ethernetl/2, Managementl/1l
Real IPS Sensors:
Mapped IPS Sensors:
Class: default, Flags: 0x00000813, ID: 1

Context "null", 1is a system resource
Config URL: ... null
Real Interfaces:
Mapped Interfaces:
Real IPS Sensors:
Mapped IPS Sensors:
Class: default, Flags: 0x00000809, ID: 507



FEFAASARK I Firepower 21008 =,

#ASARIFirepower 2100 AT AELA TN 2 —HiE1T -

« PHEER — EFXOSHEEBEXRRESHNEHENRE, XEREAEEOEERAER
. EtherChannelfii&. NTP. MEEEZE, FCM WebF EHFXOS CLIA A FFXOSHE &,

- REEX (BN ) — RBEAAAFEREASAFHFIAE R, FXOS CLURIEHER® T

o

55 F LA 38 I o] LA IE E B ASARYFirepower 210042 3, -

- ASACLI
- FXOS CLI
- PR REARXH

ASA CLI

BRI T S BRIEASA CLI EEAASARK EFirepower 210042 5 :
1.4# FAtelnet/SSH1j Al Firepower 2100 L BYASA,

2.7ECLI_E=1Tshow fxos modeds 5 :

<#root>
ciscoasa(config)#

show f xos node

Mode is currently set to plaftorm

WEE
<#root>
ciscoasa(config)#

show f xos node

Mode is currently set to appliance

~ EEEZEEERT |, show fxos modef S ERERadmintEEF T A,



FXOS CLI

BB T SRIEFXOS CLI L EAASARK EFirepower 210042 3, :
1.4# FAtelnet/SSH1j Al Firepower 2100 L AYASA,

2.7&4Tconnect fxosfi ¥ :

<#root>
ciscoasa/admin(config)#

connect fxos

Configuring session.
Connecting to FXOS.

Connected to FX0S. Escape character sequence is 'CTRL-AX"'.

N B ELBEERT | connect xosH S EREBEEHAA.

\'l

3.1 1Tshow fxos-modedi %> :

<#root>
firepower-2140#

show f xos node

Mode is currently set to plaftorm

REER

<#root>
firepower-2140#

show f xos node
Mode is currently set to appliance

W FEshow-techXX ¥

RBUUT SRIEHFEshow-tech X4 H £ FASAK IEFirepower 2100E 5, :



1.3TFF<name>_FPRM.tar.gz/<name>_FPRM.tarf fitech_support_brief 324

2.5 & “show fxos-mode”Zp 4 :

<{froot>
# pwd

/var/tmp/fp2k-1_FPRM/

# cat tech_support_brief

“show f xos-npde”

Mode is currently set to platform

REFEN

<{froot>
# pwd

/var/tmp/fp2k-1_FPRM/

# cat tech_support_bri ef

“show f xos-npde”

Mode is currently set to appliance

& A [F &

Cisco Bug ID CSCwb94424



https://tools.cisco.com/bugsearch/bug/CSCwb94424

B - ANATFMC HAERLERIEACLISHA &

Cisco Bug ID CSCvn31622


https://tools.cisco.com/bugsearch/bug/CSCvn31622

HERAR : R INFXOS SNMP OIDLA R HIB 1815 & F N A= Hlf &

Cisco Bug ID CSCwb97767



https://tools.cisco.com/bugsearch/bug/CSCwb97767

AR : ANINOIDLARIEFTDR SR B R A

Cisco Bug ID CSCwb97772



https://tools.cisco.com/bugsearch/bug/CSCwb97772

1858 AR : fEFirepower 2100_EASARIshow-techH & #E“show fxos mode”#Y i H

Cisco Bug ID CSCwb97751



https://tools.cisco.com/bugsearch/bug/CSCwb97751
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HAXxEER
RLPNIEER D OREST APHRIEA [JIERT | MRA<7.1

fEFirepower NGFWig & LAt ESNMP
B RlFirepower BB HREST APIEES

- Cisco FXOS REST API1Z#

Cisco ASA¥E A
Firepower 1000/2100%1 % 4 B X #3100 ASAFIFXOSHHLE TR A

Firepower# B 5 Bk X4 4 BT 12
Cisco Firepower 2100 A [ 16



https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/api/REST/firepower_management_center_rest_api_quick_start_guide_71/About_The_API_Explorer.html
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/simple-network-management-protocol-snmp/213971-configure-snmp-on-firepower-ngfw-applian.html#anc5
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/ftd-api/guide/ftd-rest-api/ftd-rest-api-intro.html
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
https://developer.cisco.com/docs/cisco-firepower-chassis-manager-rest-api-reference/
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65802
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_67425
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg.html
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https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/zh_cn/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
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