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3.4 A BN ( AAINEMIBR D X ) o
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MFIB |[ABRRESEF

ASM |(EEIRERE

BSR  |Bootstrap& H 25

SSM [RFEAE

FP  [RERE
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CP  [Z#IR
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- NET207

o —

FEHRINPEBAHBPIMBEEN |, FR1(198.51.100.1) B E A RP,
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Firewall Management Center < . z .
Devices | NGFW Routing Overview Analysis Policies Devices Objects Integration Deploy

FTD4125-1

Cisco Firepower 4125 Threat Defense

Device Routing Interfaces Inline Sets DHCP

Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)

Protocol MNeighbor Filter Bidirectional Neighbor Filter Rendezvous Points Route Tree Request Filter Bootstrap Router

enerate older 10S compatible register messages(enable if vour Rendezvous Point is an 10S router)

Add Rendezvous Point -]

Rendezvous Point Multi; | Rendezvous Point IP address:*
RP_198.51.100.1 v | +

5 List Point

Use bi-directional forwarding

I ) Use this RP for all Multicast Groups I

Use this RP for all Multicast Groups as specified
below

Cancel m

Fo3E B RS N IGMPAR TS 3% B MPIMEL EASA/FTD:

Error - Device Configuration

A PIMRP and IGMP Forward can not be configurad together!
Both PIM RP and IGMP forward are configured at the
devicaelFTD4125-1) !

PIM RP and IGMP Forward can not be configured together!

PIM RP and IGMP forward cannot co-exist. Please unassign PIM policies

FIDEMEREE :

<#root>

firepower#

show runni ng-config multicast-routing



mul ticast-routing

<-- Multicast routing is enabled globally on the device

firepower#

show runni ng-config pim

pi mrp-address 198.51.100.1 <-- Static RP is configured on the firewal

firepower#

pi ng 198.51.100. 1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 198.51.100.1, timeout is 2 seconds:

rrn <-- The RP is reachable

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

HEASARF Kt EBE—MNRENEE :

<{froot>

asa(config)#

mul ticast-routing

asa(config)#

pi mrp-address 198.51.100.1



RPEE ( ERIEHER)

<{froot>

ip multicast-routing
ip pimrp-address 198.51.100.1 <-- The router is the RP

interface GigabitEthernet0/0.206
encapsulation dotlQ 206
ip address 192.168.103.61 255.255.255.0

i p pi msparse-dense-node <-- The interface participates in nulticast routing

ip ospf 1 area 0
|

interface GigabitEthernet0/0.207
encapsulation dotlQ 207
ip address 192.168.104.61 255.255.255.0

i p pi msparse-dense-node <-- The interface participates in nulticast routing

ip ospf 1 area 0
|

interface Loopback0

i p address 198.51.100.1 255. 255. 255. 255

<-- The router 1is the RP

ip pi msparse-dense- nbde <-- The interface participates in nulticast routing

ip ospf 1 area 0

A
LHEEHEBRE (KEFRFWER ) 8, WIEFTD LAY A RERHFmH -

<tfroot>

firepower#
show piminterface

Address Interface PIM Nbr HeTllo DR DR



192. 168. 105. 60 NET207

<-- PIMenabled on the interface

192.168.1.50 I NSI DE
0.0.0.0 diagnostic
192. 168. 103. 50 QUTSI DE
KIFPIM4BE :

<#root>

firepower#

show pi m nei ghbor

Neighbor Address Interface
192.168.105.50 NET207
192.168.103.61 OUTSIDE

RPEEENAEATH :

<tfroot>

firepower#

show pi m gr oup- map

Count Intvl

on 1

There is 1 PI M nei ghbor

on 0 30 1

off 0 30 1

on 1 30 1
Uptime Expires DR

00:05:41 00:01:28 1

30 1

Prior

this system

this system <--

not elected

192.168. 103. 61 <--

pri Bidir
B

00:05:39 00:01:32 1 (DR)

Group Range Proto Client

224.0.1.39/32* DM static O
224.0.1.40/32* DM static O
224.0.0.0/24%* L-Local static 1
232.0.0.0/8* SSM config O
224.0.0. 0/ 4* SM config 2
224.0.0.0/4 SM static O

Groups RP address

cooo
cooo
oooo
oooo

198.51.100.1

0.0.0.0

Info

RPF: QUTSI DE, 192. 168. 103. 61

RPF: ,0.0.0.0

Pl M enabl ed on t

Pl M enabl ed on t

<-- The nult



B X HEmroute R EE — R XK % B (239.255.255.2502MAC OSFHIMicrosoft WindowsZ fi K1 75
£ ARV 8] 52 BR S5 R It/ (SSDP)):

<#froot>

firepower#

show nroute

MuTticast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State
(*, 239.255.255.250), 00:17:35/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.103.61
Immediate Outgoing interface Tist:
INSIDE, Forward, 00:17:35/never

Br K MRP 2 B #E T —PIMBRIE :

<tfroot>

firepower#
show pi m t unnel
Interface RP Address Source Address

Tunnel 0 198.51.100.1 192. 168. 103. 50

<-- PIMtunnel between the FTD and the RP

PIMBRIE th 7] LATE PR K EE R P B E

<tfroot>

firepower#

show conn all detail address 198.51.100.1

PIM OQUTSI DE: 198.51.100.1/0 NP Identity Ifc: 192.168. 103.50/0,



<-- PIMtunnel between the FTD and the RP
, flags , idle 16s, uptine 3nBs, tineout 2n0s, bytes 6350
Connection | ookup keyid: 153426246

ASAPs R IBIEAT
<tfroot>
asa#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.105.60 NET207 2d21h 00:01:29 1 (DR) B
192.168.104.61 OUTSIDE 00:00:18 00:01:37 1 (DR)
<#root>

asa#

show pi mtunne
Interface RP Address Source Address

Tunnel O 198.51.100.1 192. 168. 104. 50

<-- PIMtunnel between the ASA and the RP

RP ( BRIEHE ) RPIIF, SSDPH EZIRPE — LA EA

<tfroot>

Routerl#
show ip pimrp

Group: 239.255.255.250, RP: 198.51.100.1, next RP-reachable in 00:01:04
Group: 224.0.1.40, RP: 198.51.100.1, next RP-reachable in 00:00:54



BN 5 S A B AP TE R AT T
N e APFRNBAES S =S ERTFASARFTD,
ASAIRERIGMPEX 5 & 13 #& & JH 2 H 8| ZIGMPHmroute(*, G)%H :

<#froot>

asa#
show i gnmp group 230.10.10. 10

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.10. 10. 10 I NSI DE 00:01:15 00:03:22 192.168.2.100

ASAPBE A 1% 4B 5 4A Bl Zmroute:

<#froot>

asa#

show nroute 230.10.10.10

Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10. 10. 10)

, 00:00:17/never,

RP 198.51.100.1

, flags: SCJ

<-- The nroute for group 230.10.10. 10

<- -

Host 192. 168. 2. 100 r epor



I ncomi ng interface: OUTSIDE

<-- Expected interface for a nmulticast packet fromthe source. If the packet is not received on this int

RPF nbr: 192.168.104.61

I medi ate Qutgoing interface |ist: <-- The AL points towards the rece
I NSI DE, Forward, 00:01:17/never

5 — B IR UE R PIMAA MG

<tfroot>

asa#

show pi m t opol ogy 230.10. 10. 10

(*,230.10.10.10) SM Up: 00:07:15 RP: 198.51.100.1 <-- An entry for multicast group 2:

JP: Join(00:00:33) RPF: OUTSIDE,192.168.104.61 Flags: LH
INSIDE 00:03:15 fwd LI LH

N5 mER AR EEARPHES  Mdebug pim# 8 RRPFE K &
debug pim i HPHRPFEKR AN :

<{froot>

asa#

debug pim

IPv4 PIM RPF | ookup failed for root 198.51.100.1 <-- The RPF | ook fails because ther

IPv4 PIM: RPF lookup failed for root 198.51.100.1



IPv4 PIM: (*,230.10.10.10) Processing Periodic Join-Prune timer
IPv4 PIM: (*,230.10.10.10) J/P processing

IPv4 PIM: (*,230.10.10.10) Periodic J/P scheduled in 50 secs
IPv4 PIM: (*,230.10.10.10) No RPF neighbor to send J/P

\)

WMR—ENEE , BHAXELERPRIEPIMMABEESR

<{froot>

asa#

debug pi m group 230.10.10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4 PIM: (*,230.10.10.10) J/P scheduled in 0.0 secs

IPv4 PIM: [0] (*,230.10.10.10/32) MRIB modify A NS

IPv4 PIM: [0] (*,230.10.10.10/32) NULLIF-skip MRIB modify !A INS
IPv4 PIM: [0] (*,230.10.10.10/32) OUTSIDE MRIB modify A NS

IPv4 PIM: (*,230.10.10.10) Processing timers

IPv4 PIM: (*,230.10.10.10) J/P processing

IPv4 PIM: (*,230.10.10.10) Periodic J/P scheduled in 50 secs

IPv4 PIM (*,230.10.10.10) J/P adding Join on QUTSI DE

HWIRERPIMIMAGEE 108 K1E—)X , PIM HelloZ30# &£3% —X. PIMfERIP 224.0.0.13:

([ {ip-5re==192.168.104.50 88 ip.dst==224.0.0.13) &k (pirn.group == 230.10.10.10)

Ho. Tima Delta Source Dastination Protocol Identification Length | Group Infa
7 35.484328 9.000000 192.168.104.50 224.98.8.13 PIMy2 0x1946 (647@) 68 230.10.19.10,230.10.16.19 Join/Prune
19 95.411896 6@, 887568 192.168.184.58 224.0.0.13 PIMy2 exd4a00 (18944) 68 230.18.19.10,230.10.16.18 Join/Prune
31 155.419479 60.887583 192.168.184.58 224.8.9.13 PIMw2 ex4868 (18528) 68 239.108.10.10,230.10.18.12 Join/Prune

Frame 7: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: Cisco fe:1d:8e (@@:be:75:f6:1d:8e), Dst: IPwamcast_ad (@1:08:5e:00:00:8d)
Internet Protocol Version 4, Src: 192.168.184.58, Dst: 224.8.8.13
~ Protocol Independent Multicast
@e1e .... = Version: 2
... @211 = Type: Join/Prune (3)
Reserved byte(s): @@
Checksum: exsebb [correct]
[checksum Status: Good]
~ PTM Options - .
Upstream-neighbor: 192.168.104.61 | |he upstream neighbor
Reserved byte(s): oe
Hum Groups: 1
Holdtime: 218

v Groun. A A ) . o | 1
Gmupe:BaJeJejeBZ‘ A PIM Join for group 230.10.10.10
- ins: 1

v IP addr‘ess:|198.5‘1.169.'1.|’32 (5wn)| The RP address
Address Family: IPva (1)
Encoding Type: Native (@)
Flags: @x@7, Sparse, WildCard, Rendezvous Point Tree
Masklen: 32
Source: 198.51.168.1

Num Prunes: @




p 7R : WiresharkE T3 885 : (ip.src==192.168.104.50 && ip.dst==224.0.0.13)&&(pim.group
==230.10.10.10)
- 192.168.104.502 1 OO ( $#5H LiEPIM4RE ) #9F5 K EIP
- 224.0.0.132 KIEPIMM A FEBIHIPIMA %A
-230.10.10. 102 RN K EPIMIN A /S BIRY LA #EA

RPAIZ(*, G)mroute, HEE , BT HEARBEMAERSES , AtEZAEORNZE .

<#root>

Routerl#

show i p nmroute 230.10.10.10 | b \(

(*, 230.10.10.10), 00:00:27/00:03:02, RP 198.51.100.1, flags: S <-- The nroute for the nulticas

Incom ng interface: Nul

, RPF nbr 0.0.0.0 <-- No incoming multicast stream

Qutgoing interface list:

G gabi t Et her net 0/ 0. 207

, Forward/Sparse-Dense, 00:00:27/00:03:02

<-- There was a PIM Join on this interface

FRABATUBERTR



O, 230.10.10.10) ASA (2,230.10.10.10)

2
H1 R1 piv 1oy
po—-——_"™ _ IGMP Report
— “ - —d—
P01.205 P01.206 - OUTEEE L4 E1/2

. \ INSIDE
S INSIDE OUTSIDE ko0 A68ES 4060

server 192.168.1.100 client 192.168.2.100

(multicast source for Pol.207 | gq (multicast receiver)

group 230.10.10.10) NET207

—

1. EASA LK ZIIGMPIR &

2. &7 (*, G)mrouteo

3. ASAEIRP(198.51.100.1) & 3% PIMAI A S .
4. RPYEIINAE B H A D0(*, G)mroute,

B , EFTD L , BT ARKBIGMPIREHPIMMA , FEItk&EFImroutes:

<ttroot>

firepower#
show nroute 230.10. 10. 10

No mroute entries found.

PR 5588 & A 4B #E 57 B B 36 AiE

FTDMH1RERAHER , HBIIRPHPIMGEMTE. FTDEIRPAEEBPIMGEMEE . RPEZE — Bk
RS (EABIFRFTD ) KIEPIM JoindH ELUMABIER . RS KiERegister-StopiH E.

<ffroot>

firepower#

debug pi m group 230. 10. 10. 10

IPv4 PIM group debugging is on

for group 230.10.10.10

firepower#

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=20,c=20)
IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on INSIDE

IPv4 PIM: (192.168.1.100,230.10.10.10) Create entry

IPv4 PIM (192.168.1.100, 230. 10. 10. 10) RPF changed from 0.0.0.0/- to 192.168. 1. 100/ 1 NSI DE



<-- The FTD receives a multicast streamon INSIDE interface for group 230.10.10.10

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

(192.168
[0] (192
[0] (192
[0] (192
(192.168
[0] (192
[0] (192

(192. 168.

(192.168
(192.168
(192.168
(192.168
[0] (192
(192.168
[0] (192
[0] (192
[0] (192
[0] (192
[0] (192
[0] (192

J/P entry: Join root:

.1.100,230.10.10.10)

.168.1.100,230.10.10.
.168.1.100,230.10.10.
.168.1.100,230.10.10.

.1.100,230.10.10.10)

.168.1.100,230.10.10.
.168.1.100,230.10.10.

1. 100, 230. 10. 10. 10)

.1.100,230.10.10.10)
.1.100,230.10.10.10)
.1.100,230.10.10.10)
.1.100,230.10.10.10)

.168.1.100,230.10.10.

.1.100,230.10.10.10)
.168.1.100,230.10.
.168.1.100,230.10.
.168.1.100,230.10.
.168.1.100,230.10.
.168.1.100,230.10.
.168.1.100,230.10.

PR RRR

192.

10.
10.
10.
10.
10.
10.

168.1. 100

Connected status changed from off to on
10/32) OUTSIDE MRIB modify NS

10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify INS

10/32) MRIB modify !DC

Start registering to 198.51.100.1

Tunnel0 J/P state changed from Null to Join
Tunnel0 FWD state change from Prune to Forward
Updating J/P status from Null to Join

J/P scheduled in 0.0 secs

10/32) INSIDE MRIB modify NS

Set SPT bit

10/32) MRIB modify NS

10/32) OUTSIDE MRIB modify !A

10/32) INSIDE MRIB modify A INS

10/32) Tunnel0 MRIB modify F NS

10/32) INSIDE MRIB modify !SP

10/32) INSIDE MRIB update (f=2,c=20)

group: 230.10.10.10 flags: S

(192.168.1.100,230.10.10.10) OUTSIDE J/P state changed from Null to Join
(192.168.1.100,230.10.10.10) OUTSIDE FWD state change from Prune to Forward
[0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB modify F NS

(192.168

J/P entry: Join root:

168
168
168
168
168
168

(192.
(192.
(192.
(192.
(192.
(192.

J/P entry:
(192.168.
(192.168.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.

.1.100,230.10.10.10)

.1.100,230.10.
.1.100,230.10.
.1.100,230.10.
.1.100,230.10.
.1.100,230.10.
.1.100,230.10.
Join root:
1.100,230.10.10.10)
1.100,230.10.10.10)

10.10)
10.10)
10.10)
10.10)
10.10)
10.10)

1.100,230.10.10.10)

1.100,230.10.10.10)

192.168.1.100

168.1.100,230.10.10.

168.1.100,230.10.10.
168.1.100,230.10.10.

168.1.100,230.10.10.
168.1.100,230.10.10.

OUTSIDE Raise J/P expiration timer to 210 seconds

192.168.1.100 group: 230.10.10.10 flags: S

OUTSIDE Raise J/P expiration timer to 210 seconds
Processing timers

J/P processing

Suppress J/P to connected source

Suppress J/P to connected source

Tunnel0 Processing timers

group: 230.10.10.10 flags: S

J/P state changed from Null to Join

FWD state change from Prune to Forward
NET207 MRIB modify F NS

NET207 Raise J/P expiration timer to 210 seconds
10/32) NET207 MRIB update (f=29,c=20)

10) Signal presenta on NET207

Send [0/0] Assert on NET207

10/32) NET207 MRIB modify !SP

10/32) NET207 MRIB update (f=9,c=20)

NET207
NET207
10/32)

J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S

(192.168
(192.168
[0] (192
[0] (192
[0] (192
(192.168
[0] (192
[0] (192

.1.100,230.10.10.10)
.1.100,230.10.10.10)

.168.1.100,230.10.10.
.168.1.100,230.10.10.
.168.1.100,230.10.10.

.1.100,230.10.10.10)

.168.1.100,230.10.10.
.168.1.100,230.10.10.

OUTSIDE J/P state changed from Join to Null
OUTSIDE FWD state change from Forward to Prune
10/32) OUTSIDE MRIB modify !F INS

10/32) NET207 MRIB update (f=29,c=20)

10) Signal presenta on NET207

Send [0/0] Assert on NET207

10/32) NET207 MRIB modify !SP

10/32) NET207 MRIB update (f=9,c=20)

<-- The FTI

<-- The FTI



IPv4 PIM: (192.168.1.100,230.10.10.10) OUTSIDE Processing timers

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10) Recei ved Regi ster-Stop <-- The RP ¢

IPv4 PIM (192.168.1.100, 230. 10.10.10) Stop registering

IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO J/P state changed from Join to Null
IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO0 FWD state change from Forward to Prune
IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) Tunnel0 MRIB modify !F INS

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) Received Register-Stop

IPv4 PIM: (192.168.1.100,230.10.10.10) TunnelO Processing timers

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=22,c=20)

IPv4 PIM: [0] (192.168.1.100,230.10.10.10) Signal presenta on INSIDE

IPv4 PIM: (192.168.1.100,230.10.10.10) Set alive timer to 210 sec

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB modify !SP

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) INSIDE MRIB update (f=2,c=20)

e

PIM Register’E 2 2PIMEE , ©ffUDPEIESPIM Register{E & — 215 :

[ W [pimatype in {2 23

No. Time Delta Source Destination Protocod Tdentification Length  Group Infor
23 15.828623 8.080015 192.168.1.160 236.10.10.10 PIMv2 @x9802 (38914).. 1482 Register
24 15.829623 0.000000 192.168.1.1800 236.18.10.18 PIMw2 2x9982 (39170). 1la82 Register
25 15.829653 9.000038 192.168.1.180 236.18.10.18 PIMv2 @x9a@2 (39426).. 1482 Register
26 15. 829653 8.008000 192.168.1.1080 230.10.10.18 PIMv2 oxobe2 (39682).. 1482 Register
27 15.833224 8.083571 198.51.168.1 192.168.183.5¢ PIMv2 ex107c (4220) 56 239.10.16.10,236.10.16.18 Register-stop
28 15,833468 ©.008244 198,51.100,1 192.168.103.58 PIMv2 exlard (4221) 56 230.16.18.10,230,10.10.10 Register-stop
29 15.833681 9.006213 198.51.180.1 192.168.1832.58 PIMv2 exleve (4222) 56 239.18.19.10,230.10.16.18 Register-stop
3@ 15.83391@ 8.9008220 198.51.108.1 192.168.183.50 PIMv2 ex1e7f (4223) 56 230.10.10.10,236.10.18.18 Register-stop
31 15. 834189 @.908199 198.51.108.1 192.168.183.58 PIMv2 ox1080 (4224) 56 230.16.10.10,236.10.18.18 Register-stop
32 15.836092 8.881983 198.51.188.1 192.168,183.5@ PIMv2 ox1eaf (4239) 56 239.19.19.10,236.10.16.10 Register-stop
33 15.836306 ©.008214 198.51.100.1 192.168.183.50 PIMv2 2x1090 (4248) 56 230.10.18.10,236.10.10.10 Register-stop
34 15.836535 9.000220 198.51.108.1 192.168.103.52 PIMv2 ox1e01 (4241) 56 230.10.10.10,230.10.18. 10 Register-stop
.......... A snoas ane £a_aon s fma e smn e s s PP T e e s s am mmm s am e .

s Frame 26: 1402 bytes on wire (11216 bits), 1482 bytes captured (11216 bits)
» Ethernet II, Src: Cisco 33:44:5d (f4:db:e6:33:44:5d), Dst: Cisco fc:fc:dg (4c:de:35:fc:fc:ds)

@018 ..., = Version; 2

o - e eptter |
Reserved byte(s): 60
[checksum Status: Bad]
» PIM Options
Internet Protocol Version 4, Src: 192.168.1.180, Dst: 230.18.18.18

SRR -
» User Datagram Protocel, Src Port: 64742 (64742), Dst Port: avt-profile-1 (5004) |
> Data (1328 bytes)

PIM Register-Stop’E £ :




[Wlpmtpein12y |

No. Tirne Diina
23 15.829623
24 15.829623
25 15.829653
26 15.829653
27 15.833224
28 15.833468
25 15.833681
39 15.8332010
31 15.834109
32 15.836092
33 15.836306
34 15.836535

Souree
?.908815 192.168.1.180
0. 000000 192.168.1.100
@.000030 192.168.1.180
2.000000 192.168.1.180
8.e83571 198.51.188.1
@.000244 198.51.168.
@.808213 198.51.180.
@.908220 198.51.108.
@.200199 198.51.168.
@.801983 198.51.100
@.008214 198.51.188.
@.009229 198.51.108.

R T Y

Dwestination

238.
230,
230,
238.
192.
192.
192,
192,
192,
192.
192.
192,

18.18.18
la.18.18
18.18.10
18.18.18
168.1083.
168.183.
168.183.
168.183.
168,183,
168.183.
168.183.
168.103.

58
58
5@
5
58
5@
5@
58

Protoeal
PIMu2
PIMv2
PIMvZ
PIMu2
PIMyZ
PIMv2
PIMv2
PIMu2
PIMw2
PIMy2
PIMv2
PIMv2

Frame 27: 56 bytes on wire (448 bits), 56 bytes captured (448 bits)

Ethernet II, Src: Cisco_fe:fc:d8 (4c:de:35:fc:fc:d8), Dst: Cisco_33:44:5d (fa:db:e6:33:44:
802.1Q virtual LAN, PRI:

@, DEI: @, ID: 206

Internet Protocol Version 4, Src: 198.51.100.1, Dst: 192.168.103.58
+ Protocol Independent Multicast

2018 .... = Version: 2

.... 0910 = Type: |Register-stop (2) |
Reserved byte(s): @@

Checksum: @x29be [correct]
[Checksum Status: Good]

PIM Options

Identification

ax9gaz
axa962
ax9ap2
B8xaba2
axievc
axierd
axleve
ex1e7f
exi1ese
ex1esf
ax1898
ax1e91

(38914)._.
(39170)..
(32426).
(39682)..
(a220)
(4221)
(a222)
(4223)
(a22a4)
(a239)
(4248)
(4241)

5d)

Length  Greup

1482
1402
1462
1482
56 23@.
56 23@.
56 23@.
56 238.
56 23@.
56 23@8.
56 23@.
56 238,

18.189.
1@.1@.
1a.19.
18.10.

1a.1@
18.1@
1la.1@

18,230.
i@,238.
18,230.
18,230,

.10,230.
.10,230.
.10,230.
10.19.

18,230,

19.19.
18.1@.
la.1@.
18.18.
i@.1@.
le.1@.
1la.1a.
1@.1@.

Infy
Register
Register
Register
Register

Register-stop
Register-stop
Register-stop
Register-stop
Register-stop
Register-stop
Register-stop
Register-stop

52 B BEWireshark EXE RPIMEMFPINGERHE L M E | TUUERS TGRS - (1 2%

#pim.type

Bt ( B/E— bR RS ) SREUZEOOUTSIDE EWARETR , HEFBIZEONET207H & 1E B EH

(SPT) ik :

<tfroot>

asa#

debug pi m group 230.10. 10. 10

IPv4 PIM group debugging is on
for group 230.10.10.10

IPv4 PIM: (*,230.10.10.
IPv4 PIM: (*,230.10.10.
IPv4 PIM: (*,230.10.10.
IPv4 PIM: (*,230.10.10.

<-- A PIMJoin nessage

IPv4 PIM: [0] (192.168.

IPv4 PIM [0] (192.168.

IPv4 PIM: (192.168.1.100,230.10.10.10) Create entry

1. 100, 230. 10. 10. 10) Si gnal

is sent fromthe interface OUTSI DE

10) Processing Periodic Join-Prune timer
10) J/P processing

10) Periodic J/P scheduled in 50 secs
10) J/P adding Join on OUTSIDE

presenta on QOUTSI DE

IPv4 PIM: [0] (192.168.1.100,230.10.10.10/32) OUTSIDE MRIB modify NS

1.100,230.10.10.10/32) OUTSIDE MRIB update (f=20,c=20)

IPv4 PIM (192.168. 1. 100, 230. 10. 10. 10) RPF changed from 0.0.0.0/- to 192. 168. 105. 60/ NET207

<- -

The r



<-- The SPT switchover starts fromthe

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

Set

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

IPv4
IPv4
IPv4
IPv4

<-- APIMJoin

IPv4

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:
PIM:

PI M

(192.168.
[0] (192.
[0] (192.
[0] (192.
(192.168.
[0] (192.
[0] (192.
(192.168.
(192.168.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
[0] (192.
(192.168.

SPT bi t

[0] (192.
[0] (192.
[0] (192.
(192.168.
(192.168.
(192.168.
(192.168.
[0] (192.
[0] (192.
(192.168.
(192.168.

(192. 168.

1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)
1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.
1.100,230.10.10.10)

168.1.100,230.10.10.
168.1.100,230.10.10.
168.1.100,230.10.10.

interface QUTSIDE to the interface NET207

Source metric changed from [0/0] to [110/20]
10/32) MRIB modify DC

10/32) OUTSIDE MRIB modify A NS
10/32) INSIDE MRIB modify F NS

Set alive timer to 210 sec

10/32) OUTSIDE MRIB modify INS

10/32) MRIB modify !DC

Updating J/P status from Null to Join
J/P scheduled in 0.0 secs

10/32) NET207 MRIB modify NS

10/32) OUTSIDE MRIB modify !SP

10/32) OUTSIDE MRIB update (f=2,c=20)
10/32) NET207 MRIB update (f=28,c=20)
10) Signal presenta on NET207

<-- The SPT bit is set

10/32) MRIB modify !SP
10/32) OUTSIDE MRIB modify !A
10/32) NET207 MRIB modify A INS

1.100,230.10.10.10)RPT Updating J/P status from Null to Prune
1.100,230.10.10.10)RPT Create entry
1.100,230.10.10.10)RPT J/P scheduled in 0.0 secs

1.100,230.10.10.10)
168.1.100,230.10.10.
168.1.100,230.10.10.

Set alive timer to 210 sec
10/32) NET207 MRIB modify !SP
10/32) NET207 MRIB update (f=2,c=20)

1.100,230.10.10.10)RPT Processing timers
1.100,230.10.10.10)RPT /P processing

1. 100, 230. 10. 10. 10) RPT J/ P addi ng Prune on OUTSI DE

A PIM Prune nmessage is sent fromthe interface OUTSIDE

PIM:
PIM:
PIM:
PIM:

PI M

PIM:

(192.
(192.
(192.
(192.

(192.

168.1.100,230.10.10.10)RPT Delete entry
168.1.100,230.10.10.10) Processing timers
168.1.100,230.10.10.10) J/P processing
168.1.100,230.10.10.10) Periodic J/P scheduled in 50 secs

168. 1. 100, 230. 10. 10. 10) J/ P addi ng Joi n on NET207

message is sent fromthe interface NET207

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=22,c=20)



IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:
PIM:

[0] (192.168.1.100,230.10.10.10) Signal presenta on NET207
(192.168.1.100,230.10.10.10) Set alive timer to 210 sec

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify !SP

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=2,c=20)

RETREFFTD EWPIMIFR :

<{froot>

IPv4 PIM: J/P entry: Join root: 192.168.1.100 group: 230.10.10.10 flags: S

IPv4 PIM (192.168.1.100, 230. 10.10.10) NET207 J/ P state changed fromNull to Join

<-- A PIMJoin nmessage is sent fromthe interface NET207

IPv4 PIM (192.168.1.100, 230. 10.10.10) NET207 FWD state change from Prune to Forward

<-- The packets are sent fromthe interface NET207

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4

PIM:
PIM:
PIM:

PIM:
PIM:
PIM:

Pl M

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB modify F NS
(192.168.1.100,230.10.10.10) NET207 Raise 1/P expiration timer to 210 seconds
(192.168.1.100,230.10.10.10) TunnelO Processing timers

[0] (192.168.1.100,230.10.10.10/32) NET207 MRIB update (f=9,c=20)

J/P entry: Prune root: 192.168.1.100 group: 230.10.10.10 flags: S
(192.168.1.100,230.10.10.10) OUTSIDE ]/P state changed from Join to Null

(192. 168. 1. 100, 230. 10. 10. 10) QUTSIDE FW state change from Forward to Prune

<-- A PIMPrune nessage is sent fromthe interface OUTSI DE

SPTHI#F ARG , FTDEEEH :

<{froot>



firepower#

show nroute 230.10.10.10

Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:06/00:03:23, flags: SF

T <-- SPT-bit is set when the swi tchover occurs

Incoming interface: INSIDE
RPF nbr: 192.168.1.100, Registering
Immediate Outgoing interface list:

NET207, Forward, 00:00:06/00:03: 23

QUTSI DE, Forward, 00:00: 06/ 00: 03: 23

TunnelO, Forward, 00:00:06/never

ESPTYIREREY , FTDHOILHRERNET207#0

<ffroot>

firepower#

show nroute 230.10.10. 10

MuTlticast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

<- -

<- -

C - Connected, L - Local, I - Received Source Specific Host Report,

P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT
Timers: Uptime/Expires
Interface state: Interface, State

(192.168.1.100, 230.10.10.10), 00:00:28/00:03:01, flags: SFT

Both interfaces are shown ir

Both interfaces are shown ir



Incoming interface: INSIDE
RPF nbr: 192.168.1.100
Immediate Outgoing interface list:

NET207, Forward
, 00:00:28/00:03:01

<-- The interface NET207 forwards the nulticast stream after the SPT sw tchover

E&/E—BEEHER(ASA) L, BIRESPT :

<tfroot>

asa#

show nroute 230.10.10.10

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10), 01:43:09/never, RP 198.51.100.1, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 192.168.104.61
Immediate Outgoing interface list:
INSIDE, Forward, 01:43:09/never

(192.168.1.100, 230.10.10.10)
, 00:00:03/00:03:27, flags: SJ

T <-- SPT switchover for group 230.10.10.10

I nconi ng interface:

NET207 <-- The multicast packets arrive on interface NET207



RPF nbr: 192.168.105.60
Inherited Outgoing interface Tist:
INSIDE, Forward, 01:43:09/never

MASA NET207# 0 ( SITEIHRAVEE —BkBE RS ) BT, PIMMIASE B XA E %% (FTD):

[ [{pim.group == 230.10.10.30) && (pim.type == 3) & (ip.src == 192.168.105.50)

No. Timea Deita Sounce Destination Protocal Identification Length  Group Infa

| 282 61.891684 @, egees 192.168.185.58 224.0.0.13 PIMv2 exlc7l (7281) 68 2308.10.18.108,230.10.10.18 Join/Prune
1873 128.893225 59.801541 192.168,185.58 224.8.8.13 PIMv2 ex6Bac (26796) 68 230.19.10.10,230,10.10.10 Join/Prune
1174 186, 894766 6@, 291541 192.168.185.58 224.0.0.13 PIMv2 axedfs (3576) G8 230.19.10.10,230.10.18.18 Join/Prune
1276 248, 896307 60.001541 192.168.105.58 224.0.8.13 PIMv2 Bx6B58 (26712) 68 239,10.19.16,230,10.10.18 Join/Prune

£

» Frame 2@2: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)

» Ethernet II, Src: Cisco_f6:1d:ae (@@:be:75:f6:1d:ae), Dst: IPvamcast_ed (@1:00:5e:08:00:ad)

> Internet Protocol Versionm 4, Src: 192.168.105.58, Dst: 224.0.0.13

v Protocol Independent Multicast

ea1e .... = Version: 2
Reserved byte(s): @0
Checksum: @xfied [correct]
[Checksum Status: Good]
w PIM Options
» Upstream- neighbar:
Reserved byte(s): &8
Hum Groups: 1
Holdtime: 218
~ Groun @
s|Group 8: 238.10.10.10/32 |
~INum Joins: 1|
2| Ip address: 192.168.1.100/32| (5)
Num Prunes: @

FOUTSIDE# O £ , @MRPXRIEPIMIEEE B F ILAFER

[ [fip.sre == £92.168.104.50 &8 pir.type == 3) & (pim.group == 230.10.10.10) && (pim.numiains == 0)

Mo, Time Dela Saurce Destination Frotecol Identification Length  Group Info
[§§§161+391653 0.000000 192.168.184.50 224.8.8.13 PIMvZ @x3a56 (14934) 68 239.10.10.16,230.10.18.10 Join/Prune
2818 1137,915409 1076.023741 192,168,104.50 224.0.8.13 PIMv2  oxlacf (6863) 68 239.10.10.16,230,10.10.10 Join/Prune
5124 1257.917183  120.001694 192.168.184.50 224.0.8.13 PIMvZ  @xebs2 (2898) 68 239.10.10.10,230.10.108.10 Join/Prune

Wow W

v Protocol Independent Multicast
0e1e .... = Version: 2
. 8811 = Type: Join/Prune (3)
rReserved byte(s): oe
Checksum: @xfBe3d [correct]
[Checksum Status: Good]
v PIM Options
>[Up5tream-neighbor: 192.163.194.61'
Reserved byte(s): o
Num Groups: 1
Holdtime: 218

v Group @
>rEﬂLup @: 230.18.10.18/32 |
Hum Jolns: @
~ Num Prunes: 1
> IP address: 192,168.1.1@8/32 (SR)

Frame 202: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, Src: Cisco_f6:1d:8e (@8:be:75:f6:1d:8e), Dst: IPvamcast_od (81:00:5e:80:08:0d)
Internet Protocol Version 4, Src: 192.168.104.58, Dst: 224.0.0.13




BIFPIMARE :

<{froot>

firepower#

show pimtraffic

PIM Traffic Counters
ETlapsed time since counters cleared: 1lw2d

Received Sent
Valid PIM Packets 53934 63983
Hello 36905 77023
Joi n- Prune 6495 494 <-- PIM Joi n/ Prune nmessages
Regi st er 0 2052 <-- PIM Regi ster nessages
Regi ster Stop 1501 0 <-- PIM Regi ster Stop nessages
Assert 289 362
Bidir DF Election 0 0

Errors:

Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing O

ERIFEERRESRERESRHIPLENBESHE , FRITUTRAE

<tfroot>

firepower#

show asp cluster counter

Global dp-counters:



Context specific dp-counters:

MCAST_FP_FROM_PUNT 2712 Number of multicast packets punted from CP to FP
MCAST_FP_FORWARDED 94901 Number of multicast packets forwarded in FP
MCAST_FP_TO_SP 1105138 Number of multicast packets punted from FP to SP
MCAST_SP_TOTAL 1107850 Number of total multicast packets processed in SP
MCAST_SP_FROM_PUNT 2712 Number of multicast packets punted from CP to SP
MCAST_SP_FROM_PUNT_FORWARD 2712 Number of multicast packets coming from CP that are for
MCAST_SP_PKTS 537562 Number of multicast packets that require slow-path atte
MCAST_SP_PKTS_TO_FP_FwWD 109 Number of multicast packets that skip over punt rule an
MCAST_SP_PKTS_TO_CP 166981 Number of multicast packets punted to CP from SP
MCAST_FP_CHK_FAIL_NO_HANDLE 567576 Number of multicast packets failed with no flow mcast_h
MCAST_FP_CHK_FAIL_NO_ACCEPT_IFC 223847 Number of multicast packets failed with no accept inter
MCAST_FP_CHK_FAIL_NO_SEQ_NO_MATCH 131 Number of multicast packets failed with no matched sequ
MCAST_FP_CHK_FAIL_NO_FP_FWD 313584 Number of multicast packets that cannot be fast-path fo
MCAST_FP_UPD_FOR_UNMATCH_IFC 91 Number of times that multicast flow's 1ifc_out

ERDHZHTHRENE :

(*, 230.10.10.10)© iSA ('630.10.10.10)

H1 e PIM Register+Data R1 H2
Multicast stream (Data) ; i ,‘M IGMP iﬁE
_ INSIDE PIM Prune INSIDE
_ . RP OUTSIDE A
i 198.51.100.1
server 192.168.1.100 Data . client 192.168.2.100
(multicast source for NET207 @ NET207  (multicast receiver)

PIM Join (SPT Switc_hover}

group 230.10.10.10) s

1. KRimEHL(H2) KIEIGMPIR & LA N A 4 #557230.10.10.10,

2. fEAPIM DRIV & & — BkB& R BS (ASA)BIZE — N (*, 230.10.10.10)% B .

3. ASABRP&%4230.10.10. 109 PIMAD A H B,

4. RP&BIZE(*, 230.10.10.10)% 8.,

5. R RIEABARERE,

6. FIDFABHRESHEEPIMEMES S , ABNHELAE (2% ) 2IRP, kit , RPRIAS

B—NEEWEE  BHABRES , RERFEHRIEIERKSEE.

7. RPEIFTDAIEPIMANA E 2 LA A0 A LA 1B

8. RPEIFTDAEPIMGERM — ZFIEHEE,

9. FTDERPAEA A R ( TPIMEZE )
10. B /A — R FIES(ASA) X IR (192.168.1.100) E A3k ENET2074Z O W E IF IR E H FF 1440k

© 6 L% % (FTD) X EPIMMAE &,
1. &/ — B HEEMRPRIEPIMISEIHE &,
12. FTDFA B R X ZINET207# 0., ASAMNEER ( RPH ) BEIRHH(SPT).

£%2 — BLEPIMB| S i B 83(BSR)

BSRE &1IR



« BSR(RFC 5059)2 fif A PIMMY H /2 18 & 3 A IR ENRP{E B B2 5] SF E A 1B,
« BSRENX :
« {RiERP(C-RP): B ER NRPHIIEE
« {RIEBSR(C-BSR): A ER NBSRH M HME R BEBERPEMNIRE,
« BSREZMNC-BSRF%$F TBSRIIRE ., ZREMBSRIEERLTBIEZE,
- RP£ : FTEC-RPREMLLRIFIE,
- RP.-EERERPIRERMNIZZLMBIER,
« BSRPIMEE (%2 ) : BSRi&HERMPIMEE,
- BSRPIMEE (EH ) : Xi%3224.0.0.13 IPHPIME R H B ERPEMBSRES.,

BSREY TR IE

1. BSRi&2 A%,

FANC-BSREETEML ELKHPIM BSRZEHE, BEetER (EENEZSIP) WREHREIE
HHRKHABSR, ERIZFZEFBEIFEEAZEBSRHE éo

41

C-BSR (p:100})

h C-RP fpml:l ' C-BSR {p 70)

t BSR election
C-BSR (p:200)

C-RP (p:100) C-RP (p:0)

o -

ERA S ERPEANBSREEMNEZEC-BSRILERESR



A [pim.type == 4

Mo Tima Oelta Source Destnation FProtocol
2 6.437481 B.008000 192.168.183.58 224.0.8.13 PIMv2
B 66.643725 68.286324 192,168.183.58 224.0.8.13 PIMv2
13 126.858814 68, 206289 192,168.183.58 224.08.8.13 PIMv2

» Frame 2: 52 bytes on wire (416 bits), 52 bytes captured (416 bits)

» 802.1Q virtual LAN, PRI: ©, DEI: @, ID: 286
» Internet Protocol Version 4, Src: 192.168.103.58, Dst: 224.0.08.13
~ Protocol Independent Multicast
2818 .... = versiom: 2
. 8188 = Type: Bootstrap (4)
Reserved byte(s): @@
Checksum: @xdaad [correct]
[Checksum Status: Good)
~ PIM Options
Fragment tag: @x687b
Hash mask len: @
BSR priority: e
» BSR: 192.168.183.50

Identficatian Length  Group
ax2748 (1&343) 52
8x1559 (5465) 52
exod3iz (3378) 52

» Ethernet II, Src: Cisco_33:44:5d (fd:db:e6:33:44:5d), Dst: IPvamcast_©d (91:00:5e:90:80:0d)

E7#&EWireshark P ERBSRER , BEALERTIESEE : pim.type ==

2. C-RPO@EHC-RPILEKHBSRAIZEEBSRER -

C-BSR (p:100)

C-RP
I am the BSR

C-BSR (p:200)
C-RP (p:100)

e T 0
—ler " ﬁ ﬁ

C-RP (p:100) C-BSR (p:70)

C-RP
| c.rp (p0)

R IERPHEE. :

Inifo

Bootstrap
Bootstrap
Bootstrap




A [pmtype == 8 i

Ha. Tima [0 Source Destination Protocl Identification Length  Growp Infa

35 383.703125 0.000000 192.0.2.1 192.168.1083.50 PIMv2 exdcad (19624) 6@ 224.0... Candidate-RP-Advertisement |
£ 1
» Frame 35: 68 bytes on wire (488 bits), 6@ bytes captured (48@ bits) .
» Ethernet II, Src: Cisco_fo:fc:d® (dc:de:35:fc:fc:da), Dst: Cisco_33:44:5d (fd:db:es:33:44:5d)
» 8@2.1Q virtual LAN, PRI: @, DEI: @, ID: 206

Internet Protocol Version 4, Src: 192.8.2.1, Dst: 192.168.183.5@
v Protocol Independent Multicast

ee1e .... = Versign: 2
ee. 1008 = Type:%ndidate-RP—Aduerti;euent & |
Reserved byte(s):
Checksum: 8x3263 [correct)
[Checksum Status: Good]
~ PIM Options
Prefix-count: 1
Priority: @

Iv RP: 192.68.2.1 I

Address Family: IPva (1)

Encoding Type: Native (@)

Unicast: 192.8.2.1

Address Family: IPwa (1)

Encoding Type: Mative (@)
> Flags: oxge

Masklen: 4

Group: 224.9.8.8

EfEWireshark P ERBSREE , HFEALLE RIIESR : pim.type ==

3. BSRIERPEH HEBHAFIEPIMEESE :

C-BSR (p:100)

C-RP (p:100) C-BSR (p:70)
== ==
RP-set

C-BSR (p:200)

C-RP (p:100) C-RP (p:0)
w -

uq'E§-------
RP-set ——é—
RP-set
RP-set

-—I:':E—- -i;':ir—




| {ip.sre == 102.168.105.60) 8& (pim.type == 4)

M. Timg Dalta
| 152 747.108256
<

Source Destination

1.891297 192.168.105.60 224.8.8.13

Fratocol

PIMv2

Eantification Length  Group
exabec (2@52)

B4 224.8.8.0,224.0.08.0

Info

Bootstrap |

[Ty | |

ee1e .... = version: 2

. 0100 = Type:

Reserved byte(s): @@

Checksum: @x264f [correct]

[checksum Status: Good]
~ PIM Options

Fragment tag: @x2412
Hash mask len: @
BSR priority: 188

» BSR: 192.8.2.2

~ Group 8: 224.0.0.8/4

Address Family: IPva

(1)

Encoding Type: Native (@)

» Flags: exee
Masklen: 4
o 4.8.8.8

RP Ccount:
Priority: @

0 1
oldtime: 158
> RP 1: 192.0.2.2
Holdtime: 158
Reserved byte(s): @@
Reserved byte(s): @@

4. 3% H85/Bh K IR ENRP&E H AR B &KL EFIEFERP:

Frame 152: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

Ethernet II, Src: Cisco_33:44:5d (f4:db:e6:33:44:5d), Dst: IPvdmcast_ed (01:00:5e:00:00:ad)
802.1Q virtual LAN, PRI: &, DEI: @, ID: 207
Internet Protocel Version 4, Src: 192,168.105.68, Dst: 224.0.8.13
Protocel Independent Multicast

C-BSR (p:100)
C-RP (p:100)

C-BSR (p:70)

|

has priority

| use R6 as RP since

0

N
_p.*..-_

C-RP (p:0)

ey

| use R6 as RP since
has priority 0

ESEXR

—-.-.-—




RIE BB C-BSRMC-RP:

C-BSR priority 100
C-RP priority 100
lo0 192.0.2.2

192.168.2.x/24

NET207 .50 .70

192.168.105.x/24 192.168.3.x/24

NET207 g0

lo0 192.0.2.1
C-BSR priority 0 C-BSR priority 0
C-RP priority 0

NFUAES , FIDAMEEBEBSRIELHROW/AIEN LEE FBEHNC-BSR,
fRRTT B

FTDHYFMCELE :



. Firewall Management Center

FTD4125-1

Cisco Firepower 4125 Threat Dafense

Manage Virtual Routers

Palicy Based Routing
~ BGP
1Py
IPvE

Static Route

*~ Multicast Routing

IGMP
PIM

EHENEE :

multicast-routing
|

Interfaces

Overview

Inline Sets DHCP

Enable Multicast

Pratocal

Col

Meighbor Filter

Interaca:®
OUTSIDE

Hashmask Langth
o

Priority:
o

Analysis

Routing (Enabling Multicas

Bidirectional Neighbor Fitter

5t Routin

Policies

Devices

g checkbox will eng

igure this FTD a5 a Candidate Bootstrap Router (C-B5R)

Configure this FTD as Border Bootstrap Router (BSR) (optional)

Interface

pim bsr-candidate OUTSIDE 0 0O

Hibig& EWEE :

R1

ip multicast-routing

ip pim bsr-candidate Loopback0 0
ip pim rp-candidate LoopbackO

interface Loopback0

ip address 192.0.2.1 255.255.255.255

ip pim sparse-mode

Rendervous Points

Integration

il both IGMP and PIM on all Interfaces.)

Route Tree Request Filter

Enalble BSR

! PIM is also enabled on the transit interfaces (e.g. G0/0.203, G0/0.207, G0/0.205)

R2E#E , EEEFREKC-BSRFMC-RPE LR

Bootstrap Router




ip pim bsr-candidate LoopbackO 0 100
ip pim rp-candidate LoopbackO priority 100

EASAL  N=REH4ARE., XEEMEEO LB APIM:

multicast-routing

A

HTEAESRSLER , HEtR2RIEENBSR:

<tfroot>

firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information

BSR Address: 192.0.2.2 <-- This is the IP of the BSR (Rl | 00)

Uptime: 00:03:35, BSR Priority: 100

Hash mask length: 0
RPF: 192.168.1.70,INSIDE

<-- The interface to the BSR

BS Timer: 00:01:34
This system is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask length:

HTLERZKE , R1BIEHRP:

<{froot>

firepower#



show pi m gr oup- map

Group Range Proto Client Groups RP address Info
224.0.1.39/32* DM static 0 0.0.0.0
224.0.1.40/32% DM static 0 0.0.0.0
224.0.0.0/24%* L-Local static 1 0.0.0.0
232.0.0.0/8* SSM config 0 0.0.0.0
224.0.0.0/4

SM
BSR
0
192.0.2. 1

RPF: OUTSIDE,192.168.103.61

<-- The el ected BSR

224.0.0.0/4 SM BSR
224.0.0.0/4 SM static 0

o

2.2 RPF: INSIDE,192.168.1.70
.0 RPF: ,0.0.0.0

o
o N
o o

BSREEFEEHITRPFRE, &0 LG Adebug pim bsrBARIEX — & :

<ffroot>

IPv4 BSR: Received BSR message from 192.168.105.50 for 192.0.2.2, BSR priority 100 hash mask Tength 0
IPv4 BSR:

BSR nessage

from 192.168.105.50/
NET207

for 192.0.2.2

RPF fail ed, dropped



<-- The RPF check for the recei ved BSR nessage failed

MREEHRRPFEN , IR ERSIKA, AP |, B AEEZRKEIP 192.168.105.504
BSREER :

Dvice Routing Inberaces Inline S5 DHCP

Manage Virtual Routers

Sourca Netwaork RPF Address Source Interfnce

Add Multicast Route Configuration @

Source Metwork:*

192022 | r | 4
merface

w Address

RPF Addrass:®

192.168,105,50 |

Dhstance:

<#froot>

firepower#

show run nroute

mroute 192.0.2.2 255.255.255.255 192.168.105.50

<tfroot>

firepower#

show pi m bsr-router

PIMv2 BSR information

BSR Election Information
BSR Address: 192.0.2.2
Uptime: 01:21:38, BSR Priority: 100, Hash mask Tength: 0



RPF: 192. 168. 105. 50, NET207

<-- The RPF check points to the static mroute
BS Timer: 00:01:37
This system 1is candidate BSR
Candidate BSR address: 192.168.103.50, priority: 0, hash mask Tength: 0

PIE , NET207# 0 LHBSREE#WES |, EINSIDELHEERES !

<{froot>

I Pv4 BSR Received BSR nessage from 192.168.1.70 for 192.0.2.2, BSR priority 100 hash nask |length O

I Pv4 BSR BSR nessage from 192.168. 1. 70/ 1 NSIDE for 192.0.2.2 RPF failed, dropped

I Pv4 BSR Received BSR nessage from 192. 168.105.50 for 192.0.2.2, BSR priority 100 hash mask length O

<-- RPF check is &K

EB AR LB AW RENER , AREBSRESNLEL !

<ttroot>

firepower#

show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 276 bytes]
match pim any any

capture CAPO type raw-data trace interface OUTSIDE [Capturing - 176 bytes]
match pim any any

PIMIEESERAE LKL Ak A EREFEERERAGE , EEFRERENERE .

<{froot>

firepower#



show conn all | i PIM

firepower# show conn all | include PIM

PIM
PIM
PIM
PIM
PIM
PIM
PIM
PIM

OUTSIDE 192.168.103.61 NP Identity Ifc 224.0.0.13, 1idle 0:00:23, bytes 116802, flags
NET207 192.168.104.50 NP Identity Ifc 224.0.0.13, idle 0:00:17, bytes 307296, flags
NET207 192.168.104.61 NP Identity Ifc 224.0.0.13, idle 0:00:01, bytes 184544, flags
NET207 192.168.105.50 NP Identity Ifc 224.0.0.13, idle 0:00:18, bytes 120248, flags
INSIDE 192.168.1.70 NP Identity Ifc 224.0.0.13, idle 0:00:27, bytes 15334, flags

OUTSIDE 224.0.0.13 NP Identity Ifc 192.168.103.50, idle 0:00:21, bytes 460834, flags
INSIDE 224.0.0.13 NP Identity Ifc 192.168.1.50, idle 0:00:00, bytes 441106, flags

NET207 224.0.0.13 NP Identity Ifc 192.168.105.60, idle 0:00:09, bytes 458462, flags

firepower#

clear conn all addr 224.0.0.13

8 connection(s) deleted.
firepower#

clear cap /al

<tfroot>

firepower#

show capture CAPlI packet-nunber 2 trace

6 packets captured

2: 11:31:44.390421 802.1Q vlan#205 P6

192.

ip-

<- -

168.1.70 > 224.0.0. 13

proto-103, Tength 38

I ngress PI M packet

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 4880 ns
Config:

Additional Information:

MAC

Access Tist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 4880 ns
Config:



Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

ETapsed time: 9760 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.1.70 using egress ifc INSIDE(vrfid:0)

Phase: 4

Type: CLUSTER-DROP-ON-SLAVE
Subtype: cluster-drop-on-slave
Result: ALLOW

ETapsed time: 4392 ns

Config:

Additional Information:

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 4392 ns
Config:

Implicit Rule
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 4392 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 18056 ns
Config:

Additional Information:

Phase: 9

Type: MUILTI CAST <-- The multicast process



Subtype: pim

Result: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 10

Type: MULTICAST
Subtype:

Result: ALLOW

ETapsed time: 488 ns
Config:

Additional Information:

Phase: 11

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 20008 ns

Config:

Additional Information:

New flow created with id 25630, packet dispatched to next module

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 76616 ns

MRBHTFTRPFEEMERPIMBIES , REEFER

<{froot>

firepower#

show capture NET207 packet-nunber 4 trace

85 packets captured

4: 11:31:42.385951 802.1Q vlan#207 P6

192.168. 104. 61 > 224.0.0. 13 i p- prot o- 103

, length 38



<-- Ingress PI M packet

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 11224 ns

Config:

Additional Information:

Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 3416 ns

Config:

Additional Information:

Found next-hop 192.168.103.61 using egress ifc OUTSIDE(vrfid:0)

Result:

input-interface: NET207(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Time Taken: 25376 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-location: frane 0x0000558f240d6el5 fl ow (N

<-- the packet is dropped due to RPF check failure

ASPXREF Hi#ikshow RPF-failed i 2 :



<ffroot>

firepower#

show asp drop

Frame drop:

Reverse-path verify failed (rpf-violated)

<-- Multicast RPF drops
Flow is denied by configured rule (acl-drop)
FP L2 rule drop (12_acl)

BB TRPFEEMEFNKIER , FHITUTRE

<#root>

firepower#

capture ASP type asp-drop rpf-violated

<#froot>

firepower#

show capture ASP | include 224.0.0.13

2: 11:36:20.445960 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 38

10: 11:36:38.787846 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 38
15: 11:36:48.299743 802.1Q vlan#207 P6 192.168.104.50 > 224.0.0.13 ip-proto-103, Tength 46
16: 11:36:48.300063 802.1Q vlan#207 P6 192.168.104.61 > 224.0.0.13 ip-proto-103, Tength 46

HUEHER T A

B KR BEBEBR 5 A E EBUR T B RSB EABRINPRER . T REESBRNEBUERYIE

1. B EEHERNERA AT . SERPEE %22 H FE(GMP/PIM) S EFHE ( ABR

) A&,

122

256
768



2. BRERFA AR EAE BN L& X MERFFAERIN. LELFEBRE
- ATBAHPHAENAR —FHR, LHR, RPHEMHEAE,
- BEAEE EMTAAEA OME OEA,
* RP,
« RFEARIPHELE,
- AREAIPHUEA B FRuR O,
- ARERAEUER,

SHEABIAMNEE- StubHPIMAREREH :

o RTAEEH — CEAISEVEMHETAERED, AARTABEHEEN , ASATTY
IGMPRIE, ASARRZ2SE5ABIXA , MEFIGMPEER KR LiFAKEHE  FER
EHABRENEH,. ZRAIRTEXH , FFEHAshow igmp interfacein & H K EIGMP#: &
BE :

<ffroot>

firepower#

show i gnp interface

inside is up, line protocol is up
Internet address 1is 192.168.2.2/24
IGMP is disabled on interface
outside is up, Tine protocol 1is up
Internet address 1is 192.168.3.1/24
IGMP is enabled on interface
Current IGMP version is 2
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP Timit 1is 500, currently active joins: 0
Cumulative IGMP activity: 0 joins, 0 leaves

I GW forwarding on interface inside

IGMP querying router is 192.168.3.1 (this system)

EOEBATPIMER , SEXRRKE ;

<ttroot>

firepower#



show piminterface

Address Interface PIM Nbr HeTllo DR DR
Count Intvl Prior

192.168.2.2 inside on 0 30 1 this system
192.168.3.1 outside on 0 30 1 this system

firepower# show pim neighbor

No nei ghbors found.

PIM-SM/BidirflIGMP#: & T & i X 5,

IETTERL B ¥ AIRPHbiE 2 SRAVIETN

<tfroot>

Y%rror: PIMSMBidir and | GW forwarding are not supported concurrently

« PIMA#ERH - PIMAEKBARRELNTE, BHARIEZFPIM-SMAXXEPIM, PIM-SM2—
FMAAEEBAMY  FAKELAERRAGEERRMINIHABNEEEEE, NS MNAE4A
BIRTENCRARPHEGQAZN , HATERASNABRUEREREN, FIHB
BRXT , BATERXTE , APFEEERERPHUEE , BHANIESTNEEEIPIMABEXR

<tfroot>

firepower#

show run pim

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map



Group Range Proto Client Groups RP address Info
224.0.1.39/32* DM static O 0.0.0.0

224.0.1.40/32% DM static O 0.0.0.0

224.0.0.0/24%* L-Local static 1 0.0.0.0

232.0.0.0/8* SSM config O 0.0.0.0

224.0.0. 0/ 4* SM config 1 10.10.10.1 RPF: inside, 192.168.2.1 <---
224.0.0.0/4 SM static O 0.0.0.0 RPF: ,0.0.0.0
firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.2.1 inside 00:02:52 00:01:19 1

192.168.3.100 outside 00:03:03 00:01:39 1 (DR)

4 ERP IPiit RE OB E AR A :

<#froot>

firepower#

show run pim

pim rp-address 10.10.10.1

firepower#

show pi m gr oup- map

Group Range Proto Client Groups RP address
224.0.1.39/32%* DM static O 0.0.0.0
224.0.1.40/32%* DM static O 0.0.0.0
224.0.0.0/24%* L-Local static 1 0.0.0.0
232.0.0.0/8* SSM config O 0.0.0.0
224.0.0. 0/ 4* SM config 1 10.10.10.1
224.0.0.0/4 SM static O 0.0.0.0
<#root>

firepower#

Info

RPF:

RPF:

inside,192.168.2.1 <---

,0.0.0.0

RP address is 1(

RP is 10.10. 10. !



show pi m gr oup- map

Group Range
224.0.1.39/32%*
224.0.1.40/32%*
224.0.0.0/24%*
232.0.0.0/8*

224.0.0. 0/ 4*

224.0.0.0/4

A 25 pETEERRZRPAIFHR (FTD 10.1.0 R ESARA. ASA 9.24. 108K B S RAK

Ao

S5.RER A B EAEBRIN P AGNEEERCEH M.

FHR

Proto Client

DM static
DM static
L-Local static
SSM config
SM config
SM static

Groups RP address

0

0
1
0

cooo
cocoo
ocooo
ocooo

192.168.2.2

0.0.0.0

Info

RPF: Tunnel 0, 192. 168.2.2 (us) <---

RPF:

,0.0.0.0

- REEOTunnelRE, WEARTHEPIMABANRBARRE
RP , BUREPIMBFFERL :

<tfroot>

firepower#

show i nterface detail | b Interface Tunnel 0

Interface Tunnel O "", is up, |line protoco

Hardware is

AvailabTle but not configured via nameif

is up

MAC address 0000.0000.0000, MTU not set
IP address unassigned
Control Point Interface States:

Interface number is un-assigned
Interface config status is active

Interface state is active

firepower#

show pi m t unnel

HRFRBHEIRIEE

“

us

”

near



Interface RP Address Source Address
TunnelO 10.10.10.1 192.168.2.2

- BREKH :

<{froot>

firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:00:07/00:03:22, flags: SFT
Incoming interface: inside

RPF nbr: 192.168.2.1, Registering <--- Registering state

Immediate Outgoing interface Tist:
outside, Forward, 00:00:07/00:03:26

Tunnel 0, Forward, 00:00:07/never <--- TunnelO is in AL, that indicates rawtraffic is encapsul ated

LBy KW E EREMEEMHPIMBEEE , SMOILHRMERTunnel0, RJE , B XEEIEEHE
, BT HARARERBARBRE

<{froot>

firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.2.1, 230.1.1.1), 00:07:26/00:02:59, flags: SFT



Incoming interface: inside
RPF nbr: 192.168.2.1

Immediate Outgoing interface list:

out si de, Forward, 00:07:26/00:02:59

- REPIMEFFR1THER

<tfroot>

firepower#

show pimtraffic

PIM Traffic Counters

ETapsed time since counters cleared: 00:13:13

Valid PIM Packets
Hello
Join-Prune

Regi st er

Regi ster Stop

Assert
Bidir DF Election

Errors:

Malformed Packets
Bad Checksums
Send Errors

Packet Sent on Loopback Errors

Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version
Packets Received with Incorrect Addressing

Received
42

27

9

o

Sent
58
53

0

8 <---

0 <---

o

0
0
0
0
0
0
0

- RERXIENRPZE R £ EPIMEIE TR

<{froot>

Sent to the RP

Recei ved fromthe RP



firepower#

capture capo interface outside match pimany host 10.10.10.1 <--- RP IP

firepower#

show capture capi

4 packets captured

1: 09:53:28.097559 192.168.3.1 > 10.10.10.1
2: 09:53:32.089167 192.168.3.1 > 10.10.10.1
3: 09:53:37.092890 192.168.3.1 > 10.10.10.1
4: 09:53:37.095850 10.10.10.1 > 192.168.3.1

i p-proto-103, length 50

ip-proto-103, length 50
ip-proto-103, length 50

i p-proto-103, length 18

- WEHMHEE (xxxxBEBEH  yyyyRERPIP) ., BWWERHILK:

<tfroot>

show conn all protocol udp address x.x.X.X

show | ocal - host Xx. X. X. X

show asp event dp-cp

show asp drop

show asp cluster counter

show asp table routing y.y.y.y

<o - -

<o - -

Unicast to RP

Uni cast fromRP



show route y.y.y.y

show nrout e

show piminterface

show pi m nei ghbor
show pimtraffic

show i gnp interface

show nfib count

- WERBABEOBIESNASPEFHIR.

<tfroot>

capture capi interface

buf fer 32000000 match udp host X host Z <--- (ingress capture for multicast UDP traffic from host

capture capo interface

buf f er 32000000 match udp host X host Z <--- (egress capture for nmulticast UDP traffic from host >



capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for multicast |

- REBEFEE — EAIDHR302015, 3020167710005,

RP

s REZOTunnelOIRTS, LEOATHEPIMAFEANRKRABREH FLEBERESRER
FHR , Bli&EPIM-stopfy :

<ffroot>

firepower#

show interface detail | b Interface Tunnel O

Interface Tunnel O "", is up, line protocol is up

Hardware is Available but not configured via nameif
MAC address 0000.0000.0000, MTU not set
IP address unassigned
Control Point Interface States:
Interface number 1is un-assigned
Interface config status is active
Interface state is active

firepower#

show pi m tunne

Interface RP Address Source Address
Tunnel O 192. 168. 2. 2 192. 168. 2. 2
TunnelO 192.168.2.2 -

- REEH :



<tfroot>

firepower#

show nrout e

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 01:04:30/00:02:50, RP 192.168.2.2, flags: S <--- *,Gentry

Incom ng interface: Tunnel O

RPF nbr: 192.168.2.2
Immediate Outgoing interface Tist:

out si de

, Forward, 01:04:30/00:02:50

(192.168.1.100, 230.1.1.1), 00:00:04/00:03:28, flags: ST S <--- S,Gentry

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface Tist:

out si de, Forward, 00:00: 03/00: 03: 25

. REPIMITEES :

<tfroot>



firepower #

show pimtraffic

PIM Traffic Counters
ETapsed time since counters cleared: 02:24:37

Received Sent

Valid PI M Packet s 948 755
Hell o 467 584
Joi n- Prune 125 32
Regi st er 344 16
Regi ster Stop 12 129
Assert 0 0
Bidir DF Election 0 0
Errors:

Malformed Packets 0
Bad Checksums 0
Send Errors 0
Packet Sent on Loopback Errors 0
Packets Received on PIM-disabled Interface 0
Packets Received with Unknown PIM Version 0
Packets Received with Incorrect Addressing 0

« WEEMBEE (xxxxBHBA  yyyyRRPIP) ., BMWERBILX:

<{froot>

show conn all protocol udp address Xx.X.X.X

show conn all | i PIM



show | ocal - host x. x. x.x

show asp event dp-cp

show asp drop

show asp cluster counter

show asp table routing y.y.y.y

show route y.y.y.y

show nrout e

show piminterface

show pi m nei ghbor

show i gnp interface

show nfib count

- WERBRABZEOBERSNASPEFHIR !

<tfroot>



capture capi interface

buf fer 32000000 mat ch udp host X host Z <--- (ingress capture for nulticast UDP traffic from host

capture capo interface

buf f er 32000000 mat ch udp host X host Z <--- (egress capture for multicast UDP traffic from host >

capture asp type asp-drop buffer 32000000 match udp host X host Z <--- (ASP drop capture for nulticast |

+ Syslog — 2 AID&302015. 302016710005,

LHR

FERAXRPMXLEM IR EN I D PRIIVSIR

* Mroutes:

<tfroot>

firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State



(*, 230.1.1.1), 00:23:30/never, RP 10.10.10.1, flags: SCJ <--- C flag means connected receiver

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de

, Forward, 00:23:30/never

(192.168.1.100, 230.1.1.1), 00:00:36/00:03:04, flags: SIT <--- J flag indicates switchover to SPT, T flé

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Inherited Outgoing interface list:

out si de

, Forward, 00:23:30/never

(*, 230.1.1.2), 00:01:50/never, RP 10.10.10.1, flags: SCJ <--- C flag means connected receiver

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Immediate Outgoing interface list:

out si de

, Forward, 00:01:50/never



(192.168.1.100, 230.1.1.2), 00:00:10/00:03:29, flags:

Incoming interface:

i nsi de

RPF nbr: 192.168.2.1
Inherited Outgoing interface list:

out si de

, Forward, 00:01:50/never

« IGMP4 :

<#froot>

firepower#

show i gnp groups detail <--- The list of | GW groups

Interface: outside

G oup: 230.1.1.1

Uptime: 00:21:42

Router mode: EXCLUDE (Expires: 00:03:17)

Host mode: INCLUDE

Last reporter: 192.168.3.100 <--- Host joined group 230.1.1.1

Source 1ist 1is empty

Interface: outside

G oup: 230.1.1.2

Uptime: 00:00:02

Router mode: EXCLUDE (Expires: 00:04:17)

Host mode: INCLUDE

Last reporter: 192.168.3.101 <--- Host joined group 230.1.1.2

SIT <---

<--- J flag indicates switchover to SPT



Source 1ist 1is empty

- IGMPREZIHER :

<{froot>

firepower#

show ignp traffic

IGMP Traffic Counters
ETapsed time since counters cleared: 1d04h

Received Sent
Valid IGMP Packets 2468 856
Queries 2448 856
Reports 20 0
Leaves 0 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
Malformed Packets 0
Martian source 0
Bad Checksums 0

PIMBEHR ST (B )

W 3

5

show running-config multicast-
routing

EERAGELEREEATABRKH

show run mroute

EEHARE LRENFHSEH

show running-config pim

BERF A EHPIMEE




show pim interface

EFMLEAEEOR A TPIMMPIMARE.

show pim neighbor

EEPIMARE
show pim group-map

EEMEFRPHAEA
show mroute

EETENABKABAR
show mroute 230.10.10.10

EEREABANAER

show pim tunnel

EEXENRPZEREHETPIMBRE

show conn all detail address
RP_IP_ADDRESS

EEMAXENRPZERE CEMER ( PIMBRE )

show pim topology

BEH X EPIMFA MG H

debug pim

BB R B A SRV PR PIMS B

debug pim group 230.10.10.10

LR B R E A R A B B AR FTEPIMIE R

show pim traffic

EEAREERNEREPIMEENSIHES




show asp cluster counter

R SERAESRRRESERR

PN ERBIEEHE

show asp drop

EERH B LA RGRER

, AT T RE

match pim any any

capture CAP interface INSIDE trace

B K i EIRMRIRA OPIMA R RIES

capture CAP interface INSIDE trace

4
match udp host 224.1.2.3 any FIRARER A D A7
show pim bsr-router
16Ul H &R BSREEH 2R

show conn all address 224.1.2.3 SRR A FEER

show local-host 224.1.2.3 B RFIRTT A FEERE

BROAXEHROENEHAREE

& & [R) &

Firepower &R 4l

° TiﬁlPV6o

. £ A Firepower i B 1 3K HPacket Tracer

. ,,.Lgl:ﬁ(EMCP)ﬂPE’JEDTi#PlM/lGMPéﬂ%ﬁo
« BFREFRERIRZ2RPHMFHR ( FTD 10.1.0/R R EERA, ASA 9.24 10/ K% E = RABRA ) o

« show conn allf
<group IP>@ 5o

STREREOABERE, EERAT/HEIARER ,

& A show local-host



https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

vPC Nexus R #ZPIM

MR IE= R ENexus VPCHIFL iz BIEREPIM&B R R |, MFENexusPfRE , LN TFFR

Nexus ¥ & b &3 FE #ol b O 38 18 7 17 B8 B P < 3 A9 #R 30

MNGFWHBERE , SR ERFELEEFNHERFEL:

<{froot>

Result:

input-interface: NET102
input-status: up
input-Tine-status: up
output-interface: NET102
output-status: up
output-line-status: up
Action: drop

Drop-reason: (no-ntast-intrf) FP no ntast output intrf <-- The ingress nulticast packet

B K & 7235 ST R RPIE

<tfroot>

firepower#

show nroute 224.1.2.3

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 224.1.2.3), 01:05:21/never, RP 10.1.0.209, flags: SCJ
Incoming interface: OUTSIDE
RPF nbr: 10.1.104.10
Immediate Outgoing interface Tist:
Server_102, Forward, 01:05:21/never

(10.1.1.48, 224.1.2.3), 00:39:15/00:00:04, flags: SFIT
Incoming interface: NET102

RPF nbr: 10.1.1.48, Registering <-- The RP Registration is stuck

i s dropped


https://www.cisco.com/c/zh_cn/support/docs/ip/ip-routing/118997-technote-nexus-00.html
https://www.cisco.com/c/zh_cn/support/docs/ip/ip-routing/118997-technote-nexus-00.html

Immediate Outgoing interface Tist:
TunnelO, Forward, 00:39:15/never

TXEFREFXE

BN CEABRENHREFREANEEBRZE X

Fimwal! Managlemr-',:\n[ CP_[I“FF Owendew Analysig Palicies Devices Objects Imegration Deploy @ ﬂ’ £ @ moafeiro ) admine | sl cempE
& | FTD_Access_Contral_Palicy [ natyze Hit Counts

Enter Description

Inheritance Settings | Policy Asslgnments (0}

Rules  SecurilyInteligence  HTTP Responses  Logging  Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
—
Misconfiguration! The Dest Zones must be empty!

Eilter by Davice Y Search Rules x Show Rule Conflicts @ -+ Add Category
| < Py Dost & Source Deestimani... |
g Name e Dest Zones Ratecei Nabscitin VLANTags | Users Applican.., Lo Dest Ports uRLs Dymamic Cynamic Action BReLLEAm &

Atritutes Antributes

|~ Mandatary - FTD_Access_Control_Pdcy (1-1) |

1 allow_mulicast  INSIDE_ZONE || OUTSIDE_ZONE 224123 © Allow L

| ~ Default - FTD_Access_Control_Policy (=) |
hare are no n thi tion, Add Ruls or Add Category

FMCAFPERBHENATUTHER

& Book Contents O FRaVET

Book Title Page ~  Internet multicast routing from address range 224.0.0/24 is not supported; IGMP group is not created when enabling
multicast routing for the reserved addressess.
> Getting Started with Device

Configuration Clustering
Y Deviee Operations In clustering, for IGMP and PIM, this feature is only suppeorted on the primary unit.
> Interfaces and Device Settings Additional Guidelines
“ Routing = You must configure an access control or prefilter rule on the inbound security zone to allow traffic to the multicast host,
such as 224.1.2.3. However, you cannot specify a destination security zone for the rule, or it cannot be applied to
Static and Default Routes multicast connections during initial connection validation.

Virtual Routers * You cannot disable an interface with PIM configured on it. If you have configured PIM on the interface (see Configure

ECMP PIM Protocol), disabling the multicast routing and PIM does not remove the PIM configuration. You must remove (delete)
the PIM configuration to disable the interface.

OSPF
* PIM/IGMP Multicast routing is not supported on interfaces in a traffic zone.
BGP
» Do not configure FTD to simultaneously be a Rendezvous Point (RP) and a First Hop Router.
RIP
Configure IGMP Features
Multicast

IP hosts use IGMP to report their group memberships to directly-connected multicast routers. IGMP is used to dynamically

Policy Based Routing
register individual hosts in a multicast group on a particular LAN. Hosts identify group memberships by sending IGMP

BHTHSRP , Br K& <0 £ #% 88 R IAPIME S



192.168.1.x/24

R1
HSRP IP .1
inside
\ . '
Multicast client ~__ 172.16.1.1
route outside 0.0.0.0 0.0.0.0 192,168.1.1 e Multicast
_ﬂ source
3
R2

EXFERT | By AR EERE B TRIMML(HSRP)IP 192.168.1.1 0 & 58 B 22R1HIR2EIPIM4T 2
XERPFBERIAKA -

<tfroot>

firepower#
show run route

route outside 0.0.0.0 0.0.0.0 192.168.1.1 1

B R IBERIFMR2M SN IE R OIPZEH EBPIMBERR !

<{froot>

firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.1.1 outside 01:18:27 00:01:25 1
192.168.1.2 outside 01:18:03 00:01:29 1 (DR)

Bh X IEF L RPIMMAE R RIEE LML, PIM debugds Tdebug pimE R Tt :

<ttroot>

firepower#

debug pim



IPv4 PIM: Sending J/P to an invalid neighbor: outside 192.168.1.1

RFC 236215 , “BHASREHEEMNS , G). (*.G)M(** RP)FK B XEKHN BN FRERPFBEREMA
HEBIEE., RBEHRPFBERPIMEBER , F2REMAMETEE,

RNERIEZ , BPaERHAE ERIN—NEASmroutes B, BRASAAIERAFNKBEEEON
IPi#b ik 2 —192.168.1.28,192.168.1.3 , BH 2HSRPEZN R HEIP,

-

<tfroot>

firepower#

show run nroute

firepower#

nmoute 172.16.1.1 255.255. 255. 255 192.168. 1.2

BABRABREINVE , ¥ TRPFER , AEAREEFREAEBRBBHRM T RASAWERIEHER  H
FPIMEEEEXIZFI4RE192.168.1.2,

Nt - BAmMouteTE — ERE L BISE THSRPTTE MK . F N mroute{UES G /R £
BRASHINT—2k, WRmroute® RIS T —RE EMERTEIE | BAIEFLE
EIE R,

S K IET RLANMERFHDREY , FREMALHR


https://datatracker.ietf.org/doc/rfc2362/

192.168.1.x/24
2
inside
10
Multicast client 172.16.1 1
= Multicast
_ﬁ source
3
R1
B K IEFIR1ENLANM ER R RIPIMSE B, R1=2PIM DR:
<#root>
firepower#
show pi m nei ghbor
Neighbor Address Interface Uptime Expires DR pri Bidir
192.168.1.3 i nsi de 00:12:50 00:01:38 1 (DR

WMRIEEIRBEFFWHNIGMPIIAER |, BFREREEALHR,

mroutefF EMNullE R AOIL , HFEFPrunedfri& :

<{froot>

firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT



Timers: Uptime/Expires
Interface state: Interface, State

(*, 230.1.1.1), 00:06:30/never, RP 0.0.0.0,

flags

Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface list:

inside, Null, 00:06:30/never <--- OL has inside and Nul

EERAXEKAILHR |, AT LUE I O DR 4o

<tfroot>

firepower#

interface G gabitEthernet0/0
firepower#

pimdr-priority 2

firepower#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir

192.168.1.3 i nsi de 17:05:28 00:01:41 1

PIM debug#@i$debug pimE REL T #H -



<tfroot>

firepower#
debug pim

firepower#

IPv4 PIM (*,230.1.1.1) inside Start being last hop <--- Firewall considers itself as the |lasp hop

IPv4 PIM (*,230.1.1.1) Start being |l ast hop

IPv4 PIM: (*,230.1.1.1) Start signaling sources

IPv4 PIM: [0] (*,230.1.1.1/32) NULLIF-skip MRIB modify NS

IPv4 PIM: (*,230.1.1.1) inside FWD state change from Prune to Forward
IPv4 PIM: [0] (*,230.1.1.1/32) 1inside MRIB modify F NS

IPv4 PIM: (*,230.1.1.1) Updating J/P status from Null to Join

IPv4 PIM: (*,230.1.1.1) J/P scheduled in 0.0 secs

IPv4 PIM: (*,230.1.1.1) Processing timers

IPv4 PIM: (*,230.1.1.1) J/P processing

IPv4 PIM: (*,230.1.1.1) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,230.1.1.1) No RPF interface to send J/P

Pruned#r & FINullRF Mmroute # il BR

<#froot>

firepower#

show nroute

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 16:48:23/never, RP 0.0.0.0, flags:

SCJ

Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface Tist:



inside, Forward, 16:48:23/never

R ERTRABERAREAMMEFARBER

192.168.1.x/24 192.168.2.x/24

outside inside

] -_—
Multicast client Multicast
source

route outside 192,168.2.0 255.255.255.128 192.168.1.100

EXfERT , BTRPFEE , ABUDPEESIFHHEFR , KA AXEBEINANEOEEEB R
255.255.255. 128 E E{KHI R H .

<#froot>

firepower#

capture capi type rawdata trace interface inside match udp any any

firepower#

show captureture capi packet-nunber 1 trace

106 packets captured
1: 08:57:18.867234 192.168.2.2.12345 > 230.1.1.1.12354: udp 500
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Elapsed time: 2684 ns
Config:
Additional Information:
MAC Access list

Phase: 2
Type: ACCESS-LIST
Subtype:



Result: ALLOW

ETapsed time: 2684 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Phase: 4

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 8296 ns

Config:

Additional Information:

Found next-hop 192.168.1.100 using egress ifc outside

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: drop

Time Taken: 27328 ns

Drop-reason: (rpf-violated) Reverse-path verify failed, Drop-Ilocation:

(NA) /NA

firepower#

show route static

frame 0x0000556bcbh1069dd fl ow

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

*

ia - IS-IS dinter area,

- candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

S 192.168. 2.0 255.255.255.128 [1/0] via 192.168. 1. 100



ASPZEF#3K & ‘Rrpf-violated drop reason:

<{froot>

firepower#

show capture asp

Target: OTHER

Hardware: ASAv

Cisco Adaptive Security Appliance Software Version 9.19(1)
ASLR enabled, text region 556bc9390000-556bcd0603dd

21 packets captured

1: 09: 00: 53. 608290 192.168. 2. 2.12345 > 230.1.1.1.12354: udp 500 Drop-reason: (rpf-violated) Rever
2: 09:00:53.708032 192.168.2.2.12345 > 230.1.1.1.12354: wudp 500 Drop-reason: (rpf-violated) R
3: 09:00:53.812152 192.168.2.2.12345 > 230.1.1.1.12354: wudp 500 Drop-reason: (rpf-violated) R
4: 09:00:53.908613 192.168.2.2.12345 > 230.1.1.1.12354: wudp 500 Drop-reason: (rpf-violated) R

MFIB#i i 7 B RPF K it #2818 4n

<{froot>

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics

7 routes, 4 groups, 0.00 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)

Goup: 230.1.1.1

RP-tree:

Forwar ding: 0/0/0/0, Qher: 6788/6788/0

firepower#



show nfib 230.1.1.1 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:

Forwarding: 0/0/0/0, Gther: 6812/6812/0 <--- RPF failed counter increased

BRFRREERPFREARN ., —METIRM BREFSIA,

MERBEEMRPFRERE , N2 BIES , EMFIBH HFAYForwarding It Bz 280

<tfroot>

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics
8 routes, 4 groups, 0.25 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 230.1.1.1
RP-tree:
Forwarding: 0/0/0/0, Other: 9342/9342/0

Source: 192.168. 2. 2,

Forwar di ng: 1033/9/528/ 39

, Other: 0/0/0
Tot. shown: Source count: 1, pkt count: O

firepower#

show nfib 230.1.1.1 count

IP Multicast Statistics

8 routes, 4 groups, 0.25 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)

Group: 230.1.1.1



RP-tree:

Forwarding: 0/0/0/0, Other:

Sour ce:

192.168. 2. 2,

9342/9342/0

Forwar di ng: 1044/ 10/ 528/ 41
, Other: 0/0/0

<--- Forward counter increased

Tot. shown: Source count: 1, pkt count: O

FEPIMEDIRENRM AT , By KIEA A RKPIMAIA

Best path toward the source

192.168.34.x/24

192.168.47 x/24

192.168.67.x/24

! 3 iﬁ 4
R4

Multicast client

-

B ﬁ.ﬁ

R6

-? | ®_ -T M nA
outside =I| dmz L

FW

-

T inside 6

5 -5
w

192.168.57.x/24 RP

Initial path toward the client

192.168.56.x/24

v

192.168.6.x/24

Multicast
source

EARGIH , BAEESdmzEORS > FW > ROREVERABRAVERE , MAWRIZFFiRIKRRE

BEZHR6 > RP > DW > R4:

<{froot>

firepower#

show route 192.168.6. 100




Routing entry for 192.168.6.0 255.255.255.0
Known via "ospf 1", distance 110, metric 11, type intra area

Last update from 192.168.67.6 on dnz, 0:36:22 ago

Routing Descriptor Blocks:

* 192.168.67.6, from 192.168.67.6, 0:36:22 ago, via dne

Route metric 1is 11, traffic share count is 1

—BIXFISPTYRE , RARBEHSPTHIRH RIEFRFENPIMMAERE., EFXEF , FoRE
SPTHI# , (S, G)mroute’& BTHRE :

<#froot>

firepower#

show nroute

MuTlticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:00:05/00:03:24, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface Tist:
outside, Forward, 00:00:05/00:03:24

(192.168.6.100, 230.1.1.1), 00:00:05/00:03:24, flags: S

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface Tist:
outside, Forward, 00:00:05/00:03:2

PIMii® @5 S debug pimE RN EERA4KEHI2NPIMIIATE R — HXI(*,G)M(S , G)o BHAIER
(*,G)LIEAZETPIMMABER , HERTLHEBE192.168.67.6 , REEXIZRIFEER :



<tfroot>

firepower#

debug pim

IPv4 PIM Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us) <--- 1st PIMjoin to tt

IPv4 PIM J/P entry: Join root: 10.5.5.5 group: 230.1.1.1 flags: RPT WC S <--- 1st PIMjoin with root ¢

IPv4 PIM: (*,230.1.1.1) Create entry

IPv4 PIM: [0] (*,230.1.1.1/32) MRIB modify DC

IPv4 PIM: [0] (*,230.1.1.1/32) 1inside MRIB modify A

IPv4 PIM: (*,230.1.1.1) outside J/P state changed from Null to Join
IPv4 PIM: (*,230.1.1.1) outside Raise J/P expiration timer to 210 seconds
IPv4 PIM: (*,230.1.1.1) outside FWD state change from Prune to Forward
IPv4 PIM: [0] (*,230.1.1.1/32) outside MRIB modify F NS

IPv4 PIM: (*,230.1.1.1) Updating J/P status from Null to Join

IPv4 PIM: (*,230.1.1.1) J/P scheduled in 0.0 secs

IPv4 PIM: (*,230.1.1.1) Processing timers

IPv4 PIM: (*,230.1.1.1) J/P processing

IPv4 PIM: (*,230.1.1.1) Periodic J/P scheduled in 50 secs

IPv4 PIM: (*,230.1.1.1) J/P adding Join on inside

PR R R R

IPv4 PIM Sending J/P message for neighbor 192.168.57.5 on inside for 1 groups <--- PIMJoin sent fror

IPv4 PIM Received J/P on outside from 192.168.47.4 target: 192.168.47.7 (to us) <--- 1st PIMjoin to tt

IPv4 PIM J/P entry: Join root: 192.168.6.100 group: 230.1.1.1 flags: S <--- 1st PIMjoin wth

IPv4 PIM: (192.168.6.100,230.1.1.1) Create entry

IPv4 PIM: Adding monitor for 192.168.6.100

IPv4 PIM: RPF lookup for root 192.168.6.100: nbr 192.168.67.6, dmz via the rib

IPv4 PIM: (192.168.6.100,230.1.1.1) RPF changed from 0.0.0.0/- to 192.168.67.6/dmz
IPv4 PIM: (192.168.6.100,230.1.1.1) Source metric changed from [0/0] to [110/11]

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) MRIB modify DC

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) 1inside MRIB modify A

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) outside MRIB modify F NS

IPv4 PIM: (192.168.6.100,230.1.1.1) outside J/P state changed from Null to Join

IPv4 PIM: (192.168.6.100,230.1.1.1) outside Imm FWD state change from Prune to Forward
IPv4 PIM: (192.168.6.100,230.1.1.1) Updating J/P status from Null to Join

IPv4 PIM: (192.168.6.100,230.1.1.1) J/P scheduled in 0.0 secs

IPv4 PIM: [0] (192.168.6.100,230.1.1.1/32) dmz MRIB modify NS

IPv4 PIM: (192.168.6.100,230.1.1.1) outside Raise J/P expiration timer to 210 seconds
IPv4 PIM: (192.168.6.100,230.1.1.1) Processing timers

IPv4 PIM: (192.168.6.100,230.1.1.1) J1/P processing

IPv4 PIM: (192.168.6.100,230.1.1.1) Periodic J/P scheduled in 50 secs



IPv4 PIM: (192.168.6.100,230.1.1.1) J1/P adding Join on dmz

IPv4 PIM Sending J/P to an invalid neighbor:

<--- Invalid neighbor

show pim neigbourds 5 i H it 2 R6:

<tfroot>

firepower#

show pi m nei ghbor

Neighbor Address Interface
192.168.47.4 outside
192.168.57.5 inside

PIMTERS A& OdmzEB A -

<{froot>

firepower#

show pi minterface

Address Interface
192.168.47.7 outside
192. 168. 67. 7 dne
192.168.57.7 inside

RGO EEAPIM:

<tfroot>

R6#

Uptime
00:21:12 00:01:44 1
02:43:43 00:01:15 1

PIM Nbr

on

on

on

1

dnz 192. 168.67.6

Expires DR pri Bidir

HeTllo DR
Count Intvl

30

30

30

Prior

1

this system

this system

this system



show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 192.168.6.1 YES manual up up
GigabitEthernet0/1 192.168.56.6 YES manual up up
GigabitEthernet0/2 unassigned YES unset administratively down down

G gabi t Et hernet 0/ 3 192. 168.67.6 YES manual up up
TunnelO 192.168.56.6 YES unset up up

R6#

show ip piminterface G gabitEthernet0/3 detai

GigabitEthernet0/3 1is up, line protocol is up
Internet address is 192.168.67.6/24
Multicast switching: fast
MuTlticast packets in/out: 0/123628
Multicast TTL threshold: 0

PIM disabled <--- PIMis disabled

Multicast Tagswitching: disabled

fi# R 5 = 2 7ER6#Y$Z O GigabitEthernet0/3 L /5 APIM:

<#froot>

R6(config-if)#

interface G gabitEthernet0/3

R6(config-if)#

i p pi msparse-node

R6(config-if)#
*Apr 21 13:17:14.575: %PIM-5-NBRCHG: neighbor 192.168.67.7 UP on interface GigabitEthernet0/3

*Apr 21 13:17:14.577: %I M 5-DRCHG DR change from nei ghbor 0.0.0.0 to 192.168.67.7 on interface G gabit



B RIBRIERTIRE |, 1B RSPTHI#k:

<{froot>

firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:26:30/00:02:50, RP 10.5.5.5, flags: S
Incoming interface: inside
RPF nbr: 192.168.57.5
Immediate Outgoing interface Tist:
outside, Forward, 00:26:30/00:02:50

(192.168.6.100, 230.1.1.1), 00:26:30/00:03:29, flags: ST

Incoming interface: dmz

RPF nbr: 192.168.67.6

Immediate Outgoing interface Tist:
outside, Forward, 00:26:30/00:02:39

B KRR ERRHMEF LN HIES

LB ANIEEFPHR R SIFAB RN E N RIFEEN |, TAEEECPHTHMALE, EXTERLT
, FPXEEXSP(FP > SP > CP)N @& A BICPLNITH IRE -

- EFPRAOEONMNSHEOZECURRER,

- HibAEBERE , HIIRPFRIE, PIMEZE (MR AIERFHR ), OILRES,
s EmrouteRPOIEEFAANELZEONS, G)%EB,

- EEANZHEOZEHARF/RTIEE,

FEREEFERFH -2 , B ARERERBRFEEZICPHRESHNIER,



B ZERRABEILERESR , HFBpuntrate-imitEFRH :

<{froot>

firepower#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 2062

{# Fshow asp cluster counterfi S 1 IEMSPE X BICPHABRIESHHE -

<{froot>

firepower#

show asp cluster counter

Global dp-counters:

Context specific dp-counters:

MCAST_FP_FROM_PUNT 30
MCAST_FP_TO_SP 2680
MCAST_SP_TOTAL 2710
MCAST_SP_FROM_PUNT 30
MCAST_SP_FROM_PUNT_FORWARD 30
MCAST_SP_PKTS 30
MCAST_SP_PKTS_TO CP 30
MCAST_FP_CHK_FAIL_NO_HANDLE 2650
MCAST_FP_CHK_FAIL_NO_FP_FWD 30

Number
Number
Number
Number
Number
Number

Nunber

Number
Number

of multicast packets punted from CP to FP
of multicast packets punted from FP to SP
of total multicast packets processed in SP
of multicast packets punted from CP to SP
of multicast packets coming from CP that are forwarded
of multicast packets that require slow-path attention

of multicast packets punted to CP from SP <--- Number of

of multicast packets failed with no flow mcast_handle
of multicast packets that cannot be fast-path forwarded

{ Fshow asp event dp-cp punt@s FRIEFP > CPRA S R SR S BUA R SRR R

<#root>

firepower#

show asp event dp-cp punt | begin EVENT- TYPE



EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE

punt 24452 0 24452 0 10852 1402
mul ti cast
23800 0
23800
0 10200
1402
pim 652 0 652 0 652 0

HiEFRmroute FEFPHEM R/ FEEN , BFESFHENUBTEEN -2 EFPHEER., EXHE
BT, FPRRBIEEAEERICP,

B K sk a0 4L IR TR HBRAY 56 — N R = 2

Py R EEREREP R ABROE - M RESH , HRERHRITUATERE

1. REZERBEREATFRES.
2. BYBEFPRBIEEEIEFICP,
3. EAREOME B EAZAMERES:

<tfroot>

firepower#

show capture capi packet-nunber 1 trace

10 packets captured

1: 08:54:15.007003 192.168. 1. 100. 12345 > 230.1.1.1.12345: udp 400

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist



Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.2.1 using egress ifc

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

Config:

Additional Information:

Phase: 8

Type: QOS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: MILTI CAST

Subtype:

inside



ResuTlt: ALLOW
Config:
Additional Information:

Phase: 10

Type: FLOW CREATI ON

Subtype:

Result: ALLOW

Config:

Additional Information:

New fl ow created with id 19, packet dispatched to next nmodule <--- New fl ow

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up

Action: allow

RERE

<tfroot>

firepower# Apr 24 2023 08:54:15: %ASA-7-609001: Built Tocal-host inside:192.168.1.100
Apr 24 2023 08:54:15: %FTD-7-609001: Built Tocal-host identity:230.1.1.1

Apr 24 2023 08:54:15: %TD 6-302015: Built inbound UDP connection 19 for inside:192.168. 1. 100/ 12345 (19

I EEfEshow conn allis SR B P AN, ;

<tfroot>

firepower#

show conn all protocol udp



13 1in use, 17 most used

UDP inside 192.168.1.100:12345 NP Identity Ifc 230.1.1.1:12345, idle 0:00:02, bytes O, flags —

4. CPESABHRERTHMARBERE , HIMRPFIIE, PIMEE ( MRHAERFHR) |
OILKES,
5. CPEEmrouteH8IE—/NS , G)%EB , HPESEANEZ LHED .

<ffroot>

firepower#

show nrout e

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.1.1.1), 00:19:28/00:03:13, RP 192.168.192.168, flags: S
Incoming interface: inside
RPF nbr: 192.168.2.1
Immediate Outgoing interface Tlist:
outside, Forward, 00:19:28/00:03:13

(192.168.1.100, 230.1.1.1), 00:08:50/00:03:09, flags: ST

Incom ng interface: inside
RPF nbr: 192.168.2.1

Immediate Outgoing interface Tlist:

out si de, Forward, 00:00:32/00: 02: 57

6. CPIEXCP > SP > FPRZIERFPHEME ANME HiE O 2 A8 7/ R EE



I E X FEshow local-hostip SRy 5 H AR AT I, -

<{froot>

firepower#

show | ocal - host

Interface outside: 5 active, 5 maximum active
local host: <224.0.0.13>,

Jocal host: <192.168.3.100>,

Jocal host: <230.1.1.1>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100:12345, idle

0:00:04, bytes 4000, flags -

Jocal host: <224.0.0.5>,

Jocal host: <224.0.0.1>,

Interface inside: 4 active, 5 maximum active
Jocal host: <192.168.1.100>,

Conn:

UDP outside 230.1.1.1:12345 inside 192.168.1.100:12345, idle

0:00:04, bytes 4000, flags -

local host: <224.0.0.13>,

Jocal host: <192.168.2.1>,

Jocal host: <224.0.0.5>,

Interface nlp_int_tap: 0 active, 2 maximum active
Interface any: 0 active, 0 maximum active

FERHERAF 185 Cisco Bug ID CSCwe21280 4 , FAERAT F/IATEENREATEE
302015:

<ttroot>

Apr 24 2023 08:54:15: %FTD-6-302015:

Bui It out bound UDP connection 20 for outside:230.1.1.1/12345 (230.1.1.1/12345) to inside:192.168. 1. 100/


https://tools.cisco.com/bugsearch/bug/CSCwe21280

HREZEMF/ARAVEERLEYN , ADBBRIFCENEEEHAEFPFER

<#froot>

firepower#

show capture capi trace packet-nunber 2

10 packets captured
2: 08:54:15.020567 192.168.1.100.12345 > 230.1.1.1.12345: udp 400
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access 1ist

Phase: 3

Type: FLOW LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flowwith id 19, using existing flow <--- Existing flow

Result:
input-interface: inside
input-status: up
input-Tine-status: up
Action: allow



TEICMPAIBRE

BT BEEAACLYIEICMPARERE, & 12 E R (ICMP):

Cisco Bug ID CSCsl26860 ASAT T E A #EICMPEIE S

2 HIPIM4E $B R

BALUFEARIERTEERE A : https://bst.cloudapps.cisco.com/bugsearch

RZEASAFIFTDHERBE 5 7£“Cisco Adaptive Security Appliance(ASA)Software”(B2& BEN T £ 1%
Z(ASA)EHF)F@ET :

atfran]e
CISCO

Products Support & Learn Partners Events & Videos

Bug Search Tool

Search For

PIM x (0
Product

Series/Model % Cisco Adaptive Security Appliance (ASA) Software e Select fram List
Release

Affecting or Fixed in Releases N

Th e ra cl Y
g Save Search B Email Search \ ear ) -
L = results
94 Results | Sorted by Severity Sort By: Show All w
Filters Clear Filters

CSCsy08778 no pim on one subif disables eigrp on same physical of 4 ge module

Symptom: eigrp stops working on one subinterface, if "no pim® is issued on another subinterface which belongs to the

Severitv same physical interface. Conditions: The physical interface belongs to the 4-GE module. If using the main-board
Show All ~ Sewverity: 2 | Status: Fixed | Updated: Nov 09, 2016 | Cases:3 | (0)
Status CSCtg52478 PIM nbr jp_buffer can be corrupted under stress
Symptom: memory corruption of pim nbr structure Conditions: multicast w/ PIM-SM and heavy traffic and CLI
L Chemaae AL N

|M PIM BidirlE XX THB X FLRHFLABREAZFEIBESINRE , AN2KETR
| I punt-rate-limit ASPE % R K

: CSCwu19440 = “show pim topology” i+ % H 35 B B 45 nl i M R #l

| CSCwu18704 * "EERBEEERS , MBFARERBEMATLELHR SPTHR | NiE
: punt-rate-limitEF L E R E"



https://tools.cisco.com/bugsearch/bug/CSCsl26860
https://bst.cloudapps.cisco.com/bugsearch
https://tools.cisco.com/bugsearch/bug/CSCwt99960
https://tools.cisco.com/bugsearch/bug/CSCwu19440
https://tools.cisco.com/bugsearch/bug/CSCwu18794

:CSch186288 o HRERAR - MERPIMB S B R MR/ R4

| CSCw36751 2 , G mroutest AR iR FE I BIPIMSE AHE L SR art B
| CSCvy18138 -4 EIRPA X B BB FEREWHEREEN | PIMBEE AL RERMH
|

I CSCwv16723 = #B58 AR : IR F3EBRmroutesk B Mmfibk B 5 R

: CSCvy51227 = 858 hR : [ “show pim traffic’E @5 & H “show pim counters”
| CSCvy51232 <. 8RR kR : HRIHAFH TIRMK S NEBAN X

| CSCvy60096 . 158 kR : £ “show mroute” 1 & 7R S winnerf& i OFRE

| CSCvy67176 . #3EAR : ZIFBEHZHFEM K B & Emroute/mrib/mfibzk

| CSCvy73891 2 HI3RAR : X300 AX(RP)REEE ST KR4 FR 45 A 088

| CSCvy67187 . 85 hR : XIFE L H#E O T Emroute/mfibZk
|

| CSCwe21280 . AJRE T EMAERABERETSIMARSZBATERE
|

:CSde41553 o BTFPIMBRE R OXARS , PIMGEMRBIFEE T L XIEEIRCA(RP)

: CSCwe21187 © B Fno-mcast-intf ASPEZER , ASAFTDTAEAEHRAEHIES , B2
| UDPAB AT 1A

|

| CSCwf07767 “. ASA/FTDRIBESE R EEMARBEEM A RSB EEE

|

|CSCVU68826 BoEBRER , TASAL R TR ABRBIERESE

'CSva1444O 3RS - EfE“show local-host” T 5 R K 4B FE SRR vE 22
|CSCvx54396 J5 PR 4R $E 5 p B B SR S 2B Ak T

| CSCvy24859 T LAfE A punt-rate-limit ASPEHFREREFABHRIES

|

I CSCwe21280% J WA B ERERM AN R G B EEE T BEHIEMRAERK

' Eino mcast-intrf ASPEZER , CSCwe21280 ASAFTDA gt EHF A B EIES , HFUDPH
HTJ:IEE

. HFPIMBS &2 O < FRA , CSCwd41553 PIMGEM IR ST 4 K% 33 A (RP)
Ié’ﬁiﬁﬂ’iﬂ%ﬂa Nullit , CSCwb94431 MFIB RPFAMiT B REHMERIEE
' CSCwf07767 ASAIFTDH e R EEMABEREM ARG HEHA

m&msﬁum;@u RP |, M EFH MK FEFLFCSCwe61928 PIMGEM EIE G KX FIRP

|CSCW|56862 U EHEARIAREHEDARPE , ASAFTDR 2 KIEPIMZE EMEES


https://tools.cisco.com/bugsearch/bug/CSCwu18733
https://tools.cisco.com/bugsearch/bug/CSCwu18098
https://tools.cisco.com/bugsearch/bug/CSCwu17380
https://tools.cisco.com/bugsearch/bug/CSCwh76458
https://tools.cisco.com/bugsearch/bug/CSCwq86288
https://tools.cisco.com/bugsearch/bug/CSCvy36751
https://tools.cisco.com/bugsearch/bug/CSCvy18138
https://tools.cisco.com/bugsearch/bug/CSCvv16723
https://tools.cisco.com/bugsearch/bug/CSCvy51227
https://tools.cisco.com/bugsearch/bug/CSCvy51232
https://tools.cisco.com/bugsearch/bug/CSCvy60096
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_6.html#wp2293978542
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_6.html#wp2293978542
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