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https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/CTR/Firepower_and_Cisco_Threat_Response_Integration_Guide/about_integrating_firepower_and_cisco_threat_response.html
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Cisco bug ID CSCvr46845i# 8 T FirepowerR i {a it fit X Health Alert Cisco Cloud Configuration -
Failure, LtRIBIEE SFTDHapi-sse.ciscoZ RIFEEE*, com, B2 , BIR2BEAM , AJLlE
mEMER , ESEZEEX , BUTARBIFESR,

AR EEARRA TSR
GR1IERBRASERNBERT , BTAATERIIRI, , RS HI L ER,
=2 ERATERNIELT , FERTERAN DN , SUBBRS MIEEHENER,

T—PMREFHETRTHEERTH

HUEHEER

FRINBRF R, ATFTDEZEEhttps:/iE(E , BN ERE = E £ iRapi-sse.cisco.com/, EZE
R Cisco Cloud Configuration-Failure 23R , &S fin£lSystem > Health > Policy > Edit policy >
Threat Data Updates on Devices, #%#¥Enabled(Off)> Save Policy > Exite BXxHNBRKEE , {551
Firepower g B B 50 49 P Bk £ #0458 20 #8245 5 o
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<{froot>

curl -v -k https://api-sse.cisco.com

<-- To verify connection with the external site


https://tools.cisco.com/bugsearch/bug/CSCvr46845
https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/fpmc-config-guide-v601_chapter_01110010.pdf
https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/fpmc-config-guide-v601_chapter_01110010.pdf

nsl ookup api - sse. ci sco.com
<-- To dicard any DNS error
/I ngf w et c/ sf/connector. properties
<-- To verify is configure properly the FQDN settings
netstat -na | grep 8989
<-- To verify the outbound connection to the cloud on port 8989/tcp is ESTABLISHED
netstat -na | grep 443

<-- To verify the outbound connection to the cloud on port 443/tcp is ESTABLISHED

&I . R A DNSHELE

SHIRBFTD LREEE TDNS, MRZADNSEE , TREBUATSRIRE

> show network

SB2 BIRLIZETU TSR IMDNS:

> configure network dns servers dns_ip_addresses

ELEDNS/E , BITIRAEBIRABIHER  BRREFETHNBITEE, RMEHNHEEELAHDNSRS
B2 ASBEEAT —E&atE,

1£I02. DNSTCE & Arhttps://api-sse.cisco.com

EiTcurltn o MRRBELEIERER , MEREARRBIECIEHE.

<tfroot>

FTDO1: /home/1dap/abbac#

curl -v -k



https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com/

* getaddrinfo(3) failed for api-sse.cisco.com:443
* Couldn't resolve host 'api-sse.cisco.com'

* Closing connection 0

curl: (6)

Coul dn't resol ve host 'api-sse. cisco.com

N
AE  BfTcourl S ETRES BITIDNSHE, MER |, NFEAET PR B E#ITHE
HEBR, WIEDNSEER B IEWIRE,

IET8 curls A2 -

<tfroot>

root@fp:/home/admin# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com/

* Trying 10.6.187.110...

* Connected to api-sse.cisco.com (10.6.187.110) port 443 (#0)

* ALPN, offering http/1.1

* (Cipher selection: ALL:!'EXPORT:!EXPORT40:!EXPORT56: !aNULL: !LOW: !RC4:@STRENGTH
successfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1l.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1l.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api-sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

expire date: 2021-12-03 21:07:00 GMT

* issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2

SSL certificate verify result: self signed certificate in certificate chain (19), continuing anyway.
GET / HTTP/1.1

Host: api-sse.cisco.com

User-Agent: curl/7.44.0

Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 30 Dec 2020 21:41:15 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9
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Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5fb40950-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src https: ;
X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=bTlock

X-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=31536000; includeSubDomains

A A ANANAANANAANNANNA

* Connection #0 to host api-sse.cisco.comleft intact

Forbidden

S B RS R ENS -

<#froot>

#
curl -v -k

https://cloud-sa.amp.cisco.com
Trying 10.21.117.50...
* TCP_NODELAY set
* Connected to cloud-sa.amp.cisco.com (10.21.117.50) port 443 (#0)
* ALPN, offering http/1.1
* Cipher selection: ALL:!'EXPORT:!EXPORT40:!EXPORT56: !aNULL:!LOW: !RC4:@STRENGTH
* successfully set certificate verify Tocations:
CAfile: /etc/ssl1/certs/ca-certificates.crt
CApath: none
* TLSv1l.2 (OUT), TLS header, Certificate Status (22):
* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

& Fnslookup. telnetMlpingfr T EEANEE T ERIF BRI =1H K IEEEDNSHRT.
N B Firepowers BRS SAE I 118989/tcp L 78 B S H k5 2.

fFnslookupRi A F ARG B EN B,

nsTookup cloud-sa.amp.sourcefire.com
nsTookup cloud-sa.amp.cisco.com
nslookup api.amp.sourcefire.com
nslookup panacea.threatgrid.com
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<ffroot>

root@fp:/home/admin#

nsl ookup api - sse. ci sco. com

Server: 10.25.0.1
Address: 10.25.0.1#53

Non-authoritative answer:

api-sse.cisco.com canonical name = api-sse.cisco.com.akadns.net.
Name: api-sse.cisco.com.akadns.net

Address: 10.6.187.110

Name: api-sse.cisco.com.akadns.net

Address: 10.234.20.16

SAMP CloudfyE # R B 0] 85 2 B TDNS# AT, WIFDNSi%E = MFMCIZ1Tnslookups

nslookup api.amp.sourcefire.com

Telnet

<tfroot>

root@fp:/home/admin#

tel net api-sse. cisco.com 8989

root@fp:/home/admin#
tel net api-sse.cisco.com 443
root@fp:/home/admin#

tel net cl oud-sa. anp. ci sco.com 443

ping

<ttroot>

root@fp:/home/admin#

pi ng api -sse. ci sco. com



E SRR RIE T

I 1 /ngfw/etc/sficonnector.properties T FE 2R B 1. AN A IEFAR IE #2350 O (8989) H
connector_fqdn AR IEEIURLE Bttt H o

<{froot>

root@Firepower-modulel:sf#

cat /ngfw etc/sf/connector. properties

registration_interval=180

connect or _port =8989

region_discovery_endpoint=https://api-sse.cisco.com/providers/sse/api/vl/regions

connect or _f gdn=api - sse. ci sco. com

BRIEFMER , HSHFirepowerfil B1EH.
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Cisco Bug ID CSCvs05084 FTD Cisco Cloud Configuration Failure due to proxy.,

Cisco Bug ID CSCvp569221# Fupdate-context sse-connector APIEE #Ti% & £ M & FAR A,

Cisco Bug ID CSCvu02123 DOC Bug:#£CTREL & 1§ * MFirepoweri& & Al 15 [FIURLE #1 9 SSE.

Cisco Bug ID CSCvr46845 ENH:=21T1R)% JH £ Cisco Cloud Configuration - Failure needs
improvement,

[#571] Firepower — FFFMCEM BISSE


https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/security__internet_access__and_communication_ports.html#ID-2202-000000dc
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/security__internet_access__and_communication_ports.html#ID-2202-000000dc
https://tools.cisco.com/bugsearch/bug/CSCvs05084
https://tools.cisco.com/bugsearch/bug/CSCvp56922
https://tools.cisco.com/bugsearch/bug/CSCvu02123
https://tools.cisco.com/bugsearch/bug/CSCvr46845
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