BEBRFMC AR AL EE BY SMEIE 1T IR BFR BV s H BUE
B =%

T 20 1 4
ENRBEZE (FAQ)
& &[] 5

CED

RN B NAX FirepowerBE A0 E ARG EEHNERMBFZ TR ERANEERRITHE
BEERo

[B] B4R iR
FirepowergZE H/O0NFMC)E KA T ETIRIR EIRZ — :

- Z—RREERSHRIMERK
« MUnified Low Priority EventsF HEH R4 B HY B4

ERXEEHEFMCHERNETR , BEMNEXERBE LR (FT1LEFirepower I #(FTD) IR %
ERT —RARBHRENNGIPS)IRE )R, EAXHNERES , RIFEZHRA , RiFERR
"B IEFTDFINGIPSiZ & o




Deglayments A Health Tasks @ ) Show Notiheations
BETR | oo
Devices
FTD
i Disk Usage Frasquent drain of Unibed Liws Pricrity Events.
Haadth monitor
Deployments @ Health Tasks -'_'_')' Show Notiications
—
(ol | | e
Dewioes
FTD
O Dk Usage Dirain of unprocessed events from Uinifed Low Priceity Events.
Haalth monitor

XRETRAEREH :

SR <SILO NAME>

» M<SILO NAME>HHE i R B B4

TEARRGIF | Bi&TFE 8 AP Unified Low Priority Events, X2EP —MEAEERME (BX
ELHEMGEA  FSLEREEED )

11 4 N



- REEMERFHEBMNEAR EHER AL BIREFERA<SILO NAME>ZTIRIRER , E&F
LWRESHEINES  HPEAEEASHRARRNIESEHRBEERHERBIREK,

- FEERB<SILONAME>EH , MRTREEHMXNERFMHE  WETFEENES. W
RALETWEH ( TERA THLEBEARLESH )  WEMEFMCHERES.

« WTBHMERNTRFMESR (FIMBHDREFMHESF )  BREXEE , BAREEREEEX.

« RASEHRENEH2M<SILO NAME>ZITIRNR BER P EMARLEEHFAEEL, LLBERGAER
BAEEM.,

HAp iR W e 243 -

- BHEX
- FMC UI&18

NSRRI =

MEHFER<SILO NAME>EHREAN B DR FHBHANBELS , BIEKD. EXHBERT

, MEEERFERRSTHARAELWIOTE (B ) &, EEHRERENSREF  XBER
HZEARENTERATERSHN, NRENFBER<SILO NAME>E TR BRI KL EE
fr, Nxt AR A EFLEREPHRMASIEN,

Event
GELGIETS

Unified
Events

EEHP , FE=ANEENRM

« FTD LA EventHandleri#tFEE1TH ( HiEUERE LESnotEAMIE ) -

- EHEORBITA,
« FMC_EKISFDataCorrelatori# 21T A,




ETHREAAERY , FEARARN B

EVNNERARE SUEZ

WE—TAR , KRESTRABHRNKZELRE 2 —RRAAT S,

{EAKALFRIE(LWM) N & KA FR1E(HWM)(Mshow disk-manager CLISHE S E) 2 BN ERERT
FEHZERABFEMETESZLZE. EMNLWM (RINIHEE ) ZEHWME , MRE4MEHEL (X2
BELARLGEHNEH) , UM EAETERIEREER,

B xDisk Manageri3FZH ¥ M5 EA | BESFERATRITY

T RN HFIEFKIERE M manager-sensorsESREFNEEHR | HHXTREARIZFKRE

HEERIRE

WMREEBFMC LAVARRERMEE , WEURARNERRE R , MU THHAR

<{froot>

admin@FMC:~$

sudo perfstats -Cg < /var/sf/rnal/correl ator-stats/now

129 statistics Tines read

host Timit: 50000 0 50000
pcnt host 1imit in use: 0.01 0.01 0.01
rna events/second: 0.00 0.00 0.06
user cpu time: 0.48 0.21 10.09
system cpu time: 0.47 0.00 8.83
memory usage: 2547304 0 2547304
resident memory usage: 28201 0 49736
rna fl ows/second: 126. 41 0. 00

3844. 16



rna dup flows/second

2181. 81

ids alerts/second:

ids packets/second:

ids comm records/second:
ids extras/second:
fw_stats/second:

user Tlogins/second:

file events/second:
malware events/second:
fireamp events/second:

EnRflsd , miRaUEIRENEERR,

69.71

.00
.00
.02
.00
.00
.00
.00
.00
.00

[eNeNeoNolNelNolNolNoeNol

.00
.00
.01
.00
.00
.00
.00
.00
.00

[eNeNelolNeNolNoNeNel

.00
.00
.03
.00
.03
.00
.00
.00
.00

[eNeNelolNeNelNoNeNel

FER2KEACPH AFIEFKIRE

&I E TR E T RZ B R (ACP)RY B R18 R
R1EXEK,.

B, WREEAEREH SIS SETE P ERE

BUAERMABATHRERTRCRRE , AAFHNEBUFNEENERTIERAR,

EREFTDLEEERSBHNER | FREXHHEILERTotalEventsFPerSec :

<tfroot>

admin@firepower:/ngfw/var/Tog$

sudo nore EventHandl er Stats. 2023-08-13 | grep Tota

{"Time": "2023-08-13T00:03:372",

"Tot al Events": 298

"PerSec": 0

, "UserCPUSec": 0.995, "SysCPUSec": 4.598, "%CPU": 1.
{"Time": "2023-08-13T00:08:37Z", "TotalEvents":
{"Time": "2023-08-13T00:13:37Z", "TotalEvents":
{"Time": "2023-08-13T00:18:37Z", "TotalEvents":
{"Time": "2023-08-13T00:23:37Z", "TotalEvents":
{"Time": "2023-08-13T00:28:37Z", "TotalEvents":

298,
320,
312,
320,
299,

nore

9, "MemoryKB": 33676}

"PerSec":
"PerSec":
"PerSec":
"PerSec":
"PerSec":

"UserCPUSec":
"UserCPUSec":
"UserCPUSec":
"UserCPUSec":
"UserCPUSec":

1.156, "SysCPUSec":
1.238, "SysCPUSec":
1.008, "SysCPUSec":
0.977, "SysCPUSec":
1.066, "SysCPUSec":

I
w A BMADNDN


https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/connection_logging.html?bookSearch=true#id_80973

HW3 BB R RRILRY

il

BARTRELSIZHN AT CEREEETHNER, MMEDOS/DDoSK T, BMHAMKRKEE KB EEN
BEMA/EVNSHRATICETS | BH4AREHED/ME KB ENT ZEZERNIERE,

SB4 R EHIRM diskmanager.log X #

BE , RBUTNEE12MNESIRE. EREFBRBTRENBRALE , FHITUTERE

<ffroot>

admin@firepower:/ngfw/var/Tog$

sudo cat di skmanager.log | awk -F ,' 'NF != 12 {print}’

admin@firepower:/ngfw/var/Tog$

MR BIMARILEE |, MERRE T 129 F KR,

LIRS FARIERN

FFTDEARBARIES HENES (B , FPR2100 —>FPR4100) , R & <8 0.

FIR6.E RS A LAEALog to Ramdisk

R R Unified Low Priority Events B & 77f& 28 , A1 SAZE ALog to Ramdisk LA hN B /& 771 88 K/
& ] LAfEDeep DiveZB D BB R R

=02 £ BEREFMCZ BB EBE /Y — MRS

il

M ABIRE B — 8RR R4 BERFMC 2 8 4938 5 558 (sftunnel) F 7E 1 4 H LAY/ TR E 1t
. BERBTERAT :

« sftunnel#BiT A,



o sftunnel><FARFIRE (E3 ) .

X FsftunneliE#E B |, HRMA|FMCHRIE RBEFETCPI® 8305 LM EEBE O 2 A B 1k,

FEFTD L |, SBR[ LATE[/ngfw]/var/log/messages 3 # H # Rsftunneld /R &, EEBE S HERD
THER:

<#froot>

Sep 9 15:41:35 firepower SF-IMS[5458]: [27602]

sftunnel d: sf_ch_util [INFQ Delay for heartbeat reply on channel from 10.62.148.75 for 609 seconds. drof
Sep 9 15:41:35 firepower SF-IMS[5458]: [27602]

sftunnel d: sf _connections [INFQ Ping Event Channel for 10.62.148.75 failed

Sep 9 15:41:35 firepower SF-IMS[5458]: [27602]

sftunnel d: sf _channel [INFQ >> Channel State dropChannel peer 10.62.148.75 / channel B/ EVENT [ nsgSock2
Sep 9 15:41:35 firepower SF-IMS[5458]: [27602]

sftunnel d: sf _channel [INFQ >> Channel State freeChannel peer 10.62.148.75 / channel B / DROPPED [ nsgSoc

Sep 9 15:41:35 firepower SF-IMS[5458]: [27602] sftunneld:sf_connections [INFO] Need to send SW version
Sep 9 15:41:35 firepower SF-IMS[5458]: [27602] sftunneld:sf_peers [INFO] Confirm RPC service in CONTRO
Sep 9 15:41:35 firepower SF-IMS[5458]: [27602] sftunneld:sf_channel [INFO] >> ChannelState do_dataio_f
Sep 9 15:41:48 firepower SF-IMS[5458]: [5464] sftunneld:tunnsockets [INFO] Started listening on port 8
Sep 9 15:41:51 firepower SF-IMS[5458]: [27602] sftunneld:control_services [INFO] Successfully Send Int
Sep 9 15:41:53 firepower SF-IMS[5458]: [5465] sftunneld:sf_connections [INFO] Start connection to : 10
Sep 9 15:41:53 firepower SF-IMS[5458]: [27061] sftunneld:sf_peers [INFO] Peer 10.62.148.75 needs the s
Sep 9 15:41:53 firepower SF-IMS[5458]: [27061] sftunneld:sf_ss1 [INFO] Interface managementO is config
Sep 9 15:41:53 firepower SF-IMS[5458]: [27061] sftunneld:sf_ss1 [INFO] Connect to 10.62.148.75 on port
Sep 9 15:41:53 firepower SF-IMS[5458]: [27061] sftunneld:sf_ss1 [INFO] Initiate IPv4 connection to 10.
Sep 9 15:41:53 firepower SF-IMS[5458]: [27061] sftunneld:sf_ss1 [INFO] Initiating IPv4 connection to 1
Sep 9 15:41:53 firepower SF-IMS[5458]: [27061] sftunneld:sf_ss1 [INFO] Wait to connect to 8305 (IPv6):

FMCEEZONBITARREEREMEIFEBITA, RRENMEHLBIERZRFVER

o

EABETRNE , EASEWRT  FMCHERS MFATEE, KEOAT -

- FMCEH®



- FMC/& R E3E 2

. MERBERWEFMCEH

. EFBEHRR

« NEHETHIERTESRU, 4. VDB GeoDBE #
- FHURLEEMES (WMRER )

- XHMERER (NMRER)

EERNIRE

BA LLEFMCE R EHTREOTBE Z/MNIC, EHREURTFEARS, —MRRIEEIJEFMCEA4IE
H—TaEEEME LEIHERKE,

Z5)3. SFDataCorrelatoriiii2 By — /N EF

BEWNRE— NI R ESFDataCorrelatoriim(FMC) tH BRI AT .

E—FEEEHdiskmanager.logX# , EAFEREUTEERFE. .

« BEKERIEIR,
- BRERRLESH 4K

- HIEARGESHNEEL,

B xdiskmanager.logX R HBRHFENEL , B HHAEESRI D, diskmanager.loghHE
EURATHBRENEEDSR,

AN ERMEBHRBERERRITER -

<#root>

admin@FMC: ~$

sudo perfstats -Cg < /var/sf/rnal/correl ator-stats/now

129 statistics lines read

host Timit: 50000 0 50000
pcnt host Timit in use: 100.01 100.00 100.55
rna events/second: 1.78 0.00 48.65

user cpu time: 2.14 0.11 58.20


https://www.cisco.com/c/en/us/td/docs/security/firepower/hw/maintenance/firepower-management-center/management_center/management_interfaces.html

system cpu time:
memory usage:
resident memory usage:

rna fl ows/second

rna dup flows/second:
ids alerts/second:
ids packets/second:

ids comm records/second:

ids extras/second:
fw_stats/second:

user logins/second:
file events/second:
malware events/second:
fireamp events/second:

1.74
5010148
757165

101. 90

.00
.00
.00
.02
.00
.01
.00
.00
.00
.00

[eNeNeNoNoNeNoNoNoNo

[N o]

[eNeoNeNoNoNeNoNoNeNel

.00

.00

.00
.00
.00
.01
.00
.00
.00
.00
.00
.00

41.13
5138904
900792

3388. 23

.00
.00
.00
.03
.00
.08
.00
.00
.00
.01

[eNeNeNeNoNeNeNoNe Nl

>

S

s HAEHERBENERDERE , BT iEESFDataCorrelatori# 2 a1 8ERE T Ao

. E—Hd R E RO

« rna flows/second — & 7RSFDataCorrelatorf BB Kk £ R BEHRIRER,

XEGIHEESFMCHEX , ANNHEEERNIAZRRNES, X TUnifedBILEREH , EFE
&

+ rna dup flows/second — FkRSFDataCorrelatorfb B E S KL ERBHWIER, WMa0

—NMZER , XREEENE

BEIERERN

BIEH AT B AR

- SXBEEHFRIER , Wrna dup flows/second rowFfi 7R
+ 1Erna flows/secondiTH , R XELFHESE % , BN SFDataCorrelatorit F24L X2 8y E4FIE
ZHNEE, WREAFPI/EBANFRANAERHTES , AT RXFHER ; — AR

, FR—IMERES , FER—FHE.

B XxSFDataCorrelatori#t R E ZE 8. |

FSREAAETRS .

BRI

B, XNRERELENNE, Akt , XAEEESIHRERBHEXERITER. A
diskmanager.logH WE M 5 2 W H B R EF R BT E .




52 Br  EREBYEEARILNEENRY | BEETHRNBER,

<tfroot>

admin@FMC:~$

sudo perfstats -C < /var/sf/rnalcorrel ator-stats/now

<OUTPUT OMITTED FOR READABILITY>

Wed Sep 9 16:01:35 2020

host Timit: 50000
pcnt host 1imit in use: 100.14
rna events/second: 24.33
user cpu time: 7.34
system cpu time: 5.66
memory usage: 5007832
resident memory usage: 797168
rna fl ows/second: 638. 55

rna dup flows/second: 0.00
ids alerts/second: 0.00
ids pkts/second: 0.00
ids comm records/second: 0.02
ids extras/second: 0.00
fw stats/second: 0.00
user logins/second: 0.00
file events/second: 0.00
malware events/second: 0.00
fireAMP events/second: 0.00
Wed Sep 9 16:06:39 2020
host Timit: 50000
pcnt host 1imit in use: 100.03
rna events/second: 28.69
user cpu time: 16.04
system cpu time: 11.52
memory usage: 5007832
resident memory usage: 801476
rna fl ows/second: 685. 65

rna dup flows/second: 0.00
ids alerts/second: 0.00
ids pkts/second: 0.00
ids comm records/second: 0.01
ids extras/second: 0.00
fw stats/second: 0.00
user logins/second: 0.00
file events/second: 0.00
malware events/second: 0.00



Wed Sep 9 16:11:

fireAMP events/second:

42 2020
host Timit:

pcnt host limit in use:

rna events/second:
user cpu time:

system cpu time:
memory usage:

resident memory usage:

rna fl ows/second: 1488. 17

Wed Sep 9 16:16:

rna fl ows/second

197 statistics T1i

rna dup flows/second:
ids alerts/second:
ids pkts/second:

ids comm records/second:

ids extras/second:

fw stats/second:

user logins/second:
file events/second:
malware events/second:
fireAMP events/second:

42 2020
host Timit:

pcnt host 1limit in use:

rna events/second:
user cpu time:

system cpu time:
memory usage:

resident memory usage:

3388. 23

rna dup flows/second:
ids alerts/second:
ids pkts/second:

ids comm records/second:

ids extras/second:

fw stats/second:

user logins/second:
file events/second:
malware events/second:
fireAMP events/second:

nes read

host Timit:

pcnt host 1limit in use:

rna events/second:
user cpu time:

system cpu time:
memory usage:

resident memory usage:

rna fl ows/second

0.00

50000
100.01
47.51
16.33
12.64
5007832
809528

.00
.00
.00
.02
.00
.01
.00
.00
.00
.00

[eNeNeolNolNolNolNoNeNoNol

50000
100.00
8.57
58.20
41.13
5007832
837732

.00
.00
.00
.01
.00
.03
.00
.00
.00
.00

[eNeNeolNolNolNolNolNeNoNol

50000
100.01
1.78
2.14
1.74
5010148
757165

101. 90

100.00
0.00
0.11
0.00

50000
100.55
48.65
58.20
41.13
5138904
900792

3388. 23



rna
ids
ids
ids
ids

dup flows/second:
alerts/second:
packets/second:

comm records/second:
extras/second:

fw_stats/second:

user logins/second:
file events/second:
malware events/second:
fireamp events/second:

[eNeNeNoNoNeNoNoNoNo

.00
.00
.00
.02
.00
.01
.00
.00
.00
.00

.00
.00
.00
.01
.00
.00
.00
.00
.00
.00

[eNeoNeNoNoNeNoNoNeNel

.00
.00
.00
.03
.00

.08
.00
.00
.00
.01

[eNeNeNeNoNeNeNoNe Nl

ERAMEPHEETHN

- MESHNERE/ELRER,
- WERERENSDHERE.

ELE—NRBIF , £16:06:39 R ERKAEEBEANERHUNATIEE, XLER55HHFEE, B

LR MEFHEIERE (RR ) , WEMETRLEERE (KR ) ERA , B2, MREN
EFREBELE NMENSRE , NESTHERASBHR.

HIEL AT HEE , KEABESBRGCESHNRR. SRR EFMCREA S RE
(GUIWEHSELEEE D 2 HERE , LT RBETIEEPHFTDREAERRR

Events Time Window Preferences
Static Time Window I
Start Time End Time
2020-09-09 17:06 17 #|:| 06 # 2020-09-09 17:16 17 ;] 16 *
1< € September 2020 > > < € September 2020 > >l
SU MO TU WE TH FR  SA SU MO TU WE TH FR SA
1 2 3 4 5
[ 7 8 9 9 0 11 12
13 4 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30
10 minutes

Presets

Last

1 hour
6 hours
1 day

1 week
2 weeks

1 month

Current

Day

Week

Month

Synchronize with

Audit Log Time Window
Health Monitoring Time

Window




NMAKkNBEOEELENEESH (FERIEEERMNKX, ) EAXRREH | EREEEFEHAUTCHFMC
UTC+1, FARNBEEMAESHIRNEY , ARXEUERIER :

RENER (E-—MRE—NBEBIWTE ) , TRE 'Jm‘”‘E'%E%E’JJJ%o Initiator ¥
Responder Packet5| E REBNMN A RAR| T — M FES. XL TEEREEN , KBRHBIBERD

o

FBE LB FAERAMEBEN RS IPMEA N B, i, ENBHAR—ERBHFRE (SAOMH
AEOER—E , TUARTRENVLENSTE ) . HibRE

- REEFRLIREHNRE B,
* XfEDOS/DDOSHRIF R EVHE th B B o

EE AW E N REBRHEEBRARCEEHERNIFHOSEEN, R4 6EFhping34 &
D EFRRSEEMITCP SYNZ#t, B LFTDRE M &N , F3 ¥ Cisco Firepower i Bh
58 LIS

EBRREBERZ IR O(TAC) 2 &N T B

PRI IRIEBR R Cisco TACZRIWELTINE


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html

- EENETRRIBERNRERE,

o T MFMCHE BR Y ST #3317 BB HERR o

o XY 2 RNE MY 15 BRER A FR Y SUHE I TR HERR

o [EIBEE—IRTTHRRY B MBS E

- BXABREXRBEANER (MREA) .

« stats_unified.pl&s SH% H , ZEvent ProcessingZf 2 Ak ( HFIER S HMMNEREE ) .

RN T
AFRARET TUSEETRREREEN AL, B

« EHLENAERRRENFMCEATRENBRESH, YETRABREESHRENEE
TrifzRe , XEEREBA.

- WMEAETESRNAUBEESRME, MIREERAH,

« BETRRKEERR  NENAERZITRRENRERERSTRILER.

» i2&FRamdisk: 5T Aramdisk I BEH B B 1L F R EXE TR BRVZE TR,

E 7 f#Drain of EventsiZ TR ER A RN BENHER , XTARXEAF AT EARLERE

o

SHLE

SRVPERDRENSITRRERATEASEHERNEHME , ECisco TACERINE KRS
BIEERESHEREEE R, I, BETHEMFAMBRLESHNER , ELAERSHLER
REMRHAH,

FMC

Event

Handler SFDataCorrelator

SFTunnel

| 2

Unified
Events

e ——
Database




Y Firepowerft Bi2g I B3k B ¥ iE N HIEER |, snort#H B4 lunified2i 8 RNEREBH |, ZEAE—
Mo EES , ATERNZBEUARERNES,

i & RFTDAr B system support trace , HZm TP AUEZEAEINEE. ERNAHBERBRUT
BEED .

<#root>

192. 168. 0. 2-42310

192.168. 1. 10- 80

6 AS 1-1 CID O Packet: TCP, SYN, seq 3310981951

192. 168. 0. 2-42310

192.168. 1. 10- 80

6 AS 1-1 CID 0 Session: new snhort session

192. 168. 0. 2-42310

192.168. 1. 10- 80

6 AS 1-1 CID O AppID: service unknown (0), application unknown (0)

192. 168. 0. 2-42310

192.168. 1. 10- 80

6 AS 1-1

new firewall session



192.168. 0. 2- 42310

192.168. 1. 10- 80

6 AS 1-1

using HW or preset rule order 4, 'Default Inspection', action Allow and prefilter rule 0

192.168. 0. 2- 42310

192.168. 1. 10- 80

6 AS 1-1

HitCount data sent for rule id: 268437505,

192.168. 0. 2- 42310

192.168. 1. 10- 80

6 AS 1-1

allow action

192.168. 0. 2- 42310



192.168. 1. 10- 80

6 AS 1-1 CID O Firewall: allow rule, 'Default Inspection', allow

192.168. 0. 2- 42310

192.168. 1. 10- 80

6 AS 1-1 CID O Snort id

, NAP id 1, IPS 1id 0, Verdict PASS

Snort unified_events X4 7E B& £2[/ngfw]var/sf/detection_engine/*/instance-N/ N &R Fl 4K , HA -

« *&Snort UUID, BAREZHEEH —14%,
« N2Snort3EfIID , JLRB E— M ( ROIFREE R0 ) + 1HEHIDFHITITE

{FA]45 TE Y Snort Kl 34432 fr & 1] LAE 28 3K B B unified_events X4 -

« unified_events-1 ( @5 EREH. )
« unified_events-2 ( @ &ML EREH, )

BREERSEHRENNTRAERSEENEN,

EUERAR HAL R

Bk ER(1) LS5 R(2)
AR e 452
TR £
R4 1B Y




RERHVIEZEH SZiHER

T—MNaHETRE T L —NROIPERENINEENSH, ZEX Hunified2 , BN T
[/ngfw]/var/sf/detection_engine/*/instance-1/ T ENE—SBH AENHE , HP12e —Mad
+1 R SRR R snort3EflID, 48 —E# B EE X B M EAE Zunified_events-2.109.1599654750
1599654750 , HH2R REXPETHNEHRER , MEEED ( UHEART ) 2OIE XA A AT E

# (UnixBtiE ) o

Je

R B LAEALinux datefi B S Unixat B ¥ o B A

admin@FP1120-2:~$ sudo A #1-d@1599654750
2020F9A908 ( E#=) : 14:32:30

<tfroot>

Unified2 Record at offset 2190389
Type: 210(0x000000d2)
Timestamp: O
Length: 765 bytes

Forward to DC: Yes

FlowStats:

42310

80

Sensor ID: O

Service: 676

NetBIOS Domain: <none>

Client App: 909, Version: 1.20.3 (linux-gnu)
Protocol: TCP

Initiator Port:

Responder Port:

First Packet: (1599662092) Tue Sep 9 14:34:52 2020
Last Packet: (1599662092) Tue Sep 9 14:34:52 2020

<OUTPUT OMITTED FOR READABILITY>

Initiator:

192.168.0. 2

Responder:



192.168.1. 10

Original Client: ::

Policy Revision: 00000000-0000-0000-0000-00005f502a92
Rule ID: 268437505

Tunnel Rule ID: O

Monitor Rule ID: <none>

Rule Action: 2

B Nunified_events X4 Z0EE —NPBEXH , HAIERIEEHE -

1. 3R FiZSEHIFN4E 5t 4 B 24 BT unified_events X4 #Y B 1 & .
2. FEunified_eventX #HEMN ERIEIMES (UEZTRHEN )

XEEZRES D ROITFHES , TR

<{froot>

root@FTD: /home/admin#

cat /var/sf/detection_engi nes/ d5a4d5d0- 6ddf - 11ea- b364-2ac815¢c16717/i nst ance- 1/ uni fi ed_events- 2.1 og. bookr

1599862498

18754115

XK, MEEERAERUTANEBLESHELE ( REFIFMC ) |, BRESEHRLE,

S
IR HUATERFEEMARRTMEN , EaRBRE —NEHX

Ny

BEXBRIMGNESEER  BSAMAEERTD.



HUTHERZ—NER , EERNE—XHRANEFRLENEH

1. PEEEE T X IR E,
2. PEEBEXHLIEREMER , FEXHFHFTNERTER N,

EventHandler# M & — X PRI E4 |, Hi@ sftunnel ( ARERXEBFESFMCZ B INZEE #Y
2) BERNERBIFMC (AR ) . XRETTCPHIER , HtEHRBFMCEIA

& 1] LATE [/ngfw]/var/log/messages X B EILLTHE -

<#froot>
sf preproc
:OutputFile [INFQ] ***
Openi ng
/ngfw/var/sf/detection_engines/77d31ce2-c2fc-11ea-b470-d428d53ed3ae/instance-1/uni fied_events-2.1og.15
for output

" in /var/log/messages

Event Handl er
:SpoolIterator [INFO]
Opened unified event file

/var/sf/detection_engines/77d31lce2-c2fc-1lea-b470-d428d53ed3ae/instance-1/unified_events-2.10g.15978104

sftunnel d
:FileUtils [INFO]
Processed 10334 events fromlog file

var/sf/detection_engines/77d31ce2-c2fc-11lea-b470-d428d53ed3ae/instance-1/unified_events-2.10g.159781047

teh R



Snort¥T FF T unified_events XX fF A it (EHHPEA ),
EHABREFITIF T E—unified_events X4 ( MHIEER ) o
« sftunnelfR & MiZunified_events XA IS4 51,

AREHEMNERPEXMH, SttunnelEH N TRINVEEFAIE —EH(VE)FEIN) D3 ATSILE

REHNERLERSH

EFTD L fEAsfunnel_status CLITR T , AILAEE REBHNEHI,

<#root>

Priority UE Channel 1 service

TOTAL TRANSM TTED MESSAGES <530541> for UE Channel service

RECEIVED MESSAGES <424712> for UE Channel service

SEND MESSAGES <105829> for UE Channel service

FAILED MESSAGES <0> for UE Channel service

HALT REQUEST SEND COUNTER <17332> for UE Channel service

STORED MESSAGES for UE Channel service (service 0/peer 0)

STATE <Process messages> for UE Channel service

REQUESTED FOR REMOTE <Process messages> for UE Channel service
REQUESTED FROM REMOTE <Process messages> for UE Channel service

EFMCH |, E#FHSFDataCorrelatori#t 2, BT 1= {Tstats_unified.plis & AJ A EE B/ME B

&LIEE’J%#H?(M :

<ttroot>

admin@FMC:~$

sudo stats_unified. pl

Current Time - Fri Sep 9 23:00:47 UTC 2020

Fededeededefehddefhddefhdde Rl de N hddhddfhddefhddeRhddefhdde NNl dehddefhddeRhddefhdde Nl dde RN dde Al hddRdd
* FTD - 60a0526e-6ddf-11lea-99fa-89a415¢c16717, version 6 6. O 1
Fededeededefehddefhddefhdde Rl de N hddhddfhddefhddeRhddefhdde NNl dehddefhddeRhddefhdde Nl dde RN dde Al hddRdd
Channel Backlog Statistics (unified_event_back1og)
Chan Last Time Bookmark Time Bytes Behind
0 2020-09-09 23:00:30 2020-09-07 10:41:50 0

1 2020-09-09 23:00:30 2020-09-09 22:14:58 6960




AT EREBMNBEFHRERENEHRENRS , £AMNBEEIDSSsftunnel#lE. Bytes BehindfE
ARUENE —EHPEIXHPETHNESSGE -S4 X (MLENEES T HEXHPHTEIE
WAEIEEE X ) KON Z RN EE,

SFDataCorrelatori# 238 Z i RES ITE R |, XKL 1HE B R1ETE/var/sf/rna/correlator-stats/F ., &
REEB—NXH , ACSVERNEHZRAKNMESITER, XHENBHEAYYYY-MM-DD#E |, ZHa]
B HAXS N B ML ERTE R A o

SIHESBSIHWE—IR (BSTHARE—1T) .

A UB I IZ 1T perfstats oy 15 5L SUAF B9 3 i o

S

EE e T AT iEHsnortE RS ITHE R XM |, B AR E SR

clt

-C:38 ~perfstatsii A F correlator-stats X # ( W1 RZ B IR |, perfstatsfRE i A JysnorttEgEST it
BEEXH),

QBRI X RE,

<{froot>

adm n@MC

sudo

perfstats

Cq

< [var/sf/



rna

/correl ator-stats/now

287 statistics Tines read

rna

event s/ second:

1.22

rna

fl ows/ second

host Timit:

pcnt host limit in use:

0. 00 48. 65

user cpu time:

system cpu time:
memory usage:

resident memory usage:

64. 06

rna dup flows/second:

i ds al erts/second:

ids packets/second:

ids comm records/second:

ids extras/second:
fw_stats/second:
user Togins/second:

file events/second

mal war e event s/ second

0.00

0.00 0. 06

50000
100.01

1.56

1.31
5050384
801920

0.00

O O wRER

©

.00

.49

71
.24
.01
.78
.00

00

100.00

=
=

[=NeNeNe)
o
o

348. 15

0.00

0.00

50000
100.55

58.20
41.13
5138904
901424

37.05

4.63

10.10
12.63
0.07
5.72
0.00

3.25



fireamp events/second: 0.00 0.00 0.00

BEDNF—THE=/ME , WFNOT : ¥HE A6 &M, RKE

WMRITENHFH — gin & , WELFESOHERBE OCEEEERERRE. )

~
AR BOAFMCEHBERPHERENEARE, TRESENMNRERPEMERNE

FMC | FMC | FMC | FMC | FMC | FMC | FMC | FMC | FMC
=
=% | 750 | 1000 | 1600 | 2000 | 2500 | 2600 | 4000 | 4500 |4600 [ V¥ MEV300

= o3z
z(jf:;:; 2000 | 5000 | 5000 |12000 | 12000 |12000{ 20000 | 20000 [20000| Z&£ | 12000
S

EE  XEE A TSFDataCorrelator&itE B H P UBEAKE RNAMEEHRENR S,

MREGEEREFBAEANSFER ( SAMERKERNKERN ) £ZHFMCH X/ |, MKFMCEE
HEHIEZR }48.65 + 348.15 + 4.63 + 3.25 + 0.06 = 404.74 fps.

EESHNERBERPHERTEER,

SFDataCorrelatorit A BAXS W EIBY B4 ( IIREBRAN ) RATHMTAE | REFFE 74 B HHEE+
, B ZBIEFERZFMC GUIRHIEMEE , MZHERNME4AE.

WMEEER

TERERTEMTRAEEFNEEEERHENEBAN , BACITHERAUERSHEERH
BT E R




Disk Manager

Health Modules

Disk Usage
Module

SFTunnel

Health vionitor;

Local Modules

HMmEe , WETERSHEEEZENHEFRR , HEE XXMM T/ngfw]/ete/si/X R, EF

AR T A AR SR BN RN S RE X -

- diskmanager.conf:¥r Bt B 4o
« diskmanager_2hd.conf HBEEXEERMEENER, F-NMEERINBREBERLGYT

BEXNER , AT EM 4 RIEPEH X,
« ramdisk-diskmanager.conf:/8 FiRamdisk B E8 £, &S 512 % EIRamdiskZB 7 o

B EEREENSNRENXYSF  EFE—MERFHE. RERSLTRANEEZRE , #
HEERLNBN BB FRBITES KR IZHWM) FEARFRIZ(LWM), HEEAEERHEER
—MNEBRF#SREN , BN -EER , ERFELWM, BTEMNXHEERT S, Rt AiER 1t

EIR=N

EREERRRE LMGARE , TETUTSHT

<tfroot>

>

show di sk- nanager

Silo

misc_fdm_logs
Temporary Files

Action Queue Results
User Identity Events
UI Caches

Backups

Updates

Other Detection Engine
Performance Statistics

Used

KB

KB

KB

KB

KB

0 KB
304.367 MB
0 KB
45.985 MB

~ OO OO

Minimum

65.208 MB
108.681 MB
108.681 MB
108.681 MB
326.044 MB
869.452 MB
1.274 GB

652.089 MB
217.362 MB

Maximum
130.417 MB
434.726 MB
434.726 MB
434.726 MB
652.089 MB
2.123 GB
3.184 GB
1.274 GB
2.547 GB



Other Events 0 KB 434.726 MB 869.452 MB

IP Reputation & URL Filtering 0 KB 543.407 MB 1.061 GB
arch_debug_file 0 KB 2.123 GB 12.736 GB
Archives & Cores & File Logs 0 KB 869.452 MB 4.245 GB
Unified Low Priority Events 974.109 MB 1.061 GB 5.307 GB
RNA Events 879 KB 869.452 MB 3.396 GB
File Capture 0 KB 2.123 GB 4.245 GB
Unified High Priority Events 252 KB 3.184 GB 7.429 GB
IPS Events 3.023 MB 2.547 GB 6.368 GB

WREUT &Mz —r , HEEERH#ENEIT

- BRI (REFBD )
- BRF#EBREEHWM

- BRERBCFIHTE
S SZIN S N

BRETHAESERHEN , eB2EHARZXGPABNINTRNMBER —NKE , ZAEXH
X F[/ngfw]/var/log/diskmanager.log , 3} BEEBCSVER IR,

ETk , & Rdiskmanager.logX#HFHRHI1T. EEBEAMENG —BEERBHESTRRERPHE
ZERBEAHNERBE , URHEMFINAS

priority_2_events,1599668981,221,4587929508,1132501868,20972020,4596,1586044534,5710966962,1142193392,1

gl NI
BREMSENE priority_2_event
BE atE] (42 JThYIE ) 1599668981
BRI XHH 221
EFERNFET 4587929508

L EHENHEI A (FT ) (1132501868
EERNEAMS (F1) 20972020
EERNE N (FF) 4596

RN XHEER (LA ) [1586044534
BKE (FF) 5710966962




{EKED (FF) 1142193392
RACBEH RIS 110

Diskmanagerif &45 & 0

RIE , MNNESTRRENSREREEESR , LAREXRNEITRLER.

FHRERRFMER

EREBRT , BUNAFHBFERRFMHER. fln, EBIFHIRABBERBFREREEZH
: EF‘ZdJﬂﬂlJFﬁi#ﬁ’]ﬁ%&h%ﬁﬁﬁiﬁ%ﬁ%ﬁ&iﬁa%ﬂﬂﬂﬂﬁﬁwﬁz“j(#o WMEEERRF LI BEFMHES
HY & #7 34 o

BB FREBHAIUMFER , HEEMRET (HESERIERYE  EIREEEKTLWME
& ). tnsystem support silo-drainfEFTD CLISHERX TAIAH , A EETANS ( BFH+HFE
ID ) K955k,

THRFHFELE—RLERSHIBBRFHEIFN -

<tfroot>

>

show di sk- manager

Silo Used Minimum Maximum
misc_fdm_logs 0 KB 65.213 MB  130.426 MB
Temporary Files 0 KB 108.688 MB 434.753 MB
Action Queue Results 0 KB 108.688 MB 434.753 MB
User Identity Events 0 KB 108.688 MB 434.753 MB
UI Caches 4 KB 326.064 MB 652.130 MB
Backups 0 KB 869.507 MB 2.123 GB
Updates 304.367 MB 1.274 GB 3.184 GB
Other Detection Engine 0 KB 652.130 MB 1.274 GB
Performance Statistics 1.002 MB 217.376 MB 2.547 GB
Other Events 0 KB 434.753 MB 869.507 MB
IP Reputation & URL Filtering 0 KB 543.441 MB 1.061 GB
arch_debug_file 0 KB 2.123 GB 12.737 GB
Archives & Cores & File Logs 0 KB 869.507 MB 4.246 GB
Unified Low Priority Events 2.397 &B 1. 061 GB 5.307 &B
RNA Events 8 KB 869.507 MB 3.397 GB
File Capture 0 KB 2.123 GB 4.246 GB
Unified High Priority Events 0 KB 3.184 GB 7.430 GB
IPS Events 0 KB 2.547 GB 6.368 GB



system support silo-drain

Available Silos
1 - misc_fdm_logs

2 - Temporary Files

3 - Action Queue Results

4 - User Identity Events

5 - UI Caches

6 - Backups

7 - Updates

8 - Other Detection Engine

9 - Performance Statistics
10 - Other Events
11 - IP Reputation & URL Filtering
12 - arch_debug_file
13 - Archives & Cores & File Logs
14 - Unified Low Priority Events

15 - RNA Events
16 - File Capture

17 - Unified High Priority Events

18 - IPS Events
0 - Cancel and return

Select a Silo to drain:

14

Silo Unified Low Priority Events being drained.

>

show di sk- manager

Silo

misc_fdm_logs

Temporary Files

Action Queue Results

User Identity Events

UI Caches

Backups

Updates

Other Detection Engine
Performance Statistics

Other Events

IP Reputation & URL Filtering
arch_debug_file

Archives & Cores & File Logs

Unified Low Priority Events

RNA Events
File Capture
Unified High Priority Events

[
7]
AAANAAAD
[>clveRlveilve Bive RN oR

KB
04.367 MB
KB

.002 MB
KB

KB

KB

KB

OO OO PRrROWOMOOOO

1.046 GB

oo

KB
KB

o

Minimum

65.213 MB
108.688 MB
108.688 MB
108.688 MB
326.064 MB
869.507 MB
1.274 GB

652.130 MB
217.376 MB
434.753 MB
543.441 MB
2.123 GB

869.507 MB

1.061 GB

869.507 MB
2.123 GB
3.184 GB

Maximum
130.426 MB
434.753 MB
434.753 MB
434.753 MB
652.130 MB
2.123 GB
3.184 GB
1.274 GB
2.547 GB
869.507 MB
1.061 GB
12.737 GB
4.246 GB

5.307 G&B

3.397 GB
4.246 GB
7.430 GB



IPS Events 0 KB 2.547 GB 6.368 GB

BEITRR L 2R
LTRER :

« EFMCLZITIRR B MBS (Health Monitor) 3 # 5“JH 2 42" (Message Center)“121TIR%
"(Health)i£Wl+ T EEMWAEZ TR ERIIHS TR ERBHEEK,

- WERERRENETRR , SEFMCHIZE4 RS , HEBES N TENERAK.

« BITRABHRERESTREREPEN , TRIRRZIEZIXLEGR,

« BTRREIRMADisk UsagetRRE R , ZERAIEFMCEREWEME RS LIZ1T,

« HFMCLMETRRKEHBEZITH (BSAH— R LMEFZTHR ) , MEERBERE
ReKBEdiskmanager.logX 4 , MRFHEE EBRAOZMY , NSt R ENNEZETIRTER.

Efih & Drain of Unprocessed eventsiz TR BIR , DTUHE R A TAIE &M -

1. ERRMNFTHRFERATO ( IRTFUERFHEB[PHBEECER ) -
2. EERNARLESHINHHATO ( ZRTEZERNBEFFERLESHS )
3. KAV BT E R RIL1/NET A

EMAPERREH BITINORER , A TRELT Ntrue:

1. diskmanager.logX &GN 5% B £ A true:
- EERNFVHFERATO ( XXRTEBEFHS|PIHEEEER ) .
- RIRTEIE5S 4.

2. LB R EMERE —IMFRENERNRREZ E1/MERH,

MNEEERAERKENER ( UAREMERKENER ) BY sftunnel KIEZEIFMC, EA L BN =
{Tsftunnel_statustip S &EFH B sftunnel XMW S TR IR EHRYITE4ES -

<tfroot>

TOTAL TRANSM TTED MESSAGES <3544> for Health Events service

RECEIVED MESSAGES <1772> for Health Events service

SEND MESSAGES <1772> for Health Events service

FAILED MESSAGES <0> for Health Events service

HALT REQUEST SEND COUNTER <0> for Health Events service


https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html?bookSearch=true#ID-2227-000001d1

STORED MESSAGES for Health service (service 0/peer 0)

STATE <Process messages> for Health Events service

REQUESTED FOR REMOTE <Process messages> for Health Events service
REQUESTED FROM REMOTE <Process messages> for Health Events service

12 F FIRamdisk

REBEHFRHREEEF , BRNERT , REBEEN IEFKEramdisk , BABs LE M @) # 2 B A
BREM S BSSDE MR,

EXHERT , EHTLEME]/ngfw]/var/sf/detection_engine/*/instance-N/ & , B2 , B LT
[/ngfw]/var/sf/detection_engines/*/instance-N/connection/? , iX Z3&[E/dev/shm/instance-

N/connectionfIfF 58, EXMBERT , SHEZBEELAES , MARYERNEFSF,

<tfroot>

admin@FTD4140:~$

I's -la /I ngfw var/sf/detection_engi nes/ bOc4aba4- de25- 11ea- 8ec3- 4df 4ea7207e3/i nst ance- 1/ connecti on

rwxrwxrwx 1 sfsnort sfsnort 30 Sep 9 19:03 /ngfw/var/sf/detection_engines/b0c4a5a4-de25-11lea-8ec3-4df4

-> /dev/shm i nstance-1/ connection

I8 F 2 5 © BB BB % LLMFTD CLISHIZ #Tshow log-events-to-ramdisk@i . #1581z fTconfigure
log-events-to-ramdisk <enable/disable>fn+ , t ] LU SiUb (& :

<tfroot>

>

show | og- event s-to-randi sk

Logging connection events to RAM Disk.

>



configure | og-events-to-randi sk

Enable or Disable enable or disable (enable/disable)

A

B . Y iTconfigure log-events-to-ramdisk disablefi 8t , EEHEFTD LXK AN ZBE
, LEsnort T 2B ADRE ( TRIETKEE ) |, XS BURE M.

It 4T R @ Cisco Bug ID CSCvz5372i# 1TiE %, EEXEBEBH , FFBI X snort 72 EX #Y
BEHTME , XS Hsnort# ADIRS . BREERUES M EEFARMERNIBE,

BFramdiskff , TERIRBZN DB EFMBIE 7T RIDNZE , AEMEEER TEMRERE
I

Hi&
Rix¥ezEE, T—MaHEFPR 41400WHAEER , HPEA T BESBH Blramdisk At LEE,

Log to Ramdisk enabled:

<ttroot>

>

show di sk- manager

Silo Used Minimum Maximum
Temporary Files 0 KB 903.803 MB 3.530 GB
Action Queue Results 0 KB 903.803 MB 3.530 GB
User Identity Events 0 KB 903.803 MB 3.530 GB
UI Caches 4 KB 2.648 GB 5.296 GB
Backups 0 KB 7.061 GB 17.652 GB
Updates 305.723 MB 10.591 GB  26.479 GB
Other Detection Engine 0 KB 5.296 GB 10.591 GB
Performance Statistics 19.616 MB 1.765 GB 21.183 GB
Other Events 0 KB 3.530 GB 7.061 GB
IP Reputation & URL Filtering 0 KB 4.413 GB 8.826 GB
arch_debug_file 0 KB 17.652 GB  105.914 GB
Archives & Cores & File Logs 0 KB 7.061 GB 35.305 GB
RNA Events 0 KB 7.061 GB 28.244 GB
File Capture 0 KB 17.652 GB  35.305 GB
Unified High Priority Events 0 KB 17.652 GB 30.892 GB
Connecti on Events 0 KB 451. 698 MB 903.396 MB

IPS Events 0 KB 12.357 GB  26.479 GB



https://tools.cisco.com/bugsearch/bug/CSCvz53372

2ZHARamdisk B & :

<{froot>

>

show di sk- manager

Silo Used Minimum Maximum
Temporary Files 0 KB 976.564 MB 3.815 GB
Action Queue Results 0 KB 976.564 MB 3.815 GB
User Identity Events 0 KB 976.564 MB 3.815 GB
UI Caches 4 KB 2.861 GB 5.722 GB
Backups 0 KB 7.629 GB 19.074 GB
Updates 305.723 MB 11.444 GB  28.610 GB
Other Detection Engine 0 KB 5.722 GB 11.444 GB
Performance Statistics 19.616 MB 1.907 GB 22.888 GB
Other Events 0 KB 3.815 GB 7.629 GB
IP Reputation & URL Filtering 0 KB 4.768 GB 9.537 GB
arch_debug_fiTle 0 KB 19.074 GB  114.441 GB
Archives & Cores & File Logs 0 KB 7.629 GB 38.147 GB
Unified Low Priority Events 0 KB 9.537 GB 47.684 GB
RNA Events 0 KB 7.629 GB 30.518 GB
File Capture 0 KB 19.074 GB 38.147 GB
Unified High Priority Events 0 KB 19.074 GB  33.379 GB
IPS Events 0 KB 13.351 GB  28.610 GB
BREFESERTHE/D , FRSHEHFERIEZRIEFMCHEERBIR, EEIANRLET  X2REH
mﬁ?% y 1E¢Z\/ \%}E/\ﬁkz\\\o
AL, Y1 B
N BB #EE (FAQ)

[@]:Drain of Eventsiz TR Bk 2 & X B Connection Events i ?
E: T

A EERB R TFHEBTTUERMEERER,

S EHEX N BR R BT L RARCEEE LN ER. EEEHRSENNTN,

8): 24 B Frequent Drainiz TR B IR AT |

ERBRLEY

£ MLog to Ramdisk?



Z:F, NESEBFRICEFZET , BRIEZEMMSiloREESH BB EM#EZH IDOS/DDOS |, #
BRELTEH#H —FHAEHELELRKIRENBERTER, WRDOS/DDOSEE N LW HERIER , RS
E R X HDOS/DDOSHRY 5 H BRDOS/DDOS B T HY KR o

Log to RamdiskBY ZRIAZHBE AR A SSDHYEHR , Hit , BBIIBWFERA T,

[ AR R AR IR E A 2

BT RMAMEARLE, EUTERT , XAHEERLENSH

- BIEREBSTHANBEXHFPHRBEBFER,

- SENEABEFTHNPEXHPHNERFZR , FEEX NS THENBEXH EFTFRF
R VAT8

[Fl:FMCHI{ MBS EE BB F T8 ?

% RSB REBXuUNfied_events X HEMA P THEBAR BEXHNES , NTRREZBH
FMCEERUERENFT , TR :

H AT unified_events X K/N — (N F BRI XM “FT" RPN E+E BB S T8N B EX4T
1818 1Y Fr B unified_events KR K7D,

& & [A] &

1.3TFFBug Search Tool £ th 21 :

E] Save Search | Load Saved Search ~ 3 Clear Search Email Current Search

Search For: Drain + Events 2y
Examples: CSCtd10124, router crash, etc...

Product: Series/Model ﬂ Select from list

Releases: Affecting or Fixed in these Rele: E



https://bst.cloudapps.cisco.com/bugsearch/




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



