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Interface Typa Admin Spaad  Operational Speed \ppli Admin Auto Negotiation P ion State Admin State
. MGMT - Manageameant - - . - - &0
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Ethernet1/1 mgmt 1gbps 1gbps FTD Full Duplex no up &0 & ‘
Ethernetl/4 data 10gbps 10gbps Full Duplex no failed =
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<tfroot>

Switch(config)#

interface range g1/0/2 - 3



Switch(config-if-range)#
shut down

Switch(config-if-range)#
swi tchport trunk encapsul ati on dot 1q
Switch(config-if-range)#

switchport node trunk
Switch(config-if-range)#

channel -group 5 node active
Switch(config-if-range)#

no shut down

~
AR AXRESZRAGE  BELSHMNRINESH BERRE H7.

MFXOS CLIE & i O 3@3&(FPR4100, FPR9300)

FR1IRBEDBAFTDEERENED,

<tfroot>

FP4110-7-A#

Scope ssa

FP4110-7-A /ssa #

show | ogi cal - devi ce

Logical Device:
Name Description Slot ID Mode Oper State TempTate Name

mzafeiro_FTD 1 Standalone Ok ftd

FP4110-7-A /ssa #

scope | ogical -devi ce nrzafeiro_FTD



FP4110-7-A /ssa/logical-device #

show external -port-Ilink

External-Port Link:

Name

Port or Port Channel Name App Name

Description

Ethernetll_ftd
Ethernetl6_ftd

Ethernetl/1
Ethernetl/6

E2% . WiINFEED.

<{froot>

FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show i nterface

Interface:
Port Name Port Type
Ethernetl/1 Mgmt
Ethernetl/2 Data
Ethernetl/3 Data
Ethernetl/4 Data
Ethernetl/5 Data
Ethernetl/6 Data
Ethernetl/7 Data
Ethernetl/8 Data
Ethernet3/1 Data
Ethernet3/2 Data
Ethernet3/3 Data
Ethernet3/4 Data
Ethernet3/5 Data
Ethernet3/6 Data

FP4110-7-A /eth-uplink/fabric #

show port-channe

Port Channel:

Port Channel Id Name

Admin State Oper State

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Port Type

Up

Admin
Admin
Faile
Sfp N
Sfp N
Sfp N
Sfp N
Admin
Admin
Admin
Admin
Admin
Admin

State Reason

Down Administratively down
Down Administratively down
d SFP checksum error

ot Present Unknown
ot Present Unknown

ot Present Unknown
ot Present Unknown
Down Administratively down
Down Administratively down
Down Administratively down
Down Administratively down
Down Administratively down
Down Administratively down

Admin State Oper State

State Reason



48 Port-channe148 Cluster Disabled Admin Down Administratively dow

E3F: tIBROBE.

<{froot>

bsns-4110-2-A#

scope et h-uplink

bsns-4110-2-A /eth-uplink #

scope fabric a

bsns-4110-2-A /eth-uplink/fabric #

create port-channel 15

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/5

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #
exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/6

bsns-4110-2-A /eth-uplink/fabric/port-channel/member-port* #
exit

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

set port-type data

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

set speed 1gbps

bsns-4110-2-A /eth-uplink/fabric/port-channel* #

enabl e

bsns-4110-2-A /eth-uplink/fabric/port-channel* #



comm t-buffer

F4F . RMEOSELS FTD BEIRE

<#root>

FP4110-7-A#

scope ssa

FP4110-7-A /ssa #

scope | ogical -devi ce nzafeiro_FTD

FP4110-7-A /ssa/logical-device #

create external -port-link PCl5_ftd Port-channel 15 ftd
FP4110-7-A /ssa/logical-device/external-port-Tink* #
commi t - buf fer

FP4110-7-A /ssa/logical-device/external-port-Tlink #

#iA

<#root>

FP4110-7-A#

scope ssa

FP4110-7-A /ssa #

scope | ogi cal -devi ce nezafeiro_FTD
FP4110-7-A /ssa/logical-device #

show ext ernal -port-Ilink

External-Port Link:
Name Port or Port Channel Name App Name Description
Ethernetll_ftd Ethernetl/1 ftd
Ethernetl6_ftd Ethernetl/6 ftd



PC15_ftd Port-channell5

<{froot>

FP4110-7-A#

scope et h-uplink

FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #

show port-channel

Port Channel:
Port Channel Id Name

Port Type

ftd

Admin State

Oper State

State Reason

15 Port-channell5
48 Port-channel48
<#root>

FP4110-7-A /eth-uplink/fabric #

enter port-channel 15

Data
Cluster

FP4110-7-A /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Oper State

Enabled
DisabTed

State Reason

Port Name Membership
Ethernetl/2 Up
Ethernetl/3 Up

MFXOS CLI(FPR4100, FPR9300) il B&Port-Channel.

<tfroot>

FP4110-7-A#

scope et h-uplink

Up
Admin Down

Administratively dow



FP4110-7-A /eth-uplink #

scope fabric a

FP4110-7-A /eth-uplink/fabric #
del ete port-channel 15
FP4110-7-A /eth-uplink/fabric* #

conmi t - buffer

FPR1000, FPR2100, CSF200, CSF3100, CSF4200. CSF6100L/im O &EIE

M4

FPR2100

Bt

FPR1000, FPR2100, CSF200., CSF3100, CSF4200, CSF6100i&& LMFTD% A&E&EHH
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I+ Add Interfaces -

&) Ether Channel Interface

| Logical Name  Type  Security Zo... | MAC Address (Active/s... | xpmmni@ S0

(s} Ethernetl/1 Physical

8] Ethernet1/2 Physical &7

0 Ethernet1/3 Physical P 4
? X

Add Ether Channel Interface

Mame: INSIDE
Security Zone: w
DaEscription:
EEET) p4 w6 Advanced  Hardware Configuration
MTU: 1500 (64 -
9198)
Ether Channel ID *: (1-48)

Available Interfaces &

Ay Search

[ Etherneri/13
[ Ethernet1/14
£ Etherneti/15
£ Ethernet1/16
|

£ Etherneti/3
[ == - .

Selected Interfaces

I Ethernerl/1 i
- Ethernetl/2 |

OK Cangel
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Add Ether Channel Interface ? x-

Name: INSIDE *| Emabled
Security Zone: >

Description:

General IPvd  IPvG Hardware Configuration
IO =GO ARP and MAC  Security Configuration

LACP Mode: Active »
Active Mac Address: Active
On

Standby Mac Address:

DNS Lookup:

BEEAEEETNFREE NI MEERE

[ Add Ether Channel Interface

Name: INSIDE *! Enablad
Security Zone: il

Description:

General IPvd | IPve  Advanced [EETLTETGREGTIT ST

Duplex: v
Speed: b

Auta-negotiation:

™
JEE . EFPR2100L , BFEEMFXOS CLIBIRIH OEE |, BRIEFASAREZS HER. &
ASA9.13x2fE , EMBERREFAEEXTHIM, “REER (11xx/21xx) T&E FCM , Fir
BEOHYEREE ASACLI HEE,

<{froot>

Fp2110 /eth-uplink/fabric* #

create port-channel 16

Fp2110 /eth-uplink/fabric/port-channel* #
create menber-port Ethernetl1/10

Fp2110 /eth-uplink/fabric/port-channel/member-port* #



exit

Fp2110 /eth-uplink/fabric/port-channel* #

create menber-port Ethernetl/11

Fp2110 /eth-uplink/fabric/port-channel/member-port* #

exit

Fp2110 /eth-uplink/fabric/port-channel* #

comm t - buf fer

Error: Changes not allowed. use:

MRYPEEOSXAHE

<#froot>

firepower-2110#

scope et h-uplink

firepower-2110 /eth-uplink #

scope fabric a

firepower-2110 /eth-uplink/fabric #

show i nterface

Interface:

firepower-2110 /eth-uplink/fabric #

Port Name

Port Type

/R A8

ZGN /0N

'connect ftd' to make changes.

, BIATA T8R4 -

Admin State Oper

State

State Reason

Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16

Data

Enabled Up

Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link
Disabled Link

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down



enter interface Ethernetl/4

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name Port Type Admin State Oper State
Ethernetl/4 Data Disabled Link Down

firepower-2110 /eth-uplink/fabric/interface #

enabl e

firepower-2110 /eth-uplink/fabric/interface* #

comm t-buffer

firepower-2110 /eth-uplink/fabric/interface #

show

Interface:
Port Name Port Type Admin State Oper State
Ethernetl/4 Data Enabled Link Down

firepower-2110 /eth-uplink/fabric/interface #

FDM B &

FRELTHRI

State Reason

State Reason



switching infra

FPR1xxx-2
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Al LABL B 6.5k - MR A< FF 24 i A FDMBY EtherChanneli# 0, S EiRE > &0 >
EtherChannel , A7 0 EtherChannel, I FEXfER T , EtherChannel2F 4t | EIEE
EtherChannel ID , BRAE (RZ&A ) , REFMEK G . EtherChannel X% LACP“Ea)"M“FF 5"

(R LACP) ., EXMIERT , RESEE LACP E3)" KK,

Add EtherChannel Interface

Name Mode EtherChannel 1D Status
e v [2] @
N
Description
EtherChannel Specific IPvd Address IPvE Address Advanced

Link Aggregation Control Protocol

I Active r

EtherChannel Members

+

‘ @ unnamed (Ethameti/3)

(] unnarmed (Ethermet1/2)

AinFEO



Add EtherChannel Subinterface

Parent Interface
T
Mode Status
Rowte i
Description
“~
VLAN ID Subinterface ID
IPv4 Address IPvE Address Advanced
Type
Static
IP Address and Subnet Mask
192.168.201.112 ! 24
g8
Interfaces Bridge Groups EtherChannels
1 EtherChannel Q, search +~

LOGICAL NAME P ADDRESS

o Port-channell EtherChannel m Routad Enabled

ETHERCHAMNEL MEMEERS

* Ethernetif2 Physical Interfoce
* Ethernetif3 Physical Interface

SUBINTERFACES

& Port-channel1.207 ingidel Subinterface 192.,168.201.112 Enabled

& Port-channel.202 inside202 Subinterface

192.168.202.112 Enabled

HETHER.
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FPRA110

FTD (S ASA ) AT TR NBEE KA, £ FMC FEEZEED ( F##0)

<#root>

>
system support diagnostic-cl
firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up
Port-channell5 unassigned YES unset up up

firepower# show nameif

Interface Name Security
Port-channell5 INSIDE 0
Ethernetl/1 diagnostic 0



<{froot>

firepower#

show i nterface Port-channel 15 det ai

Interface Port-channell5 "INSIDE", is up, Tine protocol 1is up
Hardware is EtherSVI, BW 20000 Mbps, DLY 1000 usec
MAC address 2c33.118e.07de, MTU 1500
IP address unassigned
Traffic Statistics for "INSIDE":
6767 packets input, 566328 bytes
0 packets output, 0 bytes
6736 packets dropped
minute input rate 4 pkts/sec, 375 bytes/sec
minute output rate 0 pkts/sec, O bytes/sec
minute drop rate, 4 pkts/sec
minute input rate 4 pkts/sec, 401 bytes/sec
minute output rate 0 pkts/sec, O bytes/sec
5 minute drop rate, 4 pkts/sec
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

I I e e

EREimBERERANRS , FEMEIFXOSESR :

<ttroot>

FP4110-7-A#

connect fxos
FP4110-7-A(fxos)#

show port-channel sunmmary

Flags: D - Down P - Up 1in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Po15(SU) Eth LACP Ethl/2(P) Ethl/3(P)
48 Po48(SD) Eth NONE --

BEERmABEERRSUR LIRS HEI1ERK



<ffroot>

FP4110-7-A(fxos)#
show port-channel database

port-channell5

Last membership update is successful

2 ports in total, 2 ports up

First operational port is Ethernetl/3

Age of the port-channel is 0d:00h:35m:00s

Time since Tast bundle is 0d:00h:34m:56s

Last bundled member 1is Ethernetl/3

Ports: Ethernetl/2 [active ] [up]
Ethernetl/3 [active ] [up] *

port-channel48
Last membership update is successful
0 ports in total, O ports up
Age of the port-channel is 5d:06h:35m:27s

ERERmABEEORAZHENREDH

<#root>

FP4110-7-A(fxos)#

show port-channel traffic

ChanId Port Rx-Ucst Tx-Ucst Rx-Mcst Tx-Mcst Rx-Bcst Tx-Bcst

15 Ethl/2 20.83% 49.71% 17.75% 43.67% 20.11% 49.94%
15 Ethl/3 79.16% 50.28% 82.24% 56.32% 79.88% 50.05%

LACP BERiE

<tfroot>

FP4110-7-A(fxos)#
show | acp nei ghbor

Flags: S - Device 1is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device 1is in Active mode P - Device 1is 1in Passive mode

port-channell5 neighbors

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,28-6f-7f-ec-59-800x103 1984 FA

LACP Partner Partner Partner



Port Priority Oper Key Port State
32768 0x5 0x3f

Partner's information

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/3 32768,28-6f-7f-ec-59-800x104 2221 FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x5 0x3f

Partner Oper Key 0x5 =32 #2#/L&L & T Port-Channel ID 5,

R L

<ffroot>

Switch#
show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is 1in Active mode P - Device is 1in Passive mode

Channel group 5 neighbors

Partner's information:

LACP port Admin Oper Port Port
Port Flags Priority Dev ID Age key Key Number State
Gil/0/2 FA 32768 2c33.118e.07b3  Os 0x0 OxE 0x42 0x3F
Gil/0/3 FA 32768 2c33.118e.07b3  Os 0x0 OxE 0x43 0x3F

Y
EE  EHERRNLE  REFXOSEE 7w O&EEID 15 , BE8ENHIREZRHAIE RN
OXE(14)o

Wireshark F /Y LACP ¥iEaIK:



LACP switch capture - SLOW - FXOS FAST.pcapng

Fle Edt View Go Capture Analyze Statistics Telephony Wireless Took Heip

A8 @ LN RRIQeE*E=FE _[E|laaqT

N |iacp

No. I'ﬁme [Snume Inesﬁaalinn Protocol |nglh |SwrnePort
480 2817-18-12 11:25:34.759928 Cisco_ec:59:8f Slow-Protocols LACP 124

E-Partner State LACP Activity, LACP Timeout, Aggregation, Synchronization, Collecting, Distributing
,,,,,,, 1 = LACP Activity: Active
..1. = LACP Timeout: Short Timeout f
.1.. = Aggregation: Aggregatable
1... = Synchronization: In Sync
Collecting: Enabled |
Distributing: Enabled
Defaulted: No 3
B... .... = Expired: No
[Partner State Flags: **DCSGSA]
Reserved: 900880
Collector Information: @x@3
Collector Information Length: @x1@
Collector Max Delay: 32768
. Reserved: 000000000802000000000200

[y
oo

BENHERES
wA [BEE BBe Bas  SkE |F5 v S A
"E |0 0 1 1 1 1 1 1

¥iIEFPR1000. FPR2100. CSF200, CSF3100, CSF4200, CSF6100L MmO i&E
B

R



FPR210

Be:

i O BREE AR
<tfroot>
>

connect fxos

FP2110-2#

connect | ocal - ngnt

FP2110-2(Tocal-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
11 Pol11(U) Eth LACP Ethl/1(P) Ethl/2(P)
HAhI6F -

<ffroot>



FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #

show port - channe

Port Channel:
Port Channel Id Name Port Type

Admin State Oper State

State Reason

11 Port-channelll Data

RibmOBERAREE :

<#froot>

FP2110-2 /eth-uplink/fabric #

show port-channel det ai

Port Channel:
Port Channel Id: 11
Name: Port-channelll
Port Type: Data
Description:
Admin State: Enabled
Oper State: Up
Auto negotiation: Yes
Speed: 1 Gbps
Duplex: Full Duplex
Oper Speed: 1 Gbps
Band Width (Gbps): 2
State Reason: Up
flow control policy: default
LACP policy name: default

oper LACP policy name: org-root/lacp-default

Lacp Mode: Active
InTine Pair Admin State: Enabled
InTine Pair Peer Port Name:

Kb R@EEK R FAEER

<ttroot>

Enabled



FP2110-2#

scope et h-uplink

FP2110-2 /eth-uplink #

scope fabric a

FP2110-2 /eth-uplink/fabric #

scope port-channel 11

FP2110-2 /eth-uplink/fabric/port-channel #

show nenber - port

Member Port:

Port Name Membership Oper State State Reason
Ethernetl/1 Up Up Up
Ethernetl/2 Up Up Up

EAWRAFAEE

<#froot>

FP2110-2 /eth-uplink/fabric/port-channel #

show menber-port detai

Member Port:
Port Name: Ethernetl/1l
Membership: Up
Oper State: Up
State Reason: Up
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown
Current Task:

Port Name: Ethernetl/2

Membership: Up

Oper State: Up

State Reason: Up

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-Tink-prof-default
Udld Oper State: Unknown

Current Task:



LACP ¥iE

<{froot>

FP2110-2(local-mgmt)#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is 1in Active mode P - Device is 1in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286F.7fec.5980 0x10e 13 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

ColTected: Distributing: Defaulted: Expired:

Yes Yes No No
Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 0x10f 5 s FA <-- the peer 1is requesting Fast Rate
LACP Partner Partner Partner
Port Priority Oper Key Port State
32768 0x16 0x3f

Port State Flags Decode:
Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:
Yes Yes No No

AEXE : EFPR1000, FPR2100, CSF200, CSF3100, CSF4200, CSF6100.L , ERiA
LACPEZ= FSlow ( t8#HNormal )



LACP it#3%

<{froot>

FP2110-2(local-mgmt)#

show | acp counters

LACPDUs
Port Sent Recv

Channel group: 11

Ethl/1 4435 3532
Ethl/2 4566 3532
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs
Port Sent Recv

Channel group: 11

Eth1/1 4436 3532
Eth1/2 4567 3532
FPR2100 # ARk

Marker Marker Re
Sent Recv Sent
0 0 0
0 0 0
Marker Marker Re
Sent Recv Sent
0 0 0
0 0 0

YEEOE FPR2100 R ERSIRHLAIXS BIK R

sponse LACPDUs
Recv Pkts Err
0 0

0 0

sponse LACPDUs
Recv Pkts Err
0 0

0 0

FPR2110/FPR2120 £HI ™A

FPR2130/FPR2140 LKA

A ) A
E1/1 1 1
E1/2 0 0
E1/3 3 3
E1/4 2 2
E1/5 5 5




E1/6 4 4
E1/7 7 7

E1/8 6 6

E1/9 9 49
E1/10 8 48
E1/11 11 51
E1/12 10 50
E1/13 12 59
E1/14 13 58
E1/15 14 57
E1/16 15 56
E2/1 - 70
E2/2 - 71
E2/3 - 69
E2/4 - 68
E2/5 - 66
E2/6 - 67
E2/7 - 65




E2/8 - 64

RirYEBEORS
<tfroot>

FP2110-2(Tocal-mgmt)#

show portmanager port-info ethernet 1 1

port_info:
if_index: 0x1081000
type: PORTMGR_IPC_MSG_PORT_TYPE_PHYSICAL
mac_address: 70:df:2f:18:d8:04
flowct1: PORTMGR_IPC_MSG_FLOWCTL_NONE
role: PORTMGR_IPC_MSG_PORT_ROLE_NPU

admin_state: PORTMGR_IPC_MSG_PORT_STATE_ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR_IPC_MSG_SPEED_AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED_1GB
admin_mtu: 9216
admin_dupTlex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
oper_duplex: PORTMGR_IPC_MSG_PORT_DUPLEX_FULL
pc_if_index: 0x200000b
pc_membership_status: PORTMGR_IPC_MSG_MMBR_UP
pc_protocol: PORTMGR_IPC_MSG_PORT_CHANNEL_PRTCL_LACP_ACTIVE
native_vlan: 1011
num_allowed_vlan: 1

allowed_vlan[0]: 1011

VIR HE O 1303 -

<{froot>

FP2110-2(local-mgmt)#

show portmanager counters ethernet 1 1

Good Octets Received 1 2692986
Bad Octets Received : 0

MAC Transmit Error : 0
Good Packets Received : 37038
Bad Packets Received : 0
BRDC Packets Received 1 22290
MC Packets Received : 12538
Size 64 1 34193
Size 65 to 127 : 1531
Size 128 to 255 : 1515
Size 256 to 511 : 374
Size 512 to 1023 : 95
Size 1024 to Max : 0
Good Octets Sent : 87296

Good Packets Sent : 682



Excessive Collision

MC Packets Sent

BRDC Packets Sent
Unrecognized MAC Received
FC Sent

Good FC Received

Drop Events

Undersize Packets
Fragments Packets
Oversize Packets

Jabber Packets

MAC RX Error Packets Received
Bad CRC

ColTisions

FPR2100 R #f R2#Hl MAC &,

S

AE 1 01:80:C2:00:00:02 = LACP

<ffroot>

FP2110-2(local-mgmt)#
show portmanager switch nmac-filters

port 1ix MAC mask

00 03e 70:DF:2F:18:D8:05 FF:FF:FF:FF:
043 01:80:C2:00:00:02 FF:FF:FF:FF:
044 70:DF:2F:18:D8:2D FF:FF:FF:FF:
045 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d0 00:00:00:00:00:00 01:00:00:00:
3e8 01:00:00:00:00:00 01:00:00:00:

01 03f 70:DF:2F:18:D8:04 FF:FF:FF:FF:
040 01:80:C2:00:00:02 FF:FF:FF:FF:
041 70:DF:2F:18:D8:2D FF:FF:FF:FF:
042 FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3dl1 00:00:00:00:00:00 01:00:00:00:
3e9 01:00:00:00:00:00 01:00:00:00:

02 03c 70:DF:2F:18:D8:07 FF:FF:FF:FF:
049 01:80:C2:00:00:02 FF:FF:FF:FF:
04a 70:DF:2F:18:D8:6D FF:FF:FF:FF:
04b FF:FF:FF:FF:FF:FF FF:FF:FF:FF:
3d2 00:00:00:00:00:00 01:00:00:00:
3ea 01:00:00:00:00:00 01:00:00:00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00
00

FF
FF
FF
FF
00
00

oo
N

[eNeNeNoNeoNelNoNeNeNoNeNe N Nl

action

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

FORWARD
FORWARD
FORWARD
FORWARD
DROP
DROP

i A E1/1 M E1/2 R ARSI LAY 0/0 A 0/1 :

packets

687

5501
2101
7946

687
22351

2215
11886

bytes

87936

385360
141426
1524820

87936
1451504

154542
1006067



<tfroot>

FP2110-2(Tocal-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode
0/0 QSGMII Up 1G Full None
0/1 QSGMII Up 1G Full None
0/2 QSGMII Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSGMII Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Down 1G Half None
0/7 QSGMII Down 1G Half None
0/8 QSGMII Down 1G Half None
0/9 QSGMII Down 1G Half None
0/10 QSGMII Down 1G Half None
0/11 QSCMII Down 1G Half None
0/12 QSCMII Down 10 Half None
0/13 QSGMII Down 10 Half None
0/14 QSCMII Down 10 Half None
0/15 QSGMII Down 10 Half None
0/16 n/a Down n/a Full N/A
0/17 n/a Down n/a Full N/A
0/18 n/a Down n/a Full N/A
0/19 n/a Down n/a Full N/A
0/20 n/a Down n/a Full N/A
0/21 n/a Down n/a Full N/A
0/22 n/a Down n/a Full N/A
0/23 n/a Down n/a Full N/A
0/24 KR Up 10G Full None
0/25 KR Up 10G Full None
0/26 KR Down 10G Full None
0/27 KR Up 10G Full None

HUEHEER

LACP #fiR

LACPESL :

|EEE #5f (802.3ad) 85 R A4 (LACP) B Fig A BEMEHE 2 Bl

LACP £/ B # MAC 0180.c200.0002 FLA KM E! 0x8809,

LACP ( £H ) #Mode On ( TTLACP ) 2Firepoweri& & X FHI M —1#E X ( 1£2.4.x FXOSKR A
R, FP4100F1FP9300_L %0 T Mode On ) o

LACP AIABLE A MR (" Wa" ) PHEE—H, FXOS AR T EN,
LACP B £ Z B #r 2B Lk i O BIE B & 55 1R



- NAR LACPPC EEEZT , WOBEEORAZTEEAHRNEE/MNIEE, £ FXOS A
, AIEROBERINEERE,

« LACP WiF#& = Aihi¥ %

« LACP &1Ekf# = =B8R &

« BMEEE—/LACPEREID , BERHFAENIMAC, LACP % ID BEEA LACP HiFakix

« 81 LACP BEEH K/NAHR 110 FH5,

« LACP X#E“RF"FIERE ( EE ) "EE, XFFXOS , BRIAE N Fast Rate ( RIAE F SlowHy
FPR1000, FPR2100, CSF200, CSF3100, CSF4200, CSF6100Fk%\ ) , Bt LAEE R
Slow, KIRHHH LACP EXEURA T AN RN E S MG, Hlw , B 15.2(4)E FFiA
, Cat3750 EF ZF“BF MRE, EXIFAER , BFSARMRINEIAER.

« ELACPKNHAE , TIELACPER T , LACPHALB/IW K% —X, BA#EORE , LACP &
FNFM LACP RIFEZEME PR,

LACP Keepalivef9 4t =

LACP RIFEHEZBREZEOFTBER THFEMATETRES ( RN B EEKE ) HIEEFA, X
ARERBIREF/L 2R AR ERFERELRE (W, IPS) FAFRNZEHEREHRE. LACP &
FEENBEN AN FEERRN =1, Fl, IRZBNEEEYRIE—IRLACP , NAiRELHE
3 WARKE LACP SN FRZEXNF4XM, £BEHAT , AHiREST 90 WEFHIZ
X FE K,

Wireshark 1 LACP BiE 2B FER U T Fi7R:



i[5

= Sourre Destinater. Protocol | Length | Source Port

=3

156 2017-18-12 10:13:01.348473 Cisco_ec:59:8f Slow-Protocols LACP 124

Link Aggregation Control Protocol Version 1.

Actor Port = 272 Partner Port = 2116

% [Frame 156: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface @
# Ethernet II, Src: Cisco_ec:59:8f (28:6F:7f:ec:59:8f), Dst: Slow-Protocols (91:80:02:00:00:02)
# 5low Protocols
7 Link Aggregatiom Control Protocol
LACP Version Nusber: @x@1
Acter Information: @x@1
Actor Information Length: @x14
Actor System Priority: 32768
Actor System: Cisco_ec:50:80 (2B:6F:7f:ec:59:80)
Actor Key: 16
Actor Port Priority: 32763
Actor Port: 272
= Actor State: 0x85, LACP Activity, Aggregation, Expired
= LACP Activity: Active
= LACP Timeout: Long Timeout
= Aggregation: Aggregatable
. = Synchronizatien: Dut of Sync
= Collecting: Disabled
. = Distributing: Disabled
. = Defaulted: Mo
= Expired: Yes
[Actor State Flags: E**""G*A]
Reserved: 200620
Partner Information: w2
Partner Information Length: @xld
Partner System Priority: 32768
Partner System: a3:00:88:c3:9¢;ec (a3:00:88:c3:9¢:ec)
Partner Key: 9
Partner Port Priority:
Partner Port: 2116
3 Partner State: @x36, LACP Timeout, Agpregation, Collecting, Distributing
= LACP Activity: Passive
« LACP Timeout: Short Tiseout

32768

. = Aggregation: Aggregatable
. = Synchronization: Out of Sync
...1 ... = Collecting: Enabled
..1. .... = Distributing: Enabled
. = Defaulted: Mo
= Expired: No
[Partrer State Flags: **DC*G6S*]
Rezerved: 0ODOOH
Collector Inforsation: Ox03
Collector Information Length: @x10
Collector Max Delay: 32768
Reserved: 0DDOO000000000000DMMDDDY
Terminater Information: @x@d
Terminator Length: Bx00
Reserved:

=
=
]

%,
TE : YFTD LMWK

LACP“{RIE" 51838 1Y X 3l

—IRTE

FPR2100, CSF200 CSF31OO CSF4200, CSF6100L , BRIALACP&IEIERER 181X

"LACP AI AR Sim O @EHNEE,

BEL IR, FXOSHIRT £

S RLACPEHTEE (AOZHEAD ),

BIVERIRE A PRIEERZE ( FXOSTE4100819300 £ ERIAE A RIFERE | £FPR1000,

) o “BRIE

FXOS BLE N “8&’

FXOS Bt & 7 “IRiE”

RIRALIER A 18 IE
FXOS &R A “8IE"

R#ALE 30 BARIE 1R
LACP

RGYEE RN I8E

RIRALIER A 18 IE
FXOS &R A “RIE”

RN EBV K
LACP

*E1R




FXOS 8 30 ®W&ix 11X
LACP

FXOS 8 30 MW&ix 11X
LACP

RIHLFR A IRIE

FXOS &R A “181E"

R EE I PRIE” AT 30 HEIE 1R
LACP

FXOS ¥ &ix 1 X
LACP

RIRALIE R A RIE
FXOS #&3R N “IRIE”

BB RIE 1R
LACP

FXOS ¥ &ix 1 X
LACP

E1£ FXOS (41xx/93xx) LELE LACP &= :

<ffroot>

KSEC-FPR4100-1#

scope org
KSEC-FPR4100-1 /org #

show | acppolicy

LACP policy:
Name LACP rate
default Fast
KSEC-FPR4100-1 /org # scope Tlacppolicy default
KSEC-FPR4100-1 /org/lacppolicy # set Tacp-rate
fast Tacp rate fast
normal Tlacp rate normal

BEBRFPR4100, FPR9300L W% O @& & E

) 4% B




FPR4100 ] FPR9300 #lf 2 &is Q@B i IR . BT AIBREEYLS Nexus 5K FELL
, A FXOS X% #F LACP , HItNER3#HLE Nexus 5K BIHEBERR 75 3% th LE B A 1L,

BE1 — REROBEERS.

<#root>

FP4110-7-A(fxos)#

show port-channel sunmmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
15 Po15(SU) Eth LACP Ethl/2(P) Ethl/3(P)

I UF FXOS # AR -

<{froot>

FP4110-7-A(fxos)#

show i nterface brief



Ethernet VLAN  Type Mode Status Reason Speed
Interface
Ethl/1 1 eth 1qgtunl up none 1000(D)
Ethl/2 1 eth 1qgtunl up none 1000(D)
Ethl/3 1 eth 1qgtunl up none 1000(D)
Ethl/4 1 eth 1gtunl down SFP not inserted 10G(D)
Ethl/5 1 eth 1gtunl down Administratively down 1000(D)
Ethl/6 1 eth 1qgtunl down Administratively down 1000(D)
Ethl/7 1 eth 1gtunl down Administratively down 10G(D)
Ethl/8 1 eth 1gtunl down SFP not inserted 10G(D)
Eth1l/9 1 eth wvntag up none 40G(D)
Eth1/10 1 eth access down Administratively down 40G(D)
Ethl/11 1 eth access down Administratively down 1000(D)
Ethl/12 1 eth access down Administratively down 1000(D)
&2 — WIFFXOSKZEMIBUYLACP (ETEZHDILX ) .
<#root>
FP4110-7-A(fxos)#
show | acp counters interface port-channel 15
LACPDUs Marker Marker Response LACPDUs

Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 223019 207280 O 0 0 0 0
Ethernetl/3 296532 207744 0 0 0 0 0
WAERBARE RIEFBE LACP :
<#root>
Switch#
show [ acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 5
Gil/0/2 627 596 0 0 0 0 0
Gil/0/3 623 593 0 0 0 0 0

WUr £ FXOS # DO/ LACP F4ER. -



<ffroot>

FP4110-7-A(fxos)#
show | acp interface ethernet 1/2

Interface Ethernetl/2 is up
Channel group is 15 port channel 1is Pol5
PDUs sent: 222828
PDUs rcvd: 207074
Markers sent: 0
Markers rcvd: 0
Marker response sent:
Marker response rcvd:
Unknown packets rcvd:
ITlegal packets rcvd: 0

Lag Id: [ [(8000, 28-6f-7f-ec-59-80, 5, 8000, 103), (8000, 2c-33-11-8e-7-b3, e,

8000, 42)] 1]

Operational as aggregated link since Tue Oct 31 19:14:57 2017

o O O

Local Port: Ethl/2 MAC Address= 2c-33-11-8e-7-b3
System Identifier=0x8000,2c-33-11-8e-7-b3
Port Identifier=0x8000,0x42
Operational key=14
LACP_Activity=active
LACP_Timeout=Short Timeout (1s)
Synchronization=IN_SYNC
Collected=true
Distributing=true

KE3 — BBt MIZEIRZHILACP ID,

<#root>

FP4110-7-A(fxos)#

show | acp port-channel interface port-channel 15

port-channell5
System Mac=2c-33-11-8e-7-b3
Local System Identifier=0x8000,2c-33-11-8e-7-b3
Admin key=0Oxe
Operational key=0xe
Partner System Identifier=0x8000,28-6f-7f-ec-59-80
Operational key=0x5
Max delay=0
Aggregate or individual=1
Member Port List=

BE4 (FE) — WEKRE ( AT#tCisco TACEA )

<tfroot>



FP4110-7-A(fxos)#

show | acp internal event-history errors

1) Event:E_DEBUG, length:74, at 574387 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_proto_set_ntt(1780): Restarting periodic tx timer in 0x210 msecs

2) Event:E_DEBUG, length:467, at 544757 usecs after Tue Oct 31 19:14:57 2017
[102] Tacp_ac_init_port_channel_member(1660): TYPE1l UPDATE Tlacp_ac_init_port
_channel_member port-channel port-channell5(0x1600000e) Tacp_mcec_typel_upd_sent

KE5-REHIEBAVSER O LACP FSM #i#, ERKEES |, ZIBMEH HITE.

<{froot>

FP4110-7-A(fxos)#

show | acp internal event-history interface ethernet 1/2

>>>>FSM: <Ethernetl/2> has 975 logged transitions<<<<<

1) FSM:<Ethernetl/2> Transition at 257150 usecs after Sun Oct 29 12:35:16 2017
Previous state: [LACP_ST_WAIT_FOR_HW_TO_PROGRAM_RECEIVE_PATH]
Triggered event: [LACP_EV_PORT_RECEIVE_PATH_ENABLED_AS_CHANNEL_MEMBER_MESSAGE]
Next state: [LACP_ST_PORT_MEMBER_RECEIVE_ENABLED]

4) FSM:<Ethernetl/2> Transition at 966987 usecs after Sun Oct 29 12:35:19 2017
Previous state: [LACP_ST_PORT_MEMBER_COLLECTING_AND_DISTRIBUTING_ENABLED]

Triggered event: [LACP_EV_PARTNER_PDU_IN_SYNC] <--- Good (Received LACP with ‘Synchronizatio

Next state: [LACP_ST_PORT_IS_DOWN_OR_LACP_IS_DISABLED]

207) FSM:<Ethernetl/4> Transition at 482767 usecs after Sun Oct 29 13:18:40 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]
Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC]
Next state: [FSM_ST_NO_CHANGE]

208) FSM:<Ethernetl/4> Transition at 363720 usecs after Sun Oct 29 13:18:41 2017
Previous state: [LACP_ST_ATTACHED_TO_AGGREGATOR]

Triggered event: [LACP_EV_PARTNER_PDU_OUT_OF_SYNC] <--- Bad (Received LACP with ‘Synchroniza

Next state: [FSM_ST_NO_CHANGE]

KE6 — WERABESHILICE (THEBTACER ) -

<ttroot>



FP4110-7-A(fxos)#

show port-channel internal event-history al

Low Priority Pending queue: Ten(0), max len(1l) [Tue Oct 31 19:37:03 2017] High Priority Pending queue: 1

PERRFPR1000. FPR2100, CSF200., CSF3100, CSF4200, CSF6100_LkyimOi&E
EHE

R

FPR2100

E1/1Pol1bE1/2

G1/0/13 GPo22]> G1/0/14

Catalyst 3750-X

KRE1WRFEMALACP , ERIELACPIT#ES.

Lo RIMim ( IRYLF FXOS ) E1E KX MEW LACP :

<tfroot>

FP2110-2(Tocal-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err



Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0

B —FIiF A E

<{froot>

FP2110-2(local-mgmt)#
show pktmgr counters

Ports Tx Tx Tx Rx Rx Rx Rx

Packets Drops Bytes Packets Drops Bytes Forwards
Ethl/1 4575 567300 3537 452736 3537 < LACP PDUs forwarded inter
Ethl/2 4706 583544 3537 452736 3537 < LACP PDUs forwarded inter
Ethl/3 0 0 0 0 0
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl/9
Ethl/10
Ethl/11
Ethl/12
Ethl/13
Ethl/14
Ethl/15
Ethl/16
Misc.

OO OO O OO OOOOOOoOOo
[eNeNeoNeNolNolNolNoNeNoNoNoNoNe]
O OO OO OO OODOOOOoOOo
[eNeNeoNeNollolNolNeNeNoNolNoNoNe]
OO OO OO ODODOOOOoOOo

n/a

KE2 KB ERRHIRTS,

<tfroot>

FP2110-2(Tocal-mgmt)#

show | acp nei ghbor

Flags: S - Device is requesting Slow LACPDUs

F - Device 1is requesting Fast LACPDUs

A - Device 1is in Active mode P - Device 1is 1in Passive mode
Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags



Ethl/1 32768,286f.7fec.5980 0x10e 9 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collected: Distributing: Defaulted: Expired:

Yes Yes No No

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 0x10f 24 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collected: Distributed: Defaulted: Expired:

Yes Yes No No

S

EE : B Collected and Distributed T =Yes , MDefaulted@No , NLACPARWEL,

KE3IKRB AL ACPREIDRE N0,

<ffroot>

FP2110-2(local-mgmt)#
show | acp sys-id

32768, 70df.2f18.d813

HiERER (EATHRETS )

RE 1



BHRME (BASENRY ) EREENRE (FlW, FEME , mOBEENXAEE )

KE 2

KE FX0S BBEREME., BRUMNERAFREU)RERAA TSR THCLIRITHRE

<#root>

FPR4100#

show faul t

Severity Code Last Transition Time ID Description

Major F0479 2020-03-19T11:50:44.322 543322 Virtual interface 781 1link state is down

Major F0373 2020-03-19T10:55:13.778 34178 Fan 1 in Fan Module 1-5 under chassis 1 operabilit
Minor F0480 2020-03-19T10:55:13.777 34177 Fan module 1-5 in chassis 1 operability: degraded
Major F1767 2020-03-19T10:54:04.162 531228 The password encryption key has not been set.
Major F0727 2020-03-19T09:50:02.891 522921 Tan Member 1/5 of Port-Channel 10 on fabric interc
Major F0282 2020-03-19T09:49:31.462 522922 Tan port-channel 10 on fabric interconnect A oper
Major F0277 2020-03-19T09:49:31.437 522929 ether port 1/5 on fabric interconnect A oper state
Info F0279 2020-01-17T11:06:45.472 300958 ether port 1/7 on fabric interconnect A oper state
Info F0279 2020-01-17T11:06:37.941 300903 ether port 1/6 on fabric interconnect A oper state
Minor F1437 2020-01-16T10:11:39.675 291723 Config backup may be outdated

HIEZRNERFE R, "TERERREENERYE  WHAPSXRARERR. FERXITERE
. NRBMER, #E"EREEHSIRERN

S

- BEX

« Minor ( B#)
- BS

- SR/EH

® E;EEE 7R

BREVENFMESR , FSH (FXOS MEMFRBEEIEHE | FXOS HiRMALIHE)



https://www.cisco.com/c/zh_cn/support/security/firepower-9000-series/products-system-message-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-9000-series/products-system-message-guides-list.html

Error and System Messages
5 by Topic i I bl

Cisco Firepower 9300 FXO5 Faults and Error Message:

Cisco Firepower 41009300 FXOS Faults and Error Messages, 2.7(1)  25/Sep/2019

2}
Cisco Firepower 410079300 FX0S5 Faults and Error Messages, 2.6(1) 13/Mar/2019
t}

Cisco Firgpower 410079300 FXOG Faylts and Error Messages, 2.4(1]) 25/0ct/2018

Cisco FX0S5 Faults and Error Messages, 2.3(1) 29/N

Cisen FXOS Faults and Error Messages, 2.2(2) 28/Augl20N7

KE3

MBEREEFNFMCENIROBEREHITT —LEXN , FRERSRBMFMCEEEIFTD,

KE 4

R Port-Channel&k T FailediRZS , HERBRE TEH K FHREERZLERAESH. W THELHE
HREMS , HROEELTHERSEELEE.

KES5

MREELER , BREOKRED , FREAFRBEN/F DR ERERENR (SFP) KK

KE6

BXEROBEMERVWEHRT , FEF Firepower IRAUEA, HlN , RIFEITFXOShRA
2.6.1.169fMFTD 6.4.0.6 , BRELULTET :



Cisco Firepower 4100/9300 FXOS Release Notes, 2.6(1)
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BEERELLTH

FPR2100

_>51/2

Po22> G1/0/14

Catalyst 3750-X

[R] BRUAE IR

Firepower i Q@& , tHE#HH LACP :

<tfroot>

FP2110-2(Tocal-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
11 Po11(D) Eth LACP Eth1/1(D) Eth1l/2(D)

HEFXOSL , LACPRIZITMEREI0MWIEE , BREUITHFETS !

<#root>

FP2110-2(Tocal-mgmt)#



show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group: 11
Ethl/1 11356 3762 0 0 0 0 0
Ethl/2 11393 3761 0 0 0 0 0
FP2110-2(local-mgmt)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11

Ethl/1 11357 3762 0 0 0 0 0
Ethl/2 11394 3761 0 0 0 0 0
BARR

R ENROBEERER , BROWHEL

<#froot>

Switch#

show et herchannel 22 sunmary

Number of channel-groups in use: 15

Number of aggregators: 15

Group Port-channel Protocol Ports

—————— e e e e e e e e e e
22 Po22(SU) - Gil/0/13(P) Gil/0/14(P)

R w OEBIERTIX—K

<tfroot>

Switch#
show run int g1/0/13

interface GigabitEthernetl/0/13
Tacp rate fast
channel-group 22 mode on



end

Switch#

show run int gl1/0/14

interface GigabitEthernetl/0/14
Tacp rate fast

channel-group 22 mode on

end

RRF R
HTX2FPR21xxi&%& , Rt BRI eEMNRR S R -

RN iR Ay I QREE RN T B E RN LACP” (“E3"RWF"T9T ) .
& FTD infyis O BEEX M LACP ER AN FFE"

HEtpsP  BETE-NMERGRE (FFTIDROBERENTEEN ) -

<tfroot>

FP2110-2(Tocal-mgmt)#
show portchannel summary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-Tinks not met

Group Port- Type Protocol Member Ports
Channel
11 Pol11(U) Eth ON Ethl/1(P) Ethl/2(P)
LACP it #BETHETR :
<#root>

FP2110-2(Tocal-mgmt)#

show | acp counters

FP2110-2(Tocal-mgmt)#



=6 2. wOBERITAIR

[A] BUAE IR

<#froot>

FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports

Channel

15 Pol15(SD) Eth LACP Ethl/2(P) Ethl/3(s)
48 Po48(SD) Eth NONE --

FXOS LACP it =X @& :

<#root>

FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451268 O 0 0 0 0
Ethernetl/3 419215 446806 O 0 0 0 0

FP4110-7-A(fxos)# show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 419219 451269 O 0 0 0 0
Ethernetl/3 419216 446807 O 0 0 0 0

BARRE



show lacp neighbor B i HE RERAR KON EEKFRE ID FE -

<{froot>

FP4110-7-A(fxos)#

show | acp nei ghbor

Flags:

A - Device 1is 1in Active mode

port-channell5 neighbors
Partner's information

Port
Ethl/2

Partner
System ID

Partner
Port Number

32768,28-6f-7f-ec-59-800x103

LACP Partner
Port Priority
32768

Partner's information

Port
Ethl/3

Partner
System ID

32768,4-62-73-d2-65-0

LACP Partner
Port Priority
32768

ERRNBAUEFEERTRA :

Cat 3750-X

Partner
Oper Key
0x5

Partner
Port Number
0x12f

Partner
Oper Key
0x16

Age
419611

Age
419610

S - Device 1is sending Slow LACPDUs F - Device 1is sending Fast LACPDUs
P - Device is in Passive mode

Partner
Flags
FA

Partner
Port State
0x3d

Partner
Flags
SA

Partner
Port State
Oxd

Cat 3750-X



FRRT B

TF 2960 , FER EH (FlexStack)o

X F3750-X/3850% , 4% Efii & B (StackWise Plus),
*1F4500, 6500, 6800 , BEEFEAELURIRRLE(VSS),
3 FNexus 5K, 7KK , REEFHE % O B&E(VPC).
EHMBERT , FEF FXOS E#HEFE —WER .,

%= 3. FXOS % O @& & 7’

) 45

[ RRAE R

£ FXOS ¥ , iw ABEE K AL THERIRES

<#root>

FP4110-7-A(fxos)#

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)



M - Not in use. Min-Tinks not met

Group Port- Type Protocol Member Ports
Channel
15 Po15(SD) Eth LACP Eth1l/2(s) Eth1l/3(s)
48 Po48(SD) Eth NONE --
ER R m 2t
<#root>
Switch#

show et herchannel 5 summary

Group Port-channel Protocol Ports
—————— e e ettt
5 Po5(SD) LACP Gil/0/2(s) Gil/0/3(s)

FXOS LACPIT S & RAEMBURHERES -

<tfroot>

FP4110-7-A(fxos)#

show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 420839 452531 0 0 0 0 0
Ethernetl/3 420793 447409 O 0 0 0 0
FP4110-7-A(fxos)#
show | acp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
port-channell5
Ethernetl/2 421026 452537 0 0 0 0 0
Ethernetl/3 420981 447416 O 0 0 0 0

ERRIG , LACPHH SR E 2 ERE A ERERNBIES



<ffroot>

Switch#

show | acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 5

Gil/0/2 452539 420223 O 0 0 0 0
Gil/0/3 447232 415274 0 0 0 0 0
Switch#

show | acp 5 counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 5
Gil/0/2 452540 420223 O 0 0 0 0
Gil/0/3 447233 415274 O 0 0 0 0

BRARRE

EARHIF |, WBEET FXOS iwABEARDBELBHEIRE (FTD NA )

Overview BOIGEEGI==N |Logical Devices Security Engine Platform Settings

Network Module 1 Network Module 3
Network Module 2 : Empty 1 3 5
- ————— moe
CONSOLE  MGHT usg - E = D G
2 4 3 5 2 4 6
oo o
£ add |
Interface Type Admin Speed Operational Speed Application Admin Duplax Auto Negotiation Operation State Admin State
@ MGMT Management &0
« W Port-channelis data 1gbps 1gbps Full Duplex no failed &0
@ Ethernetl/z data 1gbps Full Duplex ne suspended
Ethernet1/3 data 1gbps Full Duplex ne suspended

BRRTT B

i BES BAEERE.

514, 8K Port-Channelf iz TR B R IR E A HIE R



®E (FTD) B 5 M AE—XREED (EEEBMALTETRES ) WEIWEOREFE. MRE
E—rtEERERREBEHEFEZ , M FMCUI &S RUTEE :

0 Health

1 warning 11 critical

@ Interface Status Interface Port-channel4. 50 is not receiving any packets
Interface Port-channel10.14" is not receiving any packets

EFTD CLI® |, ®&Eshow traffickii B H B R X E50 R A EE, Flin

Interface Port-channell0.14
INSIDE:
received (in 237938.740 secs):

2 packets 84 bytes

0 pkts/sec 0 bytes/sec
transmitted (in 237938.740 secs):

5 packets 140 bytes

0 pkts/sec 0 bytes/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

O B .

=61 5. FMC TR EHR : ESEUEERABEXEKE S HAmER

ZETIRRERN : SECESYIELZFRN ‘Port-channel V2O XE, REDHRINYWEEZHLR
\"name_if\"®y3# 0,

BUURE
X & Cisco Bug ID CSCvbiR ERHY B H 7\ M [a] F 15074
i O BIEE R B

RITDEEEM


https://tools.cisco.com/bugsearch/bug/CSCvb15074
https://tools.cisco.com/bugsearch/bug/CSCvb15074

=51 1. HA 8 FTD/ASA 1 &

BIREFZXRHF, RARKBRIGENRABERERNER , SEEFRARZ LNRERAE, NEEH
EMEEN TEE ASA 5 FTD &, FXFitkixits

D_ _______FTDorASAinHA FFR4IDD

Incorrect Port-Channel design

A

=4

I REREDR (SATRAM ) FFIER,

EAETAMNRO@EEIRITHOT ;

LR oYL P —

Correct Port-Channel design

RO 2. £FPH FTD/ASA

B AEBREEOROBESER BMEER ( Firepower ¥ &XFAME—ER ) . MRt A
EXRE A AXxX#n , ENMBEEONIBRIEARE T —NrAEE.



Bl , 33F FP9300 (2 MILFE, 6 M &) , BIERAAZEMTAAEE

A8

Data Port-Channel

FP9300
Unit-1
blade-1 blade-2 blade-1 blade-2 blade-3
— == — J
_— H My ~——
T— - ﬁf /L'mta Port-Channel

@ Pol (vPC1)
® Po2 (VPC2)
® rol0

Poll

M, EFRFEECCLERAENMNFOBEERSN K BEREXRR  TRANEESNMNRAN
BE, A, T Nexus , ENis ABEEE TR vPCo

FP9300
Unit-1

® Po11 (vPC10)
® Po12 (vPC20)
® Po48

B, XF FP41xx :



® Po1 (vPC1)
® Po2 (vPC2)
® Fo10
Po11

CCL :

® Poll(vPC10)
[ Po12(vPC20)

® FPo4s8

&4 3. ImABEE FXOS Lk

i O @B FXOS #FE LimdE, HRITAIRAIAT



FPR9300

G1/0/23 SW2

Poll O 125!'{'
/IS

G1/0/24
=4 4. IO BEZEE FXOS
WABEBEIFXOSHIAE, iRt RAIT :
INSIDE1 FPR9300 OUTSIDE1
SW1 103 e1/4 e1/7 61/0/23 SW2
il Inline Pair 1 £\ :_—:
Inline Set Pon( ) iz |
A ..q\.
e1/6 el/8 G1/0/24
INSIDE2 FTD ourtsipe2
N
EE  EE=NMFED | Firepoweri® & LR Bix QBE,
“iif OB E FXOS Lk 5% 0@iEsEE FXOSHI X 3
IhEE &F
um O BB TE FXOS ¥lFE Liw |, N
# (MIO) EATF FX0S 2.1.1 B iR
« SEAT FX0S 2.1.1.58 LA TR A
i 0@ E @I FXOSHLFE « £FXOS >=2.1.1.58%1< 2.3.1.3 L~ 2 /EMA
(MIO) ( B FCisco Bug ID CSCva00405 )
o AT FX0S 2.3.1.3 L LR



https://tools.cisco.com/bugsearch/bug/CSCva00405

Hir ZE M

LACP Fiali sk

FEERIRE (ASAZFTD ) B1ER T , Bi#ENexus L5 ALACP¥i2R &

=R EEE (FAQ)
| : SSPimA@E&IP»EEEEELE - EEMN ?

FXOS EA#MRSID M. XABMEZTF Nexus 7000/9000 L X F M AN EERT 2 HIEXN,
ERMEHIID  MRERAERE , PRAHRESRRNRFEEDERAIIHEHRTE. RE
EHEENSIIRT2ENRTRIILE , ARREENEH B R2NFRE. FeERAMmEport-
channelStECMPART , B E| L aTsEsR AV RR D ML EF RS BIH 6588 , B FSEFE L BI85

8] : WREEZZEIPort-Channel I R AW , 2 REMFLER ? FTDREEYIE§EIKIE 2w O
BE ?

MEFAROBEZOKRIEN<A , MiKOBEERLRXF, HOBERERSETIHE, M\FTD
WAEXE , WOBEESTRIAXA. Z—FE , LANEEFANER , ENIRYLER MR, F/H
LACP B , R4 ID A X ARV HIE MAC bt ; IR EARBHRET , I LACP R4

ID b XKEFE, MR LACP R4 ID KET{L , MEA EtherChannel 392137y , ¥ B HIM STP
WS, FAstack-mac persistent timerdy 35 &) X A XNV BE R EHEBMACH Ut RERE X

o

8] : FEF A S port-channel min-bundle 27 , LA i R port-channelF ) — MNERKHTFF |, Mport-
channeli7F , Br X B ITHERR,
LIETFE FXOS #lE LR ATH, EffRLRE , FRUBEENERRILEE lacp min-links 5 F

o

8] : A{ATIEIRLACPEUEE A ?
R4l 1. wOBEEBEIRER (FTD/ASA) LimiE

o U OBEERR EENFER S (FXOS) i,
« TEENRBRS (FXOS) MM ARFSR S (FTD/ASA) 3Rk LACP HIEE ( AOHEA ),



612 B IFTDR Iw O iBiE — FTDIEZEOIBB RN NEE :

inline-set setl
short fail-open down
interface-pair INSIDE OUTSIDE
|
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
|
interface Ethernetl/3
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted

LACP Ethertype is 0x8809 (dec 34825):
firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP
1: 21:15:00.403131 2894.0f57.271d 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ec00 0016 8000
0223 3d00 0000 0214 8000 0017 dfdé6 ec00
0015 8000 0222 3d00 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000

R4 3. IwOBEZFE FTD - FTD # 0% 7 bridge-group #E 3 :

interface Ethernetl/2
bridge-group 1
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
I
interface Ethernetl/3
bridge-group 1
nameif OUTSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
I
interface BVI1
ip address 192.168.201.134 255.255.255.0

firepower# capture CAP interface INSIDE ethernet-type 34825
firepower# show capture CAP



1 packet captured
1: 21:21:29.731987 2894.0f57.271c 0180.c200.0002 0x8809 Length: 124 <-- LACP packet

0101 0114 8000 0017 dfd6 ecO00 0015 8000
0222 7d00 0000 0214 0000 0000 0000 0000
0000 0000 0000 0000 0000 0310 8000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000 0000
1 packet shown

i@ : 0] M BN O 38 EIPort-Channel?

HEEFELPEQD (MW), BEFRAME, NENMNEOTBIWOBES , ME5ZENMEOM
INBEB2EZEUEXREK, t|BROBER , FENHEEREENSHE BN G OBEXE , 4
WINAT, B&H. VPNE, XIF FTD , HXiHBEN Y :

Bl & EtherChannel

X F ASA ®R%E , HXREFR A
65 7 A B9 3% O e 0 N TSR B EtherChannel 2 01

& : WAEFTDS 0] A M (HA) 8% % 2R Port-Channel?

WEEZFELPED (MW), BEERAM, SHAFK HA ARTEFEE, TN HAXNF | #F
s O@EEERN HA 858, X0 -
1£ Firepower 8% FEE FTD S A4

[@] : FirepowerSASA— R E Rin D BETF, ¥EEORSKA

iX 5Cisco Bug ID CSCvp033541f 2%

[ . AFMC LW iR DBEIDIEFRMAAEER ? RESME ALK A A TE ?

T, XHITEE, 7L OFrAER T OiEE ID,

[ HiRAOBESETFT , REFEXEA/FZAMACRITIERE ?


https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_85AADF58FE204A7C85ADB6A0D7724FE6
https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/regular_firewall_interfaces_for_firepower_threat_defense.html#task_85AADF58FE204A7C85ADB6A0D7724FE6
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889
https://www.cisco.com/c/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/interface_start.html#pgfId-1383889
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212699-configure-ftd-high-availability-on-firep.html#anc9
https://tools.cisco.com/bugsearch/bug/CSCvp03354
https://tools.cisco.com/bugsearch/bug/CSCvp03354

MR EERAEX (ZXHPE ) TEAROBE  AEEASTRAMEHA)KRE  NENENEEE
RIZAMAC, WEWNHFHXIEMiEOEE , EERATEMA HA RE,

i8] : fESHELEPort-Channel {93 0 5 R RV ER 2

BRI(FXOS 2.13.x) , "X #FLINEE, BXEZHMAEE , BEF KM FXOS BLEHEM.

Al : BERERFXOSis A BENBEEE?

BBI(FX0S 2.13x) , AX#FILIhEE, BXRESZSHMAEER , BFEBFHN FXOS BEEEE.

[ BE A SRR QBE P EE K R # O RN K/ EBE (min-links) , LAER iR QBB KRN BEPRS
?

BREI(FXOS 2.13.x) , TX#F L IheE, BXREZFMER , BEF RN FXOS BEIEM.

HXER

- FXOS FlE{EmM

« FMC/FTD Bl E15F

o EEFNEHMIEE LI EtherChannel
- HIFEEIEEH EtherChannel



https://www.cisco.com/c/zh_cn/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-4100-series/products-installation-and-configuration-guides-list.html
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/interface-echannel.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/cli-config/b_CLI_ConfigGuide_FXOS_201/logical_devices.html
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