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Pre-6.3 (e.g. 6.2.3) Post-6.3

Mew Netwark Object L
New Network Objects
Marren: haatl
MNarme: |I Descriphion:

Description:

Beptmni: L He 0 Rangs L hatwork

-h-lﬂ'ﬁ!-h“

Ntec
Wi L1 i FOEN relwerk blels in boiedd and preliber nobes oy
Laksp:! | Rtscive within 1w and [Pe6 w

Errors and Warnings for Requested Deploymeant x
Errors in the policy must be resolved before you can procesd with deployment.

“ Errer 10.108.17 AC1 #Access Control Policy
.86 rulel: This rule contadng the following FQDN objedts:
fgdnDestination, igdnSource. FQDN objects are supported anly on
Firepower Thraat Defense devices running st lasst version 8.3,

o BEA, RBEIEFlexConfigEt EDNSX R , M HIAUTES -

Errors and Warnings for Requested Deployment b
One or more selected devices have warnings. You can still proceed with deployment.

(i, Waming  10.10.0.14 fe-01 Flex Config Policy
2-FTD fe-01: FlexConfig objects Default_DNS_Configure_Copy are not
allowed to be selected because this functionality is natively
configurable via FMC.

fr=01: FlewCnnfin nhiects trn bwvnass are nnt allowed to be




FMC

HIFQDMN-ID 1... N
(HIFQDN-ID 11... N

(Hn)EQDM-ID 21... ¥

R —EER

DNS###7 ( DNSZIIP ) & 4E1ELINA,
LINAER S F R EHBUERED,
ETHNERE | RS MLINAKIEE]snort,
FQDNH NI TS T AR EFTE,

BLE DR

HBR1.BELEDNSERSFBREAN R,

PMew ONS Server Growp Ohoect
P Do _Temt
(= e S i OO L

T .

dage § - 30 Snceendy
L EEY b ]

g & - 38
EAG Barvery 1723120010

M fip el o [Pl ot VBl BERERL (87 et W b (O R B e

e L

« DNSHRSFESA B M TEEBII 63N FFF.




- EZEHIHED  IREHEHERERPHLTNRE—WN. REATLURRNSESEHFA T EETN
T RBHAIRZR,

o B (k) ATHMMBIEELRENENRE,

« BRiAMYRetriesMTimeoutE B &%,

* Retries — REe R R AS EXDNSIRST 25 5 RAVAE ( MOFI10 ) o BRINMER 26

* Timeout — % —MNEAEET — NDNSIRSR/ZAELTN P (12130 ) o FRIARTEN
2 W, BRREERRSRIIRN , LENEXNME,

« MAEMANARDNSEES . XA UZIPVAZEIPVeER |, LUES 5 FRIE.
- DNSHR% 254 B T 47 EPlatform Settings BB — M HRZMEOFT R,
« &3#REST API for DNS Server Group object CRUD,

HIR2.EEDNS ( FHRRE )

GNME

(AIE ) ERBHKE ITRSRMEWITEIERE (A DN EN ) -

B B T A BR L BUE B fE EL A 77 A (B (TTL) ZIHA /5 MDNSE # 3k il Bk B A ATF QDN R 1P ith 31k Y B+
RIFRE. MIBRSFEAFEEMFWER , RIMERRSEMZE CNREAR, WREXRLTET
TTL.

Rt SRETEER B RS , B EE |, REGEADNSIRSBRUBTEMBZNREASRENXR



HIFQDN, FOQDN&ER A ITETERT @M IPSRE NTTLS Bt BT , LEREENH,

o (AE ) NTASIRFIERMBENZEONR , RAEFHEFRINESelected Interface Objects?l 3k
, AR LUES Pk O 5 RIDNS RS 85

Xt FFirepower B Br16.3.018 % , MR AKEREMED , HEZHA P WIEOHITDONSER , I
DNSH#TFEN 2212 WiiE O W E[E O # 1T ( B Adnsdomain-lookup anyii® ) o

WMRAEEEMED , FERELHED LSADNSER , NFTDREABERBRKBEERED,
WMERBEI , NEAEERBER.

( AI3% ) 1% #Enable DNS Lookup via the diagnostic interface also& % 4E,

WMEF A , Firepower s i Bh 1 68 F AT & 138 32 O 012 W3 O ITTDNS 4T, 1555 &£ Devices >
Device Management > edit device > Interfaces U £ 7 12 Wi O & B 1P it

SER3BENRMEFQDN

E MBS K (Objects)>Xf R E I (Object Management) , FH1E M & XS R AIEFEFQDNIED,

Edit Network Object

Hame: obj-talesnteligence. com

Description:

Metworks Host Range Hetwork = FQDN

talesntalbgancs, coam

i roate:

You can use FODN network objects in access and prefilter rules only

Lookup: Respbee within [Fed and 18vE w

Allers Crierrides:

« FAFRIZFQDNXY At 4 321 M —ID,
« HIDMFMCHEZEZILINAFISnort,
« FELINAF | ILIDEX RXEX,



« TEsnortd |, LLIDSEEZIT REY U5 B2 HIHL AR K BX

HPR4. 022175 R 2 HI AL

{5 A i BRI FQDNXY R 0 2 ML 20 8 KB

e R Y & rmmad [ ———

m VLA T Uy Applisiess Pl UBLE  SOT/TH Amwiedes Iapaen  Lapping  Coswsasty
FE——— ] [FE—— e
[y [ ——

e
B el i 1RE T P
B, B gt BT

msuummum.x WTTP Responses  Logging  Advanced

8 fitee by Dvice | Show Rube Conflcts 41 | 0 A4 Categery | (0 Ade iy | Searcr R

FooN-ACL  trmide 4 Datzide B by st gente tsm . : K pinck

Anoess Contnl: Black AN Tratie v[l

AR EUGRERIREE P EBEFQDNN RET , FREFQDNEEHTHY SE — 3Ll

10E
EAKEHS THERBESERET.

« XRIBFQDNZBIHFTDHIREE :

aleescob# show run dns
DNS server-group DefaultDNS

« XRFQDNEPERMEE :



aleescob# show run dns
dns domain-lookup wan_1557
DNS server-group DNS_Test
retries 3
timeout 5
name-server 172.31.200.100
domain-name aleescob.cisco.com
DNS server-group DefaultDNS
dns-group DNS_Test

« UTRFODNNRELINARHERAR :

object network obj-talosintelligence.com
fgdn talosintelligence.com id 268434436

. MEBEEEBFQDN , NX2FQDNFREIFIRELINAFHE RE :

access-1ist CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL
access-1ist CSM_FW_ACL_ advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.col

« Snort(ngfw.rules) FRIERINT :

# Start of AC rule.
268434437 deny 1 any any 2 any any any any (log dcforward flowstart) (dstfqdn 268434436)
# End rule 268434437

AR EWF RSP, BTFQDNNRATEHR , EIFES Hdstfqdn,

« fRi&EHshow dnsFishow fqdnip © , &4 K I i%ITHEE B FF 44 i Mrtallosintelligence Y IP:

aleescob# show dns
Name: talosintelligence.com

Address: 2001:DB8::6810:1b36 TTL 00:05:43
Address: 2001:DB8::6810:1c36 TTL 00:05:43
Address: 2001:DB8::6810:1d36 TTL 00:05:43
Address: 2001:DB8::6810:1a36 TTL 00:05:43
Address: 2001:DB8::6810:1936 TTL 00:05:43
Address: 192.168.27.54 TTL 00:05:43
Address: 192.168.29.54 TTL 00:05:43

Address: 192.168.28.54 TTL 00:05:43



Address:
Address:

192.168.26.54
192.168.25.54

TTL 00:05:43
TTL 00:05:43

aleescob# show fqdn
FQDN IP Table:

ip = 2001:DB8::6810:1b36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 2001:DB8::6810:1c36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 2001:DB8::6810:1d36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 2001:DB8::6810:1a36, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 2001:DB8::6810:1936, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.27.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.29.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.28.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.26.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

ip = 192.168.25.54, object = obj-talosintelligence.com, domain = talosintelligence.com
FQDN-ID = 268434436

FQDN ID Detail:

FQDN-ID = 268434436, object = obj-talosintelligence.com, domain = talosintelligence.com
ip = 2001:DB8::6810:1b36, 2001:DB8::6810:1c36, 2001:DB8::6810:1d36, 2001:DB8::6810:1a36, 2001:D

o WMREELINAFIEFshow access-list , BREZRNBNENT G P I NNYT EBS%E

firepower# show access-Tlist

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

object obj-talosintel
talosintelligenc

fqdn
host
host
host
host
host
host
host
host
host
host

2001:DBS8:
2001:DBS8:
2001:DBS8:
2001:DBS8:
2001:DBS8:
192.168.27
192.168.29.54
192.168.28
192.168.26.54
192.168.25

:6810:1
:6810:1
:6810:1
:6810:1
:6810:1

.54

.54

.54



- WMEFTTR , Xtalosintelligence.comit{TpingiREXK , E R 58] %R AP FEFQDNAY THE I,
FTDFEIEICMPEIEE/E , DNSHMTRKIE TEMA.

intelligence.com [192.168.27.54) with 32
L} 8

« MLINAXY BART R X R ICMPEIE 29 6 P it 2K

» 192.168.27

4. Received

54

zintelligence .con

4 {108: lossd,

bytes

datacz

access-1ist CSM_FW_ACL_ 1ine 10 advanced deny 1ip ifc lan_v1556 any ifc wan_1557 object

aleescob# show cap in 13 packets captured 1:18:03:41.558915 192.168.56.132 > 172.31.200.100

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine
Tine

10
10
10
10
10
10
10
10
10
10
10

advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced
advanced

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

« ICMPEREAOEOEBRAZTESR

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556
Tan_v1556

any
any
any
any
any
any
any
any
any
any
any

ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc
ifc

wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557
wan_1557

fqdn
host
host
host
host
host
host
host
host
host
host

icmp:192.168.56.132 udpim 059396 unreachable 2:18:04:12.322126 192.168.56.132 >
172.31.4.161 icmp:[E Ri1E3K 3:18:04:12.479162 172.31.4.161 > 192.168.56.132 icmp: M &
4:18:04:13.309966 192.168.56.132 > 172.31.4.161 icmp:[E Ri1E3K5:18:04:13.462149
172.31.4.161 > 192.168.56.132 icmp: N &6:18:04:14.308425 192.168.56.132 > 172.31.4.161

icmp:EI R 53R 7:18:04:14.475424 172.31.4.161> 192.168.56.132 icmp: M &58:18:04:15.306823

obj-talosintelTi
talosintelligenc

2001:DBS8:
2001:DBS8:
2001:DBS8:
2001:DBS8:
2001:DBS8:
192.168.27.54
192.168.29.54
192.168.28.54
192.168.26.54
192.168.25.54

:6810:1
:6810:1
:6810:1
:6810:1
:6810:1

192.168.56.132 > 172.31.4.161 icmp:[E M i55K9:18:04:15.463339 172.31.4.161 > 192.168.56.132
icmp:[El M M 2&10:18:04:25.713662 192.168.56.132 > 192.168.27.54 icmp:[E M iF R
11:18:04:30.704232 192.168.56.132 > 192.168.27.54 icmp:[El p 53K 12:18:04:35.711480
192.168.56.132 > 192.168.27.54 icmp:E R iE 3K 13:18:04:40.707528 192.168.56.132 >
192.168.27.54 icmp:echo request aleescob# sho cap asp |#£192.168.27.54 162

: 18:04:25.713799 192.168.56.132 > 192.168.27.54 icmp:[El M 153K 165:18:04:30.704355
192.168.56.132 > 192.168.27.54 icmp: B R &R 168:18:04:35.711556 192.168.56.132 >
192.168.27.54 icmp:[El S 1E3R 176:18:04:40.707589 192.168.56.132 > 192.168.27.54 icmp:[Eli%E

SN
o



« UTREBERERUTICMPEREE2Z—MNAR :

aleescob# sho cap in packet-number 10 trace
13 packets captured

10: 18:04:25.713662 192.168.56.132 > 192.168.27.54 1icmp: echo request
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.57.254 using egress ifc wan_1557

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip ifc lan_v1556 any ifc wan_1557 object obj-talosintelligence.col
access-1list CSM_FW_ACL_ remark rule-id 268434437: ACCESS POLICY: Aleescob_ACP - Mandatory

access-1list CSM_FW_ACL_ remark rule-id 268434437: L4 RULE: FQDN-ACL

Additional Information:

Result:

input-interface: lan_v1556

input-status: up

input-Tine-status: up

output-interface: wan_1557

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

o FNSR TG AR HIH N YR IE R Allow , NIX Zsystem support firewall-engine-debug iy % H 7R 45l



> system support firewall-engine-debug

Please specify an IP protocol: icmp

Please specify a client IP address: 192.168.56.132
Please specify a server IP address:

Monitoring firewall engine debug messages

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 new firewall session

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 DAQ returned DST FQDN ID: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Starting with minimum 2, 'FQDN-ACL', and SrcZone first wi
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 Match found for FQDN id: 268434436

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 match rule order 2, 'FQDN-ACL', action Allow
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 MidRecovery data sent for rule id: 268434437,rule_action:
192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 allow action

192.168.56.132-8 > 192.168.29.54-0 1 AS 1 I 0 deleting firewall session

« HFQDNHBE N FTIE R (Fastpath) I — & 2 & , ERENgWHRIE RGN, M

iab_mode Off

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used from the matched rule id.
268434439 fastpath any any any any any any any any (log dcforward both) (tunnel -1)
268434438 allow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268434438 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268434438 allow any any any any any any any 47 (tunnel -1)

268434438 allow any any any any any any any 41 (tunnel -1)

268434438 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

* MLINAWY S ENRRBIFEIRE :

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced trust ip any object obj-talosintelligence.com rule-id 268434439 event-
access-1list CSM_FW_ACL_ remark rule-id 268434439: PREFILTER POLICY: Prefilter-1

access-1list CSM_FW_ACL_ remark rule-id 268434439: RULE: FQDN_Prefilter

Additional Information:

HUEHEER

1. MFMCHEL &



- BIFRBENDNSRSFH/IRERBEEER.
- WIFSERE K,

2. EFTDLHERE

« 121Tshow dns#Hlshow access-listAEE =& EEHFQDNMACH N R B 2RI
« J21Tshow run object network , HFi2 TEXNRKBHID ( Hltn , XRTIR ) o

« iz {Tshow fqdn id XA ZEFQDNRE B [ER T NIRIP,

« BWiEngfw.rulesX 4R & EBLFQDN ID X#ERRHACH N,

« = {Tsystem support firewall-engine-debug # # & Snort¥|

WEEFMC R FE HERBR ST 4+

FTENFIE B EBMMFMCHIEHERRFINE., EMNFMCREMEEERZE , HMFMC GUIZTHFEHE
Bro &M , MFMC Linuxi2 REFIZ1Tsf_troubleshoot.pl, ZREELZIRAE | iHEBRFARZFH O
(TAC)IRRFMCHBEHEBRFIRE -

FMCH®&
A& B /AE BRY

/opt/CSCOpx/MDC/Tog/operation/vmsshareddsvcs.log  |[FrEAPIE B

/var/opt/CSCOpx/MDC/Tog/operation/usmsharedsvcs. log|Ff & APIiE

/opt/CSCOpx/MDC/1og/operation/vmsbesvcs. Tog CLIERBZE
/opt/CSCOpx/MDC/tomcat/Togs/stdout. Tog TomcatB &
/var/log/mojo.log Mojo B &

CSMFDCZ B FYRESTREAY




/var/log/CSMAgent.log

/var/log/action_queue.log DCE’J;r 'VIEMEU &
FILRE/ B IRER
LA RFQDNFIDNSIRSERAN RFDNSIEEMNUIR E RV IR/ B S

HiRES = iR

v —— ] ArRERENEn TRAREE
EHALEHTH. BHLAATRRTULT L, 25| FRNZREHE.
AURFEHEFFERN , U UREHRFR. (. _. +. )

B Invalid default domain value ] N %\aju'{"fﬁiuﬁﬁ)ﬁ JL.
B T iR
SIABL BT 5.
Errors and Warnings for Requested Deployment
REQBETHP
Severity Davice  Policy [eetails
o datrstings  |APeAmEEm 0 ONS
PRTEER. g mmcLEmg
HF632EHRE |

£ ¥ A& & “mzafeiro_Platform_Settings” & I DNSI£#F : o
Euﬂﬁomiﬁﬁ,m@ﬁ%E&ﬁRﬁAE%ﬁﬁ PR ED,
AEx4%E

. Errors and Warnings for Requested Deployment

One or more selected devices have warnings. You can still proceed with deployment. %%m)ﬁ

| Severity  Device Policy Details AP EEEFEEME DNS

Warning banfouga PS H?IWPFSett:ng-s P O#TEER,
';'_':'r.';:_j\_r;tl..- .f I'rf; '.':I-E“tlc-:rIEIILﬂ;.::.::.IS SRS X;J. 3:6 2 31&% HE%%%éHCLIZ:;EE
24 Ko

£ F A1% B “mzafeiro_Platform_Settings”# 5k I DNSiE




EONR, MAHKSE , NFBRRNAEMTEFDNSH
DNSHRSS 254

BPE KK

TERRACER BE/TUT B 2R R 2 A RSP EFAIFQDNEY |, AR R £ IR |, H EEREFMC Ul

© Deployments || ¥ Health | Tasks

(2total) | Orur 1 success 0 f 1 failure Show History

Global § INDIA Y BANGALORE

0 10.10.18.68 Deployment failed due to failure collecting policies Ds
and objects, If problem persists after retrying,
contact Cisco TAC.

BUHEIRS R

NTFF BEXH - /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

QREWIEHE , RKOUT :

“BLERINZ TR, TR %Z[DeviceNames] L i & #Y M 24 [NetworksContainingFQDN] 5| FFQDN"

B IWHVIRE



RIFER— AP HENERESCERBEESESFQDNN RHWFQDNRA |, HEMBRIX X REEH=
HIPE,

a) B 15K Bk

by2ERAFACEMIFQDNN T BE
& BBUEHFQDN
RETLUBEFTD CLIERTF—% :

> show dns INFO & B EHFQDN

ENAEREfqdnBINR2E , T2BHEDNS, NAXNRE , FE R E =,

|B] B R S

8] 6 FAFQDN#Y Packet Tracer 2 HEBR R ERY A RN XD 2
A &, B LAffqdnit B S packet-tracer— £ £ A

B :FQDNH N 2 X BH# — IR IRSEFHYIPHb L ?

A BURTDNSIHNHTTLE. TTLEZIHEE , SEAMWDNSE BB X HEMMFQDN,

X EURTDNSHRFSESELE F E LB Poll TimerE . HiHWDNSITATES T HASARATEVIPS B 1Y
TTLSHRY ( AERIE R A ) , 2EHBHTFQDNAMN,

B]:X 2 EEATHRIADNS?
A : BHIDNSH LA E4E1E1T , RN LEThAEEFMC/FTD L {EAADNSE F iz 1T , 3ADNSE B 7=
DNSHARSS 28 o

[F:TTL DNSEEREHRH ?
A : INRDNSIENEEO0 TTL , MFTDIRELAME0W . EXMERT , TTLEE2DH60R,

F:E L, BIAER T , FTDFHRERINECOR ?
A R IR A AEDNSERSS 238 EE AR R B TR 2R IREBE R TTL,



7] & WA S4EFEDNSHI R R B 4E ? 6l a0 , DNSARS 28 AT LAUR IR #th 3B (v B 17 i R F Rt T RIA 1P
i, 2E A LIERFQDNHFTEIPH4E ? & Unix EHIdigia =g ?
A: =2, NRFQDNEEB AT SN Ptk , NIFFAE L HIEZRE , ACHN MR T E.

A=A TR SEMEED , EREAHEER 2GS HENTS ?
A XRBEIFlexfit BRI PreviewEl BT — &2, MR E2LFE , {E=27EFlex ConfigR g H
Bl TS, BANMTXFEBYE  FHEEERM.

[B:FTD LBy O B T 4TDNSZE K 2
A ERUEREN. YAREEEMAEOR , FIDENFAEmBIEOYEADNSERK,

B FNEENGFWR B LM ITE S HDNSEEHT MFQDN IP##: | BIfEX T EEMHEFQDNI REY
FTE R ENGFWEL N A B[R A 5 7] SR BE ?
A : Yes.

B): 2B A LUEBRDNSE 77 , SAMEXFQDN ACL#E 1T FEHERR ?
A AL BAE[LAEIR & E#{Tclear dnsHlclear dns-hosts cache®i o

(5] :{A Bf fit & FQDNFEAT 2
A : ZFQDNN REBBHEACKEEFE , 2 REFQDNEET,

[ A A MUBERENERNERE ?
A Yes INREHMEFEHIPHbU , MALUERE , EMACLIWABEXRE , REXENGT S, Bl

, f£ M clear dns host agni.tejas.com@i © , AIAEAXEFhostZENEVBEREN LWESEF |, Mdns
host agni.tejas.com,

B 2B LAEABEB SR , 20*.microsoft.com?
A: B, FODNATUBERFZBHARMNER, APEZFRERFE. HENEFEH.

A MEMBERXREFERANNT , MARESE —XHERERANIT ? MRENTTLRE (T
ACYrixETH, REREBRHMEAER ) K REXERFELIPHL ?
A : BPEACKBEEM AT AMEMN . BEFETTLAEZE , SIT2MEH T,

8] 2 & 1T X 8EH 4L B Microsoft Office 365z IP#b ik (XML) %15k ?
A : BEITXFFILIhEE,

[B]: SSLE B R B R HFQDN?
A ERTES ( BHRE6.3.0) . [NACKBEHIRMEF B FrM % ZFEFQDNI R,

B RAEBEMHAE BEAMAREEEXREBTHFQDNAER ? FILILINARS B Eo
A : BHEBRIFE B FrHIFQDNBFE |, & AT LUE A system support trace@i T RERE REEEZH
FQDN ID, & LALLBRIZID#ITHERERR, BEATAB A RS BEHEET746015,746016 A BRER



FQDN dnsf&#75&30 .

&% 2 EEA D BTHIPIEERERPICRFQDN?
A : EHERREEBFRAIFQDNREE | #&89] LAE A system support trace@ v , HHRERE RHEFEESH
FQDN ID, &AL LB ZIDH 1T HEHERR . TR REFMC LW EHEF SRR REFQDNAE,

[F:FQDNA N ThEER AT L ER R ?

A: MRELEFERIPH AR BHR EERAFQDNAN (Fl40 : TTLRIF A A ENEERMARSSSR) , T
B ATRER A BTN B EFTD DNSEF IR AP, itk , EEACPHNANER., BIAMERT
, FTDZE M\DNSHI R W ZI M TTLRI Bt R Eat L8104 , BEFRERENT., EXEERT , &
BN ERARES WERRFIURLIT IR,
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AHEEBEITISHINE.,
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