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EFirepowerfVAH 2B AIBEZ 7R 8, BXFirepower¥ &R MHE B AR IE 0 HatHiERE N E
HBRNENERE SRR E,

A BFirepower B IR R B LRV E LI B , BIARREE AL,
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. T RESnortREHE) , BEXE HXxFIESnortV{E L , iF 15 A https://www.snort.org/

AR IR B EHERR
EHBRE TERUAERRIKER (XFTD)
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SIZRFHATE | BERAZET SnotW AT THERE, XN TEERRREREMREMARERKE
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https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/214572-firepower-data-path-troubleshooting-ove.html
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ohp") returned 0

TE , snortR ARVIRIECMBER. ZsnotBMBIEFE , ZREXFLHRIAREE | UEBEFR
Eﬂ,\ﬂﬂﬁﬁ’ﬂo

SnortBEBHITEFBRENERERZARKEEH B A T “Drop when Inline” &I, X A[1E AR KA
BEXAHRIE, EFirepowerBEBHAAONFMC)F , SIEER>THREE> AR , AR RHHEXKEES
B REER.

Policy Information

Name My Intrusion Policy
Description
Drop when Inline (V]
Inline * Source IP * Destination Source Port / % Destination Port / * Message *
Result 1P ICMP Type ICMP Code
.11 192.168.62.69 iSI,[] 173.37.145.84 38494 / tcp 80 (http) / tcp POLICY-OTHER PHP uri taq injection attempt (1:23111:10)

.;J 192.168.62.69 éﬂ 173.37.145.84 3B488 /[ tcp 80 (http) / tcp POLICY-OTHER PHP uri taq injection attempt (1:23111:10)

Drop when Inline disabled = “Would have dropped” Inline Result

Drop when Inline enabled = “Dropped” Inline Result

WERE M “Drop When Inline” , Msnot "BEHFEMHEE , BEENMEKEAREHF L Woul Have
Dropped”#J R BX4 %Zitﬂg“?ﬁo

ZA“Drop When Inline”f5 , BREHHE RHEFHEXREXENRE,



0-192.168
-80- 192.168

BEARK RPN

SnortAI LEARE , MAFARBHRESFMC (BREF ), XUTBSREMNFIKRKH, 17T
RIERBEARKEIEE TEMDIH , TUEFRRELTFINS , TR,

nort_suppression.conf

|nlr’L15|onfBBacdf32-eS1a-11e6 b866-dd9e65¢c01d56/snort_suppression.conf:suppress gen_id 1, sig_id 23111

$ grep Name intrusion/snort.conf.68acdfa2-e31a-11e6-b866-dd9e65c01d56
# Name My Intrusion Policy

FER , B My Intrusion Policy’ I AMERIEZ 2 1:231 11 AN AYHIHE, Rt , AT LA | RE
AUERH , MAXREFMNEN. SRBREXABRFIRTEANS —IMRRE , RRNENERREN
=8

EMBRIDE , ATLAE AR RSN E PLEAERIAN . X[ ERIDHIRTED , 20T ATRo



Edit Policy: My Intrusion Policy

Policy Information

Filter by rule SID

Rules Rul Filter: [s10:"231117
Firepower Rec Eitla Coniant. 0 selected rules of 1
Message —
Advanced Seftings -y T - - G
S0 Rule State Event Filtering Dynamic State Alerting Comments
& Policy Layers &b —
® Reference 1 231 POLICY-OTHER PHP uri tag injection attempt
@ Action
@ protocol
@ Direction
Source IP
Destination 1P ———————
Hide detalls |
Source port I
Destination part (1:23111) POLICY-OTHER PHP uri tag injection attempt
@ Rule Overhead
Metadata Summary This event is generated when an attempt is made to exploit a known vulnerability in web gateway.
Rule State X Drop and Generate Events
Base Policy
Firepower Recommendation
Rule Overhead =
® Thresholds (0)
. Delete
© Suppressions (1)

Rule

Suppression

 Delete [

IR B ARKR

MRBEAREBEANEZZTRE , NETH

ERHLEERMARE , BUFFEZRZAN, FR

FREEZASAAMNBER T EFHARKE , RAFLLETMAEKRE BIRENNRE,

TEREX NIRRT AR KN ERE KB (Policies)>“V A ##l”(Access Control)>“ A&

”(Intrusion) ).

Create Intrusion Policy

Policy Information

Description \

Drop when Inline

Name * | Targeted disabled rules

Base Policy | My Intrusion Policy

* Required

e Use your custom policy as base policy

pr— _
[ create policy|| create and Edit Policy | cancel |
——

Create and edit
policy and set
rule state(s)

| Fiter: [sID:"231117

= v A4 (TR (VR [k ]
— Rule State Event Filtering Dynamic State Alerting Comments
Generate Events

Drop and Generate Events [CY-OTHER PHP uri tag injection attempt

Disable

BB ARKRE G , IRV AR B RSN o E R, ZAN SN U R RSB ARKEE

FHRENMEXEN,



Editing Rule - Targeted IPS inspection
Name Targeted IPS inspection Enabled Move
Action | o Allow A " o L
Ta r’get ;muum Tags Users Applications Ports URLs  SGT/ISE Attributes m Logging Comments
source hosts Use — | femese
targeted Targeted disabled rules " Default Set
policy File Policy
Jg file v | &
Save Cancel
4 Targeted IPS inspection s = 62_ne o Al 1Be &8
5 inspect it all n n Y ¥ " ¥ n o Allow 1o & B
Y- |
R B AR
ENRFGERARBHRBON. BITTFRBEGIZA , TARENT LI,
1EARBHANRAEB T , REAXEHNEIRE
2.5 HiDownload Packets( T & B#EZ) LAIRERSnort#E i & A REH IR BIES.
SEBBIUHRSIFHNAMNEN , REETANXE , EEANEEZNHMAREE,
- Time * Priority ¥  Impact ¥ Inline ¥ SourceIP X Destination *  Source Port/ %  DestinationPort/ ¥  Message X
Result pid ICMP Type ICMP Code
3 2017-06-05 13:23:57  high 2 ¥ igh192.168.62.69 gl 10.83.180.17 49080/ tep 80 (http) / tep T e Mabla lnjection 1:31978:
E 1 jofl Displaying row 1 of 1 rows pan In Context Exprer
View Copy Delete Review l Download Packets I LT T T T
View All Copy All Delate All Review All Download gl Packets Editrule
Generate Events
Drop and Generate Events
Disable Rule
1) Check this box on event(s) of interest L
2) Click ’Download Packets”  scuce

U RAER ERREIPEIANBINEE, T ARTFEMFMCT B H B HE 2HIR(PCAP) AT 1t
F AT I RN EB 0 LAREAR B R

alert tcp SEXTERNAL_NET any -> $HOME_NET $HTTP_PORTS \

(msg : “OS-OTHER Bash CGIIMEF &5F A %"\

flow:to_server;established;\

AZ : "({"fast_pattern:only;http_header;\

TR : policybalanced-ipsdrop. policy max-detect-ipsdrop. policy security-ipsdrop. ruleset
community, service http;\

2% : cve, 2014-6271,;2% : cve , 2014-6277;3% : cve , 2014-6278,;2% : cve , 2014-7169;\
classtype:attemptedadmin;\

sid:31978;#&1T hix5;)



KRG, TURRBRXENBESIRATONIE , AEBRERETN SR RIN TE,

1RERECENIFRZSIFN, ESERNIntrusion Eventsit I+ 5I# —EB 25 K 2o
2.ERE LR BRZEFHANFERANTESE, RE , TEXIR(Objects)>% REE"(Object
Management)>“3 B #£"(Variable Sets) FEEERE

3HRPCAPM A IPH it ST B ICHE(EAFIH , TEESEXTERNAL_NETEE FH EHERET
‘FBEHESHOME_NETZERE B H K EH)

AFIFR , TREEEBRTELEEE, HTHERRE , SnotT2BRTEN R, B2 , EASZH
ERT , ATAROHRIR | R EAflow:establishedfit K FIFN] |, M &FEREALZAN I EILH

, EttfEsnort | FRIGIF I AT R EE T BMPCAPI 4, BEF#IEMEME TN RRATEEEH
o8

5.3 FRSFhttp , IFEFWireshark PHIPCAPXH , EFEHRBXUTHTTPRE, WRENENE
AMELRDM , HEECURIBERZNAHTTP , NS BURSELE LT,

ZEIXLER , AIUUMFMCTEHIBIEZ A LAEWiresharkF it —F&EEF, AILLIF{EPCAPI 4L
BEMENEHRBRNRR.

content:"() {"; fast_pattern:only; http_header;

HTTP/1.8 208 OK
| Accept-Ranges: bytes
Cache-Control: max-age=3600
Content-Type: text/javascript
Date: Mon, 16 Jan 2017 ©1:15:10 GMT
Expires: Mon, 16 Jan 2017 ©2:15:10 GMT
Last-Modified: Mon, 16 Jan 2017 ©0:42:30 GMT
P3P: CP="NOI DSP COR LAW CURa DEVa TAIa PSAa PSDa OUR BUS UNI COM NAV"
Server: ECS (kix/B7D4)

X=Cache: MIT Open pcap in wireshark

Content-Length: 29127

Age: 97 Right click > Follow >
content match is present X-Cache: HIT from mcache TCP Stream

but it is not in the X-Cache-Lookup: HIT from mcache:8088@
http_header (bug) via: 1.@ mcache (squid/3.1.10)
—~Lonnection: keep-alive

(function() {

if (window["ACE3_AdRequest"]) {
return;

}

ALEADT A ab ol Th oobsl . o

F£EEG , MU EHREFETFTPCAPXH — "0

BR , ZANEENERESZHHTTPIRL — http_headerF AR

EARHF , AREHTTPEXHEKE, EHit , XRiRK. B2 , NNBENEZENL LH , EFRIR
o FMNIER  FXFERTLESRH, WROITTEEEESISnort Bug , S 3 Snort M EHXEE,
X E K& SnortE iz #1125l T http_headers.

EXMERT , BUURERZZTHIREADEZEFET[ASnort/IPSEIZHNINEREIR , MREE

, AT BRI R AR FHR(TAC)HIRH, ZFEURFE , FEZBNEHR , RN ENA
AZERESnortdI{AH A ZRS , MENBBEIT AT Ko

RENIERTRS

TEERTE-AREHNBEI DN, et , EHNEEEEHR , RNABHIEREHTTPIR
K,



content:"() {"; fast_pattern:only; http_header;

GET / HTTP/1.1

Host: 10.83.180.17

User-Agent: curl/7.47.0
' Accept: /%

content match is present | test: () {

In the http_header

BRI TACHR HR B3

B L
MFirepoweri % 1 2 71 £ #9 ST HBEHEBR http://www.cisco.com/c/en/us/support/docs/security/sourcefire-
MFMCT 8K B IE IR BXRUH , BSEEX

WERMNEMAERCLIFE , WIRERAME  AXUH , FSRAEX

ICE £
MBEEREARERAMTRIVEORE | 1T — 5 R 5L 547 H 0 AR,
B H A MEEIRE—BYE,


http://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/214610-firepower-data-path-troubleshooting-phas.html
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