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ANHEPNEEHRRETREXRERNEFHRFEEN, AXEFERANAERZHNERAR
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1. BEEHAANED |, HLINAGIZAE,

2. MRKBEERKIFEBIHSno5| BHITRE,

3. Snort5| ZREI HIE DA HIE,
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BoE
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FTD-5515X
Host-A G0/0.1577 - GO/1
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£ A Snort5| Z 3R
FRFM

EFTD LR A iF R FHIRBE(ACP) , A FEEBMIZEEEMN(ICMP)REES. ZERKEMAT A
RERHE
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FTD5515 (D concl |

Edentity Polboy: liona S5L Palloy: bz
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1. EFTD CLISHE X T B AR , TEIIES.
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<tfroot>

>

capture-traffic



Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

EFTD6.0.xL , &85 R -

<{froot>
>
syst em support

capture-traffic

S22 B FTDHATpingRIEA R ERBRN M T

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

12: 52: 34. 749945 | P ol ab- vl 603- gw. ci sco. com
12: 52: 34. 749945 | P ol ab- vl 647- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 603- gw. ci sco. com
12: 52: 34. 759955 | P ol ab- vl 647- gw. ci sco. com
r"C <- to exit press CTIRL + C

V V.V VYV VYV YV

ol ab- vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647- gw. ci
ol ab- vl 603- gw. ci
ol ab- vl 647- gw. ci
ol ab- vl 603- gw. ci

ScCo.
ScCo.
ScCo.
ScCo.
ScCo.
ScCo.
ScCo.
Sco.

com
com
com
com
com
com
com
com

| CWP
| CWP
| CWP
| CWP
| CWP
| CWP
| CWP
| CWP

echo
echo
echo
echo
echo
echo
echo
echo

request,

reply,

request,

reply,

request,

reply,

request,

reply,

idDo,

idDo,

idDo,

idDo,

ido,

id o,

id o,

id o,

seq 1,
seq 2,
seq 3,

seq 4,

seq 1, le

| enc

seq 2, le

| enc

seq 3, le

| enc

seq 4, le

| enc



£ A Snort5| 2k

B3R

1. 7#£FTD CLISHER T AIP 192.168.101.11E 25 /5 AR,

2. BEFTD Ping A EMIRAVH H o

R B

$B|1 1EFTD CLISHER TEAIP 192.168.101.189 3 888 5 Ak,

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

host 192.168.101.1

SE2BEIFTD PingHR EHRN M H

13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com
13:28:36.079982 IP olab-v1647-gw.cisco.com

V V.V V V

BRMER-nEMERERFRANENNROS, flw , FHNHRETRR

<{froot>
>

capture-traffic

olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.

cisco.
cisco.
cisco.
cisco.
cisco.

com:
com:
com:
com:
com:

ICMP
ICMP
ICMP
ICMP
ICMP

echo
echo
echo
echo
echo

reply,
reply,
reply,
reply,
reply,

seq O,
seq 1,
seq 2,
seq 3,
seq 4,

Ten
Ten
Ten
Ten
Ten



Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

13:29:59.599959 IP 192.168.101.1 > 192.168.103.
13:29:59.599959 IP 192.168.101.1 > 192.168.103.

> ICMP echo reply, iid
>

13:29:59.599959 IP 192.168.101.1 > 192.168.103.
>
>

ICMP echo reply, iid
ICMP echo reply, iid
ICMP echo reply, iid
ICMP echo reply, iid

, seq 0, Tength 80
, seq 1, Tength 80
seq 2, length 80
, seq 3, Tength 80
, seq 4, Tength 80

13:29:59.599959 IP 192.168.101.1 > 192.168.103.
13:29:59.599959 IP 192.168.101.1 > 192.168.103.

B e
(SR, O, U, BV, |

Tepdumpid 8 88 4l

w1

E 3K Src IPERDst IP = 192.168.101.1%1Src portsiDst port = TCP/UDP 23 , E# AU T &4

<#root>
Options:

-n host 192.168.101.1 and port 23

w2 -

EH#IRSrc IP = 192.168.101.1F1Src port = TCP/UDP 23 , {8 AL T @5 :
<#root>

Options:

-n src 192.168.101.1 and src port 23

w3

EHIRSrc IP = 192.168.101.1FSrc port = TCP 23 , T AL TGS :

<#root>



Options:

-n src 192.168.101.1 and tcp and src port 23

w4

E#HIRSrc IP = 192.168.101. 1 AEEHIESHMACH L | FRMelkT , AFHRALUTHS :

<#root>
Options:

-he

src 192.168.101.1

17:57:48.709954

6c: 41: 6a:al:2b:f6 > a8:9d: 21: 93: 22: 90,

ethertype IPv4 (0x0800), length 58: 192.168.101.1.23 > 192.168.103.1.25420:
Flags [S.], seq 3694888749, ack 1562083610, win 8192, options [mss 1380], Tength 0O

T~ 5

EEHRIOMBESTFRY , BFRWANTSH T

<#root>
Options:

-n -c 10 src 192.168.101.1

18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 3758037348, win 32768, Tength
18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 1, win 32768, Tength 2
18:03:12.949932 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 1, win 32768, Tlength 10
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 3, win 32768, length O
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 3, win 32768, Tength 2
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 5, win 32768, length O
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 5, win 32768, Tlength 10
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 7, win 32768, length O
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [P.], ack 7, win 32768, Tength 12
18:03:13.349972 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags [.], ack 9, win 32768, length O

TPl 6

ERHEIREA B M N capture.pcapfI XA BIFTPRAEAEHZIZERSSR , FRAAUTHS

<tfroot>



Options:

-w capture. pcap host 192.168.101.1
CTRL + C <- to stop the capture
> file copy 10.229.22.136 ftp / capture. pcap

Enter password for ftp@l10.229.22.136:
Copying capture.pcap

Copy successf ul

EAFTD LINAB| 23R
ER

1.EAUTEIEREFTD LB ARG ¢

iR IP 192.168.103.1
B8 IP 192.168.101.1
73N ICMP
#0O R &R
R 1P 192.168.103.1
BHY IP 192.168.101.1
73N ICMP
#n N

2. MHost-A(192.168.103.1)X Host-B(192.168.101. 1) 1T ping iR fE H 48 Z 13K
RIRF R

SE1.BREIR

<#root>



> capture CAPI interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1
> capture CAPO interface OUTSIDE match icnp host 192.168.101.1 host 192.168.103.1

FB2RECLIFHHEIR,

MHost-A ping Host-B:

<#root>
> show capture
capture CAPI type raw-data interface INSIDE [Capturing

- 752 bytes

1
match icmp host 192.168.103.1 host 192.168.101.1
capture CAPO type raw-data interface OUTSIDE [Capturing

- 720 bytes

]
match icmp host 192.168.101.1 host 192.168.103.1

B TINSIDE# O ERDot1Qkk , MMERMIANRE |, 2T E Y HRGIFR

<#root>
> show capture CAPI

8 packets captured
1: 17:24:09.122338

802. 1Q vl an#1577

PO 192.168.103.1 > 192.168.101.1: icmp: echo request

2: 17:24:09.123071 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121392 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 17:24:10.122018 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.119714 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120324 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133660 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134239 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

<ttroot>

> show capture CAPO



8 packets captured

1: 17:24:09.122765 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 17:24:09.122994 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121728 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 17:24:10.121957 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.120034 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120263 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133980 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134194 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

EAFTD LINAGIZHH3R — BIHTTPS L3R
ER

RN 8 S HE R AN 7R PRI BT,
R E

BEAARESHBR 28

1. BAHTTPSIRS 8.

2. RFHTTPSAE,

BNBERT , HTTPSERS SR TERARS , BR AR :

<{froot>
>

show runni ng-config http

SR1IEMIRB>FRIRE , RHHERE , REEEEPHLHIRE:

Devices ollads AMP % System Help v mikis v

"M Platform Settings

Object Management
=2 New Policy

Device Type Status Firepower Settings

T tna 1 d | Threat Defense Settings
Threat NDefense argeting 1 device:

8 EPolicy nameHDevice Target:



New Policy

Name: FTDS515-System_Policy
Description:

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices

Selected Devices
¥ name or value EFTDESIE

SB2 BRAHTTPSIRSE R , HANMEAFBEHTTPSIHRIFTDIR R A M LK:

Overview Analysis Policies RIS Objects = AMP

Dewvice Managerment MAT VPR Platform Settings

FTD5515-System_Paolicy

AGF, LIS pixsoa Enable HTTP scweE 2

Baniner
Part 443

Extérnal AuthenDoanon

Fragment Settings
= Hrie 3 L+ I

L=, Interfsce

Secure Shell e _

EMTP Sarvir INSEDE Net_102. 168, L00.0_2€hdts F 7y a
REHETE.

RIS |, ATLLUS Adebug http ABEBHTTPIRE B :

<#root>
> debug http 255
debug http enabled at Tevel 255.

http_enabl e: Enabling HTTP server
HTTP server starting.

FTD CLINE R 2

<#root>
> unebug all

> show run http
http server enable
http 192. 168.103. 0 255. 255. 255. 0 | NSI DE



fEHost-A(192.168.103.1) L 5T FF 31 % 88 | A ILURL T &5 — M@K : CAPL.pcap.

" https//192168.103.62/ capture/ CAPY peap/CAPLpcap

‘Opening CAPLpcap =
You have chosen to open:

which is: Wireshark capture file (776 bytes)
from: https:/192.168.103.62

What should Firefiox do with this file?

@ Open with | Wireshark (default) -
") 3ave File

Do this gutomatically for files like this from now on,

oK ] | Cancel

HSE .

BHAHTTPIRS SSMFTDEIEREOMN
#3RCAPL.pcap P.

$#E3IRCAPI.pcap FTDHIRH B o

#3RCAPIl.pcap TEE XA B FRo

Xt F 8 )RR , B {E M Capture CAPl.pcap.

{'_ hitps:/ 19216810362/ capture/CAPQ/poap/ CAPD.peap

Opening CAPO.peap =
You have chosen to open:
= CAPO.peap

which 15 Wireshark capture file (744 bytes)
from: hittps//192.168.103 52

What thould Firefox do with this file?

@ Open with | Wireshark (default) b
) SaveFile

Do this gutomatically for files like this from now on

ok || Cancel



https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPO/pcap/CAPO.pcap

fEAFTD LINASIZH3k — BEFTP/TFTP/SCPS L #i3k
ER

i FCisco IOS®MMY S 7 R H7 2 P IREE K.

iR 5 5

RS HBIFTPARS 25 -

<#root>
firepower
# copy /pcap capture: CAPl ftp://ftp_usernane:ftp_password@92. 168. 78. 73/ CAPI . pcap

Source capture name [CAPI]?

Address or name of remote host [192.168.78.73]7
Destination username [ftp_username]?
Destination password [ftp_password]?

Destination filename [CAPI.pcap]?
IERRR

114 packets copied in 0.170 secs

firepower#

RS BB TFTPARSS 25

<#root>
firepower

# copy /pcap capture: CAPl tftp://192.168.78.73

Source capture name [CAPI]?
Address or name of remote host [192.168.78.73]7

Destination filename [CAPI]?
rrrrrrrrrrrerrrnd

346 packets copied in 0.90 secs

firepower#



FHHEIRS L BISCPARSS 25 :

<#root>
firepower#

copy /pcap capture: CAPl scp://scp_usernane: scp_password@92. 168. 78. 55

Source capture name [CAPI]?

Address or name of remote host [192.168.78.55]7

Destination username [scp_username]?

Destination filename [CAPI]?

The authenticity of host '192.168.78.55 (192.168.78.55)"' can't be established.

RSA key fingerprint is <cb:ca:9f:e9:3c:ef:e2:4f:20:15:60:21:81:0a:85:f9:02:0d:0e:98:d0:9b:6c:dc:f9:af:4

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.78.55' (SHA256) to the Tist of known hosts.

454 packets copied in 3.950 secs (151 packets/sec)

firepower#

MFTDEE IR, BRI , MRFEMNFTDEIEHR , KREEN G EZRMITUTEIR :
1.MLina - copy /pcap capture:<cap_name> diskO:
2. M\FPR#R — mv /ngfw/mnt/disk0/<cap_name> /ngfw/var/common/

3.MFMC Ul - System > Health > Monitor > Device > Advanced Troubleshooting , AAF1EF R
A<cap_name>H T,

EAFTD LINASIZH3k — BERXERREHESD
ER

ERANTIEIEREFTD LB AWK :

R 1P 192.168.103.1
BHY IP 192.168.101.1
73N ICMP

A N &R




HiE R

i

BRHECHHE (100

MHost-A(192.168.103.1)Host-B(192.168.101. 1) {Tping iR £ H 1 13K
BRI 3R

RERSSEGRBEIN THREZFBIEEETR. EATLERTREILINMENTRE, HNitrace
detail R BFHIEEBZRENHESHE, MIAMBERT , FIDRERBIS0MN A O BT,

EXFERT , AFTDFEINSIDE# O LEWA AT 100N 25 AH A RERFHAE S AR

<tfroot>

> capture CAPI2 interface INSIDE trace detail trace-count 100 match icnp host 192.168.103.1 host 192. 16¢

MHost-A ping Host-BHRE &L R -

zorping 192.168.181 .1

! 181.1 with 32 ]
y From LA68.181 .1
1

From 168.181.1:
From 168.181.1:
y From 192 . 168.1841.1:

BIROBEIE

<#root>
> show capture CAPI 2

8 packets captured

1: 18:08:04.232989 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 18:08:04.234622 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 18:08:05.223941 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 18:08:05.224872 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 18:08:06.222309 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 18:08:06.223148 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 18:08:07.220752 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 18:08:07.221561 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

e R RS — PN RIESNRE, BXBHNEIHS

F12MERERAXIIEMARNMIS . XZLINAGIZREERES ( KR ERIERAIREIRF ) o
M ER13RFTDRHIE B A RISnort= L&,
o EE14BEY , TTLAFE BISnort 7,



<#root>
> show capture CAPI 2 packet-nunber 1 trace detai

8 packets captured
1: 18:08:04.232989 000c.2998.3fec a89d.2193.2293 0x8100 Length: 78
802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request (ttl 128, +id 3346)
Phase: 1
Type: CAPTURE
. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 195, packet dispatched to next module
Module information for forward flow ...

snp_f p_i nspect _i p_options
snp_f p_snort

snp_fp_i nspect _icnp

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Module information for reverse flow ...

snp_fp_i nspect _i p_options
snp_fp_i nspect _icnp

snp_f p_snort

snp_f p_adj acency

snp_f p_fragnment

snp_i fc_stat

Phase: 13

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Config

Addi tional Information:
Application: 'SNORT | nspect’

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Config

Addi tional |nfornation:

Snort Verdict: (pass-packet) allow this packet

. output omitted ...

Result:

input-interface: OUTSIDE
input-status: up
input-line-status: up
output-interface: OUTSIDE



output-status: up
output-line-status:
Action: allow

up

1 packet shown
>

6.2 EFMCHRAFRAFHVHIRTE

FEFMCRRZA6.2.xH |, BIAT —MNTNBEIHKET. SMERZ>RZEE , AREGHEHER
B#r. AREiEEAdvanced Troubleshooting , &/Fi%#¥Capture w/Trace,

FlexConfig

Certificates

‘ Access Control Poli...

Overview Analysis Policies gsIS\UTIE Objects AMP Intelligence
Device Management NAT VPN ¥ QoS Platform Settings
By Group pe
Name Group Model ‘ License Type
V) S I Cisco Firepower 411( Base, Threat, Ma...

10.48.23.254 - Cisco Firepower 4110 Threat

ACP1

o %]

1EEAdd Capture ABIZRFTDH#IR -

Advanced Troubleshooting
FTD4110-2

File Download Threat Defense CLI

Packet Tracer Capture w/Trace

¢ Auto Refresh Interval (seconds): | 10 Enable Auto Refresh

HAETRIFMC VIR T -

o FTEIEESrcMDsti O
o HEECE EARIPHMMY
« TERALINASIZASPEHR G AR

2 Add Capture
Na Interface Type Trace Buffer  Buffer Packet Buffer Protocol Source Destination Status
Mode Size Length Status

Add Capture 7K

Name*: CAP] Interface™: INSIDE o ‘ Sou rce lnterface

Match Criteria:

Protocol*: P o ‘ I P Protocol

Source Host*: 192.168.0.10 Source Network:

Destination = Destination

Host™: 192.166.2.10 Network:

SGT number: (0-65535) .
Circular buffer

Buffer:

Packet Size: 1518 14-1522 bytes Continuous Capture + Trace

Buffer Size: 524288 éi—l‘:'”ﬁ“‘”z * Stop when full Trace Count:




f#IR7 %= — ERAFTD CLI

MFEMC UIRL A #3R)E , HIRKE1T :

File Download Threat Defense CLI  Packet Tracer Clear the

C Auto Refresh Interval (seconds): 10 Enable Auto Refresh Ga ptu re e Add Capture

Na... Interface Type Trace Buffer Buffer Packet Buffer Protocol  Source Destination Status
Mode  Size Length  Status

CAPI  INSIDE raw-data o B 524288 1518 Capturing 1P 192.168.0.10 192.168.2.10 rning 2§ 2 Il H

Pause the || Save the capture
capture in pcap format

FTD CLI B3k :

<#root>
> show capture

capture CAPI%intf=INSIDE% type raw-data trace interface INSIDE [Capturing - 0 bytes]
match ip host 192.168.0.10 host 192.168.2.10
>

1£6.22 )JeFMC LR ERSEFRENIE S

FEFMC 6.2.xt , Capture w/Trace ( #ERERRIIEIR ) @S AT EHIRMERERFTD LAV EBREIES

Add Capture ? X

Name*: CAPI Interface™: INSIDE v

Match Criteria:

Protocol*: P v
Source Host*: 192.168.16.111 Source Network:
SGT number: (0-65533)
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture ¥ Trace ? Trace ingress paCketS
Buffer Size: 524288 é§3;—33554432 ® Stop when full Trace Count: | 50

B AEFMC VIR R ERENBIES




Advanced Troubleshooting

FTD4110-2
File Download Threat Defense CLI Packet Tracer Capture w/Trace

€ Auto Refresh Interval (seconds): |10 Enable Auto Refresh w2 Add Capture
Name Interface Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status

| Mode Size Length Status
CAPI INSIDE raw-data v 4 d 524288 1518 Capturing 1P 192.168.16.111 192.168.17.1  Running & &G > || || =)
(A Packets Shown: 1 / Packets Captured: 1/ Traces: 1 A

conTIg:

Additional Information:
Hew flow created with id 78, packet dispatched to next module

::;:?:EI}SERIML-INSPECT The paCket is traced I

Subtype:

Result: ALLOW

Config:

Additional Information:
Application: "SNORT Inspect'

Phase: 14
Type: SNORT I

s, The Snort verdict

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unk
Firewall: allow rule, 'Default Actjops o
NAP id 1, IPS id 2, Verdict PASS

Snort Verdict: (pass-packet) allow this packet

FTD Packet TracersSs 2%
=R
fEFPacket Tracerss R FA B R , AREANILEBEHRBEIN S

Ingress M0 A EB

s ICMP[E] R i& 3R

R 1P 192.168.103.1

B IP 192.168.101.1

R B

Packet Tracer B EINBIE D, WARBIFTR , BIESEZ Snorth& N, TESnort4: 5l (capture-
traffic) B B 3R B 3R B /R ICMPE R iE 3K

<tfroot>



> packet-tracer input INSIDE icnp 192.168.103.1 8 0 192.168.101.1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.101.1 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip 192.168.103.0 255.255.255.0 192.168.101.0 255.255.255.0 rule
access-1list CSM_FW_ACL_ remark rule-id 268436482: ACCESS POLICY: FTD5515 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268436482: L4 RULE: Allow ICMP

Addi tional Information:
This packet is sent to snort for additional processing where a verdict is reached

. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 203, packet dispatched to next module

Phase: 13

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: allow rule, id 268440225, allow
NAP id 2, IPS id 0, Verdict PASS



Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

Packet TracerUliz B B9 Snort4k Bl 33K & RE IR S -

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Router

Selection? 1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n
13:27:11.939755 | P 192.168.103.1 > 192.168.101.1: I1CW echo request, id 0, seq 0, length 8

6.2 A f[EFMCE {4 R A<y Packet Tracer U T E

EFMCHRA6.2.xA , 5| A TPacket Tracer ULE, ZTESHRIELUMBNARNGR , HAGF
BMFMC UIFEFTD Li=1TPacket Tracer:



Configuration Users Domains Integration Updates Licenses » Health » Monitor

Advanced Troubleshooting

FTD4110-2

File Download Threat Defense CLI Packet Tracer Capture w/Trace

The source interface I—

Select the packet type and supply the packet parameters. Click start to trace the packet. ‘

Packet type: TCP e Interface™: INSIDE o

Source™: 1P address [IP\M) ¥ | 192.168.0.10 Source Port*: 1111 v

Destination*: 1P address (IPv4) ¥ | 192.168.2.10 Destination Port®:  http v

SGT number: SGT number. | (0-65533) VLAN ID: VLAN ID... | (1-4096) Destination Mac

Address:
Output Format: summary v
Start Clear
!

Output & Rawl
Phase: 1
Type: CAPTURE

Subtw:'ie:

Additional Information:
MAC Access list

Divaea: D

HXER

« FirepowerB BG5S Z 15

« FirepowerR £t iR ZA81% 88 , hR7456.1.0

« ;EA TFirepoweri® & &2 281 B RlFirepower B B L B IS ET . HRA56.1
o FARFTEFHMIH - Cisco Systems



https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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