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RIS 4E Firepower Threat Defense (FTD) i/ [B] {2 HI5K B (ACP) FFT IS 28 SR BE * o] A Y & Thig
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Cisco BWEBTHLUTEE :

« Firepower BB Bh 1% % £ BV BB 233K
« FTDI& % L #IPacket TracerfCapture with Tracei£Ii

ERREHF
AXEPHERETUTREGFE IR

« BR Firepower 4110 EFHBHfHMRAS 6.4.0 ( AEBARAS 113 ) 1 6.6.0 ( NEPRRA 90 )
- Firepower BEEH (FMC) IRZA 6.4.0 ( NEFARZAS 113 ) # 6.6.0 ( IEFARAS 90 )

AXHEPNEERRETREXRENEFNREFEN, FAXEFEANAAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEELE,

MR
AU S AT R AR GRAER &S A -

* ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X

* ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

« FPR1000, FPR2100, FPR4100, FPR9300

« VMware (ESXi), Amazon Web Services (AWS), ETF AHE L (KVM)
- EFRZUFEAS (ISR) ER

« FTIDE#HRA6.1. xR E =k
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FIDRSRXHFXZFRED R

RESMRENEERE , URTEEMIRE ( WRED RMIT T HENEZEN DI ) WRE,
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« LINA 5|2
« Snort 5| %

BEERTAANEIBNARE :

i

Snort engine Snort Verdict
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i - . egress
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* LINA 5|Z4R4E Snort WHEEFRERHIES.

ACPHERE 175K

LEANN (=8 ) EBIE AR bFirepoweriz ZF EEEF(FDM)AY , FTDREEEFMCLEE, £iX
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ACP 7] g1k

FTD ACPEZE—NHZMAN , A RSN UEETIHEREZ—
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- XEXBILHAEE

Add Rule

B, FdIEER R A B — NS NN A AT sERYIRAE

' Add Prefilter Rule

\_} Prefilter rules perform early handling of traffic ba on simple ne rk characteristics. Fastpathed traffic bypasses access control and QoS.
Name #| Enabled
Action | o Analyze ~

o’ Analyze

X Block

|
_m; =» Fastpath Ports

ACP ML e 28 R A X B

TSRS R TE6. 1IRAREIA , TEERATHABW

EATKERERE , EH FTD LINA 5|ZRENER IP Rk , ™ Snort SIZRERE IP Rk, &
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* GRE

e |P-in-IP
IPv6-in-IP

+ Teredo ¥% O 3544

FHISRHEHI(EAC) R REB T 25 Snort5] %

Snort
Instance acklis
Blacklist Dtrag *Malware *Mu
_ DROP Policy DROP Snort Verdict DROP DROP
Fast Path

Analyze

Defrag Palicy VPN Decrypt

DROP DROP

PO IREEMMEFTD L EBBHLI/LAGRIIEHISTR(ACE) , HECEERLI/L4 ACEZH :

firepower# show access-list

access-list CSM FW ACL line 1 remark rule-id 268434457: PREFILTER POLICY: FTD_Prefilter Policy
access-1list CSM FW_ACL_ line 2 remark rule-id 268434457: RULE: Fastpath Rulel Prefilter
Rules

access-list CSM FW ACL line 3 advanced trust ip host 192.168.75.16 any rule-id 268434457 event-log both (hitent=0)
access-1list CSM FW_ACL_ line 4 remark rule-id 268434456: PREFILTER POLICY: FID_Prefilter_ Policy

access-list CSM FW ACL line 5 remark rule-id 268434456: RULE: DEFAULT TUNNEL ACTICN RULE
access-list CSM FW_ACL_ line 6 advanced permit ipinip any any rule-id 268434456 (hitent=0) O0xf5b597d6
access-list CSM FW ACL line 7 advanced permit 41 any any rule-id 268434456 (hitent=0) 0x06095aba Tunnel Prefilter
access-list CSM FW ACL 1line 8 advanced permit gre any any rule-id 268434456 (hitcnt=2) 0x52c7a066 Rules

access-list CSM FW ACL_ line 9 advanced permit udp any any eq 3544 rule-id 268434456 (hitcnt=0) 0xcfé6305bc
access-list CSM FW ACL line 10 remark rule-id 268434445: ACCESS POLICY: FTDS506-1 - Mandatory/1
access-list CSM_FW_ACL_ line 12 advanced deny ip host 10.1.1.1 any rule-id 268434445 event-log flow-start (hitcnt=0) O0x8bf72Zc63 L3/L4
access-list CSM FW ACL_ line 14 remark rule-id 268434434: L4 RULE: DEFAULT ACTION RULE ACEs
access-list CSM FW _ACL_ line 15 advanced permit ip any any rule-id 268434434 (hitcnt=410) Oxald3780e

N B FiEERVs ACPHINI=RI A S — AR,

ACP FE1E#R/E

ZRm

192.168.1.0/24 192.168.2.0/24

INSIDE g B OUTSIDE
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40 1 m\gya .1 40
FTD




= 1.8 LINA EF

ACPEEEALA%M ( BFFiEOTCP 80 ) RYBELEHN -

| Access Control » Access Control Network Discovery Application Detectors Correlation Actions =

ACP1

Enter Description
Prefilter Policy: Default Prefilter Policy SSL Poliey: Mone Identity Policy: None
Tz Inheritance Set|

Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device © Add category () Add Rule | Search Ruld

w+ Mandatory - ACP1 (1-1)

52192.168.1.40 54102.168.2.40  Any Any o TCP (6):80 |

Snort HEFBHIKEL -

<#root>

268435461
deny

any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6

LINA FEEBMRRE, EEE , NENdenyiREHIE -

<tfroot>

firepower#

show access- i st

access-1list CSM_FW_ACL_ Tine 9 remark rule-id 268435461: L4 RULE: Rulel
access-1list CSM_FW_ACL_ Tine 10 advanced

deny

tcp host 192.168.1.40 host 192.168.2.40 eq www rule-id 268435461 event-log flow-start (hitcnt=0) 0x614

WAEITH -



% HIA(192.168.1.40)2iR T FF 5 EH1B(192.168.2.40) WHTTPLEET , TCPAIS(SYN) KIS

FTD LINAGIZEF , H# BFEEZIESnort5| 25, B #F :

<#froot>

firepower#

show capture

capture CAPI type raw-data buffer 33554432 trace trace-count 100 interface

I NSI DE

[Capturing -

430 bytes

1
match ip host 192.168.1.40 any

capture CAPO type raw-data buffer 33554432 trace trace-count 100 interface

QUTSI DE

[Capturing -

0 bytes

1
match ip host 192.168.1.40 any

<tfroot>

firepower#

show capture CAPI

1: 11:08:09.672801 192.168.1.40.32789 > 192.168.2.40.80:

2: 11:08:12.672435 192.168.1.40.32789 > 192.168.2.40.80:

3: 11:08:18.672847 192.168.1.40.32789 > 192.168.2.40.80:

4: 11:08:30.673610 192.168.1.40.32789 > 192.168.2.40.80:
<#root>

firepower#

show capture CAPlI packet-nunber 1 trace

1: 11:08:09.672801 192.168.1.40.32789 > 192.168.2.40.80:

S 3249160620:3249160620(0)
S 3249160620:3249160620(0)
S 3249160620:3249160620(0)
S 3249160620:3249160620(0)

win 2920
win 2920
win 2920
win 2920

<mss
<mss
<mss
<mss

e el e



3249160620:3249160620(0) win 2920 <mss 1460,sackOK, timestamp 4060517 0>

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM FWACL_ advanced deny tcp host 192.168.1.40 host 192.168.2.40 eq ww rul e-id 268435461 e

access-1list CSM_FW_ACL_ remark rule-id 268435461: ACCESS POLICY: ACP1 - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268435461: L4 RULE: Rulel

Addi tional |nformation:

<- No Additional Information = No Snort |nspection

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

H2=2: AT Snot HEMEH

ACPEEMALTRM ( RRAHTTP ) BYFE LA -



Access Control » Access Control Metwork Discovery Application Detectors Correlation Actions v

Enter Description
Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

Tg Inheritance

Security Intelligence ~ HTTP Responses  Advanced
#8 Filter by Device L sf I © (© Add category @ Add Rule | Search Ru

w Mandatory - ACP1 (1-1)

Any Any  52192.168.1.40 52192.168.2.40 Any ] / Any  Any

Snort FEIBAIREL -

<tfroot>

268435461
deny
any 192.168.1.40 32 any any 192.168.2.40 32 any any any

(appid 676:1)

Appid 676:1 = HTTP
FELINARERERY SR RE

N B BTFLINABIBREREAEHEAHTTP | EIFZMN N permit@fE# %, EFTD.E
R ARSI T SnortE E -,

<tfroot>

firepower#

show access- i st

access-1list CSM_FW_ACL_ Tine 9 remark rule-id 268435461: L7 RULE: Rulel
access-1list CSM_FW_ACL_ Tine 10 advanced

permit

ip host 192.168.1.40 host 192.168.2.40 rule-id 268435461 (hitcnt=0) 0Oxb788b786



X4 F &£ A ApplicationfE N SRAFRVRAN | KERBFE BTN RERE R , BT Snort5|BHE , 21EW
LINASIZEE,

N oEE HTUSOMZIBBENA , CHAMRENANIES GBEHI-10 , KEUAT KA RS
22 ). EHit, PBHFESIUELFTDHAHEIB MM, RIFAccess Policy > Advanced >
Intrusion Policy used before Access Control rule is determinedit ¥ , R IFHNEREENES
ABRRBRE,

BiF{TRH :
% HA(192.168.1.40)2 % 5 HB(192.168.2.40) B L HTTPL &R , LINAA OBIRE R -

<ttroot>

firepower#

show capture CAPI

8 packets captured

1: 11:31:19.825564 192.168.1.40.32790 > 192.168.2.40.80:

357753151:357753151(0) win 2920 <mss 1460,sackOK, timestamp 5450579 0>
2: 11:31:19.826403 192.168.2.40.80 > 192.168.1.40.32790:

1283931030:1283931030(0)

ack

357753152 win 2896 <mss 1380,sackOK,timestamp 5449236 5450579>
3: 11:31:19.826556 192.168.1.40.32790 > 192.168.2.40.80: P 357753152:357753351(199)

ack

1283931031 win 2920 <nop,nop,timestamp 5450580 5449236>
4: 11:31:20.026899 192.168.1.40.32790 > 192.168.2.40.80: P 357753152:357753351(199) ack 1283931031
5: 11:31:20.428887 192.168.1.40.32790 > 192.168.2.40.80: P 357753152:357753351(199) ack 1283931031



HOMRE R :

<{froot>

firepower#

show capt ure CAPO

5 packets captured

11:31:19.825869 192.168.1.40.32790 > 192.168.2.40.80: S 1163713179:1163713179(0) win 2920 <mss 1
11:31:19.826312 192.168.2.40.80 > 192.168.1.40.32790: S 354801457:354801457(0) ack 1163713180 wi
11:31:23.426049 192.168.2.40.80 > 192.168.1.40.32790: S 354801457:354801457(0) ack 1163713180 wi
11:31:29.426430 192.168.2.40.80 > 192.168.1.40.32790: S 354801457:354801457(0) ack 1163713180 wi
11:31:41.427208 192.168.2.40.80 > 192.168.1.40.32790: S 354801457:354801457(0) ack 1163713180 wi

vl W IN

BREER , ATEARENARNKTE , Snort5|ZE 2 1FE — MR (TCP SYN):

<tfroot>

firepower#
show capture CAPlI packet-nunber 1 trace

1: 11:31:19.825564 192.168.1.40.32790 > 192.168.2.40.80:

357753151:357753151(0) win 2920 <mss 1460,sackOK, timestamp 5450579 0>

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435461
access-1ist CSM_FW_ACL_ remark rule-id 268435461: ACCESS POLICY: ACP1 - Mandatory

access-1list CSM_FW_ACL_ remark rule-id 268435461: L7 RULE: Rulel

Addi ti onal Infornmation:
This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 10
Type: FLOW-CREATION
Subtype:



ResuTlt: ALLOW
Config:
Additional Information:

New fl ow created with id 23194

, packet dispatched to next module

Phase: 12

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: TCP, SYN, seq 357753151

AppID: service unknown (0), application unknown (0)
Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997, {icmpType
Firewall:

pendi ng rul e-matching, id 268435461, pendi ng Appl D
NAP id 1, IPS id O,

Ver di ct PASS

Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up

Action: allow

TCP SYN/ACK¥iE a2 th 2Lt

<{froot>

firepower#
show capture CAPO packet-nunber 2 trace

2: 11:31:19.826312 192.168.2.40.80 > 192.168.1.40.32790:



354801457:354801457(0)

ack

1163713180 win 2896 <mss 1460,sackOK,timestamp 5449236 5450579>

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 23194, using existing flow

Phase: 5

Type: SNORT

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: TCP, SYN, ACK, seq 1283931030, ack 357753152

AppID: service unknown (0), application unknown (0)

Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997, {icmpType

Firewal | : pending rul e-matching, id 268435461, pending Appl D
NAP id 1, IPS id O,

Ver di ct PASS

Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: INSIDE
output-status: up
output-line-status: up

Action: allow

ERE=NHESHRNE , Snort*IEEIDROPHE :

<{froot>



firepower#

show capture CAPlI packet-nunber 3 trace

3: 11:31:19.826556 192.168.1.40.32790 > 192.168.2.40.80: P 357753152:357753351(199)

ack

1283931031 win 2920 <nop,nop,timestamp 5450580 5449236>

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 23194, using existing flow

Phase: 5
Type: SNORT
Subtype:

Resul t: DROP

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 357753152, ack 1283931031

Appl D: service HITP (676)

, application unknown (0)
Firewall: starting rule matching, zone -1 -> -1, geo 0(0) -> 0, vlan 0, sgt 65535, user 9999997, url ht

Firewal | : block rule, id 268435461, drop

Snort: processed decoder alerts or actions queue, drop
NAP id 1, IPS id 0,

Verdi ct BLOCKLI ST, Bl ocked by Firewal

Snort Verdict: (block-list) block list this flow

Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up
Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor



& A LALMFTD CLISH#E X 3Z {Tsystem support trace@ . Itk T EREFH A THEE -

- TEREMNIBESELETIHEXEEDAQ)RNAISnort¥E , ELINAF AT ELEE|, DAQ 21
F FTD LINA 512 %1 Snort 5|2 2 [ AV 4.
- B RITFEEZ{Tsystem support firewall-engine-debug , AZE & Snort5| X & % £ 18R

B . MU MECiscoFMIE S T Asystem support@© , {Esystem support ssl-client-
hello-commandsiﬁa@qﬂ13%5’]‘1%‘%5?% , ZIEE—MRER

A, BIRAERELNTER  FTELGSERBMEZET , ENTARELEmRE M.

T RRHIEE

<tfroot>

>

system support trace

Please specify an IP protocol:

tcp

Please specify a client IP address:
192. 168. 1. 40

Please specify a client port:
Please specify a server IP address:

192. 168. 2. 40

Please specify a server port:
Enable firewall-engine-debug too? [n]:

Monitoring packet tracer debug messages

Tracing enabled by Lina
192.168.2.40-80 - 192.168.1.40-32791 6 Packet:

TCP, SYN

, seq 2620409313
192.168.2.40-80 - 192.168.1.40-32791 6 AppID: service unknown (0), application unknown (0)


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210

192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I 0 New session

192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I 0 Starting with minimum 2, 'Rulel', and SrcZone first wit
192.168.1.40-32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vla
192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I 0 pending rule order 2, 'Rulel', AppID

192.168.1.40-32791 > 192.168.2.40-80 6 Firewall:

pendi ng rul e-matching, 'Rulel', pending ApplD
192.168.1.40-32791 > 192.168.2.40-80 6 NAP id 1, IPS id O,

Ver di ct PASS

Trace buffer and verdict reason are sent to DAQ's PDTS

Tracing enabled by Lina
192.168.2.40-80 - 192.168.1.40-32791 6 Packet:

TCP, SYN, ACK

, seq 3700371680, ack 2620409314

192.168.2.40-80 - 192.168.1.40-32791 6 AppID: service unknown (0), application unknown (0)
192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I 0 Starting with minimum 2, 'Rulel', and SrcZone first wit
192.168.1.40-32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vla
192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I 0 pending rule order 2, 'Rulel', AppID

192.168.1.40-32791 > 192.168.2.40-80 6 Firewall:

pendi ng rul e-matching, 'Rulel', pending ApplD
192.168.1.40-32791 > 192.168.2.40-80 6 NAP id 1, IPS id O,
Verdi ct PASS

Trace buffer and verdict reason are sent to DAQ's PDTS

Tracing enabled by Lina
192.168.2.40-80 - 192.168.1.40-32791 6 Packet:

TCP, ACK

, seq 2620409314, ack 3700371681
192.168.2.40-80 - 192.168.1.40-32791 6 AppID:

service HITP (676)

, application unknown (0)
192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I 0 Starting with minimum 2, 'Rulel', and SrcZone first wit
192.168.1.40-32791 > 192.168.2.40-80 6 Firewall: starting rule matching, zone -1 -> -1, geo 0(0) -> O,

url http://192.168. 2. 40/ 128k. ht n

192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I O

match rule order 2, 'Rulel', action Block



192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I 0 deny action
192.168.1.40-32791 > 192.168.2.40-80 6

Firewal | : block rule, '"Rulel', drop

192.168.1.40-32791 > 192.168.2.40-80 6 Snort: processed decoder alerts or actions queue, drop
192.168.1.40-32791 > 192.168.2.40-80 6 AS 1 I 0 Deleting session
192.168.1.40-32791 > 192.168.2.40-80 6 NAP id 1, IPS id 0,

Verdi ct BLOCKLI ST
192.168.1.40-32791 > 192.168.2.40-80 6 ===>

Bl ocked by Firewall

BE:

« ACPMILREELINAGIZBRHIE RN A G RIELHAN , EETURTF RN KM,

o WMRRXHEL3/LA , NLINASIZLMEIEBTES. X TFTCP , F—1EIES(TCP SYN)#KFE Lk,
- MBERHRL7 , WFHEIE K ISnort5| BB TH —SRE, WMRFEMA TCP , MIE Snort
EHYEZH , 2T —EHIEITEY FTD, HBIEAccess Policy > Advanced > Intrusion
Policy used before Access Control rule is determinedit 3l , RPN EBEBIMLEZARER

BE,

ACP BHIEHEEIRHE

EFMCUI B EMEIEHEE AN :

Fules ccurity Intefligence  HTTP Responses  Logg Advanced Prefiter Policy: Defauit Profite S5L Policy: N identity Policy: None
er by ¥ Search Rules ¥ Show Rule Conflicis @+ A '
Source T VLAR ; Source Dos i Source Dest RORCSEEM
¥ Mandatory - ACP1 (1-4)
@ Block with resst o A8
@ Block with reset o /u

HE BN A RE R permitZBEBEFTD LINASIZE L | fERresetHlNIZFEZISnort3| Z -

<#froot>

firepower#

show access-|i st

access-1list CSM_FW_ACL_ Tine 10 advanced



permt

tcp 192.168.10.0 255.255.255.0 host 192.168.11.50 eq www rule-id 268438864 (hitcnt=0) Oxba785fc0
access-1list CSM_FW_ACL_ Tine 11 remark rule-id 268438865: ACCESS POLICY: ACP1l - Mandatory
access-1list CSM_FW_ACL_ 1ine 12 remark rule-id 268438865: L7 RULE: Block-RST_Rule2

access-1list CSM_FW_ACL_ Tine 13 advanced

permt

ip 192.168.10.0 255.255.255.0 host 192.168.11.51 rule-id 268438865 (hitcnt=0) 0x622350d0

Snort 5|2 :

<{froot>

admin@firepower:~$

cat /var/sf/detection_engi nes/ 9e080e5c- adc3- 11ea- 9d37- 44884cf 7e9ba/ ngf w. rul es

# Start of AC rule.
268438864

reset

any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6
# End rule 268438864
268438865

reset

any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1) (ip_protos 6, 17)
# End rule 268438865

HBESCEEEEEMNNRE , FTDEKIATCP Reset#H#EZHICMP Type 3 Code 13
Destination Unreachable(Administratively filtered)SH & :

<tfroot>

root@kali:~/tests#

wget 192.168.11.50/filel.zip

--2020-06-20 22:48:10-- http://192.168.11.50/filel.zip
Connecting to 192.168.11.50:80... failed:

Connection refused



BSEFTDAOEOLBIRNRE :

firepower# show capture CAPI

2 packets captured

1: 21:01:00.977259 802.1Q vlan#202 PO 192.168.10.50.41986 > 192.168.11.50.80: S 3120295488:3120295488(0
2: 21:01:00.978114 802.1Q vlan#202 PO 192.168.11.50.80 > 192.168.10.50.41986: R 0:0(0) ack 3120295489 w

REXEFREME , #4864 , EETRETSnotHEMEFHES :

<tfroot>

>

system support trace

Enable firewall-engine-debug too? [n]:

Please specify an IP protocol: tcp
Please specify a client IP address:

192. 168. 10. 50

Please specify a client port:
Please specify a server IP address:

192.168. 11. 50

Please specify a server port:
Monitoring packet tracer and firewall debug messages

192.168.10.50-41984 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, SYN, seq 3387496622
192.168.10.50-41984 - 192.168.11.50-80 6 AS 1-1 CID O

Sessi on: new snort session

192.168.10.50-41984 - 192.168.11.50-80 6 AS 1-1 CID O AppID: service unknown (0), application unknown (
192.168.10.50-41984 > 192.168.11.50-80 6 AS 1-1 I 9

new firewall session

192.168.10.50-41984 > 192.168.11.50-80 6 AS 1-1 I 9 using HW or preset rule order 2, 'Block-RST-Rulel',
192.168.10.50-41984 > 192.168.11.50-80 6 AS 1-1 I 9 HitCount data sent for rule id: 268438864,
192.168.10.50-41984 > 192.168.11.50-80 6 AS 1-1 I 9



reset action

192.168.10.50-41984 > 192.168.11.50-8
192.168.10.50-41984 - 192.168.11.50-8

06 AS 1
06 AS 1
Firewal | : block w reset rule, 'Block-RST-Rulel', drop

192.168.10.50-41984 - 192.168.11.50-8

0 6 AS 1-1 CID O Sn
192.168.10.50-41984 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 9, NAP id 1, IPS id O,
Verdi ct BLOCKLI ST

192.168.10.50-41984 - 192.168.11.50-80 6 AS 1-1 CID 0 ===>

Bl ocked by Firewall

Verdict reason is sent to DAQ

i IEESY]
5Blocki®FHEE , EE 2 BILIEEE,

. SR AMIE Ciscox M6 5 T i Fsystem support@i s , {Bsystem support ssl-client-
hello-commandsiaﬁﬂlﬂ1Eiﬂ’9$%l3$% , ZIEE—MRER

oL BRAERESNTIES  FELGSERBMEZET , EAECARAZMRE L.

ACP foifFigE

%5 1. ACP RRWFRE (L3/L4 &)

BE  SEEBREAlowRANNEERMEE , WARKEN/HX4RK, E-—NMIRERNA
L3/LAS Bt AllowHR N By R 4E o

BRELLTHI

9 deleting firewall session flags = 0x0, fwFlags =
DO

0x

ort: processed decoder alerts or actions queue,


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210

192.168.1.0/24 192.168.2.0/24

INSIDE § B OUTSIDE

[\ / |
40 1 m\ya .1 40

FTD

DL F R B

Access Control » Access Control Metwork Discovery Application Detectors Correlation Actions «
ACP1
nter Description

Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

-E Inheritance Settings
LI Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device ! Show Rule Conflicts & () Add Category &) Add Rule  Search Rules

1 Rulet Any Ay = 192.168.1.40 S 192.168.2.40 Any Any  Any Any # TCP (6):80 Any

Any & Allow

Snort FEREBH KM, EEE , ZHANEN RFRERE

<tfroot>

# Start of AC rule.
268435461

al | ow

any 192.168.1.40 32 any any 192.168.2.40 32 80 any 6

LINAS|ZEHh YR -
N B ANBE R permitBIE | XEHE T EE B FISnont U T — S,

<{froot>

firepower#

show access- i st




access-1list CSM_FW_ACL_ Tine 9 remark rule-id 268435461: L7 RULE: Rulel
access-1list CSM_FW_ACL_ Tine 10 advanced

permt

tcp host 192.168.1.40 host 192.168.2.40 eq www rule-id 268435461 (hitcnt=1) 0x641a20c3

EEEFTDANMAESAlloWH N B AR , BT LR G E

« I8 Snort &iHER
s FHRAXIFRIRCLISHIA
BT ELINASIZ A fiE i3 MtracelR W , & 0] LATESnort5| 2 FRi% 2 6 A capture-traffic

LINA capture @555 Snort capture-traffic 5 :

Snort
Snort-level capture
({‘capture-traffic’
command)

| LINA-level capture |
("caplure’ command)

*Melwar ] * e

Snort Verdict LINA-level capture ]
(‘capture® command)

Analyze

Defrag Policy VPN Decrypt d DROP DRCP
AT 4=
WUr1TH

SEBRSnort&i 15 B /5 FA MCLISH#Ysystem support trace , SRAEB I M EHLA(192.168.1.40)F)
HlB(192.168.2.40)\HTTPR. PIEBIE T HE = K EISnort5|Z H K Snort 5| ZHIPASSHIE :

<#froot>

firepower#

clear snort statistics

/N B BRI Ciscok IS S S T Asystem support@s 5 , {Bsystem support ssl-client-
hello-commandshﬁ%&iﬂ’] WERRA , ZIERm—MREA,

A, BRAFERELINTIRSE  FTELGTERBMET , RN ETRLPIREHRE.

<ffroot>


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210

system support trace

Please specify an IP protocol:
Please specify a client IP address:

192.168. 1. 40

Please specify a client port:
Please specify a server IP address:

192. 168. 2. 40

Please specify a server port:
Enable firewall-engine-debug too? [n]:
Monitoring packet tracer debug messages

Tracing enabled by Lina

192.168.2.40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, seq 361134402

192.168.2.40-80 - 192.168.1.40-32797 6 AppID: service unknown (0), application unknown (0)
192.168.1.40-32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel’', allow
192.168.1.40-32797 > 192.168.2.40-80 6 NAP 1id 1, IPS id O,

Ver di ct PASS

Trace buffer and verdict reason are sent to DAQ's PDTS

Tracing enabled by Lina

192.168.2.40-80 - 192.168.1.40-32797 6 Packet: TCP, SYN, ACK, seq 1591434735, ack 361134403
192.168.2.40-80 - 192.168.1.40-32797 6 AppID: service unknown (0), application unknown (0)
192.168.1.40-32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel’', allow
192.168.1.40-32797 > 192.168.2.40-80 6 NAP id 1, IPS id O,

Ver di ct PASS

Trace buffer and verdict reason are sent to DAQ's PDTS

Tracing enabled by Lina

192.168.2.40-80 - 192.168.1.40-32797 6 Packet: TCP, ACK, seq 361134403, ack 1591434736
192.168.2.40-80 - 192.168.1.40-32797 6 AppID: service HTTP (676), application unknown (0)

192.168.1.40-32797 > 192.168.2.40-80 6 Firewall: allow rule, 'Rulel', allow
192.168.1.40-32797 > 192.168.2.40-80 6 NAP 1id 1, IPS id O,

Ver di ct PASS

Pass Packetsit #8880 :

<tfroot>

>



show snort statistics

Packet Counters:

Passed Packets 54
Blocked Packets 0
Injected Packets 0
Packets bypassed (Snort Down) 0
Packets bypassed (Snort Busy) 0
Flow Counters:
Fast-Forwarded Flows 0
Blocklisted Flows 0

Passed Packets = Snort5|Z# &

7= 2 ACP RFRE (L3-7 &)

EBEAllowHL N Bt & HELRBAT A

RELILAZHE :

Security Intelligence  HTTP Responses  Advanced

#8 Filter by Device Show Rule Conflicts &) () Add Category () Add Rule ] Search Rules

w Mandatory - ACP1 (1-1)

1 Rulel Any Ay 52192.168.1.40 52 192.168.2.40 Any Any  Any Any Any Any  Any o Allow

L75:4F (Hlan , ARKRE, XAFREE. NA )

Advanced

Security Intelligence

HTTP Responses

#8 Filter by Device

@ Add Category @ Add Rule l Search Rules

w+ Mandatory - ACP1 (1-1)

1 Rulel Any Ay 3192.168.1.40 3 192.168.2.40 Any Any  Any Any Any Any  Any o Allo m

BE



B2, HAlowM N EE A |, XEEEEFP4100/9300 LRFTDAERER H X :

NEMs
MIO . o
St Security Module Blackist A AN
Fabric
- - - ::. d NAQD A 0 > w
Backplane °
L L DROP DROP DROP
LINA Engine Datapath

N srE . EEHABE (MIO) 2 Firepower NN EE 3 E,

%% 3 Snort RIBFERHIE (ERA AN )

EREEEERLT , FTD Snort5|ZAREPERMITLISTHE ( REREL ) , FRARELHES
LINAGIZ (ZERLERT , 2EEFIHWINESE — SmartNIC ) . Bl :

« KRECE SSL KHEHY SSL RE

- ERENAEER(IAB)

FZARESREN TR

NEMs,.

MIO Security Module S > LH» G-
SWitCh s Malware Signatu
Fabric

Bac Ian; ,_,? : .
R LINA Engine Datapath

EREBRT :




N LINA Engine Datap;ath

o RYFHNTESnorthERE Fallow , ELINASIZHEE J permit,
s ERZBERT , RENAERESHLEREISnort5| B#ITHMRE,

EdEESH
XY FEESnort5| ZBHTL7TR N |, FEZAllowH N | a0

- AREH
o« XK

ACP {EHR1E
%8 1. ACP SE#

MRBFEESnotRBINASRL7EN ( Fla0 , ARKEE, XHRE, NELEIN )  BEFEFRR
21BR(SI). KRB, QoSEINEE , MEIIEMN # £ A Trust Action,

hih

192.168.10.50 192.168.11.50

INSIDE § B OUTSIDE

[\ /|
Po1.202 HR /Al po1.203

FTD

B E R



ACP1
Enter Descriptior
Rules Security Inteligence HTTP Responses Logging Advanced
¥ Search Rules
Mame g Lt Source Metworks  Diest Networks |I.. Users Applic.
¥ Mandatory - ACP1 (1-4)

EZBRIFTD Snort5| 288t |, HSREFEHN -

<tfroot>

# Start of AC rule.
268438858

fastpath
any 192.168.10.50 31 any any 192.168.11.50 31

80

any

(log dcforward flowend)

N osrE w6 2L (TCP).
FTD LINA #g9Fm -

<{froot>

firepower#

show access-list | i 268438858

Prefilter Policy: Prefilter]

URLs

x

Show Rule Canflicts @

SSL Policy: None

Trust

access-1list CSM_FW_ACL_ Tine 17 remark rule-id 268438858: ACCESS POLICY: ACP1l - Mandatory
access-1list CSM_FW_ACL_ Tine 18 remark rule-id 268438858: L7 RULE: trust_L3-L4

access-1ist CSM_FW_ACL_ 1line 19 advanced permit tcp object-group FMC_INLINE_src_rule_268438858 object-g

access-1list CSM_FW_ACL_ 1line 19 advanced

permt

tcp host 192.168.10.50 host 192.168.11.50 eq www rule-id 268438858 (hitcnt=19) 0x9d442895



access-1list CSM_FW_ACL_ Tine 19 advanced
permt

tcp host 192.168.10.50 host 192.168.11.51 eq www rule-id 268438858 (hitcnt=0) 0xd026252b
access-1list CSM_FW_ACL_ Tine 19 advanced

permt

tcp host 192.168.10.51 host 192.168.11.50 eq www rule-id 268438858 (hitcnt=0) 0x0d785cc4
access-1list CSM_FW_ACL_ Tine 19 advanced

permt

tcp host 192.168.10.51 host 192.168.11.51 eq www rule-id 268438858 (hitcnt=0) 0x3b3234f1

I6IE -

J& A system support trace , REXEMNEHN A (192.168.10.50) Z)EHL B (192.168.11.50) B HTTP
£,

/N ss . mn MAECiscoX FH1E S T Fsystem supportds < , {Bsystem support ssl-client-
hello-commandsiﬁa@qﬂ13%5’]‘1%‘%5?% , ZIEM— M EMA.

A, BIRAERELNTER  FTELGSERBMEZET , ENTAELEmRE M.

BE=EABIES®E X ZISnort51%2, SnortBIZXEFILINA , PERMITLISTH E MR R AR EH ZILINASG
.

<tfroot>

>

system support trace

Enable firewall-engine-debug too? [n]:

Please specify an IP protocol:

tcp


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210

Pl ease

specify a client IP address:

192.168. 10. 50

Please specify a client port:
Please specify a server IP address:

192.168. 11. 50

Please specify a server port:

80

Monitoring packet tracer and firewall debug

192.168.10.50-42126

TCP, SYN

, seq 453426648

192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.

Ver di ct

10.
10.
10.
10.
10.
10.
10.

50-42126
50-42126
50-42126
50-42126
50-42126
50-42126
50-42126

PASS

192.168.11.50-80 6 AS

192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.

192.168.11.50-80 - 192.168.10

TCP, SYN, ACK

11.50-80
11.50-80
11.50-80
11.50-80
11.50-80
11.50-80
11.50-80

.50-42126

, seq 2820426532, ack 453426649

192.168.11.50-80 - 192.168.10.50-42126
192.168.11.50-80 - 192.168.10.50-42126
192.168.11.50-80 - 192.168.10.50-42126

Ver di ct

PASS

192.168.10.50-42126 - 192.168.11.50-80

TCP, ACK

, seq 453426649, ack 2820426533

192.168.10.50-42126 - 192.168.11.50-80
192.168.10.50-42126 - 192.168.11.50-80
192.168.10.50-42126 - 192.168.11.50-80

[e) o) I e)INe) B <) I e) Ie))

AS
AS
AS
AS
AS
AS
AS

AS

AS
AS
AS

AS

AS
AS
AS

messages

1-1 CID 0 Packet:

1-1 CID 0 Session: new snort session

1-1 CID O AppID: service unknown (0), application unknown (
1-1 I 2 new firewall session

1-1 I 2 using HW or preset rule order 5, 'trust_L3-L4', act
1-1 I 2 HitCount data sent for rule id: 268438858,

1-1 CID O Firewall: trust/fastpath rule, 'trust_L3-L4', all
1-1 CID 0 Snort id 2, NAP 1id 2, IPS id O,

1-1 CID 0 Packet:

1-1 CID O AppID: service unknown (0), application unknown (
1-1 CID O Firewall: trust/fastpath rule, 'trust_L3-L4', all
1-1 CID 0 Snort id 2, NAP id 2, IPS id 0,

1-1 CID 0 Packet:

1-1 CID O AppID: service unknown (0), application unknown (
1-1 CID O Firewall: trust/fastpath rule, 'trust_L3-L4', all
1-1 CID 0 Snort id 2, NAP id 2, IPS id 0,



Verdi ct PERM TLI ST

—BEERELLL | Snort5| ZFMLINASI ZEW T HIEEEAMBRSIE

<{froot>

192.168.10.50-42126 > 192.168.11.50-80 6 AS 1-1 I 2

CGot end of flow event

from hardware with flags 00010001. Rule Match Data: rule_id 0, rule_action 0 rev_id 0, rule_flags 3
192.168.10.50-42126 > 192.168.11.50-80 6 AS 1-1 I 2 Logging EOF for event from hardware with rule_id =
192.168.10.50-42126 > 192.168.11.50-80 6 AS 1-1 I 2 :

Recei ved EOF, deleting the snort session.

192.168.10.50-42126 - 192.168.11.50-80 6 AS 1-1 CID O Session: deleting snort session, reason: timeout
192.168.10.50-42126 > 192.168.11.50-80 6 AS 1-1 I 2 deleting firewall session flags = 0x10003, fwFlags
192.168.10.50-42126 - 192.168.11.50-80 6 AS 1-1 CID O Session: deleted snort session using 0 bytes; pro

Snort5| 23K E REIESnort 5| ZH =N EES -

<tfroot>

>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - managementl
2 - Global

Selection?

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n vlan and (host 192.168.10.50 and host 192.168. 11. 50)

10:26:16.525928 IP 192.168.10.50.42144 > 192.168.11.50.80: Flags [S], seq 3065553465, win 29200, option



10:26:16.525928 IP 192.168.11.50.80 > 192.168.10.50.42144: Flags [S.], seq 3581351172, ack 3065553466,
10:26:16.525928 IP 192.168.10.50.42144 > 192.168.11.50.80: Flags [.], ack 1, win 229, options [nop,nop,

2

LINAS| ZHRERTETECHRE :

<{froot>

firepower#

show capture CAPI

437 packets

SOV b WN R

09:
09:
09:
09:
09:
09:

51:
51:
51:
51:
51:
51:

captured

19.
19.
19.
19.
19.
19.

431007
431648
431847
431953
444816
444831

802.
802.

802

802

1Q vlan#202
1Q vlan#202

.1Q vlan#202
802.
802.

1Q vlan#202
1Q vlan#202

.1Q vlan#202

PO
PO
PO
PO
PO
PO

192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.

10.
11.
10.
10.
11.
11.

50.
50.
50.
50.
50.
50.

42118 > 192.168.
80 > 192.168.10.
42118 > 192.168.
42118 > 192.168.
80 > 192.168.10.
80 > 192.168.10.

11.
50.
11.
11.
50.
50.

50.80:
42118:
50.80:
50.80:
42118:
42118:

S 2459891187:24598911
S 2860907367:28609073
. ack 2860907368 win

P 2459891188:24598913
. 2860907368:28609087
. 2860908736:28609101

RELINANBEZREREFSnortHEN S —MTE. F— I HEIKRE TPASSHIE :

<tfroot>

firepower#

show capt ure CAP

Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:
Type:

Type:

CAPTURE
ACCESS-LIST
ROUTE-LOOKUP
ACCESS-LIST
CONN-SETTINGS

NAT
NAT

IP-OPTIONS
CAPTURE
CAPTURE

NAT

CAPTURE

NAT

IP-OPTIONS
CAPTURE
FLOW-CREATION

EXTERNAL-INSPECT

SNORT

packet - nunber 1 trace

i Type| Verdi ct



Snort id 22, NAP id 2, IPSid 0, Verdict PASS

Snort Verdict: (pass-packet) allow this packet

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Type: ADJACENCY-LOOKUP
Type: CAPTURE

OUTSIDE#: 0 ETCP SYN/ACKEIE BRI IR ER :

<tfroot>

firepower#
show capt ure CAPO packet-nunber 2 trace | i Type| Verdi ct

Type: CAPTURE

Type: ACCESS-LIST
Type: FLOW-LOOKUP
Type: EXTERNAL-INSPECT
Type: SNORT

Snort id 22, NAP id 2, IPSid 0, Verdict PASS
Snort Verdict: (pass-packet) allow this packet

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Type: ADJACENCY-LOOKUP
Type: CAPTURE

TCP ACKIE| AT IR E -

<{froot>

firepower#

show capture CAPI packet-nunmber 3 trace | i Type| Verdict

Type: CAPTURE

Type: ACCESS-LIST
Type: FLOW-LOOKUP
Type: EXTERNAL-INSPECT
Type: SNORT

Snort id 22, NAP id 2, IPSid 0, Verdict PERM TLIST

Snort Verdict: (fast-forward) fast forward this flow
Type: CAPTURE



BZFESnortH EFEIH)NTE M T

<{froot>

firepower#

show capture CAPI packet-nunber 3 trace | b Type: SNORT

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: TCP, ACK, seq 687485179, ack 1029625865
AppID: service unknown (0), application unknown (0)
Firewall: trust/fastpath rule, id 268438858, allow
Snort 1id 31, NAP id 2, IPS id O,

Verdi ct PERM TLI ST

Snort Verdict: (fast-forward) fast forward this flow

EOMIEET 2R EISnort5|ZE , RNLINAGIZELEFHE !

<#froot>

firepower#

show capture CAPI packet-nunber 4 trace

441 packets captured

4: 10:34:02.741523 802.1Q vlan#202 PO 192.168.10.50.42158 > 192.168.11.50.80: P 164375589:1643
Phase: 1
Type: CAPTURE
Subtype:
ResuTlt: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

ResuTlt: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list



Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 1254, using existing fl ow

Phase: 4

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

Snort Verdict: (fast-forward) fast forward this flow

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

1 packet shown

Snont&ZitERIERIX— & :

<#froot>

firepower#

show snort statistics

Packet Counters:

Passed Packets

Blocked Packets
Injected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

Flow Counters:

Fast - For war ded Fl ows

O O OO



BlackTisted Flows

Miscellaneous Counters:
Start-of-Flow events
End-of-Flow events
Denied flow events
Frames forwarded to Snort before drop
Inject packets dropped

[Nl o)

FZHEEEEANNKEIR. Snont5|EaE-LHES , ERBESVEILINARITRE

NEMs
]| MIO Security Module R L7ACLER olcy ga Policygm
I SWltCh T Malware Signatu
| | Fabric
—— i | 5 : / YAQ L es Ry Yes
Bacldplane °
i LINA Engine Datapath

1:2. ACPIE1ESR/E ( BSI. QoSHE MM )

MRFLEFTDFZ2BMESNRENATHAER , SIEEACPRFIER |, BRI LIEESIR
(TALCS, &, 3%k ). 5—FHE , MRBZEAE , IUEREASIMACPHMEHNSI, URLH

SIFIDNSHISI, MERNSIMIURLEZA -

DNS Policy / H

Default DNS Policy

Whitelist (1) Blacklist (1)
MNetworks MNetworks E
Global Whitelist (Any Zone) ™ Global Blacklist (Any Zone)
URLs URLs B

EABIF | “EEHANEREEERETER LINA

<#froot>

e




show access- i st

access-1list CSM_FW_ACL_ Tine 9 remark rule-id 268435461: L4 RULE: Rulel
access-1list CSM_FW_ACL_ Tine 10 advanced trust ip host 192.168.1.40 host 192.168.2.40 rule-id 268435461

N EE . B6228  FTDXETID, TIDWITESRESIES  BROESHER  CFA B4
B4R ) B 7 [ FISnortE B LR T TIDAR .

KUE1TH

M£$ILA(192 168.1.40) 1 £ #1B(192.168.2.40) £ BHTTPLE., M TFIXEFP4100H ZHEFFE

umsal]um, ﬁ%iiiik*j_ﬁgﬁﬂ.

- REXRFEQBEIFTD LINAGIZHRE , MERREHD REISmartNIC ( BHIESR ) .
- FE&FEBEIHKEISnOE|E,

FTD LINAE %iJL’j_\*TlU\O ,i%a_\ulbaﬁl]fk IJEE1£FO 731%5 %ﬁ , /ﬁﬁ“N”*-ﬁlu\o Jé,muik “no Snort
redirection” :

<tfroot>

firepower#
show conn

1 in use, 15 most used

TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:32809, idle 0:00:00, bytes 949584, flags UIO

SnortSE it E B R E RS EF M MG R A RICEEH ¢

<ttroot>

firepower#
show snort statistics

Packet Counters:



Passed Packets 0

Blocked Packets 0

Injected Packets 0

Packets bypassed (Snort Down) 0

Packets bypassed (Snort Busy) 0
Flow Counters:

Fast-Forwarded Flows 0

Blacklisted Flows 0
Miscellaneous Counters:

Start-of -Fl ow events 1

End- of - Fl ow events 1

FTD LINABEE RENRERMAN 2 REBEH LR (BN M FE—1)

<tfroot>

Sep 27 2017 20:16:05: %ASA-7-609001: Built Tocal-host INSIDE:192.168.1.40
Sep 27 2017 20:16:05: %ASA-6-302013: Built inbound TCP connection 25384 for INSIDE:192.168.1.40/32809 (
Sep 27 2017 20:16:05: %ASA-6-805001:

O fl oaded TCP Fl ow for connection 25384 from | NSI DE

:192.168.1.40/32809 (192.168.1.40/32809) to OUTSIDE:192.168.2.40/80 (192.168.2.40/80)
Sep 27 2017 20:16:05: %ASA-6-805001:

O fl oaded TCP Fl ow for connection 25384 from OUTSI DE

:192.168.2.40/80 (192.168.2.40/80) to INSIDE:192.168.1.40/32809 (192.168.1.40/32809)

Sep 27 2017 20:16:05: %ASA-6-805002: TCP Flow is no longer offloaded for connection 25384 from OUTSIDE:
Sep 27 2017 20:16:05: %ASA-6-805002: TCP Flow 1is no longer offloaded for connection 25384 from INSIDE:1
Sep 27 2017 20:16:05: %ASA-6-302014: Teardown TCP connection 25384 for INSIDE:192.168.1.40/32809 to OUT
Sep 27 2017 20:16:05: %ASA-7-609002: Teardown local-host INSIDE:192.168.1.40 duration 0:00:00

ELINAFRHEERANRENFERENRBEIR. LNAGRE-LEHRT , ARBEESHHEE
SmartNIC(FP4100/FP9300):



NEMs
1| m10 |

Switch Security Module e o N
Fabric Drop Drop Drop

n3 A " AERSS e 8

) DAQ A Route ARP
TR EEEEN EEngunm
LINA Engine Datapath

IEESY]

- YREEASnoZIBRE/LANRES (W, NARN., SIKE ) BRIRFEEHEHBILINAG
2t , SR TrustiR 4,

- WRTEFP4100/9300 LFEAFTDHFERET L Snorte ., AJFEBH BFastpathiRE
T IEEEAN (B RAARENERIBD ) -

T E 2R SR B FE L R AF

ZRA

192.168.1.0/24 192.168.2.0/24

INSIDE g B OUTSIDE

1 m\p= 1

FTD

40

FSFFTDISL IS 2 KA

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v

FTD_Prefilter

&) Add Tunnel Rule &) Add Prefilter Rule | Search Rule

Destinat...

Destination

Source

# Name Rule T... Source

VLAN Tag ‘ Action

1 Prefilterl Prefilter o 192.168.1.40 g2 192.168.2.40 X Block




FTD Snort5|% ( ngfw.rulesX# ) HEFBHIKHE

<{froot>

# Start of tunnel and priority rules.
#

These rul es are eval uated by LINA

. Only tunnel tags are used from the matched rule id.
268437506

deny

any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1

LINA &R ZHY SRR

<tfroot>

access-1list CSM_FW_ACL_ Tine 1 remark rule-id 268437506: PREFILTER POLICY: FTD_Prefilter
access-1list CSM_FW_ACL_ Tine 2 remark rule-id 268437506: RULE: Prefilterl
access-1list CSM_FW_ACL_ Tine 3 advanced

deny

ip host 192.168.1.40 host 192.168.2.40 rule-id 268437506 event-log flow-start (hitcnt=0) 0x76476240

SEBREEASRESN , e EREESMLINAZF EMRE R ESnort:

<tfroot>

firepower# packet-tracer input INSIDE icmp 192.168.1.40 8 0 192.168.2.40

Ehase: 4

Type: ACCESS- LI ST
Subtype: Tog
Resul t: DROP

Config:
access-group CSM_FW_ACL_ global

access-1ist CSM FWACL_ advanced deny ip host 192.168.1.40 host 192.168.2.40 rule-id 268437506 event-| o¢



access-1list CSM_FW_ACL_ remark rule-id 268437506:

PREFI LTER POLI CY: FTD_Prefilter

access-1list CSM_FW_ACL_ remark rule-id 268437506: RULE: Prefilterl
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

Snort Z&ITEEE R :

<tfroot>

firepower#

show snort statistics

Packet Counters:
Passed Packets
Blocked Packets
Injected Packets
Packets bypassed (Snort Down)
Packets bypassed (Snort Busy)

[=NeNeNoNo)

Flow Counters:
Fast-Forwarded Flows
BlackTisted Flows 0

o

Miscellaneous Counters:
Start-of-Flow events
End-of-Flow events 0

o

Deni ed fl ow events 1

LINAASP ZBE R :

<tfroot>



firepower#

show asp drop

Frame drop:

Flow i s denied by configured rule (acl-drop)

(EIEESY

HERBERBLI/LAZMAHEILLRE , MAXREZITHINGISnortk M ET |, AT LASE A TS e 25 FE LE M
e

T IS BR SR B IR IR BR R 1R A

ZRILIEERREEAN

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v

FTD_Prefilter

Enter Description

1 Prefiltert Prefilter  any an) @ 192.168.1.40 & 192.168.2.40 any & TCP (6):80 any

FTD Snort5|ZHREBHI KR

<{froot>

268437506

fastpath

any any any any any any any any (log dcforward flowend) (tunnel -1)



FTD LINA FZ B KB

<{froot>

access-1list CSM_FW_ACL_ Tine 1 remark rule-id 268437506:

PREFI LTER POLI CY: FTD Prefilter

access-1ist CSM_FW_ACL_ 1ine 2 remark rule-id 268437506: RULE: Prefilterl
access-1list CSM_FW_ACL_ Tine 3 advanced

trust

tcp host 192.168.1.40 host 192.168.2.40 eq www rule-id 268437506 event-log flow-end (hitcnt=0) 0xf3410

BIE1TH

M FHA(192.168.1.40)22 KT FF EI  H1B(192.168.2.40) I HTTPLiER | — eI AETLINA , &
REESHEEZEISmanNIC, EAHIF |, FAfirewall-engine-debugf RAZFREE T :

<tfroot>

>
system support trace

Please specify an IP protocol: tcp

Please specify a client IP address: 192.168.1.40
Please specify a client port:

Please specify a server IP address: 192.168.2.40
Please specify a server port:

Enable firewall-engine-debug too? [n]: y
Monitoring packet tracer debug messages

192.168. 1. 40- 32840 > 192.168.2.40-80 6 AS 1 | 8 Got end of flow event from hardware

with flags 04000000

/N B BRI Ciscok g S T{Eﬁﬁsystem supportfi ¥ , {Bsystem support ssl-client-
heIIo-commands?aﬁ':P RN TRA , XEGSTHT—BAE

o EHRAERAELNTIES  FELGSERAMET , EAEARAZmRE M.


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210

LINA B & & 7R EIE AT R

= .
JILER .

<#froot>

Oct 01 2017 14:36:51:
Oct 01 2017 14:36:51:
Oct 01 2017 14:36:51:
Oct 01 2017 14:36:51:

%ASA-7-609001:
%ASA-7-609001:
%ASA-6-302013:
%ASA-6-805001:

Built Tocal-host INSIDE:192.168.1.40
Built Tocal-host OUTSIDE:192.168.2.40
Built inbound TCP connection 966 for INSIDE:192.168.1.40/32840 (19

O fl oaded TCP Fl ow for connection 966 from | NSI DE

:192.168.1.40/32840 (192.168.1.40/32840) to OUTSIDE:192.168.2.40/80 (192.168.2.40/80)

Oct 01 2017 14:36:51: %ASA-6-805001:

O fl oaded TCP Fl ow for connection 966 from OUTSI DE

:192.168.2.40/80 (192.168.2.40/80) to INSIDE:192.168.1.40/32840 (192.168.1.40/32840)

LINABRE RANSTESHLELX

<tfroot>

firepower# show capture
capture CAPI type raw-data buffer 33554432 trace trace-count 100 interface INSIDE [Capturing -

3908 byt es]

match ip host 192.168.1.40 host 192.168.2.40
capture CAPO type raw-data buffer 33554432 trace trace-count 100 interface OUTSIDE [Capturing -

3908 byt es]

match ip host 192.168.1.40 host 192.168.2.40

<{froot>

firepower#

show capture CAPI

8 packets captured



14:45:32.700021 192.168.
14:45:32.700372 192.168.
14:45:32.700540 192.168.
14:45:32.700876 192.168.
14:45:32.700922 192.168.
14:45:32.701425 192.168.
14:45:32.701532 192.168.
14:45:32.701639 192.168.

.40.32842 > 192.168.2.40.80: S 3195173118:3195173118(0) win 2920 <mss 1
.40.80 > 192.168.1.40.32842: S 184794124:184794124(0) ack 3195173119 wi
.40.32842 > 192.168.2.40.80: P 3195173119:3195173317(198) ack 184794125
.40.80 > 192.168.1.40.32842: . 184794125:184795493(1368) ack 3195173317
.40.80 > 192.168.1.40.32842: P 184795493:184796861(1368) ack 3195173317
.40.80 > 192.168.1.40.32842: FP 184810541:184810851(310) ack 3195173317
.40.32842 > 192.168.2.40.80: F 3195173317:3195173317(0) ack 184810852 w
.40.80 > 192.168.1.40.32842: . ack 3195173318 win 2697 <nop,nop,timesta

coONOYUVIT A WN R
N ENNNRNR

FTD RO REITERE TR 22 MRS D REIEH

<ffroot>

firepower#

show fl ow of fl oad statistics

Packet stats of port : O

Tx Packet count : 22
Rx Packet count : 22
Dropped Packet count : 0
VNIC transmitted packet : 22
VNIC transmitted bytes : 15308

VNIC Dropped packets : 0
VNIC erroneous received :
VNIC CRC errors

VNIC transmit failed
VNIC multicast received

O O OO

2

& 0] LA fE Fishow flow-offload flowfs S EE S5 2 mmtExm EME R,

<tfroot>

firepower#

show fl ow of fl oad fl ow

Total offloaded flow stats: 2 in use, 4 most used, 20% offloaded, 0 collisions

TCP 1intfc 103 src 192.168.1.40:39301 dest 192.168.2.40:20, static, timestamp 616063741, packets 33240,
TCP 1intfc 104 src 192.168.2.40:20 dest 192.168.1.40:39301, static, timestamp 616063760, packets 249140,
firepower#



show conn

5 in use, 5 most used
Inspect Snort:
preserve-connection: 1 enabled, 0 in effect, 4 most enabled, 0 most in effect

TCP OUTSIDE 192.168.2.40:21 INSIDE 192.168.
TCP OUTSIDE 192.168.2.40:21 INSIDE 192.168.
TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.
TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.

.40:40988, idle

1.4 :00:00, bytes 723, flags UIO
1.40:40980, idle
1.4

1.4

0:0
0:02:40, bytes 1086, flags UIO
.40:49442, idle 0:0
0:0

.40:39301, idle 0:00:00, bytes 485268628, flags U

o0 <- offloaded flow

:00:00, bytes 86348310, flags UIO N1

TCP OUTSIDE 192.168.2.40:20 INSIDE 192.168.1.40:34713, idle 0:02:40, bytes 821799360, flags UFRIO

- BOLEETF“show conn”iBitE, Flan , MIRESIFTD LINASIZBEHERE TS, Hp—4
WHR , MIRE20% B 5 o

- HELSFNRARFIBURFERMAFRA ( Hlin , ASA 9.8.3FFTD 6.2.3% 340077 XX [E
800 MNEREEIER ) -

o MRHBEROKELXZIRS (a0, 400740 EFHK ) , WARLSHEIHERE , EFNHERS
il B 24 B E$E

E&EFP4100/9300 LBEEFTD ( 25+ LINA ) L BHFIEHES , XFENERIEBHRK

¢ Refresh | Capture Session

i, » CAP Drop Count: 0 Operational State: DOWN - Session_Admin_Shut Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Name Device Name
Etherneti/9 None 0 CAP-ethernet-1-9-0.pcap FTD W,

Ethernet1/1 None 0 CAP-ethernet-1-1-0.pcap FTD

HEBRBRETHN LR, ATFXOSHREN (BIMARHMRK) , SMESETRIMX

BIREBGITER -

- B FTD MBUEEEE : 30
« J@3T FTD LINA B9Z3Ea%k : 8
o 2RE SmartNIC FE4 IERFHEIEIER : 22

WMRF A 5FP4100/FPI300FE , A BFTEHIESEALINAGIZELE  AAFZERED ROEE



<{froot>

FP2100-6#

show conn addr 192.168. 1. 40

33 1in use, 123 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 2 most enabled, 0 most in effect

TCP OUTSIDE 192.168.2.40:80 INSIDE 192.168.1.40:50890, idle 0:00:09, bytes 175, flags

Uxl O

LINAR S H SR E REZIRENEEL LS4

<{froot>

FP2100-6#
show log | i 192.168. 2.40
Jun 21 2020 14:29:44: %FTD-6-302013:

Built inbound TCP

connection 6914 for INSIDE:192.168.1.40/50900 (192.168.11.101/50900) to OUTSIDE:192.168.2.40/80 (192.1
Jun 21 2020 14:30:30: %FTD-6-302014:

Teardown TCP connection

6914 for INSIDE:192.168.1.40/50900 to OUTSIDE:192.168.2.40/80 duration 0:00:46 bytes 565 TCP FINs from

i IEESH]

o YBEFXL5SSnort N AT | 15 A Prefilter Fastpathi® e, BEEHFENZ P REBUBEEL R
ZHREEHNARBBRENITHIRE,

« 1£EFP4100/93001% % L , Fastpathi@FSMABERS R , HEREALBBIEEZELFTD
LINAG|Z# T4 B, HRIPDHSMartNICAE |, MR D R

T JE 2R R BE PORBR R IRE ( WERER )



WMRNBEABKE (NGIPSED ) WREN AT IERRBHRERERE , WLAERUTILR

. Jttﬂ)ﬂﬂfﬁﬁjtrust?ﬁfﬁﬁ')ﬂ?LINA%Iio
« Snort 5|BFRRER.
- REHE (BH4ME ) FoxE  BEAREDRFTEHTNGIPSED,

MR A EXER A T Prefilter Fastpathi24E | 55 R IEE B ER

firepower# packet-tracer input inside tcp 192.168.1.40 12345 192.168.1.50 80 detailed

Phase: 1

Type: NGIPS-MODE

Subtype: ngips-mode

Result: ALLOW

Config:

Additional Information:

The flow ingressed an interface configured for NGIPS mode and NGIPS services will be applied
Forward Flow based Tookup yields rule:

in id=0x2ad7ac48b330, priority=501, domain=ips-mode, deny=false
hits=2, user_data=0x2ad80d54abd0, cs_id=0x0, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 2

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced trust ip object 192.168.1.0 object 192.168.1.0 rule-id 268438531 event
access-1ist CSM_FW_ACL_ remark rule-id 268438531: PREFILTER POLICY: PF1

access-1list CSM_FW_ACL_ remark rule-id 268438531: RULE: 1

Additional Information:

Forward Flow based Tookup yields rule:

in 1d=0x2ad9f9f8a7f0, priority=12, domain=permit, trust

hits=1, user_data=0x2ad9b23c5d40, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=192.168.1.0, mask=255.255.255.0, port=0, tag=any, ifc=any

dst ip/id=192.168.1.0, mask=255.255.255.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output_ifc=any

Phase: 3

Type: NGIPS-EGRESS-INTERFACE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Ingress interface inside is in NGIPS inline mode.

Egress interface outside is determined by inline-set configuration

Phase: 4

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:



New flow created with id 7, packet dispatched to next module
Module information for forward flow ...

snp_fp_ips_tcp_state_track_lite
snp_fp_ips_mode_adj
snp_fp_tracer_drop

snp_ifc_stat

Module information for reverse flow ...

snp_fp_ips_tcp_state_track_lite
snp_fp_ips_mode_adj
snp_fp_tracer_drop

snp_ifc_stat

Result:
input-interface: inside
input-status: up
input-Tine-status: up
Action: allow

HEAIRENTARTERE

Chec
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Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v

Prefilter_Policy1l

Enter Description

&) Add Tunnel Rule | (&) Add Prefilter Rule  Search R

1 Prefilter_Rulel Prefilter any any 71 192.168.1.40 g 192.168.2.40 any any any o Analyze

ACP{X 3£ 1& & JyBlock All TrafficBY ZRIAFL I :

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

ACP1

Enter Description

Prefilter Policv SSL Policy: None

Tz Inheritance §

TG Security Intelligence HTTP Responses  Advanced

w Mandatory - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

FTD Snort5| % ( ngfw.rules3# ) HEFBHIKEE

<ttroot>

# Start of tunnel and priority rules.

# These rules are evaluated by LINA. Only tunnel tags are used fromthe matched rule id.

268435460 allow any 192.168.1.40 32 any any 192.168.2.40 32 any any any (tunnel -1)
268435459 allow any any 1025-65535 any any 3544 any 17 (tunnel -1)

268435459 allow any any 3544 any any 1025-65535 any 17 (tunnel -1)

268435459 allow any any any any any any any 47 (tunnel -1)

268435459 allow any any any any any any any 41 (tunnel -1)

268435459 allow any any any any any any any 4 (tunnel -1)

# End of tunnel and priority rules.

# Start of AC rule.

268435458 deny any any any any any any any any (log dcforward flowstart)



# End of AC rule.

EFTD LINAS| B EB A KB

<tfroot>

access-1list CSM_FW_ACL_ 1ine 3 advanced
permt

ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460 (hitcnt=0) O0xb788b786

BIETTH

Packet Tracer& RLINAR T EIES , NHE K EISnort5|Z (B Fpermitig{E) , # ESnort5|Z4
IREblock¥IE , AARKBACHBRINRED EL,

N EE - snort FTREREANITETRE.
smmENEar RS

<ffroot>

firepower#

packet-tracer input INSIDE icnp 192.168.1.40 8 0 192.168. 2. 40

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM FWACL_ advanced pernmit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460

access-1ist CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-1ist CSM_FW_ACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached



Phase: 14
Type: SNORT
Subtype:

Resul t: DROP

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997, {icmpType

Firewal | : block rule, id 268435458, drop

Snort: processed decoder alerts or actions queue, drop
NAP id 1, IPS id 0,

Verdi ct BLOCKLI ST, Bl ocked by Firewal
Snort Verdict:

(block-1ist) block list this flow

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (firewall) Blocked by the firewall preprocessor

=2 R ACP RFHNFITIIRER D

MRERRAFHIEZELFTD , NMAMEACPHIFIMAN], Action®] LAZAllows Trust , XEURTF
BFr(BI , MBRERALTRN | LAF4EHAlowiR#E):



Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Enter Description
Prefilter Policy: Prefilter Policyl SSL Policy: Nane Identit

T= Inheritance Se
=

_m Security Intelligence  HTTP Responses  Advanced
#A Filter by Device || Show Rule Conflicts &) | € Add category &) Add Rule | Search Rul

w Mandatory - ACP1 (1-1)
52192.168.1.40 §2192.168.240 Any Ay Any Any

w Default - ACP1 (-)

There are no rules in this section. Add Rule or Add Categery

Default Action Access Control: Block All Traffic

FTD Snort5|ZHREBHI KR

<{froot>

# Start of AC rule.

268435461 all ow any 192.168.1.40 32 any any 192.168.2.40 32 any any any

268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

TELINAB|Zr -

<#root>

access-1ist CSM_FW_ACL_ Tine 3 advanced
permit

ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460 (hitcnt=1) 0xb788b786

WIE1TA

Packet-tracerfELINAR & REIE S ITE M NI268435460 , £Snort5|ZEF & REIES ITHE AN
268435461:

<ffroot>

firepower#



packet-tracer input INSIDE icnp 192.168.1.40 8 0 192.168.2.40

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced

permt

ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-1list CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-1list CSM_FW_ACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997, {icmpType
Firewall:

allowrule, id 268435461, all ow
NAP id 1, IPS id O,

Ver di ct PASS

Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up

Action: allow



%R 3 £/ ACP EEMNFITIIER D

MRACPEEEEAN |, BSFATL ISR RMIRE

| Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

ACP1

Enter Description
Prefilter Policy: Prefilter Policyl SSL Policy: None Identi

Tz Inheritance Sej

_m Security Intelligence  HTTP Responses  Advanced
#8 Filter by Device .| Show Rule Conflicts & @ Add Category (@ Add Rule | Search Rul

w Mandatory - ACP1 (1-1)

2192.168.1.40 2 192.168.2.40 Any

w Default - ACP1 (=)

There are no rules in this section. Add Rule or Add Category

Default Action Access Control: Block All Traffic

Snort:

<tfroot>

# Start of AC rule.

268435461 fastpath any 192.168.1.40 32 any any 192.168.2.40 32 any any any

268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

LINA :

<ffroot>

access-1list CSM_FW_ACL_ 1ine 3 advanced
permit

ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460 (hitcnt=2) 0xb788b786

FidE , ATRIABERTEEAS!, RIEERNELINA LERE S permitiR(E ; it | F— LT
BEEMEH Snort5| EHITRE,



WIF{TH
Packet-tracer& ;RSnort5| B Permit? BT , HERIRAEHEFHBILINA:

<{froot>

firepower#

packet-tracer input INSIDE icnp 192.168.1.40 8 0 192.168.2.40

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-list CSM FWACL_ advanced pernmit ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460

access-1ist CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-1ist CSM_FW_ACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997, icmpType
Firewall:

trust/fastpath rule, id 268435461, allow
NAP id 1, IPS id O,

Verdi ct PERM TLI ST

Snort Verdict: (fast-forward) fast forward this flow

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE



output-status: up
output-line-status: up

Action: allow

R4 R ACP EEMNFEITIIERD 7

EZ =P, SIFHER.

HNFESnortFEFE -

<#root>

# Start of AC rule.
268435461

fastpath

any 192.168.1.40 32 any any 192.168.2.40 32 any any any
268435458 deny any any any any any any any any (log dcforward flowstart)
# End of AC rule.

ELINAR | MNFBHEE, BFEBE5BREANalyze Prefilter N ZBBH AN ( W EACERFIT
) R, HEBIEZHSnoE | BHITRE

<tfroot>

access-1list CSM_FW_ACL_ 1ine 3 advanced

permt ip host 192.168.1.40 host 192. 168. 2. 40

rule-id 268435460 Chitcnt=3) 0xb788b786

access-1list CSM_FW_ACL_ 1ine 13 advanced
trust ip host 192.168.1.40 host 192.168. 2. 40

rule-id 268435461 event-log flow-end Chitcnt=0) 0x5c1346d6

access-1list CSM_FW_ACL_ 1ine 16 advanced
deny ip any any

rule-id 268435458 event-log flow-start Chitcnt=0) 0x97aal02la



BiE1TH

<#froot>

firepower#

packet-tracer input INSIDE icnp 192.168.1.40 8 0 192.168. 2. 40

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global
access-1list CSM_FW_ACL_ advanced

permt

ip host 192.168.1.40 host 192.168.2.40 rule-id 268435460
access-1ist CSM_FW_ACL_ remark rule-id 268435460: PREFILTER POLICY: Prefilter_Policyl
access-1list CSM_FW_ACL_ remark rule-id 268435460: RULE: Prefilter_Rulel
Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 14

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3501), application unknown (0)
Firewall: starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, sgt 65535, user 9999997, icmpType
Firewall:

trust/fastpath rule, id 268435461, allow

NAP id 1, IPS id O,

Verdi ct PERM TLI ST

Snort Verdict: (fast-forward) fast forward this flow

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up



output-line-status: up

Action: allow

ER

Analyze R YEZELINAS| ZHIHER AFRN, XLFEEZXKEISnort5| BHITRENKIES

AnalyzeREF 2 TESnort 5| BHREIPEETAHN, EXLIEREACPHELE ESnort PLEKIM
i,
RIESnorth ZPEHIACPHLN (block vs allow vs fastpath),Snort o ¥, £ZBHOHEBIES.

- IEESH]

+ Analyze Actiontd — MERRFIZ , BEPrefilter RIEH EB T2 W Fastpath# N , HEF LR
BERME — LB EBRSnort R TR E,

ACP Y1184

£ FMC Ul LB EM SN

ACP1 e o
Enter Description
Rules Security Intelligence HTTF Responses Logging Advanced Prefilter Policy: Default Prefilier F Y SSL Policy: Mon Identity Policy: None
—
¥ Search Rules X Show Rule Conflicts @  + Add Category -+ Add Rule
Sou. Dest Saurce Dest VLAN a i Sou. Dest 5 Sou Dest A
‘ Sy ey e ks el uses | s, J D R SN 0N adie RORBRADEW o
w Mandatory - ACP1 (1-3)
| 1 Monitor_Rule 192.168.10.0/2¢ 192.168.11.0/24 Any ANy @ Monitor Be /' »

M NE R permitR/EZBBIEFTD LINAGIZ L | #ENauditiREZT B FSnort5| 2 -

<ttroot>

firepower#

show access- i st

access-1list CSM_FW_ACL_ Tine 10 advanced

permt



ip 192.168.10.0 255.255.255.0 192.168.11.0 255.255.255.0 rule-id

268438863

(hitcnt=0) O0x61bbafOc

Snort F :

<{froot>

admin@firepower:~$

cat /var/sf/detection_engi nes/ 9e080e5c- adc3- 11ea- 9d37- 44884cf 7e9ba/ ngf w. rul es

# Start of AC

rul e.
268438863 audit

any 192.168.10.0 24 any any 192.168.11.0 24 any any any (log dcforward flowend)
# End rule 268438863

- BEEHAMNFALERRATRE , BERXEREZSH. RESZANRERES , AUREFHF
ZEER,
* FMCEESHERTRERMNAUNBES

Connection Events e

No Search Constraints (Edit Search)

Connections with Application Details Table View of Connection Events
Jump to...
Suuu.:e Destination Access
+ First Packet % Last Packet ® Action ¥ Initiator IP * Responder IP X :J(f‘['lll-; x Port | ICMP * Control ¥ Access Control Rule
. Code Policy
Type
v 2020-06-20 22:17:40 2020-06-20 22:17:43  Trust 192.168.10.50 192.168.11.50 41920 /tcp 80 (hitp) f tcp  ACP1 trust_L3-L4, Moni '.or_RLIIe|

System support tracefii i & REIE DRI BT EE AANHN -

<{froot>

>




system support trace

Enable firewall-engine-debug too? [n]:

Please specify an IP protocol: tcp
Please specify a client IP address:

192.168. 10. 50

Please specify a client port:
Please specify a server IP address:

192.168. 11. 50

Please specify a server port:
Monitoring packet tracer and firewall debug messages

192.168.10.50-41922 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, SYN, seq 419031630
192.168.10.50-41922 - 192.168.11.50-80 6 AS 1-1 CID O Session: new snort session

192.168.10.50-41922 - 192.168.11.50-80 6 AS 1-1 CID O AppID: service unknown (0), application unknown (
192.168.10.50-41922 > 192.168.11.50-80 6 AS 1-1 I 19 new firewall session

192.168.10.50-41922 > 192.168.11.50-80 6 AS 1-1 I 19 Starting AC with minimum 2, 'Monitor_Rule', and IP
192.168.10.50-41922 > 192.168.11.50-80 6 AS 1-1 I 19

match rule order 2, 'Mnitor_Rule', action Audit
192.168.10.50-41922 > 192.168.11.50-80 6 AS 1-1 I 19
match rule order 3, 'trust_L3-L4', action Trust

192.168.10.50-41922 > 192.168.11.50-80 6 AS 1-1 I 19 MidRecovery data sent for rule id: 268438858, rule_

ANE TR 1§M2ﬁ7(£0isco§%ﬂ’9?‘E%Tﬁﬁﬁsystem supportfi ¥ , {Bsystem support ssl-client-
hello-commandsiEEHRIE R TR , XEGTRHAT—KRAE,

o EHRAERAELNTIESR  FELGSERBAMET , EATCARSZmRE M.

- IEESH]

AT SRS A EBEESH.

ACP X B R FH IEIRE


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210

EFMCUI EEENRBERXELEMN -

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilte: SSL Policy: None Identity Policy: !

W Search Aules * Show Rule Conflicts @  + Add Cane + Add Ruie

Ay Pons | Pam wkLs o | Actor RORLAEEW &

¥ Mandatory = ACP1 (1=4)

Any 152 168.10.0/24 192188115 Any Any Any Any TGP (6):80  Any Any Any @ Interactive Block S

L IN 1)

RE LA NER permitiRESREZFTD LINASIZ L | HERZHEANZEZEEISnort5| 2 :

<#froot>

firepower#

show access- i st

access-1list CSM_FW_ACL_ Tine 9 remark rule-id 268438864: L7 RULE: Inter-Block-Rulel
access-1list CSM_FW_ACL_ Tine 10 advanced

permt

tcp 192.168.10.0 255.255.255.0 host 192.168.11.50 eq www rule-id 268438864 (hitcnt=3) 0xba785fc0
access-1list CSM_FW_ACL_ Tine 11 remark rule-id 268438865: ACCESS POLICY: ACP1 - Mandatory
access-1list CSM_FW_ACL_ 1ine 12 remark rule-id 268438865: L7 RULE: Inter-Block_Rule2

access-1list CSM_FW_ACL_ 1ine 13 advanced

permt

ip 192.168.10.0 255.255.255.0 host 192.168.11.51 rule-id 268438865 (hitcnt=0) 0x622350d0

Snort 5|2 :

<tfroot>

admin@firepower:~$

cat /var/sf/detection_engi nes/ 9e080e5c-adc3-11lea- 9d37-44884cf 7e9ba/ ngf w. rul es

# Start of AC rule.
268438864

bypass

any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6
# End rule 268438864



268438865
bypass

any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1) (ip_protos 6, 17)
# End rule 268438865

REAELIEANIRRAF B A EWEELL:

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue,

Consult your system administrator for details.

MINBERT | RS R VFESEIPE L6008

Rules Security Intelligence HTTP Responses Logging Advanced
——

General Settings rd
Maximum URL characters to store in connection 1024
Events
-F'."G'.-".' an _fn'.truclw-: Block to bypass blocking for 600
[seconds)
Retry URL cache miss lookup Yes
Enable Threat Intelligence Director Yes
Inspect traffic during policy apply Yes

fEsystem support tracefi i , AIAF R A ERAIEEREH E/RELETTHE :

<tfroot>

>

system support trace

192.168.10.52-58717 - 192.168.11.50-8
192.168.10.52-58717 - 192.168.11.50-8
192.168.10.52-58717 > 192.168.11.50-8
192.168.10.52-58717 > 192.168.11.50-8

CID 0 Packet: TCP, ACK, seq 983273680, ack 2014879580
CID 0 AppID: service HTTP (676), application unknown (O
I

I

22 Starting AC with minimum 2, 'Inter-Block-Rulel', a
22 match rule order 2, 'Inter-Block-Rulel',

lsR=R=R=
oo oo
R AR
el
N el



action Interactive

192.168.10.52-58717 >

bypass action sending

192.168.10.52-58717
192.168.10.52-58717
192.168.10.52-58717 >
192.168.10.52-58717

Verdi ct BLACKLI ST

192.168.10.52-58717

Bl ocked by Firewall

192.168.11.50-80 6 AS 1-1 I 22

HTTP interactive response of 1093 bytes

192.
192.
192.
192.

192.

Verdict reason is sent to

A P& Continue ( SREIFTX ¥EES TUE )

Allowig1E :

<#froot>

192.168.10.52-58718
192.168.10.52-58718
192.168.10.52-58718 >
192.168.10.52-58718 >

action Interactive

192.168.10.52-58718 >

192.
192.
192.
192.

192.

bypass action interactive

192.168.10.52-58718 >

al l ow action

192.168.10.52-58718 -
192.168.10.52-58718 -
192.168.10.52-58718 -

Ver di ct PASS

192.

192.
192.
192.

168.11.50-80 6 AS
168.11.50-80 6 AS
168.11.50-80 6 AS
168.11.50-80 6 AS

168.11.50-80 6 AS

DAQ

168.11.
168.11.
168.11.
168.11.

168.11.

bypass

168.11.

168.11.
168.11.
168.11.

50-80
50-80
50-80
50-80

50-80

50-80

50-80
50-80
50-80

&

(o2l o) I o) )]

AS
AS
AS
AS

AS

AS

AS
AS
AS

CID O Firewall: 1interactive block rule, '"Inter-Block-Ru
CID O Snort: processed decoder alerts or actions queue,
I 22 deleting firewall session flags = 0x800, fwFlags =
CID 0 Snort 1id 22, NAP 1id 1, IPS id 0,

1-1 CID 0 ===>

Wi GE RERAN A FHEBIES |, ZHNAEL

1-1 CID O Packet: TCP, ACK, seq 1357413630, ack 2607625293

1-1 CID 0 AppID: service HTTP (676), application unknown (O
1-1 I 8 Starting AC with minimum 2, 'Inter-Block-Rulel', an
1-1 I 8 match rule order 2, 'Inter-Block-Rulel',

1-1 1 8

1-1 1 8

-1 CID O Firewall: allow rule, '"Inter-Block-Rulel', allow

1-1
1-1 CID 0 Firewall: 1interactive bypass rule, 'Inter-Block-R
1-1 CID O Snort 1id 8, NAP 1id 1, IPS id 0,

ANE TR B AMIECiscoX 1M 15 5 T F system supportdn <3 , {Bsystem support ssl-client-
hello-commandsiEEA B KM TR |, ZER—&ER,



https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210

A

A, BRAFERELSN TR  FTELGTERBMET , RN ETRELPIRE HRE.

cdEE])
BWebf 2 & REERE , HEAIREHEKEHET,
ACP XERFHIHESERE

EFMCUI LEREMNXEXEIEHEE AN :

Rules Security intelligence HTTP Responses Logging Advanced Prefilter Policy

¥ Search Rules X Show Rule Conflicts @ + A + Add Rule

¥ M - ACPT (1-4)

wEEANNRERMEIEERpermitiR/ESBEBIEFTD LINASIZ L | #ERintresetH N ZBE F|Snort5|
g

<ffroot>

firepower#

show access- i st

access-1list CSM_FW_ACL_ Tine 9 remark rule-id 268438864: L7 RULE: Inter-Block-Rulel
access-1list CSM_FW_ACL_ Tine 10 advanced

permt

tcp 192.168.10.0 255.255.255.0 host 192.168.11.50 eq www rule-id 268438864 (hitcnt=13) 0xba785fc0
access-1list CSM_FW_ACL_ Tine 11 remark rule-id 268438865: ACCESS POLICY: ACP1 - Mandatory
access-1list CSM_FW_ACL_ 1ine 12 remark rule-id 268438865: L7 RULE: Inter-Block_Rule2

access-1list CSM_FW_ACL_ 1ine 13 advanced

permt

ip 192.168.10.0 255.255.255.0 host 192.168.11.51 rule-id 268438865 (hitcnt=0) 0x622350d0

Snort 5|2 :



<ffroot>

# Start of AC rule.
268438864

intreset

any 192.168.10.0 24 any any 192.168.11.50 32 80 any 6
# End rule 268438864
268438865

intreset

any 192.168.10.0 24 any any 192.168.11.51 32 any any any (appid 676:1) (ip_protos 6, 17)
# End rule 268438865

BEHIEHEE —# , AP ATBLARAEIEM

Access Denied

You are attempting to access a forbidden site.

You may continue to the site by clicking on the button below.
Note: You must have cookies enabled in your browser to continue.

Consult your system administrator for details.

| continue |

£Snorti@if & | Interactive Resetd & RAVIERE,

BE . BMUTECiscoZFMIE S T Asystem support@ ¥ , {Bsystem support ssl-client-
hello-commandsiEEA B KM SR |, ZERE—B&ER.

Lo FIRAFERELNTIRER  FTELRTERBET , AN ETRLSFMIRZHEE,

<{froot>

>

system support trace

Enable firewall-engine-debug too? [n]:

Please specify an IP protocol: tcp


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp7650934210

Please specify a client IP address:

192.168. 10. 52

Please specify a client port:
Please specify a server IP address:

192.168. 11. 50

Please specify a server port:

Monitoring packet tracer and firewall debug

192.
192.
192.
192.
192.
192.
192.
192.
192.

192.
192.
192.

192.
192.
192.

192.
192.
192.
192.

acti

192.

168.
168.
168.
168.
168.
168.
168.
168.
168.

168.
168.
168.

168.
168.
168.

168.
168.
168.
168.

10.
10.
10.
10.
10.
10.
10.
10.
10.

11

11.
11.

10.
10.
10.

10.
10.
10.
10.

on Interactive Reset

52-58958 - 192.168.
52-58958 - 192.168.
52-58958 - 192.168.
52-58958 > 192.168.
52-58958 > 192.168.
52-58958 > 192.168.
52-58958 > 192.168.
52-58958 > 192.168.
52-58958 - 192.168.
.50-80 - 192.168.10.
50-80 - 192.168.10.
50-80 - 192.168.10.
52-58958 - 192.168.
52-58958 - 192.168.
52-58958 - 192.168.
52-58958 - 192.168.
52-58958 - 192.168.
52-58958 > 192.168.
52-58958 > 192.168.

168.10.52-58958 > 192.168.

bypass action sending

192.168.10.52-58958
192.168.10.52-58958
192.168.10.52-58958
192.168.10.52-58958

Ver di ct

BLACKLI ST

192.168.10.52-58958

Bl ocked by Firewal

11.50-80
11.50-80
11.50-80
11.50-80
11.50-80
11.50-80
11.50-80
11.50-80
11.50-80

52-58958
52-58958
52-58958

11.50-80
11.50-80
11.50-80

11.50-80
11.50-80
11.50-80
11.50-80

11.50-80

HTTP i nteractive

192.
192.
192.
192.

192.

Verdict reason is sent to

168.
168.
168.
168.

168.

DAQ

11.50-80
11.50-80
11.50-80
11.50-80

11.50-80

6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
6 AS 1-1
response

6 AS 1-1

messages

CID 0 Packet: TCP, SYN, seq 3232128039

CID 0 Session: new short session

CID O AppID: service unknown (0), application unknown (
I 24 new firewall session

I 24 Starting AC with minimum 2, 'Inter-Block-Rulel', a
I 24 match rule order 2, 'Inter-Block-Rulel', action In
I 24 MidRecovery data sent for rule id: 268438864,rule_
I 24 HitCount data sent for rule id: 268438864,

CID O Snort id 24, NAP id 1, IPS id 0, Verdict PASS

CID 0 Packet: TCP, SYN, ACK, seq 2228213518, ack 323212
CID O AppID: service unknown (0), application unknown (
CID O Snort id 24, NAP id 1, IPS id 0, Verdict PASS

CID 0 Packet: TCP, ACK, seq 3232128040, ack 2228213519
CID O AppID: service unknown (0), application unknown (
CID O Snort id 24, NAP id 1, IPS id 0, Verdict PASS

CID 0 Packet: TCP, ACK, seq 3232128040, ack 2228213519

CID O AppID: service HTTP (676), application unknown (O
I 24 Starting AC with minimum 2, 'Inter-Block-Rulel', a
I 24 match rule order 2, 'Inter-Block-Rulel',

I 24

of 1093 bytes

CID O Firewall: 1interactive block rule, '"Inter-Block-Ru
CID O Snort: processed decoder alerts or actions queue,
I 24 deleting firewall session flags = 0x800, fwFlags =
CID O Snort id 24, NAP 1id 1, IPS id 0,

CID 0 ===>



ARALARFERELERE, WRAFEREContinue ( RMFHMIT ) , NAEBAANTE , RFRE

@it
<#froot>

192.168.10.52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Packet: TCP, ACK, seq 1593478294, ack 3135589307
192.168.10.52-58962 - 192.168.11.50-80 6 AS 1-1 CID O AppID: service HTTP (676), application unknown (O
192.168.10.52-58962 > 192.168.11.50-80 6 AS 1-1 I 14 Starting AC with minimum 2, 'Inter-Block-Rulel', a
192.168.10.52-58962 > 192.168.11.50-80 6 AS 1-1 I 14 match rule order 2, 'Inter-Block-Rulel',

action Interactive Reset

192.168.10.52-58962 > 192.168.11.50-80 6 AS 1-1 I 14

bypass action interactive bypass

192.168.10.52-58962 > 192.168.11.50-80 6 AS 1-1 I 14 allow action

192.168.10.52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Block-Rulel', allow
192.168.10.52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-Block-R
192.168.10.52-58962 - 192.168.11.50-80 6 AS 1-1 CID O Snort id 14, NAP id 1, IPS id O,

Verdi ct PASS

192.168.11.50-80 - 192.168.10.52-58962 6 AS 1-1 CID O Packet: TCP, ACK, seq 3135589307, ack 1593478786
192.168.11.50-80 - 192.168.10.52-58962 6 AS 1-1 CID O AppID: service HTTP (676), application unknown (O
192.168.11.50-80 - 192.168.10.52-58962 6 AS 1-1 CID O Firewall: allow rule, 'Inter-Block-Rulel', allow
192.168.11.50-80 - 192.168.10.52-58962 6 AS 1-1 CID O Firewall: interactive bypass rule, 'Inter-Block-R
192.168.11.50-80 - 192.168.10.52-58962 6 AS 1-1 CID O Snort id 14, NAP id 1, IPS id O,

Ver di ct PASS

‘RERMBEIEAZE AN @I Web fREXRIE TCP RST :

<{froot>

firepower#

show cap CAPI | i 11.50

2: 22:13:33.112954 802.1Q vlan#202 PO 192.168.10.50.40010 > 192.168.11.50.21: S 3109534920:310
3: 22:13:33.113626 802.1Q vlan#202 PO 192.168.11.50.21 > 192.168.10.50.40010: S 3422362500:342
4: 22:13:33.113824 802.1Q vlan#202 PO 192.168.10.50.40010 > 192.168.11.50.21: . ack 3422362501
5: 22:13:33.114953 802.1Q vlan#202 PO 192.168.11.50.21 > 192.168.10.50.40010: P 3422362501:342
6: 22:13:33.114984 802.1Q vlan#202 PO 192.168.11.50.21 > 192.168.10.50.40010: P 3422362543:342
7: 22:13:33.114984 802.1Q vlan#202 PO 192.168.11.50.21 > 192.168.10.50.40010: P 3422362549:342
8: 22:13:33.115182 802.1Q vlan#202 PO 192.168.10.50.40010 > 192.168.11.50.21: . ack 3422362543
9: 22:13:33.115411 802.1Q vlan#202 PO 192.168.10.50.40010 > 192.168.11.50.21: . ack 3422362549
10: 22:13:33.115426 802.1Q vlan#202 PO 192.168.10.50.40010 > 192.168.11.50.21: . ack 3422362570
12: 22:13:34.803699 802.1Q vlan#202 PO 192.168.10.50.40010 > 192.168.11.50.21: P 3109534921:310
13: 22:13:34.804523 802.1Q vlan#202 PO 192.168.11.50.21 > 192.168.10.50.40010:
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3422362570:3422362570(0) ack 3109534931 win O

FTDHBIZE M &L

EIBRA ( H1406.2.2, 6.2.3) 1 , Snort5| BN HBIER: (Hlan , FTDEIE ) SERATrustigE
RHTFF 4T L. ERFMRAS |, WITHEER , H HSnort5|BLITHE I , EMEFEATrusti@EtL 2
ik,

FTD A&

s WARERFATT ISR PRER BN |, HRDEMEZBEWIER,
. R'JLM/ﬁﬁEL3/L4§ﬁ:FHJJ:E’Jumiﬁﬁﬁfﬁl_/)ﬁ%ﬁﬁﬂltﬂ)ﬂuo
- FERAACPEEAN TSI FZSnortiZE , BHAIFAS MK, QoS. SI. MARKN.
URLIZ B2 ZF TN
« FAUTESEN , FEmRER AEMEEEAMNE T 7R 26 R TRED -
o RAN (F1-4R ) — AIESRR
« AFHAN (F1-4 R ) - MAIRBBRIEEREE
« ACPFHIEAN (£ 1-4 F)
« FEAN (F14R)
o PHIERM (2 5-7 & - NARNM, URL ZiR )
« AWHN (FE1-7F - HARNM, URL IR, ARERE/SHERR )
o BRLEFN ( BRIAFN )

« BREEZH AT ERET RN NG RATICE ; BEH#REXAMER)
- TEANT R , RELINARRHLIZ%

<tfroot>

firepower#

show access-list | include el enents
access-1list CSM_FW_ACL_;

7 elenents

; name hash: 0x4a69e3f3
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SRR

Fastpath Trust Fastpath Static Flow Offload to SmartNIC (4100/9300).
No packets are sent to Snort engine.

Analyze Permit - The ACP rules are checked.
Few or all packets are sent to Snort engine for inspection.
Traffic is allowed or dropped based on Snort engine verdict

Block (Prefilter) Deny . Early drop by FTD LINA
No packets are sent to Snort engine

=
ACP #1E
Block The rule matches L3/L4 Deny Deny
conditions

Block The rule has L7 conditions Permit Deny

Allow Permit Allow 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (51, QoS, or ID) enabled Permit Fastpath 6.3+ supports Dynamic Flow Offload (4100/9300)

Trust (S1, QoS, and ID) disabled Trust Fastpath Static Flow Offload (4100/9300)

Monitor Permit Audit Monitor Rule doesn’t drop or permit traffic, but it generates a Connection Event. The
packet is checked against subsequent rules and it is either allowed or dropped

Block with reset Permit Reset When a packet matches Block with reset rule FTD sends a TCP Reset packet or an ICMP
Type 3 Code 13 Destination Unreachable {Administratively filtered) message

Interactive Block Permit Bypass Interactive Block Rule prompts the user that the destination is forbidden
If bypassed, by default, the firewall allows to bypass the block for 600 seconds

Interactive Block Permit Intreset Same as Interactive Block with the addition of a TCP RST in case of non-web traffic

with reset

N oaE FH6.3 FTDERAHRE , IBRESRUTUD RHZHMAIFFENERE ; fln , FE
SnortR N A EHEZ. BXRFMER , FEEFFirepowerEBH OB EBERREPHN D RARE
B (R) 9,

EESEYS

FTD /7 [m] #2 &l 30 0

FTD fE M 88 % g
24 Firepower Bf A i
« f£/ Firepower EBAHH (FTD) ﬁ%’?ﬁ%ﬂ Dacket tracer



https://www.cisco.com/c/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/access_control_rules.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/access_control_rules.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/prefiltering_and_prefilter_policies.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/622/configuration/guide/fpmc-config-guide-v622/prefiltering_and_prefilter_policies.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-configuration-examples-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-configuration-examples-list.html
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https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/security/defense-center/products-installation-and-configuration-guides-list.html#id_14502
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