ERBENEN NEEFTDERN
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EFTD ERE N BIE#EO
HEE
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RIFTDR BRI 2 O 124
ERFE

S IF1. Packet Tracer

6 1F 4. 56 1F RIS
RUF5. LB B ASNAT
i 5E — B B E R TR E
R BRSO FAYERIEBURE
TapfL & N B E T
A2 BEEOKRIFFTDREX
A Bk Xt FEtherchannel
EtherchannelfEFTD F £ 1F
B FTD# Etherchannel
B HERR

&g

RN BFirepower BEHBAH(FTD)iZ LW ANBENBEONEE, BIEMRE,

FRFAF



=R

RNHEHZBEMRENER,

EHVA L

AXEPNEEETUTREME SR

« Firepower 4112 FTD ( %&7.x )
- FirepowerZ I H/M\FMC) ( XHE7.x )

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZRZVNERAR
h(RIA) BRE. MRENMELTEIRS , FHRETHAERSHBERNE,

FE X7 A

AR T ELTREAEMBRFRAE—RER :

« FPR1000, FPR2100. FPR4100. FPR9300
« Z2FFAEE3100F14200F 5

- VFTD

« FTDEHKE86.2. xR E R4

E1=
=

i

]]II|I

=
0N

=

FTD REM N EESIZAKKI G —HAFRE

1. LINA 5|%
2. Snort 5|2

TERERTXHIMEIZHRELR :



ﬁ'

ingress

inlerfar:eL LINA engine

-

SI'ID'I't Englne Snort Verdict 1

—or ENIME __snort verdict
l LINA engine iaterface

o BIRGHAADOEDOFH LINA 51 2L,

- WMRFTIDRMFZZHIES , WESnort5|ZREZHIES.
* Snort5|ZEiR B HEZRIHE.

* LINA 5|ZR4E Snort WHEEFRERBIES.

FIDRMEMMFEELMNATEOENX , WEMFAR

2 Deployment Modes:

Routed } «
Transparent

6 Interface Modes

Routed

Device Modes inherited from ASA

Switched (BVI)

Inline pair
Inline pair with tap

Passive
Passive (ERSPAN) }

Interface Modes inherited from ASA

Interface Modes inherited from FirePOWER

N EE . BTUERAFTDRE LEAEOES,

LT REMFTDHENE ORI R ESRR

FTDEO&EX |FTDIEER |[#HR ALERERE
55 558 SSEMLINAGIZMSnort5| B & Ves

o

#EHH

SSEBLINASIZHMSnort5| BRE

o

Yes




EB 9 LINAS| 2 F 5 & Snort5| 24

A BR XS P& S iE 2 Yes

AN £ 3 £ AN =) i

;:JLJJ PR ESHY R BX 8% 20 B %B)J LINAS|ZF5EZSnort5| 21 x
kvi | AN = 4

- 8% 20 B 284 LINAS| ZEF5EESnort 5| 4 %

&,

R LINASI ZEFM T ESnort 5| E#

#5 (ERSPAN) |EH g .
FEFTD LB &N BT 2 0
P 4% B
inline pair
Router-1 + elf3. . el,“'4+ Router-2
== INSIDE m m OUTSIDE s
i =\ = A
NGFW
2K

BREUTEREABRNEX TEREYEEOe1/3Me1/4:

O e1/3 el/4

B8 AEB SNER

TE X INSIDE_ZONE|OUTSIDE_ZONE
NERERM  |NERXT1
RNEXEMTU (1500
fRIBEERIRAS B A

BRRTT B

SE1.ERBEISMNED , FSMEIDevices > Device Management , ERELHMIRE , REEF
Edit:



ETX , niEOENameFEnabled , AR,

Ediit Physical Interface

Genarnl P 125 Path Monforing

Maima:
INSIDE

[ Erabied

Description:

Maoda:

Mang "

Seourity Jone:
INSIDE_ZONE L

Elariacs I
Emhamaet] /3
MTLE
1500

Prioeity:

o

Propagale Security Geoup Tag
WWE Oy

N EE - NameREONEH.

Manager ACCess

Advmnced

B# , S F#EOEthernet1/4, RIGE RO TR :

Firewall Management Center

Cverview
mzafeiro_4112-2
Cisco Firepower 4112 Threat Defense
Device Interfaces Inline Sets Routing DHCP
Virtual Tunnels
Interface Logical Name Type
Ethernet1/1 management Physical
Ethemnetl/3 INSIDE Physical
Ethemet 4 OUTSIDE Physical

HIR2. B BRI .

Analysis

Policies

VTEP

Security Zones

INSIDE_ZONE

OUTSIDE_ZONE

Q, Search by name

Devices  Objects  Integration Deploy
—
MAC Address (ActivelStandby) IP Addrass

asco SECURE

mzafeiro ~

Sync Device Add Interfaces

Path Monitoring Virtual Router

Disabled Global Q.
Disabled Global Vs
Disabled Global ra



SMBABRE>RIMAEBRE | MEFR.

Clsco Firepower 4112 Threat Defense

Duvice Interfaces Inling Sels Routing DHCP VTEP

Mame Interface Pairs

SERIZBEPA TN EREEGeneraliR &,

Add Inline Set

General Achvanced

Marme®:

Insfine = Pair=1

KT

1500

Availabla Interfaces Pairs I:_' Satactad Intarface Pailr

0, Search I OUTSIDE<->INSIDE I

OUTSIDE <= =INSIDE

Canci oK

S P4 £ Advanced Settings™ /3 FiPropagate Link Stateit Il , @R,

Add Inline Set 7]

General Advanced

Tap Mode:
| Propagate Link State: & I

Sirict TCP Enforcement:

Snort Fall Open: Busy E Ciown

) Enabling Snort Fail Open might allow trafe unrestricted,

Cancel 0K

HRBRER—MEOXARN |, SERSEBS A XARREONPHE - MEDO,

Add Inline Set




HBE R EY R ITHE.
B UF

ERAER S ATEIAE BRER ERIZIT.

MFTD CLI¥UE R BRI B & .

BRIRT B
BFEFTD CLIARIENBRNEE :

<tfroot>

firepower#

show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/4 "OUTSIDE"
Current-Status: UP
Interface: Ethernetl/3 "INSIDE"
Current-Status: UP
Bridge Group ID: 507

N e RFEIDRE—ATRATFOMNME, MEDBEERNTF  WEHO0,
BEONEHES -

<{froot>

firepower#



show nanei f

Interface Name Security
Ethernetl/1 management 0

Ethernetl/3 INSIDE 0

Ethernetl/4 OUTSIDE 0

I MRS -

<#root>

firepower#

show interface ip brief

Interface IP-Address OK? Method Status
Internal-Control10/0 unassigned YES unset up
Internal-Data0/0 unassigned YES unset up
Internal-Data0/1 unassigned YES unset up
Internal-Data0/2 169.254.1.1 YES unset up
Internal-Data0/3 unassigned YES unset up
Internal-Data0/4 unassigned YES unset down
Ethernetl/1 203.0.113.130 YES unset up
Et hernet 1/ 3 unassi gned YES unset up
Et hernet 1/ 4 unassi gned YES unset up
KREYEEOGE

<#root>

firepower#

show i nterface el/3

Interface Ethernet1/3 "INSIDE", is up, line protoco

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

Protocol
up
up
up
up
up
up
up

up

up

is up



MAC address ac4a.670e.641le, MTU 1500

IPS Interface-Mde: inline, Inline-Set: Inline-Pair-1

IP address unassigned

Traffic Statistics for "INSIDE":

170 packets input, 12241 bytes

41 packets output, 7881 bytes

9 packets dropped

minute input rate 0 pkts/sec, 37 bytes/sec
minute output rate 0 pkts/sec, 19 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 34 bytes/sec
minute output rate 0 pkts/sec, 23 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

KISFTDMN BT 32 O iR 1E

A NB L TR Z AR UE R BT R 4E -

I8 UE 1.6 A Packet Tracer,

Bir2. 5 AW ARENEIR , HETRERN RIETCPREZL/HIA(SYN/ACK) BIE S,
W3 EAM &I BRI EIRFTDRE

3A1IE4 B_L.LIE&E%’U(/LA%%IJJ Heo

IOIE5. Bl B B 7S P 4% it 1k 354 (NAT).

FRRTT R

RAaEhR

H2ANFTDEOZEABRNERXNTETH , 2L4BHIES , MER.



Snort Instance

Iﬁ‘frag * Malware * o
proOP  Policy DROP DROP Snort VE rdict DROP DROP

I

—Fast Path ‘

Existing i ’
* . Conn . q
+ [
Defrag Policy & m m m o = ast Path I
Data Path

NorE  EYEEO TR NETEGRR.

EXRFRE

o HBEERNBKXN2YER | #OERNIPRE,

« FERUTFLENANBKABBERSEIPS),

- ERAFEADEEXTTH,

« KZELINASIZEIhEE (NAT, BHEZE ) ¥ TFEIABENHRATH,
- MUEREHRERE,

« —L| INAS|ZBRESTEBMSnorts5| BRE—ENA,

RE— KA, MERR

el/3 Minimal LINA Full Snort Minimal LINA el/4
engine checks engine checks engine checks

I8 F1. {8 A Packet Tracer

Packet Tracerfil HIEEIZ T NBEN W HES , EFAREERNEES




<tfroot>

firepower#

packet-tracer input INSIDE tcp 192.168.201.50 1111 192. 168. 202. 50 80

Phase: 1

Type: NG PS- MODE

Subt ype: ngi ps- node

Result: ALLOW

El apsed tine: 11834 ns

Confi g:

Addi tional |nformation:

The flow i ngressed an interface configured for NG PS node and NG PS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 11834 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip host 192.168.201.50 host 192.168.202.50 rule-id 268451044
access-1list CSM_FW_ACL_ remark rule-id 268451044: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451044: L7 RULE: New-Rule-#1303-ALLOW

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached



Phase: 3

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subt ype: Resolve Egress Interface

Result: ALLOW

El apsed time: 2440 ns

Confi g:

Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node.

Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 4

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 68320 ns

Config:

Additional Information:

New flow created with id 1801, packet dispatched to next module

Phase: 5

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 18056 ns
Config:

Additional Information:
Application: 'SNORT Inspect'



Phase: 6

Type: SNORT

Subtype: identity

ResuTlt: ALLOW

ETapsed time: 13668 ns

Config:

Additional Information:

user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto: basic, username: none, A
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src: none, abp dst: none, Toc

Phase: 7

Type: SNORT

Subtype: firewall

Result: ALLOW

ETapsed time: 67770 ns

Config:

Network 0, Inspection 0O, Detection 0, Rule ID 268451044
Additional Information:

Starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt:
Matched rule ids 268451044 - Allow

Phase: 8

Type: SNORT

Subtype: appid

Result: ALLOW

ETapsed time: 11002 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Result:

input-interface: |INSIDE(vrfid:0)

i nput-status: up

input-line-status: up

output-interface: OUTSIDE(vrfid:0)

out put-status: up

output-1line-status: up



Action: allow

Time Taken: 204924 ns

ISUF2. 8 BT KIEXTCP SYN/ACKEIES

BRI LR ARITSEARRF ( WScapy ) WBIEEEKTCP SYN/ACKEIESZ, WIEEERERT
SYN/ACKARERI SN HIFE

<tfroot>

root@KALI : ~#

scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (no default route?)
Welcome to Scapy (2.2.0)

>>>

conf.iface="ethO

>>>

packet = | P(dst="192.168.201.60")/TCP(fl ags="SA", dport =80)
>>>

syn_ack=[]

>>>

for i in range(0,3): # Send 3 packets

syn_ack. ext end( packet)

>>>

send(syn_ack)



HEFTD CLIEERAMEIRH L IE—LTCP SYN/ACKEES :

<{froot>

firepower#

capture CAPlI interface INSIDE trace match ip host 192.168. 201. 60 any

firepower#

capture CAPO interface OUTSIDE match i p host 192.168.201. 60 any

HIRE RINSYN/ACKEEBELIFTD:

<{froot>

firepower#

show capture CAPI

3 packets captured

1: 09:20:18.206440
2: 09:20:18.208180
3: 09:20:18.210026
3 packets shown
firepower#

show capt ure CAPO

3 packets captured

1: 09:20:18.206684
2: 09:20:18.208210
3: 09:20:18.210056
3 packets shown

192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192

192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192
192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack O win 8192

F—NMNERBIEEMNTraceZ R — M MNEE |, WSnort3| EHE :

<#root>

firepower#



show capture CAPlI packet-nunber 1 trace

3 packets captured

1: 09:20:18.206440 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192

Phase: 1

Type: NGIPS-MODE

Subtype: ngips-mode

Result: ALLOW

ETapsed time: 5978 ns

Config:

Additional Information:

The flow ingressed an interface configured for NGIPS mode and NGIPS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 5978 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip host 192.168.201.50 object-group FMC_INLINE_dst_rule_2684510
access-1list CSM_FW_ACL_ remark rule-id 268451044: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451044: L7 RULE: New-Rule-#1303-ALLOW
object-group network FMC_INLINE_dst_rule_268451044

network-object 192.168.202.50 255.255.255.255

network-object 192.168.201.60 255.255.255.255

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 3

Type: NGIPS-EGRESS-INTERFACE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

ETapsed time: 1952 ns

Config:

Additional Information:

Ingress interface INSIDE is in NGIPS inline mode.

Egress interface OUTSIDE is determined by inline-set configuration

Phase: 4

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 45872 ns

Config:

Additional Information:

New flow created with id 1953, packet dispatched to next module

Phase: 5

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

ETapsed time: 18544 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 6
Type: SNORT



Subtype: identity

ResuTlt: ALLOW

ETapsed time: 25182 ns

Config:

Additional Information:

user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto: basic, username: none, A
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src: none, abp dst: none, Toc

Phase: 7

Type: SNORT

Subtype: firewall

Result: ALLOW

El apsed time: 50924 ns

Confi g:

Network O, Inspection O, Detection O, Rule I D 268451044

Addi tional |nformation:

Starting rule matching, zone -1 -> -1, geo 0 -> 0, vlan 0, src sgt: 0, src sgt type: unknown, dst sgt: (

Matched rule ids 268451044 - Al |l ow

Phase: 8
Type: SNORT
Subtype: appid



Result: ALLOW

ETapsed time: 17722 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 172152 ns

1 packet shown

BN ERNBBESNREE SBESELSTIEETE , AT A25%EACLERE |, B{HHESnort5| 2
HITRE :

/

<#froot>

firepower#

show capture CAPI packet-nunber 2 trace

3 packets captured

2: 09:20:18.208180 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) ack 0 win 8192
Phase: 1

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Elapsed time: 1952 ns

Config:

Additional Information:

Found flow with id 1953, using existing flow

Phase: 2

Type: EXTERNAL-INSPECT
Subtype:

Result: ALLOW

Elapsed time: 7320 ns
Config:

Additional Information:
Application: 'SNORT Inspect'

Phase: 3
Type: SNORT



Subtype: appid

ResuTlt: ALLOW

ETapsed time: 1860 ns

Config:

Additional Information:

service: (0), client: (0), payload: (0), misc: (0)

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: allow

Time Taken: 11132 ns

1 packet shown

UE3.Py X EE 5| BiF R FRRE

B5 K S B ZBIR4HRFTD SnortB| B S EAM ( 10T RN ) 24T , MEFR -

Snort Instance

*M alware ’ Mo

Snort Verdict PR°F DROP

Defrag
DROP  Policy

]
Defrag Policy k o a = = =

Data Path

B RERXS RIETCP SYN/ACKEHE SR , Al LA#Edebughi i F & H

<{froot>

>

system support firewall-engi ne-debug

Please specify an IP protocol:

tcp



Please specify a client IP address:
Please specify a client port:
Please specify a server IP address:

192. 168. 201. 60

Please specify a server port:

80

Monitoring firewall engine debug messages

192. 168. 201. 60-80 > 192. 168. 201.50-20 6 AS 4 | 12 New session

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 using HWor preset rule order 3, id 268438528 action /

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 allow action

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 Deleting session

KUE4 IO UE SR ERSAE 1B

BRFTDEMNEFX BEHXMIEZETe1/4Z O XY IHO, EFTD CLIL |, BAMEENFHANE
A#B<MA -

<tfroot>

firepower#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Control0/0 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset up up



Internal-Data0/1
Internal-Data0/2
Internal-Data0/3
Internal-Data0/4
Ethernetl/1

Et hernet 1/ 3

Et hernet 1/ 4

FIDEBEER :

<tfroot>

firepower#

show | og

May 28 2024 07:35

May 28 2024 07:35

May 28 2024 07:35

May 28 2024 07:35

May 28 2024 07:35

RERERB R RFNE O R RIRE -

<ttroot>

firepower#

10:

10:

10:

10:

10:

unassigned
169.254.1.1
unassigned
unassigned

203.0.113.130 YES

unassi gned

unassi gned

%-TD- 4- 411002:

%-TD- 4- 411004

% TD- 4- 411004:

%-TD- 4- 812005:

%-TD- 4- 411002:

YES unset up up
YES unset up up
YES unset up up
YES unset down up
unset up up
YES unset admin down down
YES unset down down

Li ne protoco

Interface | NSI

Interface Ethe

Li nk- St at e- Propagati on activated on inline-pair due to failure of

Li ne protoco

on Interface Ethernetl/4,

DE

rnet1/ 3

on Interface Ethernetl/3,

changed state to down

changed state to administratively down

changed state to adninistratively down

changed state to down



show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode 1is off

Propagate-1ink-state option is on

hardware-bypass mode is disabled
Interface-Pair[1]:
Interface: Ethernetl/4 "OUTSIDE"

Current - Status: Down(Propagate-Link-State-Activated)

Interface: Ethernetl/3 "INSIDE"

Current - Status: Down(Adni ni strative-Down-By- Propagat e-Li nk- St at e)

Bridge Group ID: 507

ABERMEORSHNER

<#froot>

firepower#

show i nterface el/ 3

Interface Ethernet1/3 "INSIDE", is adm n down, line protocol is down

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
MAC address ac4a.670e.641le, MTU 1500
IPS Interface-Mode: inline, Inline-Set: Inline-Pair-1

Adm ni strati ve- Down- By- Propagat e- Li nk- St at e

IP address unassigned



Traffic Statistics for "INSIDE":
2400 packets 1input, 165873 bytes
1822 packets output, 178850 bytes
17 packets dropped

VR R R

5

minute
minute
minute
minute
minute
minute

firepower#

show i nt

Interface Ethernetl/4 "QUTSI DE",

erface

input rate 0 pkts/sec,
output rate 0 pkts/sec
drop rate, 0 pkts/sec
input rate 0 pkts/sec,
output rate 0 pkts/sec
drop rate, 0 pkts/sec

el/ 4

0 bytes/sec
, 0 bytes/sec

32 bytes/sec
, 57 bytes/sec

is down, line protocol

Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec
MAC address ac4a.670e.640e, MTU 1500
IPS Interface-Mode: inline, InTine-Set: Inline-Pair-1

viuvnou R R R

EFERAX#BKOSE , FIDES

<{froot>

Propagat e- Li nk- St at e- Acti vat ed

IP address unassigned

Traffic Statistics for "OUTSIDE":
1893 packets 1input, 158046 bytes
2386 packets output, 213997 bytes
67 packets dropped

minute
minute
minute
minute
minute
minute

input rate 0 pkts/sec,

0 bytes/sec

output rate 0 pkts/sec, 0 bytes/sec

drop rate, 0 pkts/sec
input rate 0 pkts/sec,

51 bytes/sec

output rate 0 pkts/sec, 39 bytes/sec

drop rate, 0 pkts/sec

May 28 2024 07:38:04: 9%TD-4-411001:

May 28 2024 07:38:04: 9%TD-4-411003:

May 28 2024 07:38:04: 9%TD-4-411003:

ED
Sl

is down

Li ne protocol on Interface Ethernetl/4, changed state to up

Interface Ethernetl/3, changed state to administratively up

I nterface | NSIDE

changed state to administratively up



May 28 2024 07:38:04: 9%TD 4-812006: Link-State-Propagation de-activated on inline-pair due to recovery

May 28 2024 07:38:05: 9%TD 4-411002: Line protocol on Interface Ethernetl/4, changed state to down

BUrs. BLiEESNAT

FRRTT

NEx, ABRD AR EIREN TETHIZEOQ R IFNAT:

FirepowerE B/ O0EEIER . fRA86.0.1

RO — BIAREN TN NRE

A B mrmE (PSER ) BOLE, RIAVSATCPRESEK, MEEACP Advanced
SettingsHELE T TSIDHTLSHEZKEE , M 2UBRR AN BR/ ZALBRIATCPRASEITITH
, At &EBTCPRBREM A EEE,
AMEER : N TFRENBKENTCPRAEZEHFERMENRE (FlW , REREHHATEA
BREMIERFREZ S ) , ATLAERAASP drop tcp-not-syn(syslog 106015)EHF HIES.

B > = .
EHEBUTHE
Firewalll 7-4.2.2
po1s (VLAN 2e8) (Standalone) (VLAN 201) 0 4
a B _@ E1/2 F?I{H Host-2
Host-1 I EI I T T
18.8.200.85/24 I — T T — r |

# 10.0.200.89/24

- = |S—m

« VLAN 201
VLAN 28 | NET288 inline-set NET281

t ’ i
G?)lBFlI E1/1 E1/2 'ﬁlfaa

1 1 1 7.4.2

firewall2
{Standalone)


https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html

AR BERVEXTIET (ENEZSTARNRERAE ) , BLEREARKOBEZEOWN

mE.
EXMERT , ATRABEAREEEE , TUERRENRE

firewalll

1. TCP SYN Pol5 (VLAN 28@) (Standalone) (VLAN 201) Pold
3. TCP ACK _é_ .
—— 671'3:\ E1/1 E1/2 F;}{;z Host-2
Host-1 - 1T 1
10.9.208.85/24 ' NET288 _1 NET281 | | * 18.8.280.89/24
E h \ inline-set ‘ ‘ « g
VLAN 201
ke EK « | MET282 inline-set NET281 | | «

G7 3?'I E1/1 _@ E1/2 L 'I
7/38
v 1 ! I 2. TCP SYN/ACK
firewall2
{Standalone)

1. Host-1(10.0.200.85)[EHost-2(10.0.200.89) £ 3% TCP SYN, It3kiEa i@ d firewall
2. Host-2(10.0.200.89) il Host-2(10.0.200.85) & 3 TCP SYN/ACK, I3iEaiE it firewall2,
3. TCP=XEBFREMRK , Host-1[aHost-2 K IXTCP ACK, tt¥iEaEE T firewall,

MHost-1NBEXRE , ERIEIEE

<ffroot>

root@kali:/ #

wget -O - http://10.0.200. 89/ 10K

--2025-05-06 08:20:28-- http://10.0.200.89/10K
Connecting to 10.0.200.89:80... connected.

HTTP request sent, awaiting response... 200 OK
Length: 10240 (10K)

Saving to: ‘STDOUT’

100%[

2025-05-06 08:20:28 (99.8 MB/s) - written to stdout [10240/10240]

firewall1 L BB BRI E RMHost1E|Host2H R E -

<tfroot>

firepower#

show capture



capture CAPI type raw-data trace interface NET200 [Capturing - 875 bytes]
match ip host 10.0.200.85 host 10.0.200.89

capture CAPO type raw-data trace interface NET201 [Capturing - 875 bytes]
match ip host 10.0.200.85 host 10.0.200.89

BRAR

<ffroot>

firepower#

show capture CAPI

9 packets captured

1: 12:21:14.161689 10.0.200.85.44806 > 10.0.200.89.80:

1877376557:1877376557(0) win 64240 <mss 1460,sackOK,timestamp 2133104674 0,nop,wscale 7>
2: 12:21:14.162924 10.0.200.85.44806 > 10.0.200.89.80:

ack

3274105192 win 502 <nop,nop,timestamp 2133104676 1658009126>

3: 12:21:14.163077 10.0.200.85.44806 > 10.0.200.89.80: P 1877376558:1877376687(129) ack 327410
4: 12:21:14.164801 10.0.200.85.44806 > 10.0.200.89.80: . ack 3274106640 win 501 <nop,nop,times
5: 12:21:14.164908 10.0.200.85.44806 > 10.0.200.89.80: . ack 3274108088 win 494

firewall2 L B IE B IR E RMHost2E|Host 1R E -

<tfroot>

FTD1010-12#

show capture CAPI

11 packets captured

1: 12:21:14.198949 10.0.200.89.80 > 10.0.200.85.44806:



3274105191:3274105191(0)

ack

1877376558 win 65160 <mss 1460,sackOK,timestamp 1658009126 2133104674 ,nop,wscale 7>

2: 12:21:14.200001 10.0.200.
3: 12:21:14.200825 10.0.200.
4: 12:21:14.200947 10.0.200.
5: 12:21:14.200963 10.0.200.
6: 12:21:14.200978 10.0.200.
7: 12:21:14.200993 10.0.200.

89.
89.
89.
89.
89.
89.

80
80
80
80
80
80

>

V V.V V VvV

10.
10.
10.
10.
10.
10.

[N eNololNolNol

.200.
.200.
.200.
.200.
.200.
.200.

85.
85.
85.
85.
85.
85.

44806:
44806:
44806:
44806:
44806:
44806:

. ack 1877376687 win 509 <nop,nop,times
. 3274105192:3274106640(1448) ack 18773
. 3274106640:3274108088(1448) ack 18773
. 3274108088:3274109536(1448) ack 18773

3274109536:3274110984(1448) ack 18773
P 3274110984:3274112432(1448) ack

firewall1 £#9SyslogsE 7~ , TCP SYNHIRE S AIE 7T TCPIRASSZEIERE

<#root>

firepower#

show | oggi ng

May 06 2025 12:21:14: %FTD-6-302303:

Built TCP state-bypass connection

106977 from NET200:10.0.200.85/44806 (10.0.200.85/44806) to NET201:10.0.200.89/80 (10.0.200.89/80)

#firewall2 £ , TCP SYN/ACK¥#EEE 0 7T TCPIRA S

<{froot>

FTD1010-12#

show | oggi ng

May 06 2025 12:21:14: %FTD-6-302303:

BRIESE -



Built TCP state-bypass

connection

325 from NET201:10.0.200.89/80 (10.0.200.89/80) to NET200:10.0.200.85/44806 (10.0.200.85/44806)

ER

- HTAARZFHBETCPRSZHBEN TLETCPER , RItENHREBET —H BRI KiF
REABIZIT,

« FER  BABERFHEETCPRAZR , BERAKREEZEORFNER.

MBS 32 QAR T _ERYBE I B3RS

SRR , BIFTORBRNZERE , HUETH , MEFR.

-+ @ Preflter Rules = () Decryption -+ @ Security Intelligence

+ (O ldentity —+ & Access Control & More
Tila
Source Destination
Name Action Zonas Networks Ports Zones Networks Ports
~ Mandatory (1 - 1303)
1 block_192.168.201.60 @ Block B 192,168.201.60
i) =
+ /j& jj_ =

B REREAHER , HBEIFTDNERN RIESYN/ACKEESD., REMME L

<tfroot>

firepower#

show capture

capture CAPI type raw-data trace interface INSIDE

[Capturing - 270 bytes]

match ip host 192.168.201.60 any
capture CAPO type raw-data interface OUTSIDE



[Capturing - O bytes]

match ip host 192.168.201.60 any

ERESRALER , BIESHFTD LINASIZEHE | HF AKX L ZEIFTD Snort5| 2,

<ffroot>

firepower#

show capture CAPI packet-nunber 1 trace

4 packets captured

1: 09:41:54.562547 192.168.201.50.59144 > 192.168.201.60.80: S 3817586151:3817586151(0) win 64
Phase: 1
Type: NGIPS-MODE
Subtype: ngips-mode
Result: ALLOW
ETlapsed time: 10126 ns
Config:
Additional Information:
The flow ingressed an interface configured for NGIPS mode and NGIPS services will be applied

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: DROP

ETlapsed time: 10126 ns

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip any host 192.168.201.60 rule-id 268451045 event-log flow-start
access-1ist CSM_FW_ACL_ remark rule-id 268451045: ACCESS POLICY: mzafeiro_2m - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268451045: L4 RULE: block_192.168.201.60
Additional Information:

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop

Time Taken: 20252 ns

1 packet shown

ERATaplt & N BT R =



ERERXY LB A BEER,

RRTT B

SMBRB>REEE>-NRE>RENRE>-BIHERSBER | IEFTR.

Edit Inline Set

General Advanced

Tap Mode: ¥4
Propagate Link State: |
Strict TCP Enforcement:
Snort Fall Open;  Busy Down

ng Snort Faill Open might allow trafM

A

<tfroot>

firepower#

show i nli ne-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Fail-open for snort down is off
Fail-open for snort busy is off

Tap node is on

Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1]:
Interface: Ethernetl/4 "OUTSIDE"
Current-Status: UP
Interface: Ethernetl/3 "INSIDE"
Current-Status: UP



Bridge Group ID: O

£ A 2 B2 O W UEFTD R B X

ERRE

- EASRREEANBRNE , WEEOERNIFfE.

- BEBHNEABBRATTA,

« RZBMLINAGIZETNEE ( NAT, BHE ) X TESRENEIRRATH,

« EEREFXERRE,

« —ELINASIEREETENSnont5|ERE—RENATERERENEIA.

wOBREANNBRNFT2ERFFRRE, BERESWRE , THBIALTIER

<ttroot>

\%

show capture CAPlI packet-nunber 2 trace

3 packets captured

2: 13:34:30.685084 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: NG PS- MODE
Subt ype: ngi ps- node

Result: ALLOW



Config:
Additional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-Tog f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Additional Information:

Result:
input-interface: INSIDE
input-status: up
input-line-status: up

Action: Access-list would have dropped, but packet forwarded due to inline-tap

1 packet shown
>

K Bx 34 1 Etherchannel

O OB P b 5 =\ B & Setherchannel (Y R EBXXY -

1. EtherchannelZEFTD L4 1k,
2. EtherchannelilBXFTD ( EEFXOSHKMB2.3.1.3RESMA ),

EtherchannelfEFTD L4 1k



FTD Active

Po3 m B Po5
Po33 ()7 gl Js " () Po33
=TS mN L -
o : inline-set ——1
= & =
S inline-set T
Po55 N Po3 i E Po5 N Po55
FTD Standby
SW-A_E#YEtherchannel:
<#root>
SW-A#
show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
35 Po55(SU) LACP Gi2/33(P)
SW-B_E#IEtherchannel:
<#root>
SW-B#
show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gi1/0/3(P)
55 Po55(SU) LACP Gi1/0/4(P)

BEMACHEULFY] |, BIIEFIFTDHRARE

<#root>

SW-B#

show mac address-tabl e address 0017. df d6. ec00

Mac Address Table



Vlan Mac Address Type Ports

201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

FTDERYREREE :

<{froot>

FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Port-channel 3 "I NSI DE"
Current-Status: UP
Interface: Port-channel5 "QUTSI DE"
Current-Status: UP

Bridge Group ID: 775

~ EE  MBXEFTDHELRESH | REF M EEFURT REVIREUEEN SEAMACH 1E
Pt B9 Bt 1D 6

B X FTDRYEtherchannel



FTD Active

E1l/3m W E1/5
Po33 = =
I N /]
—— inline-set
SW-A
= inline-set
Po55 E1/3 B R E1/S
| [ ]
[\ /]
FTD Standby
SW-A_E B Etherchannel:
<#root>
SW-A#
show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
55 Po55(SD) LACP Gi3/7

(n

PE L@ & AFTDRILACPEIE S :

<tfroot>

FTD#
capture ASP type asp-drop fo-standby
FTD#
show capture ASP | i 0180.c200. 0002

29: 15:28:32.658123
70: 15:28:47.248262

SW-B_EH#Etherchannel:

<ffroot>

a0f8.4991.ba03 0180.c200.0002 0x8809 Length: 124
f0f7.556a.11le2 0180.c200.0002 0x8809 Length: 124



SW-B#

show et her channel sumrary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SD) LACP Gil/0/4
(s)

BEMACHEULFY] |, BIESIFTDRARE

<{froot>

SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

FTDERREREE :

<tfroot>

FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled



Interface-Pair[1]:

Interface: Ethernetl/3 "I NSIDE"

Current-Status: UP

Interface: Ethernetl/5 "QOUTSI DE"

Current-Status: UP

Bridge Group ID: 519

.& BE Bt EH , EFTDHERELSSF |, WAt E £ EBUR T Etherchannel LACPIARE
, LR R FTERRTE |, FETWREEK, MEREtherchannelfEXHON ( TLACP ) , MUk &g Rt
B HBURFMACHHEZE Y],

HUEHEBR
MR AT HRENREEL

LR - NEBRX 5 7 B HY B XY

P ER X T o0 B B Y PR BR XY
> show inline-set > show inline-set
A BR S B XY 1 A BR SR B XY 1
show inline- | MTU is 1500 bytes MTU is 1500 bytes
set HHFIBEHEREER HHFIBEHEREER
Failsecuret& =X\ 5< 7] Failsecuret& =X\, 5< 7]
palic.y PEENX ST
Propagate-link-stateit I Jyon Propagate-link-statei& I Jyon




B4 SEREN

EOX]:

¥ 0O:Ethernet1/6“A &8
HERAS - UP
##0:Ethernet1/8“45 &0
HENRA - UP

M #7548 1D:509

B4 SEREN
BEOX]:
#¥0:Ethernet1/6“A &8
HEMRAS : UP
$#0:Ethernet1/8“55 &0
HENRA - UP
RHFLE1D:0

show
interface

> show interface e1/6
O Ethernet1/6“INSIDE” , B , & &ith
WE A
@4 R EtherSVI , BW 1000 Mbps , DLY
1000 usec
MAC b 11£5897.bdb9.770e , MTU
1500
IPS#EOE - NBL , NEE . NEk
X+
K ELIPHE
“INSIDE"HIRESLITEE. :
357 N BIE B A |, 264913FF1
144N B SHE , 58664F 15
ANBROEESR
178 B NERROBIFET/R , 26FT/B
158 IR ZR0 pkis/sec , 7FTi/sec
178EFRE , OBEI/R
508 ANRROBEI/R |, 28F T/
5% tHIRZ0 pkts/sec , 9F Ti/sec
S5oHMERR , OREI/R
> show interface €1/8
Ethernet1/8## O0“OUTSIDE” , B A , &
s A
@4 R EtherSVI , BW 1000 Mbps , DLY
1000 usec
MAC b 11t5897.bdb9.774d , MTU
1500
IPS#EOE - NBL , NEE . NEk
X+
K ELIPHE
“OUTSIDE’"HIRESITER :
A4 BIES |, 55634F 17
3954 FE DM |, 339987 F 7
ONBBEIRESR
178 R ANRROBES/R , 7FT/R

> show interface e1/6
$#OEthernet1/6“INSIDE” , B , & ih
WE A
&4 R EtherSVI , BW 1000 Mbps , DLY
1000 usec
MAC b 11t5897.bdb9.770e , MTU
1500
IPS#E O : inline-tap. Inline-
Set: AERT 1
K ELIPH sk
“INSIDE’"HIRESITEER :
4N BT A |, 1378F T
ONBIEEHE , 0ONFT
EFT24NBES
178\ NRROBEFES/R , 0FT/R
15 %h i IR ZR0 pkts/sec , 0F T /sec
178EFRE , OBEI/R
508 NRROBEI/R , 0FT/H
5% % tHIRZ0 pkts/sec , 0F T /sec
S5oHMERR , OREI/R
> show interface €1/8
Ethernet1/8# O0“OUTSIDE” , B , &%
i E A
&4 N EtherSVI , BW 1000 Mbps , DLY
1000 usec
MAC b 11E5897.bdb9.774d , MTU
1500
IPS#E O : inline-tap. Inline-
Set: AERT 1
K ELIPH 1k
“OUTSIDE’"HIRESITER :
BMANBED , 41 FT
ONBIEEHE , 0ONFT
M BTFEIBEER
178\ NRROBEFES/R , 0FT/R




1538 IR ZR0 pkis/sec , 37F Fi/sec
198ERR  OBEI/H

5o 8m ARROBEI/R , 8F T/
54 % HIERZ0 pkts/sec , 39F i /sec
SPHERE , OBEAW

1558 R ZR0 pkts/sec , 0F T /sec
198ERR  OBEI/R
50 8M ANRROBEI/R , 0FT/H
5% % tHIRZ0 pkts/sec , 0Ffi/sec
SPHERE , OBEAW

fEFFR LA
PUPGS:E ¢
=

> show capture CAPI packet-number 1
trace

WIRT 3N RS

1:16:12:55.785085 192.168.201.50.20 >
192.168.201.60.80:S 0:0(0)ack 0 win
8192
Breg « 1
type : 3k
FRHE .
g8 /i
Config :
HEFEER :

MAC 7 | 5l 2

MER : 2

type : FIA 5K
FIA

&8 R
Config :

fa = A
HEeER
MACTj 8] 51| 5%

Breg:3

type : NGIPSHE R

FHRE : ngipstER

T

Config :

HEeEER
HHEABEAINGIPSERNEOHNHA
NGIPSHRS:

MER : 4

type : FIAFI&K
FERHE . BE
“R - EH

> show capture CAPI packet-number 1
trace

WIRT 3N R E

1:16:56:02.631437 192.168.201.50.20 >
192.168.201.60.80:S 0:0(0)win 8192
BrEx : 1
type : Ik
TR .
R R
Config :
HEEER
MACT% [R5l %%

MER : 2

type : FIA 5K
FIA

Z£8 . R
Config :

(SRw L
HEeER
MACTj 8] 51| 5%

Breg : 3

type : NGIPSHE R

FHEA : ngipstER

7 TG

Config :

HEeEER

T ABEANGIPSERX RO H A
NGIPSHRS

BIEg : 4
type : A%
FERE . BF

ZR  2ETRH
Config :




Config :

access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0 any
rule-id 268441600 event-log flow-start
access-list CSM_FW_ACL_ remark rule-id
268441600:17 7] 5K B&:FTD4100 — 4% /1
access-list CSM_FW_ACL_ remark rule-id
268441600:L4#L0 : #L01

HEER

gR] .

MAED R

BMARES : up

input-line-status: up

BE.EH

EFHRR : (acl-drop) Rl B R FLNIEL

M BREEER

>

access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0 any
rule-id 268441600 event-log flow-start
access-list CSM_FW_ACL_ remark rule-id
268441600:75 A K #§:FTD4100 — 248 /1
access-list CSM_FW_ACL_ remark rule-id
268441600:L4FL 0 - A1

HEeER

g8

WMAEOD : AL

BARE : up

input-line-status: up

B FRISIREER , BEHTHEKI B
BRmERBIED

M BFEEER

>

MR

EESEYS

» Cisco Firepower NGFW

o BARZFEFFMINHY - Cisco Systems

ERARBRNERR , BIEEBEEBIFTD Snorts|Z,
TCPEZEAETCPRAZBEATLE,

MFTD LINAS|ZWAERE , RNAACLEKK,
AR ERL T ERRSE , B THRIESRARLERN , F e,
BER7BENN , HESREASENTREITRUAEZF , ANKFREFLKETBRMNFTD,



https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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