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+ Firepoweri R &11R
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« FirepowerZ 2 f1006.0.0hx & B & AR A

s BITHHRZA6.0.1 R ESMRAKASA Firepowerfr IR (ASA 5515-X, ASA 5525-X, ASA
5545-X, ASA 5555-X, ASA 5585-X)
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Access Control » Access Control  Netwaork Discovery Application Detectors  Correlation  Actions v

Default Base Policy D cancel
Identity Policy: None 551 Policy: tone

Tz Inheritance Settings | [F] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced

8 Fier by Device © Add Category | ) Add Rule | Search Rules

Source Dest . Source Dest | | | | =

(& MName Zones  Zones | Networks Networks. | VLAN Tags | Users ~ Applications  Src Ports | Dest Ports. Jl.lf.. ~ Action R B

w Mandatery - Default Base Policy (1-1)

1 1111 [ -EXEE -

1 Aule-1 -~ e Biiis + Allow [ |

w Default - Default Base Policy (-)

heve are no rules in this saction. Add Rule or Add Catagory

XEREERONE—HN, B2 , FEHBIERERE , eV BAEMAN , B

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart)
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart)
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart)
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart)

268435456 allow any any any any any any any any (ipspolicy 2)



HE AN, MREFHDSFWEENFLE , BANENEEN BAreat |, NIRRT R &=
27 LAY AN

P MRERET BARMEHELERR , WRITHRENEFSEZREAREBERTHERR

A.as

IjJﬁbo

FEHABENURLY BEFIPHYMN

N, RS 7] — —
[3 .
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Access Control » Access Control Metwork Discovery Detectors C Actions ¥
Default Base Policy @ cancel
Identity Policy: None SSL Policy: None
Tg Inheritance Settings | [] Policy Assignments (1)
[EEE secunity Inteligence  HTTP Responses  Advanced
@ Filter by Device & Add cmepwy &) Add Rule | Sea
| #  MName  Zones  Networks | VLAN Tags | users | Src Ports  Dest Ports | URLs ' ' § > |

w Mandatory - Default Base Policy (1-1)

& facebook.com
= Dasas & twitter.com

w Default - Default Base Policy (-}

tion. Add Rule or Add Category

Rule-1 o Allow 0 a

XREBEHROLNE—MAN, B , FHEFBINEREGS , 2V BHINAFAN , MEMRR :

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url "facebook
268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url "twitter.
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url "facebook
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url "twitter.
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url "facebook
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (url "twitter.
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url "facebook
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (url "twitter.
268435456 allow any any any any any any any any (ipspolicy 2)
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Access Control » Access Contral Network Di ¥ licati [of Actions v

Default Base Policy D cancel

Identity Policy: None SSL Policy: Nong
T8 Inheritance Settings | [#] Policy Assignments (1)

Seeurity Intelligence  HTTP Responses  Advanced

& Add Category (D Add Rule =

88 Filter by Device

#  Hame Zones Zones g : Networks VLAN Tags Users Applications  Src Ports. Dest Ports A L
w Mandatory - Default Base Policy (1-1)

Ll 3333 & HTTP & facebook.com

1 L Eoao2 Eadda & HTTPS & twitter.com o Hlion ¢ e
Ao Intrusion Frevention: Balanced Security and Connectivity vm
XEREEEFONE—AN, BR , FEMBFBINERSERE , 2V BATAZAN , EFR :

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url "facebook.com
268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url "twitter.com"
268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url "facebook.co
268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url "twitter.com
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url "facebook.com
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url "twitter.com"
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url "facebook.co
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url "twitter.com
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url "facebook.com
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 80 any 6 (log dcforward flowstart) (url "twitter.com"
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url "facebook.co
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 443 any 6 (log dcforward flowstart) (url "twitter.com
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url "facebook.com
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 80 any 6 (log dcforward flowstart) (url "twitter.com"
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url "facebook.co
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 443 any 6 (log dcforward flowstart) (url "twitter.com
268435456 allow any any any any any any any any (ipspolicy 2)
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Default Base Policy

Identity Policy: None

m Security Inteligence  HTTP Responses  Advanced

SSL Policy: None

= Inheritance Settings | [] Policy Assignments (1)

i Filter by Device

@ Add category | &) AddRule | Searc

O HTTR

w Mandatory - Default Base Policy (1-1)

Rule-1

section. Add Rule or Add Categary
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w Default - Default Base Policy (-)
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EANARMNETAREON , ¥ EANHBEMNTADNBDEAA , MEFRR

268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid 676:1, 1
268436480 allow any 1.1.1.1 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid 676:1, 1
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (appid 676:1, 1
268436480 allow any 1.1.1.1 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (appid 676:1, 1
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid 676:1, 1
268436480 allow any 2.2.2.2 32 any any 3.3.3.3 32 any any any (log dcforward flowstart) (appid 676:1, 1
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (appid 676:1, 1
268436480 allow any 2.2.2.2 32 any any 4.4.4.4 32 any any any (log dcforward flowstart) (appid 676:1, 1
FERAVLANY BRE TIPRIA N
ZERMNFMCEELRIAN , EAAR :
Identity Policy: Nong SSL Policy: Nong
I == Security Intelligence  HTTP Responses  Advanced i
@8 Filter by Device ‘ol Add Category &) Add Rule | Search Rules

' source ' Dest Source Imn l ‘ ' l l l
w Mandatory - DonetTouch (1-2)
1 AllowFile e 3 i-sgugi:;f:m o Allow B o & B

one 1 100ye.com -

2 llowtheRest o Allow & o u ]

w Default - DonotTouch (-)

]
| b
[

Add Rule or Add Category

Default Action Intrusion Prevention: Balanced Security and Connectivity BN |

MMAllowFileERLE M MVLAN IDEYEIT , WA AMVLAN IDHE —ENARME. ARKEN
HrRrg, MAAllowFileXi BAMAMN,

268436480 allow any any any any any any 1 any (log dcforward flowstart) (ipspolicy 5) (filepolicy 1 ena
268436480 allow any any any any any any 2 any (log dcforward flowstart) (ipspolicy 5) (filepolicy 1 ena
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Identity Policy: None S5L Policy: Mone
Tz Inheritance Settings | [¥] Policy Assignments (2)
m Security Intelligence  HTTP Responses  Advanced
#8 Filter by Device @ Add Category (3 Add Rule | Search Rules

w Mandatory - DonotTouch (1-2)

ﬂdl dPom
Abohol o ¥ Block

i Block & o & 8

2, Internal P B
2 AllowFile 3 omz &, Internal o Allow Eo &8

w Default - DonotTouch (<)

his section. Add Rule or Add Category

Default Action Intrusion Prevention: : Balanced Security and Connectivity i

PELEALNIPE IE XA S EEMERURLEFIMEMEENERSRERSE1-3. XREEHR L LH—IH
W, ERESERERRN , ZANFTBABNIAL , TR :

268438530 deny any any any any any any any any (log dcforward flowstart) (urlcat 11)
268438530 deny any any any any any any any any (log dcforward flowstart) (urlcat 76) (urirep le 60)

HEEMANE , MRFNFHEENR , BNOENEEN Birtit , FEFNBEXURLYRIE
BEAFHNURLKBIWHE MR A, WM R 7 & =88 EAY32 N o

yRWAXENETIPEAN

KR EAEREPESIANES.

MRERBEFSIATENXE , BRRFZXKEIEAEEOEHEERENZZ LHEMED , N
FZXiFGM Rany , HBany TS BUEARNT B,

GNRAN R XA B AR XEARE , WXERBEA Rany , FRIRM—PHN , BFIANYF
SEBHANNEMT R

ZEMFMCEETHEAMN |, tEAR

Identity Policy: None SSL Policy: Mone

Tg Inheritance Settings | %] Policy Assignments (2)

Security Intelligence  HTTP Responses  Advanced

@8 Filter by Device &) Add Category ) Add Rule  Search Rules
M. Z .. Netwoark ? :."' AN 4 U wpplis i e Port: D t P L: URIL Hon
w Mandatory - DonotTouch (1-2)
1 Interfaces &, Internal &, Internal " F) any any Ay Ay iy o Allow L& o 7 @8
2 Allow any any 2 any ¥ any o Allow &f o & B
w Default - DonotTouch (-)
There are no rules in this section. Add Rule or Add Category
Default Action Intrusion Prevention: Balanced Security and Connectivity 1 m

AN, —FANEET XE , BRMEFXGEER, 5—IMAWKAERERE, EARHF
, Interfaces 73 [RIFL I 246 Jy ML



268438531 allow any any any any any any any any (log dcforward flowstart)<----- Allow Access Rule

268434432 allow any any any any any any any any (log dcforward flowstart) (ipspolicy 17)<---------

EERSLE , mAANEERMEE , EASRMEEBZONXEZRHT2S3YT B
AN P AN XESEARE LNZEAR , 2 RETXEMN G REZHEF N RN,
ZERMFMCE BB EAMN |, AR

Identity Policy: Nong SSL Policy: MNone

Tg Inheritance Settings | [¥] Policy Assignments (2)

m Security Intelligence HTTP Responses  Advanced
#A Filter by Device &3 Add Category &) Add Rule | Search Rules
Source Dest Source Dest
& Name ]!ﬂl. lu_ [nm MNetworks VLAN Tags ||.ll-'I J.Ipﬂlulhnl ISN:M Dest Ports URLs Action f"_':uD |

w Mandatory - DonotTouch (1-2)
&, Internal

1 . Interfaces 2, Internal 2, External o Allow [T ] s 8
2, DM

2 Allow o Allow Ef o & 8

w Default - DonotTouch (=)
There are no rules in this section. Add Rule or Add Category
Default Action Intrusion Prevention: Balanced Security and Connextivity =t

M InterfacesF R ETF XEHMWMN , EFEXIHE NInternal , B¥RX3F Ninternal. External#
DMZ, FEEHN S | #0O EFE T InternalfIDMZE O X |, Mig® LR FEExternal, XEE—MN
Ny E :

268436480 allow 0 any any 2 any any any any (log dcforward flowstart) <------ Rule for Internal to DMZ)

268438531 allow any any any any any any any any (log dcforward flowstart)<-------- Allow Access rule
Defaul

268434432 allow any any any any any any any any (log dcforward flowstart) (ipspolicy 17)<--------

RNEEZEOXNQZEAN | BIFHEBEEXIEMNSBEHInternal > DMZ , B R £ 81ZInternal > Internal# N

o

FROANBESTUNEHRBEX SR XERMBERNNKEREL , XEBEERNRNE
PREXEALN o

AR EREEEBHR , T2EAEBFMCHREZANMAN , b A FEY REARR,

AN T B —Hx 23

EREFELPANBE= (RFNIEVNHE) * (BHEEE) * (RROKE) * (BRwOKE
) * (BENURLEE ) * ( VLANARIZHKE ) * (URLEBIZHE ) * ( BRRXEXH B FxXEXS

)

X EUES  FRIPNEAEFER1. ANASHHanyBEREARN1 , EFEMHT
BAN



BEBRA NG R 52 Ay S B R

AIHRIARNGE , MRFBAY , FRETARSRAB SRR BREVER
BRTGEUTREFHHEE , EEF/var/log/action.queue.log :

BiR-ANAZ-BEAMN28 , HFAHN094

LREERAEET ROANBEBFEDE, REFMCLEHWEE , UET ERFGEMCHAN,

MHAXEER
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