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5']536'”3\ . Device Number, Device Name, Status_*ﬂ Transcript.

- Firewall Management Center

Crerview Ancalysis Policies Dewices Objects Integration Deploy O @ £+ @ adminv | iUl
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v Depioy_Job_4 admin Mary 7, 2024 10:00 PM May 7, 2024 10002 PM Compiated
Gon

Dopioy_Job_3 admin May 7, 2024 9:57 PM May 7, 2024 %59 PM Compigted

Depioy_Job_2 admin May 6, 2024 11:08 AM May B, 2024 11205 AM Compieted

Depiloy_Job_1 System Mary 6, 2024 10:57 AM May 6, 2024 10:59 AM Completod Beployment atter registration
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Transcript Details X

FMC >> clear configuration session

FMC >> strong-encryption-disable

FMC >> logging message 611101 level informational
FMC >> logging message 611102 level informational
FMC >> logging message 611103 level informational
FMC >> logging message 605004 level informational
FMC >> logging message 605005 level informational
FMC >> no dp-tcp-proxy

FMC >> policy-map global_policy

FMC >> class inspection_default

FMC >> class class-default

FMC >> exit

FMC >> vpn-addr-assign local

Close

SO ZMATUEERERESRM , HAT—HEA-—NEEEENSRS  Transaction ID.

Transaction ID: 34359753974
Device UUID: 49243dac-0ba7-11ef-af54-a592d78081a7
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Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
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10-May-2024 18:05:31.249, [INFO], (JsonRESTServerResource.java:111)
com.cisco.nm.vms.api.rest.DeploymentServerResource, ajp-nio-127.0.0.1-9009-exec-3
** REST Request [ DC ]

** ID : e45cb6abd-0fff-4341-bdad-ddd5feel0034

** URL: POST https://localhost6/csm/api/deploy/GetTranscript

{

"data": {},

"deviceUUID": "49243dac-0Oba7-1lef-af54-a592d78081a7",

"jobID": 34359753974,

"offset": {

"size": 20,

"start": 0

3,

"requestID": "e3be908a0ef711ef9d519da21f9032fa",
"version": "7.2.5"

}

/var/log/sf/policy_deployment.log
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RETHERTFMCEHERERG SN FALER , RLBEFRER T 2 E1-4B RNVKE,

BN BROFHBREIRE —%4% , LEEEE INFOart.

May 8 02:00:58 RTP-vFMC-Pod-09 ActionQueueScrape.p1[10413]: > SF::UMPD::CSMData: :getPolicyRollbackInfo
May 8 02:00:58 RTP-vFMC-Pod-09 ActionQueueScrape.p1[10413]: < SF::UMPD::CSMData: :getPolicyRollbackInfo
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/ngfw/var/log/ngfwManager.log
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FTD
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FTD
May

May
May

FTD

May
May

receives

30 16:37:
30 16:37:

receives

30 16:37:
30 16:37:
30 16:37:

FMC's request for running configuration:

10 ccm[4293] Thread-10: INFO com.cisco.ccm.ConfigCommunicationManager- Passing CD-Message
10 ccm[4293] Thread-10: DEBUG com.cisco.ccm.ConfigCommunicationManager- <?xml version="1.0

FMC's request to download the deployment package:

18 ccm[4293] Thread-9: INFO com.cisco.ccm.ConfigCommunicationManager- Downloading databas
18 ccm[4293] Thread-9: DEBUG com.cisco.ccm.DownloadManager- handle record: 8589938211, sta
18 ccm[4293] Thread-9: DEBUG com.cisco.ccm.DownloadManager- begin downloading database

begins the deployment of policy changes:

30 16:37:
30 16:37:

21 ccm[4293] Thread-9: INFO com.cisco.ccm.ConfigCommunicationManager- Starting deployment
21 ccm[4293] Thread-11: INFO com.cisco.ccm.ConfigCommunicationManager- Sending message: D



FTD begins LINA deployment:

May 30 16:37:42 ccm[4293] Thread-19: DEBUG com.cisco.ngfw.configdispatcher.communicators.LinaCommunicat

FTD begins finalizing the deployment:

May 30 16:38:48 ccm[4293] Thread-19: DEBUG com.cisco.ngfw.configdispatcher.communicators.LinaCommunicat

Name:Cluster-App-Conf-Finalize-Request

/ngfw/var/log/sf/policy_deployment.log
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Config

Jul 18
Jul 18

17:20:57 firepower policy_apply.p1[25122]:
17:20:57 firepower policy_apply.p1[25122]:

Jul 18 17:20:57 firepower policy_apply.p1[25122]:
Config validation begins:
Jul 18 17:21:37 firepower policy_apply.p1[25122]:

Validation has completed successfully:

Jul 18 17:21:49 firepower policy_apply.p1[25122]:

\y

ENATHRERBNEAREE. REASHNBASRERN , HEFETACHTOMN , B

Dispatcher begins extracting the packaged policies for validation:

INFO
INFO found NGFWPolicy =>

-> calling SF::UMPD: :Plugins: :NGFWPolicy: :Devic
(NGFWPoT1icy::Util 32 <- N

INFO export FTD platform settings... (PlatformSetting

INFO /var/

starting validateExportedFiles - sqlite =

INFO validateExportedFiles - sqlite = /var/cisco/depl

Config Dispatcher begins moving the validated configuration to the Snort directories in production:

Jul 18 17:21:54 firepower policy_apply.p1[26571]:

INFO -> calling SF::UMPD: :Plugins: :NGFWPolicy: :Devic

Snort processes will reload to apply the new configurations:

Jul 18 17:22:02 firepower policy_apply.p1[26571]:
Jul 18 17:22:02 firepower policy_apply.p1[26571]:

Snort reload has completed successfully:

Jul 18 17:22:14 firepower policy_apply.p1[26571]:

INFO Reconfiguring DE a3bcd340-992f-11e9-alfl-ac829f
INFO sending SnortReload to a3bcd340-992f-11e9-alfl-

INFO notifyProcesses - sandbox = /var/cisco/deploy/sa



After LINA config apply finishes, Snort deployment is finalized:

Jul 18 17:23:32 firepower policy_apply.p1[26913]: INFO starting finalizeDeviceDeployment - sandbox = /
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S BR2 FREUFDeploy TranscriptURL Transaction ID.

Transaction ID: 34359753974
Device UUID: 49243dac-0ba7-11ef-af54-a592d78081a7
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T~ : sudo less /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log ( sudo password 2 & #Y
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admingfirepower:~% sudo less fvarfopt/CSCOpx/MDC/logfoperationf/usmsharedsves. log

Password:

S B4. Y IEME Aforward fAT H @ AHEIDEE S EESIDMERXM B E6T,
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BT EE RS

18-Feb-2020 19:5B8:35.810, [INFO], (DefenseCenterServiceImpl.java:1304)
com.cisco.nm.vms.apli.dc.DefenseCenterServiceImpl, Thread-526
#* REST Request [ CSM ]
«#x ID : blbbb@d2-6cle-40ab-bbcd-Teacb2b73ccB
«x URL: Broadcast message.send.deployment
{
"body" : {
"property" : "deployment:domain_snapshot_success",
“"argumentList" : [ {
"key" : "PHASE",
"value" : "Phase-=2"
} ]
H
"user" : "6Bd®3c42-d%bd-11dc-BOT2-b7961d42c462",
"type" : "deployment",
“"status" : "running",
“"progress" : 20,
"silent" : true,
“restart" : false,

"transactionId" : LhPELE¥ELN],

"devices" : [ "4bd5d1bB8-3347-11lea-b74f-cB®5455bBcB2b" ]
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18-Feb-282@ 19:58:36.516, [INFO], (DefenseCenterServiceImpl.java:1394)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, Thread-526

*##% REST Request [ CSM ]

#¢ ID : 3dfBRal3i-2daB-4ebl-a599-cl23bf4Bacof

% URL: Broadcast message.send.deployment

{

"body" : {
"property" : |"deployment:failed to_retrieve_running_configuration"
"argumentList™ : [ {

"key" : "PHASE",
"ywalue" : "Phase-3"

} ]

1,

"user" : "6Bd@3c42-d9bd-11dc-BBf2-b7961d42c462",
“type" : "deployment",

"status" : "failure",

"progress" : 188,

"silent" : false,

“restart" : false,

"transactionId" : GElhWERETYELN,

“"devices" : [ "4bd5d1b®-3347-11ea-b74f-c@5455bBcB2b" ]
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device_failure_unknown_master
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