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R A BFirepower B B Z & ik % L Firepower® I fr /OBy & BE1F AT iE S EMELE .
FoRF M

B3R
RNHERBEARENER,
£ RV 4E ¢+

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
(RN ) BRE. MRENMELTEIRS , FRRETBAERSHBERNE,

FMC. FTDH % gEF Al UE E A}

EeeiF i EMEFirepowerg B/ O(FMC) E#1T. FMCEBX EBRMSERFRH O TR ERE.
ERRNFLEARD , AR EERAEEERKF REFTHE, FMCH LB B R4 a7 ik 2 B i Br
F|FEEFirepower BB TH(FTD)1R %, MAFEW , FMCEHREEFTDIRZF W IF AL,

FMC
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Internet e
Cisco Smart
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https://software.cisco.com/clc
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html#reference_59A9CDED24034CE2B12D2E633C5C7D2D

EXFAIEEEHEFTDRE&H . HFMCEMEBBRHFANHEFOR | t7FATUER B 3 E M 2 S 1 & 58
K. ETHRAFALE : @i, BERENURLIERAEN. EFEASTFAHEMXHNIIEE , &
E@FTDIR % 2 B Al

EfSFirepowerZ B OER(FMCv) B FFTDE R , FMCviE EE B RHF AliiE A0 A B9 Firepower
MCviZ & i Al ik,

FMCvif it @& EH4H , F BRKAV AL,
EeSh , AR A7 R A B T HRRR B E AV IV A E A 4R R

BRI FMES , I EFCisco Firepower3 £ 2 88 ¥ A UE 5 X FirepowerVF ] #Y & L [7]
(FAQ)o

FMCE 8EiF v iE s A}
GRS

1. X TFERFADEM , FMCARIAR RN, AT IEREFMCHMERHTTPSH & 8EF
MiEnZ B , FHRBEFRETEEEWEFHIRE, (Him, BHAE, RE,
SSLEEREE ) .

2. FlEICisco License Central , 3 MInventory > General > New TokeniZ4 & % ID:

sco Scoftware Central > Smart Software Licensing

Smart Software Licensing “eedback Support Help

Alerts Inventory Conwvert to Smart Licensing Reports Preferences Cn-Prem Accounts Activity

Virtual Account: _ - Hide Alerts

Virtual Account

Default Virtual Account No

Product Instance Registration Tokens

: Mew Token
Token Expiration Date Uses Export-Controlled Description Created By Actions.
M2ZRMMWVEYmItZmRI B 2020-Jun-30 19:34:48 (in 16 Allowed _ -
ZmJODEZYEIOTIZIO B  2021-May-22 00:54:03 (in 34 Allowed [ ]

Eﬁﬁﬁ@iﬂﬂ@‘ , B E A 5 M A 7= & £ /3 FAllow export-controlled ( o5 1% |
%) ek, BAKR , ERERE R —NEEIRI,
3. & #FCreate Token,


https://www.cisco.com/c/zh_cn/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/licensing/faq/firepower-license-FAQ.html
https://software.cisco.com/clc

Create Registration Token -

This will create a token that is used to register product instances, so that they can use licenses from this virtual account Once it's created, go to
the Smart Licensing confiquration for your products and enter the token, to register them with this virtual account

s 1

Description : Descriphion
* Expire After: 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses

The foken will be exprred wihen edher the expiration or the maximum uses i§ reached

l Adlow export.contralled functionality on the products registered with this token @

Create Token Cancel

FMC & 8E1F ol ik £ At

EMEIFMC LA System > Licenses > Smart Licenses , A/ ZERegisteriZ 4l :

Al Firepower Management Center

Cleco Q, Overview Analysis Policies Devices Objects AMP Intelligence

Smart Licenses

Welcome to Smart Licenses

Before you use Smart Licenses, obtain a registration token from
Cisco Smart Software Manager, then click Register

Smart License Status

Usage Authonzation: ==
Product Registration: Unregistered
Assigned Virtual Account: ==
Expaort-Controlled Features: -
Cisco Success Network -

Cisco Support Diagnostics: ==

f£Smart Licensing Product Registration® O i A T HID , #Af5i&#FApply Changes:



Product Instance Registration Token:

OWldMzeSMTAINZOWYIODY TVILTRyNTRIMGMNGJYmRmNDUWLTE 1 OTQ30TO5%

0ANzcI0DBESnVXc2tPaks4SESJe25x TDky SnFYempTZnJEWNAVOUNT SUTNEOWIFRM

If you do not have your [D token, you may copy it from your Smart Software manager The
under the assigned virtual account. Cisco Smart Software Manager

Management Center establishes a secure connection to the Cisco Cloud so that it can
participate in additional service offerings from Cisco. Management Center will establish and
maintain this secure connection at all times. You can turn off this connection at any time by
dizsabling Cisco Success Metwork and Cisco Support Diagnostics. Disabling these services
will disconnect the device fram the cloud,

Cisco Success Metwork

The Cisco Success Network provides usage information and statistics to Cisco. This
information allows Cisco to improve the product and to make you aware of unused available
features so that you can maximize the value of the product in your network.Check out the
sample data that will be sent to Cisco.

Enable Cisco Success Metwork

Cisco Support Diagnostics

The Cisco Support Diagnostics capability provides entitled customers with an enhanced
support experience by allowing Cisco TAC to collect essential information from your devices
during the course of a TAC case. Additionally, Cisco will periodically collect configuration
and operational health data from your devices and process that data through our automated

mendnlaen dlataating s mbaon amel e aii e matific simas af lnnsmn slatsabs sl T calmasr o ool

Internat connection is required.

Smart Licensing Product Registration (4]

-

MRBEEFANEEMAT |, 7= RIEMRS S E RRegistered:

alape FMC

CISCO  Smart Licenses

Querview Analysis Policies Devices Objects AMP

Smart License Status Cisco Smart Software Manager @ ¢

Usage Authorization: Authorized (Last Synchronized On Jun 15 2020)

Product Registration: S Registered (Last Renewed On Jun 15 2020)

Assigned Virtual Account:

Expart-Controlled Features: Enabled
Cisco Success Network: Enabled @
Cisco Support Diagnostics: Disabled @

Smart Licenses

License Type/Device Name License Status Device Type

» Base(5)
Malware (0)
Threat (0)

URL Filtering (0)

Intelligence

Filter Devices...

Deploy

Domain

» £+ @ Global |\ adminw

<) [t |

Group

ENETHRMIF IS EBEBIFTDIRE , iH%EEdit Licenses, ARG , MBS EREZHFERME

Devices with licenseZBs. &5 , EFApplyiz4 :




Edit Licenses

o

Malware Threat LIRL Filtering AnyConnect Apex AnyConnect Plus AnyConnect VPN Only

Devices without license Devices with license (1)
Q, Search FTD ]
N
1

3

= -]

£ BRI AME R OmE AT IA

FMCE 8V A M 5B A BRF AIERON A ->EH B EHHEIN

Message X

The iriduci instance "UDI_PID:NGFWv, UDI_SN_, " in the Virtual Account -

connected and successfully renewed it's identity certificate.

Press cirl + ¢ to copy selected text to clipboard.

. <

FMCHUEMRAS AT LB & 7=>7= MK HI¥iA. MEventLog (BH AR ) M FHPRESHAE,
BB WTEE M A AR A AT BAMInventory > Licensesit Bl F# TR E, RIEFMMMEHNE T HARKN
HHIERESEBER , UREREEEMERRATFTIERE,

FMC & ge1F vl ik BUH 7 fift

MEBRHFATEF O EEFMC



EXERMREBRTFAERFERAEMSE |, FSMEISystem > Licenses > Smart Licenses , A%
BBUHEM & -

af ] FMC

_ Q, Overview Analysis Policies Devices Objects AMP
CISCO  Smart Licenses

Smart License Status Cisco Smart Software Managerﬂ:'

M BREVF ATAE A Ui A BROE AR

1A B Cisco License Central , MInventory > Product Instances %% B #sFMC EfJRemove., R
1% #ERemove Product Instance BAfi BRFMC 3 %2 ik 2 Bt B9 iF AT 3EE

Cisco Software Central > Smart Software Licensing _
Smart Software Licensing Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Frem Accounts Activity

virtual Account: NN © Maor | @D Minor | Hido Alerts
General Licenses Product Instances Event Log
Authorize License-Enforced Features... [ fmecv o,
Mame Product Type Last Contact Alerts Actions
fmev-rabe FP 2022-Sep-13 09:28:40 Actions =
fmewxyz1 FP 2022-5ep-12 14:01:45 Actinns =
Transfer...

Confirm Remove Product Instance

If you continue, the product instance “fmevxyz1" will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,
you will need to re-register the product instance.

Remove Product Instance Cancel

RMA


https://software.cisco.com/clc

WRIREFMC |, FH3RRFMCE BEVF AT E B85 At > M B R ATE A O i BROE AR BR 2 R BV SRR
BHFAMEFROEHFMC |, RIFRBFMCE 82V Al IE XM 88 20 89 3R @) BRHF i iE O B EM
FMC.

HUEHEER

B (8] [B] 25 8 E

WEFMC CLI ( 30 , SSH) , #BRNEEBAESZEENTPRSSHES. AT IEPHATERENF
A S ARIE , REFMCEEEBHNEERIEEEE -

<#root>

admin@FMC: ~$

date
Thu

Jun 14 09:18:47 UTC 2020
admin@FMC: ~$
admin@FMC: ~$

ntpg -pn

remote refid st t when poll reach delay offset jitter
*10.0.0.2 171.68.xx.xx 2 u 387 1024 377 0.977 0.469 0.916
127.127.1.1 .SFCL. 13 1 - 64 0 0.000 0.000 0.000

FEFMC Uls |, MSystem > Configuration > Time Synchronization®£iENTP RS 25{E

5 A B AT H K E Htools.cisco.comWEBE % ( smartreceiver.cisco.com , kK B
FMC 7.3+ )

FRFMCH AT FQDNH 8E B #ECisco Bug ID CSCwj95397 MFMC 7.3FF 2815 R
tools.cisco.com(smartreceiver.cisco.com),

<#root>

>

expert
adm n@MC2000- 2: ~$


https://tools.cisco.com/bugsearch/bug/CSCwj95397

sudo su

Password:

root@FMC2000-2: /Volume/home/admin# ping tools.cisco.com

PING tools.cisco.com (173.37.145.8) 56(84) bytes of data.

64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=1 tt1=237 time=163 ms
64 bytes from tools2.cisco.com (173.37.145.8): icmp_req=2 tt1=237 time=163 ms

FEFMC UIF , MSystem > Configuration > Management Interfaces i if &2 IPFIDNS IR 25 1P,

I UE MFMC Eltools.cisco.com ( smartreceiver.cisco.comMFMC 7.3+ ) B3
HTTPS(TCP 443)iA]

F A TelnetFcurl S S HEARFMC A LB HTTPS 1 @ tools.cisco.com ( SREFMC 7.3+H9
smartreceiver.cisco.com ) ., RTCP 443BEH M , BRIECARMEH AEME L |, HEREDREE
SSLEEIR % .

<{froot>

root@FMC2000-2:/Volume/home/admin#

tel net tools.cisco.com 443

Trying 72.163.4.38...

Connected to tools.cisco.com

Escape character is 'A]'.
ACConnection closed by foreign host.

<--- Press Crl+C

B N

<tfroot>

root@FMC2000-2:/VoTlume/home/admin#

curl -vvk https://tools.cisco.com

Trying 72.163.4.38. ..



AAANANAANAANANANANANANAANANYVYV V VYV

TCP_NODELAY set

Connected to tools.cisco.com (72.163.4.38) port 443 (#0)

ALPN, offering http/1.1
Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
CAfile: /etc/ssl1/certs/ca-certificates.crt
CApath: none

TLSv1l.2 (OUT), TLS header, Certificate Status (22):
TLSv1.2 (OUT), TLS handshake, Client hello (1):

TLSv1.2 (IN), TLS handshake, Server hello (2):

TLSv1.2 (IN), TLS handshake, Certificate (11):

TLSv1.2 (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.2 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1l.2 (OUT), TLS handshake, Finished (20):

TLSv1.2 (IN), TLS change cipher, Change cipher spec (1):

TLSv1.2 (IN), TLS handshake, Finished (20):

SSL connection using TLSv1l.2 / AES128-GCM-SHA256

ALPN, server accepted to use http/1.1

Server certificate:
subject: C=US; ST=CA; L=San Jose; 0=Cisco Systems, Inc.; CN=tools.cisco.com
start date: Sep 17 04:00:58 2018 GMT

expire date: Sep 17 04:10:00 2020 GMT
issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID SSL ICA G2
SSL certificate verify ok.

GET / HTTP/1.1

Host: tools.cisco.com

User-Agent: curl/7.62.0

Accept: */*

HTTP/1.1 200 OK

Date: Wed, 17 Jun 2020 10:28:31 GMT

Last-Modified: Thu, 20 Dec 2012 23:46:09 GMT

ETag: "39b01e46-151-4d15155dd459d"

Accept-Ranges: bytes

Content-Length: 337

Access-Control-AlTow-Credentials: true

Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS

Access-Control-Allow-Headers: Content-type, fromPartyID, inputFormat, outputFormat, Authorization, Co
Content-Type: text/html

Set-Cookie: CP_GUTC=10.163.4.54.1592389711389899; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domain:
Set-Cookie: CP_GUTC=10.163.44.92.1592389711391532; path=/; expires=Mon, 16-Jun-25 10:28:31 GMT; domai
Cache-Control: max-age=0

Expires: Wed, 17 Jun 2020 10:28:31 GMT

<html>
<head>
<script language="JavaScript">

var input = document.URL.indexOf('intellishield');
if(input !'= -1) {

}

window.Tocation="https://intellishield.cisco.com/security/alertmanager/";

else {

window. Tocation="http://www.cisco.com";

1

</script>
</head>



<body>

<a href="http://www.cisco.com">www.cisco.com</a>
</body>

</html>

* Connection #0 to host tools.cisco.com Teft intact
root@rMC2000-2: /Volume/home/adm1in#

DNS3iE

36 1E 2 75 B Zh % 4 Eltools.cisco.com ( SR BFMC 7.3+HIsmartreceiver.cisco.com ) :

<#froot>

root@FMC2000-2:/Volume/home/admin#

nsl ookup tool s.cisco.com

Server: 192.0.2.100
Address: 192.0.2.100#53

Non-authoritative answer:

Name: t ool s. ci sco. com
Address: 72.163.4.38

IR UE

MREARE , FREFMCHNRERS FRME. EFMCL , REFMCEE MM ETH M AR IRS 25
P A :

<ttroot>

root@FMC: /Volume/home/admin#

cat /etc/sf/iprep_proxy.conf
iprep_proxy {
PROXY_HOST proxy.example.com;

PROXY_PORT 80;
}

EREMNFMCHRAH |, A :



<ffroot>

root@FMC: /Volume/home/admin#

cat /etc/sf/smart_cal | hone. conf

KEEP_SYNC_ACTIVE:1
PROXY_DST_URL:https://tools.cisco.com/its/service/oddce/services/DDCEService

PROXY_SRV: 192. 0. xx. XX

PROXY_PORT: 80

EFMC Uls | AT BAMSystem > Configuration > Management InterfacesT A EE,

MEFMCIR{ELER , BRERERSI[HVEDIN , WRREBRSEFATFMNFMCIEE
tools.cisco.com, ok, RFEIRERGHREMNIESH, FMCHE LB 1TEREF i EM).

S HARY S R2ID

RIEMARNSRIDAIH, IRZTHESH , BTERERFAEFOERRAMAIF T , FEA
T RRIDEFEME BBV Al LE,

ERFMCH X

ARLEHERT  ATHAREHSSLEZRENTE , EerJIEFHRIELEERKT. WRA
At , IFERFMCEERM A RIAYBE A LU S iX g & |, FH EHE seVF AlbEAM

KEFMC LRNETRREH

FEFMCL , &M E|System > Health > Events , AR EE T LN EERHRSREETHEIR. B
m, MREZEHTFIEBIHMAN ; £K45EIR , HIAid certificated expired:

EXPETHImY




K& BB ANER DR EA4 B &

MRFMCALUEREI BRI TERD , WHEARS > B4 ACPREERNER A S, RESNYT
EhORAALLEN BAREREE. MBEFMCH AN ERERERE | % B BRHFTEROH
REBHEE , I A RFMCR BRI A0 2 H 1028 75 B

w DL (6] &
ERFBRRSHE -
= REAHRAS FARPIRES &%
RS B FMCEER 4 FrEmE= , R4 FiEAExN, X2
’ FMCZ % j5 590 X 1 i T il 2 HA B O W1 B IR S o
_ - FMCEEERHFEFROEM , FEBEEEAENIT
Registered e3¢ A METDIEE .
Registered B e H FMCEERHFAEEmERFBEI0OK KM,
. . FMCE 8 BRHF RO |, BFMC_E RS
Registered HREM FTDIRE.
FMCE [ BRHFAIEROEM |, B EERTRITAE
MEFTDIR R
Registered TEM flg0 , FTD(FP4112)i8& ATHREATITA |, B2%
FERHFEERD |, FP4112;& 8 A AW THREATITH
4 (90K ) FEH WAHEEFEAS , EREFMC EREMFTDIER

EV AP &y

R BT HEER, @ERFAEROEMRE (L9108 ) KM



::lllﬁlli!ﬁl' FMC Q Oreerview Analysis Policies Devices Objects AMP Intedlig

o Error The token you have entered is %
invalid.
Welcome to Smart Licenses
Before YOU use Smart Licenses, oiain & regIsirammon token from
Register

Czco Smart Soltware Manager, then ciick Register

Smart License Status
Usage Authorization:
Product Registration: Unregistered
Aszigned Virtual Account:
Export-Controlled Features:

Cisco Success Network:

Cisco Suppon Diagnostics:

YR ERABRTE.

R HI5E2. TTHHIDNS

IR o @ BB AREROEME —BRETE (9258 ) BRM

I|I:I|I5I¢I!;I:I FIFE‘DGWEF Maﬂﬂg?me_nt Center Q. ChvErview Analysis Palicias Devices Objects AMP

Error Failed to send the message to the
@ server. Please verify the DNS »
Server/HTTP Proxy settings.

Welcome to Smart Licenses

Before you use Smart Licenses, cbiain a registration toien from

Registe
Caco Sman Soltvangy Manager, than chck Rogesier e

Smart License Status
Usa(pe Authfization:
Product Registration: Unregisterned
Assigreed Virtual Ascount:
Expor-Controlled Features:

CIsc0 SWEcess Natwork:

Cigoo Suppon Diagnostics:

® & /var/log/process_stdout.log3#. KZIDNS[EH :



<tfroot>

root@FMC2000-2:/Volume/home/admin#

cat /var/l og/ process_stdout. | og

2020-06-25 09:05:21 sla[24043]: *Thu Jun 25 09:05:10.989 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[494],

failed to perform, err code 6, err string

"Coul dn't resol ve host nane"

[

o

SBT3 BT E{E T

IR @ BRRFRNE R OEM — BREYE e ( K258 ) KK :

aliafe Firepower Management Center
CISCO

Welcome to Srart Licenses

Barfioare you use Smant Licenses, obian & registratesn tolen fror

Smart License Status

Product Registration Urasggisterad

Assigned Virtual Account:

¥ & /var/log/process_stdout.log X #

<{froot>

2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:
2021-06-25 09:22:51 sla[24043]:

P
=

*Fri
*Fri
*Fri
*Fri
*Fri

Anakyais Policies

PR BRFANEROEN BB RN, BRTEREEDNS (MMRKREE ) , HEIEEDNSH

AMP

Ermor Failed to send the message to the

server. Please verify the DNS

Server/HTTP Praxy settings.

EBEABTL

Jun
Jun
Jun
Jun
Jun

25 09:22
25 09:22
25 09:22
25 09:22
25 09:22

139.716 UTC:
139.716 UTC:
139.716 UTC:
139.716 UTC:
:40.205 UTC:

CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-TRACE:
CH-LIB-ERROR:

X,

ch_pf_curl_request_init[59]
ch_pf_curl_post_prepare[299
ch_pf_curl_post_prepare[302
ch_pf_curl_head_init[110],
ch_pf_curl_send_msg[494],



failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not OK"

2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_http_unlock[330], unl
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_send_http[365], send
2021-06-25 09:22:51 sla[24043]: *Fri Jun 25 09:22:40.205 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_issue[51

cert issue checking, ret 60, url https://tools.cisco.conlits/service/oddce/services/ DDCEService

KEFMCHEME :

<tfroot>

root@FMC2000-2: /Volume/home/admin#

date

Fri Jun 25 09:27:22 UTC 2021

=BT R4. T A

WMRREBEDRENFANET A , MEEHITFMCEE

Validation Messages: FTD1

& total & emors

UnifiedNGFWRule: ACP1

» | Error: [trust_L3-L4] This rule requires a Base license, but at least one device does not have a Base license,

» I Error; [trust_L7] This rule requires a Base license, but at least one device does not have a Base license,

» I Error: [Block_High-Risk] This rule requires a Base license, but at least one device does not have a Base license.

> I Errar: [Inspect] This rule requires a Base license, but at least one device does not have a Base license.

» I Ermor: I||‘!|F.|}ECT] Thiz rule requires a Threat license, but at least one device doas not have a Threat license.

» I Ermar: |Ir:.s.p-e|: [] This rule requires a Malware icense, but at least one device does not have a Malware Hoensea.

PPR . EEMIFETAFFENATER,
RBIF 5. T EH(O0C)

MREEFTDIT AIZEN , WFMCE gL tJiEfF# AR EM(OOC)YIRE :



alal. Firepower Management Center o gueview  Analysis  Policies  Devices
CIsCO at Er15E Smart Licenses
Smart License Status Cisco Smart Software Manager @
Usage Authorization: =] Out of Compliance (Last Synchronized On Jun 25 2020 Re-Authorize |
Product Registration: Registered (Last Renewed On Jun 25 2020)
Assigned Virtual Account; KREK-NGFW
Export-Controlled Features: Enabled
Cisco Success Network: Disabled @
Cisco Support Diagnostics: Disabled @

EBRRHFAAERL , REERPAEIR

General Licenses Product Instances Ewvent Log

By Name By Tag
ble Actions - Manage License Tags License Resanation i Search by License Q,

O ' License Billing Purchased In Lise Balance  Alarts Actions
FPR4110 Threat Defense Threat Protecton Prepasd 5 2 + T3 Actions «
FPR4110 Threat Defense LIRL Filtering Prepaid (] o + 75 Actions
FPR4115 Threat Defense Mahvare Protection Prepasd o 1 -1 € nsufficient Licenses Bctions -
FPRA4115 Thieat Defense Threal Protecion Prepand o 1 A 8 hsuffcent Licenses Actong -
FPR4115 Threat Dedense URL Ful:e!mq Prepasd o 1 =1 a Insufficient Licenses Achons -
FPR4120 Theeat Deferse Makvare Probechon Prepasd TE i} + 75 AcHons -
FPR4120 Threat Defense Threa Protection Prepasd 75 i} + 75 Actions -

BT 9T6. 7058

RN EAEMFE , MAEFTD LINAG|I 2 5 AXIEMEIRAEDES) N, EXMERT , XA
FREZNLLELS T AMEVPN)ERBLKM -

Validation Messages .

Device
2 total 1 error 1 warning
| eFmon EXZ3 ;
Site To Site VPN: FTD_VPN
w | Error: Strang crypto (i.e encryption algorithm greater than DES ) for VPN topology FTD_VPN is not supported. This can

be Because FMC is running in evaluation mode of smarn license account is not entitled for SIrong cryplo.
MEG_SEPARATOR IKEVZ PolicyTITLE_SEPARATORAES-GCM-NULL-5HA MSG_SEPARATORMSG_SEPARATOR




ahal. Firepower Management Center a

2rvi nalysi Palici i
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Smart License Status Cisco Smart Software Manager I

Usage Authorization: Authorized (Last Synchronized On Jun 25 2020)

Product Registration: Registered (Last Renewed On Jun 25 2020)

Assigned Virtual Account: KRE-NGFW

Export-Controlled Features: Disabled Request Export Key
Cisco Success Network: Enabled

Cisco Support Diagnostics: Disabled n-
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Smart Software Licensing

Alert Inventory License Conversion Reporis Email Notification Satellites Activity

Email Notification
Daily Event Summary
[# Receive a daily email summary containing the events selected below
Email Acldress:—
Alert Events:
[# Insufficient Licenses - Usage in account exceeds available licenses
[# Licenses Expiring - Warning that term-imited licenses will be expiring. Sent 90, 60, 30, 14, 7, 3 and 1 day prior to expiration.
[# Licenses Expired - Term-limited licenses have expired. Only displayed if Licenses Expiring warning have not been dismissed.
[# Product Instance Failed to Connect - Product has not successfully connected during its renewal period
[ Product Instance Failed to Renew - Product did not successfully connect within its maximum allowed renewal period.
[ Satellite Synchronization Overdue - Satellite has not synchronized within the expected ime period.
[+ Satellite Unregistered and Removed - Satellite failed fo synchrenize in 90 days and has been removed.
[[J Licenses Not Converted - Cne or mare traditional licenses were not automatically converted fo Smart during Product Instance Registration.
Informational Events:
[# Mew Licenses - An order has been processed and new licenses have been added to the account
[# New Product Instance - A new product instance has successfully registerad with the account
[# Licenses Reserved - A product instance has reserved licenses in the account
Status Notification

[[] Receive an email when a Satellite synchronization file has finished processing by Smart Software Manager
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Active Health Alerts
Configure Health Alerts

Health Alert Name

Smart-License-Syslog-Alert

Severity Module Alert
Critical Realm & syslog_for_IPS (Syslog)
Warning Reconfiguring Detection MySyslog (Syslog)
Normal Security Intelligence
Error Smart License Monitor
Recovered Snort |dentity Memory Usage

Threat Data Updates on Devic...
Time Series Data Monitor

Time Synchronization Status

URL Filtering Monitor

User Agent Status Monitor

VPN Status e
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Firepower Management Center

FMC2000-2

@ Smart License ... Smart License usage is out of compliance

FMCERM RS BT HER ¢

<#froot>

Mar 13 18:47:10 xx.xX.xX.Xx Mar 13 09:47:10 FMC

HWNOTI FY: Smart License Mnitor (Sensor FMJ)

Severity: critical: Smart License usage is out of compliance
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https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/health_monitoring.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/management-center-virtual/management-center-virtual-gsg.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/licensing_the_firepower_system.html
https://www.cisco.com/c/zh_cn/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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https://www.cisco.com/c/zh_cn/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/zh_cn/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
https://community.cisco.com/t5/archived-small-business-support/cisco-smart-software-licensing-frequently-asked-questions-faqs/ta-p/3165637
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