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e |P-in-IP

* |Pv6-in-IP

+ Teredo i O 3544

- BARKHBIFE (GRE)




Z R MBI RHGREBRIE :

Firewall
R1 192.168.75.x/24 192.168.76.x/24 R

-~ * —
C.1 GRE tunnel 20

10.0.0.0/24

HIEEAGRERREMRT ping R28Y , RE BT Fh A :

1 2016-05-31 02:15:15. 10.0.0.1 10.0.0.2 138 Echo (ping) request 1d=0x0013,
2 2016-05-31 02:15:15.10.0.0.2 10.0.0.1 ICHP 138 Eche (ping) reply 1d=0x0013, seq=0/0

|
® Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1104 bits)
w Ethernet II, Src: CiscoInc_8d:49:8]1 (c8:4c:75:8d:49:81), Dst: Ciscolnc_al:2b:f9 (6c:41:6a:al:2b:f9

# Internet Protocol Version 4, 5rc: . £ uter
= Generic Routing Encapsulation (IP)

= Internet Protocol Version 4, Src: 10.0.0.1 (10.0.0.1), Dst: 10.0.0.2 (10.0.0.2) inn

® ITILETTIEL LONLIGT Mesoane Protoco!

MR RERASARE , ERXREINRIPHL :

L2 Outer IP GRE Inner IP

Header| Header Header | Header
src=192.168.75.39 src=10.0.0.1 | L7
dst=192.168.76.39 dst=10.0.0.2

<#root>

ASA#

show conn

GRE QUTSI DE 192.168.76.39: 0 I NSIDE 192.168.75.39:0

, idle 0:00:17, bytes 520, flags

MRy K RFirePOWERR® , ELRERZIPIRX :




L2 Outer IP GRE Inner IP
Header| Header Header | Header
src=192.168.75.39 sre=10.0.0.1 | L7
dst=192.168.76.39 dst=10.0.0.2
FERFTEEEE RS , FTDIRZ AT AR B A ZBIR L FAEBIR L CERE,
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1. EMERME>TEFRH>TUTIRE. EARAS  MATMITRRREERE -

Overview Analysis JGITSELE Devices Objects  AMP felp ¥ mikis v

Access Control » Prefilter Metwork Discovery Application Detectors Correlation Actions ¥

Object Management Access Control
& Mew palicy

Default Prefilter Policy Clobal D016-04-22F 21143125 7
Default Prefilter Policy with default action te allow all tunnels Maodified by “admin® -

2EREJtAERTRBIRE !

Overview Analysis JGGUISER Devices Objects AMP

Access Control » Prefilter Network Discovery Application Detectors Correlation Actions v

Default Prefilter Policy

Default Prefilter Policy with default action to allow all tunnels

You cannot add rules to the default Prefilter policy. You can change only default action options.

Hon-tunneled traffic is allowed Default Action: Tunnel Traffic Analyze all tunnel traffic

3. TR IR 25 SR e T B 2 175 R4 55 SR B




Overview Analysis JI«1-t-8 Devices Objects AMP

Access Control » Access Control Network Discovery Application C

ACP_5506-1

Profilter Du[ic-,r; Dafault Prefilber Pohey

Rules Security Inteligence HTTP Responses
Prefilter Policy Settings P

I Prefilter Policy used before access control Default Prehiter Policy I

CLI(LINA)®iE
T 2SN IEACLE T

<ffroot>

firepower#

show access- i st

access-1ist cached ACL Tog flows: total 0, denied 0 (deny-flow-max 4096)
alert-interval 300

access-1list CSM_FW_ACL_; 5 elements; name hash: 0x4a69e3f3

access-1list CSM_FW_ACL_ 1ine 1 remark rule-id 9998:

PREFI LTER PQOLI CY:

Default Tunnel and Priority Policy

access-1list CSM_FW_ACL_ Tine 2 remark rule-id 9998: RULE: DEFAULT TUNNEL ACTION RULE

access-1ist CSM_FW_ACL_ Tine 3 advanced permit ipinip any any rule-id 9998 (hitcnt=0) Oxf5b597d6
access-1list CSM_FW_ACL_ Tine 4 advanced permit 41 any any rule-id 9998 (hitcnt=0) 0x06095aba
access-1list CSM_FW_ACL_ Tine 5 advanced permit gre any any rule-id 9998 (hitcnt=5) 0x52c7a066
access-1ist CSM_FW_ACL_ Tline 6 advanced permit udp any any eq 3544 rule-id 9998 (hitcnt=0) 0xcf6309bc

,

5% 2 . EAFRICHELEEERE

EFEX

PE \F GRERZE BT R IE & M AV ICMPR &




BRIRT B

1.URNAXEACP , &0 LLE BlinternetiE F5E EMN(ICMP)RER AL |, EIFE—RABEY
GREB&2E th it :

Preflver Palicy: Dl Profier Polcy S5 Policy biang Ity Policy Blan
T inheritans Seftings | 8] Pokey Assignmant (1)

2] scounty inteligence  HTTP Responses  Advanced
B e by Deve _d.nldr.‘..lumﬁ- o e R et %

w Mandatory - AOP_S506-1 {1-1)

w Deefaull - ACP_S506-1 (-}
Al Froe o AS Catigory

I - cveon: Btoces seurty and conmectrty

<tfroot>

R1#
pi ng 192.168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

<#froot>

R1#
ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

EARGS , AL ERATTERREAEESER. HEBAT :
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MRIBERE , BIELInux Natively(LINA)FUR IERR AN ELIEZ , A5 SnortTi i 258 N A
ACP , &/ESnortiE RLINAZF . E— M HIEEELFTDRE.

1. EXREEREMIRIC,

2. EMERBE>TRIEE>TULIERS , RAECIRMMTUI RS R, HicE , RIATL SRR L&
YRiE

M ooy

Mame: I Frefilter_Poboyl
oe

EFUSRRREE R, EXFMRENIMN

- BREAN
B ibowsty

AT A AN HEEM A T EFUT RSB R PREN T2 TRMNINE. N THES , EEEXPEEN
m:,




Add Tunnel Rule

IP hasders. Fastpathed traffic bypassas acoess contral and QoS.

ﬂ Tunmel rulas parform aarly handling of non-encrypted ancapgsulated traffic, using cubsar [

Hame Tag Tunneled traffic F Enabled Insert  palow rule il DB

Interface Objects  Networks  VLAN Tags Comment  Logging

ation Protocols:

3

I 1pve-in-1P

I 1p-in-1P

™ Teredo Port (3544)

HRELTHRE , ARG TESMRENEEUA

B’1E R

Py ZELINAZJE , Snort5| B ERE, HE , BERICTUDEABERE.

=Nl TALINARE L, R ESAEBHR L

RIR R 1R ZRBNHELINALE | TEEASnort5| 2,

2.EN BARICTRER TG R 42 H KA

s BR—FWBHFTT2EN , BRREMIZ T RIGRZEFREANBERXE, SHElPolicies >
Access Control ¥ #|Z2FE IEFRIEFRERICMPEI AN
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N EE  FHTR R O IE D

A
FELINAFICLISH £ /3 I 3K -

<tfroot>

firepower#
show capture

capture CAPI type raw-data trace interface inside [Capturing - 152 bytes]
capture CAPO type raw-data trace interface outside [Capturing - 152 bytes]

<#froot>

>
capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router
SeTlection?

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

MR1 |, ZikpingiZzF2GREBSE L I ; ping kM -

<tfroot>

R1#

ping 10.0.0.2



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 0 percent (

0/ 5)

CLISHHRE RE—MBEIFTDRIEIRER , B NEHMAEL :

<tfroot>

Options: -n

18:21:07.759939 IP 192.168.75.39 > 192.168.76.39: GREvO, length 104: IP 10.0.0.1 > 10.0.0.2: ICMP echo
18:21: 07.759939 | P 192.168.76.39 > 192.168.75.39: GREvVO, length 104: |IP 10.0.0.2 > 10.0.0.1: I1CW echo
18:21:09.759939 IP 192.168.75.39 > 192.168.76.39: GREvO, length 104: IP 10.0.0.1 > 10.0.0.2: ICMP echo
18:21:11.759939 IP 192.168.75.39 > 192.168.76.39: GREvO, length 104: IP 10.0.0.1 > 10.0.0.2: ICMP echo
18:21:13.759939 IP 192.168.75.39 > 192.168.76.39: GREvO, length 104: IP 10.0.0.1 > 10.0.0.2: ICMP echo
18:21:15.759939 IP 192.168.75.39 > 192.168.76.39: GREvO, length 104: IP 10.0.0.1 > 10.0.0.2: ICMP echo
LINABIRIESR TIX— < :
<#root>
>
show capture CAPI | include ip-proto-47

102: 18:21:07.767523 192.168.75.39 > 192.168.76.39: 1ip-proto-47, length 104

107: 18:21:09.763739 192.168.75.39 > 192.168.76.39: 1ip-proto-47, length 104

111: 18:21:11.763769 192.168.75.39 > 192.168.76.39: 1ip-proto-47, length 104

115: 18:21:13.763784 192.168.75.39 > 192.168.76.39: 1ip-proto-47, length 104

120: 18:21:15.763830 192.168.75.39 > 192.168.76.39: 1ip-proto-47, length 104
>
>
show capture CAPO | include ip-proto-47

93: 18:21:07.768133 192.168.75.39 > 192.168.76.39: 1ip-proto-47, length 104

94: 18:21:07.768438 192.168.76.39 > 192.168.75.39: ip-proto-47, length 104

J& FACLISH firewall-engine-debug , SEBRLINA ASPEF it HEEH TR MEREN R, CLISHFIRE R



, Xf FEcho-Request , & E LE S IEEFMA , X FEcho-Reply , & RACPHN :

<{froot>

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

New sessi on

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I 0 Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,
i cnpType 8, icmpCode O

1
1

0.0.0.1-8 > 10.0.0.2-0 1 AS 1 I 0 pending rule order 3, 'Block ICMP', AppId

0.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

uses prefilter rule 268434441 with tunnel zone 1

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I 0 Starting with minimum 0, id 0 and SrcZone first with zones 1 -> -1,
i cnpType 0, icmpCode O

10.0.0.1-8 > 10.0.0.2-0 1 AS1 IO

match rule order 3, 'Block |CW', action Bl ock

10.0.0.1-8 > 10.0.0.2-0 1 AS 1 I 0 deny action

ASPEHETRSnontEFH THIES :

<ffroot>

>

show asp drop

Frame drop:

No route to host (no-route) 366
Reverse-path verify failed (rpf-violated) 2
Flow is denied by configured rule (acl-drop) 2

Snort requested to drop the frame (snort-drop) 5
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EFEXR
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Tg Inheritance Settings | [F] Policy Assignmants (1)
[EZ] security Inteligence TP Responses _ Advanced

@8 Filter by Device &) Add Category &) Add Rubs | Search Rules x

w» Mandatory - ACP_S5506-1 [-)

Default Action Control: Block All Traffic

28— ANFULIEERMN |, FFFastpathfEH IR 48192.168.75.0/24 9 8 4E

Add Prefilter Rule ? X

u Prafilter rules parform sarly handhng of traffic bazed on simpls network characteristics. Fastpathad traffic bypasses scceass control and QasS.

Name Fastpath_src_192.168.75.0/24 ¥ Enabled

Action “¥ Fastpath b

interface Objects [[TaLdl VLAN Tags | Ports Comment  Logging
Available Networks & ] Cres g Destination Networks (0)
| i, Senrch by name or valus | 5]
B any =
B 1Pv4-Private-All-RFCI91E Add to
= any-ipvd Source

= any-ipve | Addte |
& tPvs-Benchmark-Tests Dastination
B 1Pva-Link-Local

B Pva-Multicast
52 1Pvd-Private- 10.0.0.0-8

[ Enter an 1P address | ( Add ] [.E".e-r IP &

oy

£

3

BLERETET—BRGS

Access Control = Prefilter MNetwork Descovery ApphCabon Detecton ‘Codrelation Ateome ¥

Prefilter_Policyl i | D cancal

i Add Terewl Rula & Add Prafilter Rule | Search Rules

Fastpath_prc_ 192,165 Prafiltar EIRE1E8. T4

Ron-lunneled traffic is




4. RENEZE

ERAFTDEN LB AW ARENHIR

<{froot>

firepower#
capture CAPlI int inside trace match icnp any any
firepower#

capture CAPO int outsid trace match icnp any any

234 @ITFTDMR1(192.168.75.39)ping R2(192.168.76.39);ping & 14

<tfroot>

R1#
pi ng 192.168. 76. 39

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.76.39, timeout is 2 seconds:

Success rate is 0 percent (0/5)

MEREO EMHERE R

<ffroot>

firepower#

show capture CAPI

5 packets captured

1: 23:35:07.281738 192.168.75.39 > 192.168.76.39: icmp: echo request
2: 23:35:09.278641  192.168.75.39 > 192.168.76.39: icmp: echo request
3: 23:35:11.279251  192.168.75.39 > 192.168.76.39: icmp: echo request



4: 23:35:13.278778 192.168.75.39 > 192.168.76.39: icmp: echo request
5: 23:35:15.279282 192.168.75.39 > 192.168.76.39: icmp: echo request
5 packets shown

£ —NEIE D (echo-reques) NIRIRE R ( EERRHEER )
Spoiler ( RHEERUEREE)

firepower# show capture CAPI packet-number 1 trace
R T 5N RS

1:23:35:07.281738 192.168.75.39 > 192.168.76.39:icmp: [E R iF 3K
BAER @ 1

type : 3R

FRE

MACT7 8 5l 2%
MrER : 2
type : TFIRFIIZR

FRA .

Config :

(v

HERFER

MACT7 8] 31 2k

BTER : 3

type : BRHEK
FRE : @ OER

Z£8 . A



Config :

HERFR

ZI T —8k192.168.76.39fF A H Oifc outside
BYER : 4

type : A FIE

FRH - BE

Config :
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434448 T3 JE 855K % : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448:FL1 : Fastpath_src_192.168.75.0/24
HEFR !

BYER : 5

type : CONNIZE

FIA

Config :
class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
HEEER:

MEX : 6



type : NAT

TR FRE

Config :
HEEER :
BYER - 7

type : IPIE£IR

BTER : 8
type : &

FEH : np-inspect

Config :

class-map inspection_default
match default-inspection-traffic

policy-map global_policy

class inspection_default
inspect icmp

service-policy global_policy global

HERFER
BYER : 9
type : &

FEKA : np-inspect



HEREE
BTER : 10
type : NAT

FRE . §LF

Config :
HERFE !
BYEY : 12

type : MO
FRE

R /7%
Config :
HEEFER
EAID 521 EFR , HEFEET 20 IME T —MER
BB : 13

type : TFIRIFIZR

FEA  BE

Config :

access-group CSM_FW_ACL_ global



access-list CSM_FW_ACL_ advanced trust ip 192.168.75.0 255.255.255.0 any rule-id 268434448
event-log both

access-list CSM_FW_ACL_ remark rule-id 268434448 T3 JE 855K 8% : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434448:FL1 : Fastpath_src_192.168.75.0/24
HEEER :

BYER : 14

type : CONNI&ZE

FIA .

Config :
class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
HEER
BYER : 15
type : NAT

FRE : BRIE

type : IPIEIR

TR



Config :

HeEER

il

=

B . 17
type : BEHER
FRHE - mrdOEn

I T —Bk192.168.76.394F A H Oifc outside
MEX : 18
type : ADJACENCY-LOOKUP

FRE  T-BEMBEXR

Config :

HEER :

ma AR R

T —Bkmacit1£0004.deab.681b@r 1 140372416161507

BYEZ : 19

mAEED : HED
BMARES @ up



input-line-status: up
output-interface: #\ &8
BHRES - up
output-line-status: up
BYE . AT
IMNBFEIER
firepower#

firepower# show capture CAPI packet-number 1 trace 5 packets captured 1:23:35:07.281738
192.168.75.39 > 192.168.76.39:icmp: B M iF KRBT EX : 1R 2 : IR FRE . 4R AFEE : HE
E8 : MACTHEI SR EL : 2288 : ACCESS-LISTFHE : £R : ATERE : RXANEMER

- MACTH B BRI ER - 32K A : ROUTE-LOOKUP ¥ H : STHOEOLR . AFEE : HEE
B AT —8192.168.76.39FE M ER/MEF i Oifc:43 A : ACCESS-LISTFHE : HELR . A
W& : access-group CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced trust ip
192.168.75.0 255.255.255.0 any rule-id 268434448 event-log both access-list CSM_FW_ACL _
remark rule-id 268434448 T B85 K BE : Prefilter_Policy1 access-list CSM_FW_ACL_remark
rule-id 268434448:# M| : Fastpath_src_192.168.75.0/24HM{E L : BB : 53 & : CONN-
SETTINGSF3EE : &R : AFBEE : class-map class-default match any policy-map global_policy
class-default set connection advanced-options UM_STATIC_TCP_MAP service-policy global & fi
BE : BB :6KE  NATFRE . BRFEER  ATEE - HEEE : BER: 73RE : IP-
OPTIONSFE : &R : AFEE : HEER : BB : 8KHE : INSPECTFZEE : np-inspect& R
. RFBECE : class-map inspection_default match default-inspection-traffic policy-map
global_policy class inspection_default inspect icmp service-policy global_policy globalE {5 & :
BYER : 9K A : INSPECTFKE : np-inspectE R : RAFEE : HEEER : B : 10EE : NATF
KH . BoFER AYTEE . HefSfE : MR 113KE : IP-OPTIONSFEHE : £ 8 : AFEE
- HEEERE: ME: 123 . FLOW-CREATIONFXE &8 . AFEE : HEeER : £AID
S526I2HTR , FHFEI D IREIT —HERER : 132EH! : ACCESS-LISTFKE . HELER : AFE
& : access-group CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced trust ip
192.168.75.0 255.255.255.0 any rule-id 268434448 event-log both access-list CSM_FW_ACL_
remark rule-id 268434448734 JE 85 5K B : Prefilter_Policy1 access-list CSM_FW_ACL_remark
rule-id 268434448:#10I : Fastpath_src_192.168.75.0/24HMEE : M ER : 143 & : CONN-
SETTINGSF3E : £ 8 : RAFEE : class-map class-default match any policy-map global_policy
class-default set connection advanced-options UM_STATIC_TCP_MAP service-policy global & it
B B :15KE  NATFRE BREER  ATERE : HEEE : MR 16KE : IP-
OPTIONS¥E : 48 : AFERE : HEeEE : ME : 1732 : ROUTE-LOOKUPFKH : f##T
HOEOER  ATEE : HEEE | KT —8192.168.76.391E /M ERIMEA H Difc: 1838 B

: ADJACENCY-LOOKUP ¥R E T —BkMBELE R : AFEE : HEFEE | SRE5E3 T —Bmacit
#£0004.deab.681b7 1 140372416161507/ Y : 193K E : HRFRE . £ R . ATERE : HEE
B MACTHBFIRER : M AIED : outside input-status:up input-line-status:up output-
interface:outside output-status:up output-line-status:up{E : RIF1NE R Ffirepower#fI BIE S




SAEREO LRVIIRE R ¢

<{froot>

firepower#

show capt ure CAPO

10 packets captured

23:35:07.282044  192.168.75.39
23:35:07.282227 192.168.76.39
23:35:09.278717 192.168.75.39
23:35:09.278962 192.168.76.39
23:35:11.279343  192.168.75.39
23:35:11.279541 192.168.76.39
23:35:13.278870 192.168.75.39
23:35:13.279023  192.168.76.39
23:35:15.279373  192.168.75.39

10: 23:35:15.279541 192.168.76.39
10 packets shown

192.168.76.39: icmp: echo request
192.168.75.39: dicmp: echo reply
192.168.76.39: icmp: echo request
192.168.75.39: dicmp: echo reply
192.168.76.39: icmp: echo request
192.168.75.39: dicmp: echo reply
192.168.76.39: icmp: echo request
192.168.75.39: dicmp: echo reply
192.168.76.39: icmp: echo request
192.168.75.39: dicmp: echo reply

O oo NOYYUVI D WN
V V VYV YV V VYV VY

REHEIHNREERESZER(52) L , {E#HACLIELE :

<ffroot>

firepower#

show capture CAPO packet-nunber 2 trace

10 packets captured

2: 23:35:07.282227 192.168.76.39 > 192.168.75.39: icnp: echo reply

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW
Config:

Implicit Rule



Additional Information:
MAC Access list

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

Config:

Additional Information:

Found flowwith id 52, uses current flow

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268434432 event-log flow-start
access-1ist CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: ACP_5506-1 - Default/1l
access-1list CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: outside
input-status: up
input-Tine-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

5. NIRENRENMSE — M FLEBFAN , T—EHERER

Acoess Confrol = Prefiiter Metwork Desooeery Applcabon Detectons Conmelation Adtigens ¥

Prefilter_Policyl ) cancel

Foitpatt_&c_ 1921168, Prefilner

2 Faitpath_dat_192.184. Prefilter




NERFEEINEOREL (ERREETR)

Spoiler ( RHERUERE )

firepower# show capture CAPO packet-number 2 trace

IR T 101N RS

2:00:01:38.873123 192.168.76.39 > 192.168.75.39:icmp:[E 75 N &

M ER - 1

MACT7 8] 5l 5%
MrE : 2
type : A FIE

FHEA

Config :

e wA
HeEER:
MACT7 8] 31 2k
e : 3

type : MEK

FEA .

Config :
HEeFR !

K EIDRN626YR , M ZHIR



MER : 4
type : TFIR5IIZR

FEA  BF

Config :
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced trust ip any 192.168.75.0 255.255.255.0 rule-id 268434450
event-log both

access-list CSM_FW_ACL_ remark rule-id 26843445073 JE 835K B8 : Prefilter_Policy1
access-list CSM_FW_ACL_ remark rule-id 268434450:M Ml : Fastpath_dst_192.168.75.0/24
HEEE :

BYER : 5

type : CONNigRE

FHRHE .
R %
Config :

class-map class-default
match any
policy-map global_policy
class class-default
set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
HEeEFER
BYER : 6
type : NAT

FRE  G2E



HeEE
MrEg 7

BTER : 8

type : BRHERK

FRE : @ OEA

ZR W

Config :

HEER:

R T —8k192.168.75.39FE NP A H Oifc
e : 9

type : ADJACENCY-LOOKUP

FRE  T—HMBEXR

SEABERR

T —Bkmacit it c84¢.758d.498185 H1140376711128802
BYER - 10

type : IR

TR



Config :

HEeEE
MAC 7 [8) 5l &
g8
WMAEEOD : B

BMARES : up
input-line-status: up
output-interface: A1 B
BHRA : up
output-line-status: up
B¥E . RF

firepower# show capture CAPO packet-number 2 trace 10 packets captured 2:00:01:38.873123
192.168.76.39 > 192.168.75.39:icmp: EI R M ZNER : 12KE : HIRFEE . LR . AFEE : HE
58 : MACTHEFIRMEL : 2288 . ACCESS-LISTTRE : £8 : AFERE : RXANEMELR

: MACTH B BIRBTER : 328 E! : FLOW-LOOKUPFEE : £ ] : ANEE : HEEE : REIDA
62897 , R HBIRER : 4358 - ACCESS-LISTF3EHE : BELR : RAFEIE : access-group
CSM_FW_ACL_ global access-list CSM_FW_ACL_ advanced trust ip any 192.168.75.0
255.255.255.0 rule-id 268434450 event-log both access-list CSM_FW_ACL_ remark rule-id
268434450: T34 JE 25 2K B : Prefilter_Policy1 access-list CSM_FW_ACL_remark rule-id
268434450:#0 : Fastpath_dst_192.168.75.0/24 S8 : B EX : 53K : CONN-SETTINGS ¥
KE &R RFEE : class-map class-default match any policy-map global_policy class-default
set connection advanced-options UM_STATIC_TCP_MAP service-policy global S8 : K E
(6XKH NATTFRE . BoFEER  ATERE . HEEE . M : 7£E : IP-OPTIONS KR
CER . AYEE: HEEER . MER :83%KHE : ROUTE-LOOKUPFEHR : ifHOFEOALR : f
FHE : HeEE : KW T —192.168.75.39EM XN A H Oifc:93£ & : ADJACENCY-
LOOKUPFRE T —BkMPELER : ATEE : HEER  BESES T —Bimacih it
c84¢.758d.498145 1 140376711128802B Bt : 10K E : HIRFHRE . £R . AFEE . HEER

- MACTFIRIFIRE R - #A$ED : inside input-status:up input-line-status:up output-interface:inside
output-status:up output-line-status:upg4E : L

AT

ERALES ATUBAENEERSER, RIECSESRMESE D FEHA,




HUEHEER

HEDZ AR ESERRIL I B R E T AR R

EESEYS

- FRBRRAMICisco Firepower & B iU L B 46 R 20 ] SATE BB 22 £ B A 3 BB B 0 S 44 S i o
#3

o BRIEKRFARZIFPRNTAC)BZIMEF L ATM{LIER , LA T #H XCisco Firepower F —X &£
EARBRASZERAR , HPSEARXPREN B RFirepower B B B ) (Cisco Firepower
Threat Defense ., FTD) T BY &l1iR

- AXRARENREIREAGN , HZFCisco

o BARZEFFMINHE - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/threat-defense/threatdefense-docs.html#id_47280
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.cisco.com/c/zh_cn/support/security/defense-center/series.html
https://www.cisco.com/c/zh_cn/support/security/defense-center/series.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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