£ Firepower 8% LBE FTD A4
B %

JEiDNS
FREM

ER

FERAMNAY
EFR1I R RN
E£2.BEFTD HA

Zt
£ 3. WUF FTD HA RV A[4E

L] A
F% 7. £ HA
.H‘.E n| h]sﬁggx [FAQ)
HEXEE
s AN
&1 7]

AR AN B A 1E Firepoweri% % B iE MU Firepower B BB (FTD) & 7T A (HA)

TR

=R
RYHERBEARENER,
ERNAL

AXEPNEEETUTRENE R

« 2/ Cisco Firepower 9300
« 24°Cisco Firepower 4100(7.2.8)
- Firepower& ¥ A/ {:\(FMC)(7.2.8)
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£ 15 EEE FPRO300 B IP HRIFEIREH,

K UFFPRO300- 154 :

<tfroot>

KSEC-FPROK-1-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores

1/1 FPR9K-SM-36 V01 FLM19216KK6 Equipped 262144 36
1/2 FPR9K-SM-36 V01 FLM19206H71 Equipped 262144 36
1/3 FPR9K-SM-36 V01 FLM19206H7T Equipped 262144 36

KSEC-FPROK-1-A#

¥ UFFPRO300-2F& 4 :

<{froot>

KSEC-FPROK-2-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status Ackd Memory (MB) Ackd Cores



1/1 FPROK-SM-36 V01 FLM19206HIT Equipped 262144
1/2 FPROK-SM-36 V01 FLM19216KAX Equipped 262144
1/3 FPROK-SM-36 V01 FLM19267A63 Equipped 262144
KSEC-FPRIK-2-A#

HB|2 FHFFFPRI300-1 Chassis Manager3 S i ElLogical Devices.

SEIRBHRHERIRAE, mEMEORE,

FE2.8EFTD HA

ESER :

SRR BEEEEF F/FARETRHA). EARGIH | ERA41XT,

Qutside Qutside

Primary 192.168.76.10 (Active 192.168.76.11 (Standby Secondary

Po3 FOVER Pa3d
STATE
172.16.51.1 172.16.51.2
FTD FTD
Inside Inside
192.168.75.10 (Active 192.168.75.11 (Standby

RRTT B

M BFTDIR & HEFMC LiEf

FIRaIo-3 G Firegpower £120 with FTD 728
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Deployment History

Q, Search Device m

Device

High Availability
Auto RollBack Cluster
Group

F 2 5 APrimary Peerf1Secondary Peer , A/Fi&#Continue,

Add High Availability Pair

Mame®

FTD 10 - A

Device Type:;

Firewall Threat Defanse

Primary Peer;

FTD4100-3

Secondany Poor

FTOE 1006 -

i Threat Defense High Availabdty pasr will have primany
confguration. Licenses from primany peer will be
converied to their high avadability versions and applied
on both peers,
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« MATEHBEFMCLE , BEREIWENR
o RFRLTFR—BHAEES  BEHSIER

N
EE . MMEFTDIRFMFMC GUIEREWRTT , AAELXEBFTDEEHBEERXNER , B

FMCHT & RBRIXM1ER.

« SREEEMAEQ L& EDHCP/EAAM S X /i (PPPOE),
- BMBENTEENB[ZE2REER(FQDN)]. ERENEENSE , HFSMEFTD CLIFIETT
LT :

<#froot>

firepower#

show chassi s- managenent - ur |

https://

KSEC- FPROK- 1. ci sco. com

:443//

~ AE  #6.3 FTDZEMRAH | B d S show chassis detail,

<#root>

Firepower-modulel#

show chassi s detail

Chassis URL : https://FP4100-5: 443//

Chassis IP : 10.62.148.187

Chassis IPv6 : ::

Chassis Serial Number : JAD19500BAB
Security Module : 1

MRAMNENENMEE , FEAATHTERX—MIBENET



<ffroot>

KSEC-FPRIOK-1-A#
scope system

KSEC-FPRI9K-1-A /system #

set nanme FPROK- lnew

Warning: System name modification changes FC zone name and redeploys them non-disruptively
KSEC-FPR9K-1-A /system* #

comm t-buffer

FPROK-1-A /system #

exit

FPROK- 1new A

BERHEENE , A\FMCEUEEMFTD , RBREFTM. REHLEHE HA X,

£ 3% BE HA MRSERRE,

AEXMERT , ASEBENRESS T AMERNREMEE,

SRAGEEAIIHASF L8 , AEBFBHAN



Add High Availability Pair

High Availability Link
Interface:®  Port-channel3 v
Logical Mame:® FOVER

Primary IP;* . 172.16.51.1
Use IPvE Address
Secondary IP;* 172.16.51.2

Subnet Mask:®  255.255.255.0

IPsec Encryption
Enabled

Key Generation:

State Link

Interface:® | Same as LAN Failover Link
Logical Mame:*

Prirmary [P.*

Secondary [P:®

Subnet Mask:*

) LAN failover link is used to syne configuration, stateful failover link is used 1o sync application content
between peers. Selected interface links and encryption settings cannot be changed later.

=1

SREBEBREEZED (EENMZAIPHL ) .

S B6. MFMC GUIF &#FHA Edit,

- FID4120-HA
High Asalabiity

) FTO4100-5(Primary, Active) Snort 3

Firepowor 4120 with FTD 18
10.62.148.188 - Rowted

¢ FTD4100-6{Secondary, Standby)  Snert 3

F 4120 with FTD 7.28
10.62.048.181 - Routed Irepowor

FP4100-5:443

B ey hiocate - 1 Base, Theoat (2 mora._|
=] FSP”WI ""l:“ o 1 Base, Thioat (2 mare.__) nep_simein
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SHRIMEZORE :




Edit Physical Interface L

Ceenoral ad et Pat Monitonng Advanced

Propagane Securny Sroup Tag

MVE Oy,
Edit Physical Interface [+
General 1P PvE Path Monitoning Adhvanced
—
IP Tt
Isa S1atic 1P L
P Audcdre-gs;

l 192.168.75.10/24

Cancel “

NFFEQ , XHEARKED

Edit Ether Channel Interface 7]
General IPvd IPvE Path Monitoring Advanced

—

MName:

Enabled

Management Only

Description:

SRS SMES AN RFEORN , RABRTRERNINE AP,



. Furewal.lMa_nsglernerstCenter 5 Analyss  Polcies Devices  Obpecs Integraban

FTD4120-HA

Ciseo Frepower 4130 Theeat Defense

Summary  HighAwalsbiity  Device  Routing  Iniarfeces  kanoSets  DHCP  VTER

High Avallabllity Configuration

High Availability Link State Link
Intednee et ehsnneld Intertace
Logiest Name FOVER Logicsl Name
Primary P 172.1651.1 Prienary i
Secondary P 172.06.51.2 Secondary I
Subnet Mask 255.255.255.0 Subnet Mask
IPsec Encryption Disaibled Statistics
Monitored interfaces

Interince Nama Active IPvd Stany 1Pvd Active 1PV - Standby B

[ e 192 166,75, 10

Sugroste

[ Outside 192.168.76.10

Edit Inside (4]

Maonitor this interface for failures

IPvd IPvi

Interface Name:
Insiche

Active IP Address:
192.168.75.10

24
Standby IP Address:
192.168.75.11

Cancel QK

HRRI. TGN E OB SRR,

FRI0KRBLER.

Monitored Intérfaces
Interface Hame Active IPvd Standiry Pvd Axctive PV « Standty [Pe6

[ side VI BATE NG

diagnost

TR AESTHMEDRF , HEEELMACHLL,

Attive Link-Local Bve

Acthve Link-Locsl IPv6

Depiey O @ O @ mazafeiros b crcune
|

Pt channett
FOVER
[T RN

17216512

255.255.255.0

Q

Standty Link-Local Bv6 Monioring

-]

-]

e

Standlyy Link-Local 56 Msnitoring
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Interface MAC Addresses

Physical Interface Active Mac Address

HER12. A EPEE O BRR

Add Interface Mac Address @

Physical Interface:*
Ethermet1/4 v

Active Interface Mac Address:*
aaaa.bbbb. 1111

Standby Interface Mac Address:*

[ aaaa.bbbb, 2222

i Enter the Mac addresses in hexadecimal
format such as 0123.4567 . 8%ab

HRR13. TGN EOMERN SR,

SRI4RKRBLER.

Standby Mac Address

Interface MAC Addresses

Physical Interface Active Mac Address

Standby Mac¢ Address

Ethernatl/4 aaaa bbbb.1111

Port-channel2 202 aaaa bbbb 3333

aaaa.bbbb. 2222

aaaa.bbbb. 4444

SRS EEEHRG , %EFSaveFDeploy,

5 3. BilF FTD HA FliF AT 30E
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ISUFFTD HAIRE FMFMC GUIFIFTD CLIE A iF aiE,

FRRTT R

ST S MBI Summary F ik PHAR B H /5 A w1k,

- Firewall Management Center ey O, @ 3 @

FTD4120-HA

Ciseo 7 4120 Theat

General AT License ra

$ B2 MFTD CLISH CLIIZfTshow high-availability configgishow failoverds < :

<{froot>

>

show hi gh-availability config

Failover On

Failover unit Primary

Failover LAN Interface: FOVER Port-channel3 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.18(4)210, Mate 9.18(4)210

Serial Number: Ours FLM1949C5RR, Mate FLM2108V9YG
Last Failover at: 08:46:30 UTC Jul 18 2024

This host: Primary - Active

Active time: 1999 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(4)210) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Inside (192.168.75.10): Link Down (Shutdown)
Interface Outside (192.168.76.10): Normal (Not-Monitored)

slot 1: snort rev (1.0) status (up)



slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Standby Ready

Active time: 1466 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(4)210) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Inside (192.168.75.11): Link Down (Shutdown)
Interface Outside (192.168.76.11): Normal (Not-Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
<output omitted>

SIR3EFHEIRE LSRR SR,

2 4 & : M LINA CLI £3Z1T show failover state 55 :

<#froot>

firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 18:32:56 EEST Jul 21 2016

====Configuration State===
Sync Done

====Communication State===
Mac set

firepower#

FEEMEIRZ(LINA CLYRIEEEIRE :

<tfroot>

>

show runni ng-config fail over



failover

failover lan unit primary

failover lan interface FOVER Port-channel3

failover replication http

failover mac address Ethernetl/4 aaaa.bbbb.1111 aaaa.bbbb.2222

failover mac address Port-channel2.202 aaaa.bbbb.3333 aaaa.bbbb.4444
failover 1link FOVER Port-channel3

failover interface ip FOVER 172.16.51.1 255.255.255.0 standby 172.16.51.2

show runni ng-config interface

interface Port-channel?2

no nameif

no security-Tlevel

no ip address

1

interface Port-channel2.202

vlan 202

nameif Outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.76.10 255.255.255.0 standby 192.168.76.11
1

interface Port-channel3

description LAN/STATE Failover Interface
1

interface Ethernetl/1

management-only

nameif diagnostic

security-level 0

no ip address

1

interface Ethernetl/4

shutdown

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standby 192.168.75.11
>

5 4. AR ETR®RAE®
FEFEK :
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HR1IEERBEIR.

Switch Active Peer

L]

HIR2. FINRAE

& 1] LAfE Fshow failover history@i 5 H

(B configli TiZE )

R AR 202457 A18 H09:27:11
Active Applying Config Active Config Applied Other unit deses me Active
( B configii HIRIE )

R ARt 20247 A 18 H09:27:11
Active Config Applied Active Other Unit deses me Active
( B configip FiRE )

EF B Active EHE
> show failover history
MRS EPRASR
R AT 2024F7 A 18 H09:27:11
BAMANHEHMREFERAE

( B configii HIRIE )

> show

ﬁﬁmﬂﬁﬂq2024ﬂ57ﬁ 18 H09:27:11 =—====:
OB AR B H AR T HFLERL TEIIRS MR

( Eﬁconﬁgﬁ‘%iﬁﬁ ) =—====:
SR BRT 202457 18 H09:27:11 Tt SR
Active Drain Active Applying Config E 1% & Z 8% Eidco

FRIREE , EERFZBREE.
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ESER .

M FMC LA fEI %X,

FRRT R

SR IERER.

i

Switch Active Peer

Force refresh node status
Delete

Revert Upgrade

Health Monitor
Troubleshoot Files

SR2.EFEA,

Confirm Break

Breaking the High Availability pair "FTD41 20-HA™ will arase ol
configuration except the Access Control and Flex Config policy from
standby peer. This operation might also restart Snort processes of primary
and secondary deices, Temporanly causing trafMe intermupion. Are you
Sure you want 1o bréeak the pair?

Force break, if standby peer does not respond

ol -

FE3IBFHE.



s @Heath @To «
[ 20- ol
licy Deployment to FTD4 s X
ciepion i — . 5
msss X
S|4 MFMC GUIZICLIR IR E R,
S5 FEHAR W1 5 7E E 1% % £ & /Rrunning-config:
S AP E/ZRRE S AMPHENERE

> show running-config

 BEE

B 58 (S):FLM1949C5RR

:Hardware:FPR4K-SM-24,73850 MB RAM , CPU
Xeon E5% 312200 MHz , 2 CPU ( 48%% )

NGFWHhx747.2.8
I
hosthame firepower

enable password ***** encrypted
strong-encryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
no nameif

>EE  WIRF P TRARS, BEERK
EEl | iR FERERARS.

> show running-config

- BEE

7515 (S):FLM1949C5RR
:Hardware:FPR4K-SM-24,73850 MB
RAM , CPU Xeon E5% 512200 MHz , 2
CPU ( 48% )

NGFWHxZ7.2.8
I
hostname firepower

enable password ***** encrypted
strong-encryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto




cts manual !
propagate sgt preserve-untag interface Port-channel2

KREEERDsotC 2R , ZEHE shutdown
TEZE2H 5 no nameif
no ip address TEZE2H 5

! no ip address
interface Port-channel2.202 !

vian 202 interface Port-channel3
nameif7h &R shutdown

cts manual no nameif
propagate sgt preserve-untag TRZEH 7
REEERSsot 2 |, BEEF no ip address

T2 510 !

ip address 192.168.76.10 255.255.255.0 standby |interface Ethernet1/1
192.168.76.11 NER

! shutdown

interface Port-channel3 no nameif
UBILAN/STATER PE I #4520 TEZE24 5

! no ip address
interface Ethernet1/1 !
NEE interface Ethernet1/4

nameif diagnostic shutdown

cts manual no nameif

propagate sgt preserve-untag piokzge 38 |

REBEASstCER |, ZE#E no ip address

Z24 50 !

no ip address ftp mode passive

! ngips conn-match vlan-id

interface Ethernet1/4 object-group-search access-control

nameif/A B access-group CSM_FW_ACL_ global

cts manual access-list CSM_FW_ACL_ remark rule-id
propagate sgt preserve-untag 9998 Tl i iE 2R R BE : BRIABRIE ML K H KRR
REEERSsotB A |, BE64EF access-list CSM_FW_ACL_ remark rule-id
2% 510 9998: AN : BRIABZE MM N

ip address 192.168.75.10 255.255.255.0 standby |access-list CSM_FW_ACL_ advanced permit
192.168.75.11 ipinip any any rule-id 9998

! access-list CSM_FW_ACL_ advanced permit
ftp mode passive udp any eq 3544 any range 1025 65535 rule-id
ngips conn-match vlan-id 9998

object-group-search access-control access-list CSM_FW_ACL_ advanced permit
access-group CSM_FW_ACL_ global udp any range 1025 65535 any eq 3544 rule-id
access-list CSM_FW_ACL_ remark rule-id 9998

0998: Tl T EES KL : BRIABSIE ML KK mE access-list CSM_FW_ACL_ advanced permit 41
access-list CSM_FW_ACL_ remark rule-id any any rule-id 9998

9998:#M| : BRIAPRE R EH N access-list CSM_FW_ACL_ advanced permit

access-list CSM_FW_ACL_ advanced permit gre any any rule-id 9998




ipinip any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit udp
any eq 3544 any range 1025 65535 rule-id 9998
access-list CSM_FW_ACL_ advanced permit udp
any range 1025 65535 any eq 3544 rule-id 9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id
268434433:1 7] 5K & :acp_simple — ERIA
access-list CSM_FW_ACL_ remark rule-id
268434433:L4FN : BRINRAEM I

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow

urgent-flag allow
I

TR

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020
1500 A S HIMTU

mtu diagnostic 1500
mtuPI#81500

HEHER

failover lan unit primary

failover lan interface FOVER Port-channel3
HRE Y1 & Hlhttp

failover mac address Ethernet1/4
aaaa.bbbb.1111 aaaa.bbbb.2222

access-list CSM_FW_ACL_ remark rule-id
268439552: 177 [A] K Bk :acp_simple — #41E
access-list CSM_FW_ACL_ remark rule-id
268439552:L7HMN : rule1

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow

urgent-flag allow
!

TR

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
AT H R )R

<HE REER 0 H i >




failover mac address Port-channel2.202
aaaa.bbbb.3333 aaaaa.bbbb.4444
failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

<EBEER 0 H H>

= A M TR RY B B/ E R IR &

= A AP T R R I Bh iR &

>show running-config

- BEE

755 (S):FLM2108VIYG
:Hardware:FPR4K-SM-24,73850 MB
RAM , CPU Xeon E5%%12200 MHz , 2
CPU ( 48%# )

NGFWhRZA7.2.8
I
hostname firepower

enable password ***** encrypted
strong-encryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
no nameif

TEZ24 5

no ip address

I
interface Port-channel2.202

vian 202

nameif#h 38

cts manual

propagate sgt preserve-untag

KRB SsotEZA |, 2EE

Z24510

ip address 192.168.76.10 255.255.255.0

standby 192.168.76.11
!

> show running-config

 BfEE

755 (S):FLM2108VIYG
:Hardware:FPR4K-SM-24,73850 MB
RAM , CPU Xeon E5%%12200 MHz , 2
CPU ( 48% )

NGFWHx77.2.8
!
hostname firepower

enable password ***** encrypted
strong-encryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
no nameif

vk ge 28 |

no ip address

I
interface Port-channel2.202

vlan 202

nameif#h3p

cts manual

propagate sgt preserve-untag

KRB SsotC 2 |, ZEE

Z2 R 510

ip address 192.168.76.10 255.255.255.0
standby 192.168.76.11




interface Port-channel3

% BALAN/STATE R FE £ #6450
I
interface Ethernet1/1
NEE

nameif diagnostic
Z24 50

no ip address

I
interface Ethernet1/4

nameif/A &P

Z24 50

ip address 192.168.75.10 255.255.255.0
standby 192.168.75.11

I
ftp mode passive

ngips conn-match vlan-id

object-group-search access-control
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id
9998:FiT iR 2R KA : BRIARZE ML 5L K MG
access-list CSM_FW_ACL_ remark rule-id

9998: MM : BRIABZERIEM N

access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id
268439552:1f [7] R & :acp_simple — 2418
access-list CSM_FW_ACL_ remark rule-id
268439552:L7HLN : rule1

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow

interface Port-channel3
no nameif

TEZER A

no ip address

|
interface Ethernet1/1
REE

nameif diagnostic
Z2 %510

no ip address

|
interface Ethernet1/4

nameif/A P

ZE2HH0

ip address 192.168.75.10 255.255.255.0
standby 192.168.75.11

!
ftp mode passive

ngips conn-match vlan-id

object-group-search access-control
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id
9998:fi T iR a7 KAk | BRIARZE ML 5E PR ME
access-list CSM_FW_ACL_ remark rule-id

9998: MM : BRIABZE R IEAM NI

access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id
268439552: 1} [A] 3K B :acp_simple — #%41E
access-list CSM_FW_ACL_ remark rule-id
268439552:L7HLMN : rule1

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

!

tcp-map UM_STATIC_TCP_MAP




urgent-flag allow
I

TR

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020
1500 A S HIMTU

mtu diagnostic 1500

mtuPI#81500

HEHER

failover lan unit secondary

failover lan interface FOVER Port-channel3
HRE Y1 & Hlhttp

failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

<EBEER D H >

tcp-options range 6 7 allow
tcp-options range 9 18 allow

tcp-options range 20 255 allow

urgent-flag allow
!

TR WAL

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
1500 A 7AHIMTU

mtu diagnostic 1500
mtuA#81500
TATHEE YR

no monitor-interface 7k %8

no monitor-interface service-module

<EBEER D H >

XT HA PN EZFEE .

FIERRE WBERRE

- FREREYIRE E S MIBR
- MBRFFBIPEE

- FRAEHETREE S R
- ZRIPRRKRE |, BE TREBE M ER

HR6.TRILESE , EMCIEHAY.

£556.M1BR & AT £

WEFSETERA7.28%4MN41Ixx LHHARE, EARGIF  REFDLTUTRE .




- F/EH
- HHBN/ER

ESEX :

MEMCH I BREBE LD R3S

RIRFR :

SR IEFRER.

andby) Snert 3

FTD4180-8{Sécondary, Active] Snon 3

T2 REBAFEI.

Confirm Delete

AE You Sene you wanl 1o delete the high availability, "FTD4120=Ha"7
Deleting 1he palr from the Firewall Management Center does not disable high aaltabdity at the

dayvice level. The devices will continue 1o aperate as an Activa/Standby palf untill you disabla high
availab@ity for each unit using the CLI: “configure high-availability disabie™

£3F: MBRHATE , MARZHM FMC BUEEM (MR ) -

S BR4.E RLINA CLIBrunning-configs &

FiRE (ZH) whhiRg (EH )

> show running-config > show running-config

- BfEE - BfEE

555 (S):FLM1949C5RR 755 (S):FLM2108VIYG
:Hardware:FPR4K-SM-24,73853 MB :Hardware:FPR4K-SM-24,73853 MB




RAM , CPU Xeon E5% 512200 MHz , 2
CPU ( 48% )

NGFWHx7<7.2.8
I
hosthame Firepower-module1

enable password ***** encrypted
strong-encryption-disable

no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
no nameif

TEZEH 5

no ip address

I
interface Port-channel2.202

vlan 202

nameif NET202

cts manual

propagate sgt preserve-untag
REBEASstCER |, ZE#E

ZE2HH0

ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2

I
interface Port-channel2.203

vlan 203

nameif NET203

cts manual

propagate sgt preserve-untag
REEBEASstCEZR |, ZEF

ZE2HH0

ip address 172.16.203.1 255.255.255.0 standby
172.16.203.2

I
interface Port-channel3

W BILAN/STATER PE I #aE O
I
interface Ethernet1/1
NEE

nameif diagnostic

RAM , CPU Xeon E5% 512200 MHz , 2
CPU ( 48% )

NGFWHhx7<7.2.8
!
hosthame Firepower-module1

enable password ***** encrypted
strong-encryption-disable

no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
no nameif

piok-ge 38 |

no ip address

I
interface Port-channel2.202

vlan 202

nameif NET202

cts manual

propagate sgt preserve-untag
REEBEASstCER |, ZEE

Z24 70

ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2

I
interface Port-channel2.203

vlan 203

nameif NET203

cts manual

propagate sgt preserve-untag
REEBASstCER |, ZEF

Z24 70

ip address 172.16.203.1 255.255.255.0 standby
172.16.203.2

I
interface Port-channel3

B BILAN/STATER PE I #adE O
I
interface Ethernet1/1
NEE

nameif diagnostic




cts manual

propagate sgt preserve-untag
RE Aot 2R |, 2EHE
Z24510

no ip address

I
interface Ethernet1/4

nameif NET204

cts manual

propagate sgt preserve-untag
REEEPASsoiE R |, 2EE

B4 RF0

ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

I
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id
9998:FiT iR 2R KA : BRIARZE ML 5L K MG
access-list CSM_FW_ACL_ remark rule-id

9998: MM : BRIABZERIEM N

access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id
268434433:15 7] &K B&:acp_simple — BR1A
access-list CSM_FW_ACL_ remark rule-id
268434433:LAFN : BRIAREM N

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow

cts manual

propagate sgt preserve-untag
REEASsotE 2R |, 2EE
ZE2HH0

no ip address

|
interface Ethernet1/4

nameif NET204

cts manual

propagate sgt preserve-untag
REEEASsoiE 2R |, 2EE

Z&R30

ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

!
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id
9998: T T iR AR R Ak : BRIARZE ML ST R R ME
access-list CSM_FW_ACL_ remark rule-id

9998: MM : BRIABZIE RIEA N

access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id
268434433:17 7] &K B&:acp_simple — BR1A
access-list CSM_FW_ACL_ remark rule-id
268434433:LAFN : BRIAREM N

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

|
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow




tcp-options md5 clear

urgent-flag allow
I

TR WAL

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500

HIEHR

failover lan unit primary

failover lan interface FOVER Port-channel3
HIE LR & Hinttp

failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2
monitor-interface NET202
monitor-interface NET203

icmp unreachable rate-limit 1 burst-size 1

<EREED 0 far >

> show ip

R Pt -

BEORMIPitE 7 MRS 5L
Port-channel2.202 NET202 172.16.202.1
255.255.255.08 &

Port-channel2.203 NET203 172.16.203.1
255.255.255.08 &

ARiZiE172.16.51.1 255.255.255.00 PORT-
channel3

Ethernet1/4 NET204 172.16.204.1

tcp-options md5 clear

urgent-flag allow
|

AR

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500

HIEHR

failover lan unit secondary

failover lan interface FOVER Port-channel3
IR & Hinttp

failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2
monitor-interface NET202
monitor-interface NET203

icmp unreachable rate-limit 1 burst-size 1

<EREED 0 far >

>show ip

R Pt -

EORMIPtE 7 MRS 5L
Port-channel2.202 NET202 172.16.202.1
255.255.255.08 &

Port-channel2.203 NET203 172.16.203.1
255.255.255.08 &

ARiZiE172.16.51.1 255.255.255.00 PORT-
channel3

Ethernet1/4 NET204 172.16.204.1




255.255.255.0f &

MBTIPHE L
EOZMIPHE i 7R 5 X
Port-channel2.202 NET202 172.16.202.2
255.255.255.08C &

Port-channel2.203 NET203 172.16.203.2
255.255.255.0f &

KRiRiE172.16.51.1 255.255.255.009PORT-
channel3

Ethernet1/4 NET204 172.16.204.2
255.255.255.0f1 &

> show failover
R )R TT IR
WEYIRIR R ERE
HWEELIHLANSEE O : FOVER Port-channel3(up)
B #iE #8810:00:00

RERWME1R | RIS E15
BEORAMESY | RisaIHE258

BEORRR

FZUEREO4 (H12911)
RIRBEMACH 1 2h 8 &8 fR

W pE Ll & Flhttp

WA ATTRIRRAR9.18(4)210 , HATHIRRAR
9.18(4)210

55 (S): FHAKFLM1949C5RR |, Bxy
FLM2108V9YG
EIR S FELI AT A
16 H

WEN : £ —ZAFTE

SE o B 8] :0%)

1H#E 0 : UCSB-B200-M3-URE{4/38 44 hix 24<
(0.0/9.18(4)210)IR% ( B REE )
BEONET202(172.16.202.2): IE & (

13:56:37 UTC 2024 7A

ZhER)
2

EONET203(172.16.203.2): E & ( Si5# )
BEOEI0.0.0.0)E% (%% )
BONET204(172.16.204.2): E & ( S5 )

1EFE 1 : snort rev(1.0)4R A (up)

1 ¥E 2 : diskstatus rev(1.0)RZS(up
HAbEH, - B — 5E3D
SEZEE:70293 (1)
BEONET202(172.16.202.1): E 2 ( 2

B CINET203(172.16.203.1): E 2 ( EL'I’EE )
B O #(0.0.0.0) 2% (%43 )
BEOINET204(172.16.204.1): E 2 ( S22 )
& 1 : snort rev(1.0)R 7 (up)

~—

255.255.255.0f &

MBTIPHE L
EOZMIPHE i 7R 5 E
Port-channel2.202 NET202 172.16.202.1
255.255.255.08C &

Port-channel2.203 NET203 172.16.203.1
255.255.255.0f &

KRiRiE172.16.51.2 255.255.255.00PORT-
channel3

Ethernet1/4 NET204 172.16.204.1
255.255.255.08 &

> show failover

LRI B

HB M ET IR E

HEEYI#RLANEE O : FOVER Port-channel3(up)
B #7iE #28810:00:00

RERWME1R | RiSIE15
BEOR\MESY | RisaIHE258

BEORRR

FUEREO4 (H12911)
FRIZEMACHE U # 3h 1B &8 B

W BRI & Flhttp

MRAS : AT MRAR9.18(4)210 , FRATHYRRAS
9.18(4)210

F 55 (S): &MV EBFFLM2108VIYG |, B4
FLM1949C5RR

FORERFECIHRATE : 13:42:35 UTC 202457 H
16 H
LEEH : HB) — &3

SEFETE:70312 (#)
A 0 : UCSB-B200-M3-UTE /51 4 iR A
(0.0/9.18(4)210)R% ( BFH KL )

BONET202(172.16.202.1): E% ( 24 )
BONET203(172.16.203.1): E% ( 24 )
BOH(0.0.0.0):E% ( Z%)

BONET204(172.16.204.1): E% ( 24 )

1EFE 1 : snort rev(1.0)4R A (up)

1 ¥E 2 : diskstatus rev(1.0)R 7S (up)
HibEH : = — ZAME

ST AT E0%)

}HFE 0 : UCSB-B200-M3-UTE4/Ek 4 kiR 45
(0.0/9.18(4)210/ k7 ( BHRE )
3 OINET202(172.16.202.2):FE 2 (
B ONET203(172.16.203.2):E 2 (
EO2H(0.0.0.0:E%E (£%F)

Wt )

2
Flife )




1% 18 2 - diskstatus rev(1.0)4R75(up) HEONET204(172.16.204.2): 3 ( S1451% )
& 1 : snort rev(1.0)RZS(up)

<EB&E 0 > 118 2 : diskstatus rev(1.0)4RZS(up)
<E BB 4 >

£5%: WA FTD RZEHMEM FMC E4H :

<#root>
> show managers

No managers configured.

£ FMC REM HARTIN EZEEEI :

FESER HBh T

RESM FMC H il kR RESM FMC H il kR
RAM FTD REBIBRAEMEE. | ARM FTD RE M BRAEAEE.

B/ 1 -

1= {Tconfigure high-availability disables % LAMIESIFTD1% & i BR B FE VIR Bl &

<tfroot>

>
configure high-availability disable

?
Optional parameter to clear interfaces (clear-interfaces) optional parameter to clear interfaces (clear
<cr>

<tfroot>

>

configure high-availability disable



High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

Fix®E (F=ZR)

mBhigE (FEER )

> INFO: Thisunit is currently in standby state. By
disabling failover, this unit will remain in standby
State.

> show failover

Failover Off (pseudo-Standby)

Failover unit Primary

Failover LAN Interface: FOVER Port-channel 3 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25
seconds

Interface Policy 1

Monitored Interfaces 0 of 1291 maximum

MAC Address Move Noatification Interval not set
failover replication http

> show ip

System IP Addresses:

Interface Name | P address Subnet mask Method
Port-channel3 FOVER 172.16.51.1 255.255.255.0
unset

Current |P Addresses:

Interface Name | P address Subnet mask Method
Port-channel3 FOVER 172.16.51.1 255.255.255.0
unset

> show failover

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25
seconds

Interface Policy 1

Monitored Interfaces 4 of 1291 maximum

MAC Address Move Natification Interval not set

> show ip

System |P Addresses:

Interface Name | P address Subnet mask Method
Port-channel2.202 NET202 172.16.202.1
255.255.255.0 CONFIG

Port-channel2.203 NET203 172.16.203.1
255.255.255.0 CONFIG

Ethernetl/4 NET204 172.16.204.1 255.255.255.0
CONFIG

Current |P Addresses:

Interface Name | P address Subnet mask Method
Port-channel2.202 NET202 172.16.202.1
255.255.255.0 CONFIG

Port-channel2.203 NET203 172.16.203.1
255.255.255.0 CONFIG

Ethernetl/4 NET204 172.16.204.1 255.255.255.0
CONFIG

X (FEBH)

WE (IR )




> show running-config

 BfEE

755 (S):FLM1949C5RR
:Hardware:FPR4K-SM-24,73853 MB

RAM , CPU Xeon E5%%12200 MHz , 2

CPU ( 48% )

NGFWHx77.2.8
I
hosthame Firepower-module1

enable password ***** encrypted
strong-encryption-disable

no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
B

no mac-address auto

interface Port-channel2
shutdown

no nameif

T2 R

no ip address < — il ERIP
I
interface Port-channel3
BBHLAN/STATER FE I #4520
I
interface Ethernet1/1
REE

shutdown

no nameif
TZL2H 5

no ip address

I
interface Ethernet1/4
shutdown

no nameif
TEZE24 5

no ip address

I
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control

> show running-config

 BfEE

55 (S):FLM2108VIYG
:Hardware:FPR4K-SM-24,73853 MB
RAM , CPU Xeon E5%%12200 MHz , 2
CPU ( 48% )

NGFWHx77.2.8
I
hosthame Firepower-module1

enable password ***** encrypted
strong-encryption-disable

no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=E

no mac-address auto

interface Port-channel2
no nameif

TRERH

no ip address

I
interface Port-channel2.202

vlan 202

nameif NET202

cts manual

propagate sgt preserve-untag
REEBSsgtBE A , ZEME

22470

ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2

I
interface Port-channel2.203

vlan 203

nameif NET203

cts manual

propagate sgt preserve-untag
KREEBSsgtBE A , ZEME

22470

ip address 172.16.203.1 255.255.255.0 standby

172.16.203.2
!




access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id
9998 T iR 2R KB : BRIARZIE ML 5L K BE
access-list CSM_FW_ACL_ remark rule-id

9998: MM : BRIABZERIEM N

access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id
268434433:1f 7] 3K B :acp_simple — BAIA
access-list CSM_FW_ACL_ remark rule-id
268434433:L4M N : ERIARAEM N

access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options md5 clear

urgent-flag allow
I

TR

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020

interface Port-channel3
no nameif

' EH 5

no ip address

I
interface Ethernet1/1

NEE

nameif diagnostic

cts manual

propagate sgt preserve-untag
KEEBSsgtBE 2 , 2EME
L2 %510

no ip address

interface Ethernet1/4

nameif NET204

cts manual

propagate sgt preserve-untag
REBRASsotCER , ZEHE

R4 45310

ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

|
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998: T T iR AR R B : BRIARZE ML SRR MG
access-list CSM_FW_ACL_ remark rule-id
9998: MM : ERIARZE R AVEM N

access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998

access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998

access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998

access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998

access-list CSM_FW_ACL_ remark rule-id
268434433:1 [F K B .acp_simple — BRIA
access-list CSM_FW_ACL_ remark rule-id




FHATH R YR

failover lan unit primary

failover lan interface FOVER Port-channel3
IR0 S Hinttp

failover link FOVER Port-channel3

failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

no monitor-interface service-module

<& BEER D H >

268434433:L4M N : ERIARAEM N
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options md5 clear

urgent-flag allow
!

FTARHL

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500
TIATHFE )R
monitor-interface NET202
monitor-interface NET203
no monitor-interface service-module

MESFTD CLIZAHAZEIENER ¢

FHIRE

#FHRET

- WFEIHRE E SR
o RIBREAIP

o EOEESHER.
o BEEREEARBIBR , B
BYH®EER (H&EH)




BeEt | A LA SRR A iRE LB RAHA,

B (R

A 25 wrEceREAEABER  ALFRNER, XETRATFRA,

= {Tconfigure high-availability disable@s 5 SAM & AAFTDR & il BREFE IR ELE -

<ttroot>

>

configure high-availability disable

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

YES

Successfully disabled high-availability.

X (FEH)

HBh (&)

> show failover
Rt 4R < A
BRI RIR &
WFEYIRLANSEZ O - RELE
B ¥iE #8810:00:00

BEORT
ZiEEEO4 (H£12911)
RIREMACH#h 31t 5 3 i £ Fe

> show ip
REIPHbHE
EOBZMIPH LT PR 5 %

RERWHPRAY |, RIFE15R
BEORWHRSY | RIEFTE258

> show failover

R TTF< — WELIRAERA
HEH R RIRE

HEYIHLANSEZ O : FOVER Port-channel3(up)
B #EZERT0:00:00

RERWME1R | RiSIE15
BEORAMESY | RiseIE258

EORET

FiEEEng (#£129114)
KRIZEMAC b1t 7 3 18 & 8] b
Rt & Hihttp

RRAS - FATHIRRZR9.18(4)210 , FHATHIRRA
9.18(4)210

F 55 (S):EANWESFLM2108VIYG , FiF
FLM1949C5RR




Port-channel2.202 NET202 172.16.202.1

255.255.255.0F i< — R Z £ Hex-Activet

EIRYIP!

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fift

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F fif

METIPHEHE
EOZMIPH L 7R 5 E
Port-channel2.202 NET202 172.16.202.1
255.255.255.0F fift

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fift

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F fift

EREFEGN#EtE ; 12:44:06 UTC 202457 A

17H

LeEYL : B — SE3

SERETE:632 ()

A€ 0 : UCSB-B200-M3-URE /5% iR A

(0.0/9.18(4)210)R% ( B R% )

ENOUH(0.0.0.0):EE (£%F)

EONET204(172.16.204.1):1E% ( Z&#E)

HEONET203(172.16.203.1): F 2% ( W% )

EONET202(172.16.202.1): F % ( W% )

& 1 : snort rev(1.0)4RZS(up)

ft& 2 : diskstatus rev(1.0)4RZS(up)

HttEHN : B — B2£H

SERETE:932 ()

A€ 0 : UCSB-B200-M3-URE /5% R A

(o 0/9 18(4)210)R7S ( BERE )
L #(0.0.0.0): K4 ( EEEZR)

%DNET204(172 16.204.2):KH ( &

HEONET203(172.16.203.2): 5k & ( S

HEONET202(172.16.202.2): 5k &0 ( S 4

& 1 : snort rev(1.0)RZS(up)

fa1& 2 : diskstatus rev(1.0)4RZS(up)

> show ip

REPHEL -
EOZFRIPH L 7 RS 5%
Port-channel2.202 NET202 172.16.202.1
255.255.255.0F zfi< — R&ZE A Hex-
Standby#E[EHIIP!

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fif

ARiZiE172.16.51.1 255.255.255.00 PORT-
channel3

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 F fift

LHFPHEE -
EORZFRIPH L 7 PR %
Port-channel2.202 NET202 172.16.202.1
255.255.255.0F fift

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fif

ARiZiE172.16.51.2 255.255.255.00 PORT-
channel3

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 F fift




MEFFTD CLIZFAHAZEXTEMNES ;

FHIRE #HET

« WEREEARR R BREE

BIRA - HEEIRE E C MR
- REFAENISPE B REZHER - REFEREETRREHEENIP
1P
1B 3 :

1= 1Tconfigure high-availability disable clear-interfacesn A MIESIFTDIZ & F il R FE LN R BL B

<ffroot>

>

configure high-availability disable clear-interfaces

High-availability will be disabled. Do you really want to continue?
Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

S8R

F (kZH) B ( IEES )

> show failover > show failover

R R A (AR ) B E 6 5K ]

WEYIRIRE EIRE HB M ET IR
WEEYIHLANEE O : FOVER Port-channel3(up) [#BE{I#LANEED : KRB

B #iE #28810:00:00 B #iE #8810:00:00
RERBME1R | RIS A58 RERWME1R | RIS A5
BEOR\MESY | RisaIHE258 BEORAMESY | RisaIHE258
BEOERRR BEOERRR




SUsimEDN0 (8512014 ) R REO0 (RS12911 )

FRIZEMAC b1k 2 3 38 X8 b RIZBEMACH 1 2h 38 &8 fR
W FE ) & Hlhttp

> show ip
> show ip REIPHAE
R Pt - BEOBFIPH U+ S £
BEORMIPitE 7 M #EE 5L HETIPHbAL -
KRi%iE172.16.51.1 255.255.255.049PORT- EORFRIPHuE 7 RS 5%
channel3 >

METIPH L -
BEOZMIPHit FMEE 5 £
Ki&E172.16.51.1 255.255.255.009 PORT-

channel3
>

Disable HALL X clear-interfaces from Active FTD CLIH X =N :

FHIRE #FHET

- WEYHREERBIER , B%
BEUMREZER (A& )
o PRI BR

o WEEYIHRE E B MR
o |PYF 48 R BR

M= 4

1=1Tconfigure high-availability disable clear-interfaces@i ¥ LAM & FIFTD1& & o il Bt B £ ¥ fid B

<tfroot>

configure high-availability disable clear-interfaces

High-availability will be disabled. Do you really want to continue?
Please enter 'YES' or 'NO':

YES

Successfully disabled high-availability.

>



X (kZR)

HBh (&)

> show failover

8 B £ 36 5K ]
BRI RIR &
WEEIRLANEO : REE
B #iE #£8810:00:00

RERWARNY | RISHE150
QMRS | RIS E25H

EORER1
SWEEN0 (H512911)
RIREBEMACHE 1 ¥ 3 38 A 18] F

> show ip

REIPHbL

BEOZFIPH U+ S £
HETIPH3E :

OB MIPHbuE 7 RS 5 %

>

> show failover

R )R TT IR

HEHMEYRIRZ

HEEYI#ELANEE O : FOVER Port-channel3(up)
B nEEHERT0:00:00

RERAMEIR | RIFFE158
EORAMESY | RIS E258

EOXREA

FWEEO4 (#£12914)
RIREMACH: 1 T 5h i@ H1E FR

H R & Flhttp

FRAS - BATHIARAR9.18(4)210 , FATHIRRA
9.18(4)210
F5&5(S):EANWESFLM2108VIYG , FiF
FLM1949C5RR

LR YIREt A - R hERt202457 A 18H
07:06:56

LEEM : By — SEB

SEFRTE:1194 ()

}HFE 0 : UCSB-B200-M3-UTE /58 4 kiR A4S
(0.0/9.18(4)210VRZS ( BEIRE )
EOLK0.0.0.0:E% ( Z#F)
BEONET204(172.16.204.1): [E 2 ( Sk
BEONET202(172.16.202.1): E% ( Sk )
B ONET203(172.16.203.1): [E 3 ( sz
& 1 : snort rev(1.0)R 7 (up)

118 2 : diskstatus rev(1.0)4RZS(up)
HtbEHN : B — S2H

SEBNETIE:846 (# )

1H#E 0 : UCSB-B200-M3- UTJE#F/ZFA#':#&ZF
(0.0/9.18(4)210)IRZs ( BHHIRE )
EOZ#(0.0.0.0): KA ( EEEHF)
B OINET204(172.16.204.2): 5k 0 ( sz
FEONET202(172.16.202.2): R & ( ZisiE )
B ONET203(172.16.203.2): 5k &1 ( ki
& 1 : snort rev(1.0)R 7 (up)

118 2 : diskstatus rev(1.0)4RZS(up)

> show ip

REIPHbL




EOZMIPH i FRER 5 X
Port-channel2.202 NET202 172.16.202.1
255.255.255.0 F fift

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fift

KikiE172.16.51.1 255.255.255.009PORT-
channel3

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 F fift

MBTIPHbHE
EOZMIPH i FRER 5 E
Port-channel2.202 NET202 172.16.202.1
255.255.255.0 F fift

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F it

KiZiE172.16.51.2 255.255.255.009PORT-
channel3

Ethernet1/4 NET204 172.16.204.1
255.255.255.0 F fift

MIEZIFTD CLIZAHAR clear-interfacesfI E & :

FRRE

ERET

o WEEYIHREL E AR MR
o RHBRIP

- WFEYIHRE E SRR
o |PFA% I BR

SO THMESE , FiRFZIMEIFMCHE AHAR

F55 7. 52 HA
FRKEX -
M FTD CLISH CLI %= HA.

BRRITR

$1%: EXFID LTS HBEIA (BA YES),

<ttroot>




> configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and 'NO' if you wish to

YES

Successfully suspended high-availability.

B2 BRUFFRBFLNENR :

<{froot>

>

show hi gh-availability config

Fai | over O f

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

SIS R T ENER

<{froot>

>

show hi gh-availability config
Fai | over O f (pseudo- Standby)

Failover unit Secondary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http



HRANME E]RE LRIHA:

<{froot>

>
configure high-availability resume

Successfully resumed high-availabTity.

No Active mate detected
| T T I I I A I I I I I A I A T I O O |

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

<#root>

>

show hi gh-availability config

Fai | over On

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

SRS MEHARHBNIRE LNER

<ffroot>

> ..

Det ected an Active mate

Beginning configuration replication from mate.



WARNING: Failover is enabled but standby IP address is not configured for this interface.
WARNING: Failover is enabled but standby IP address is not configured for this interface.

End configuration replication from mate.

>

<{froot>

show hi gh-availability config

Fai | over On

Failover unit Secondary
Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 1 of 1041 maximum
MAC Address Move Notification Interval not set
failover replication http

>

IR E#EE (FAQ)

R EHEEE , A (&7 ) REEREFLERIRE?
& EEFIL RS, BIE debug fover sync M BHMIENAREARNS , HPERTERE/GSES

<tfroot>

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

Cmd:
Cmd:
Cmd:
Cmd:

Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:

access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine
access-1list CSM_FW_ACL_ Tine

no
no
no
no
no
no

access-1list
access-1list
access-1list
access-1list
access-1list
access-1list

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

1506
1507
1508
1509

remark rule-id 268442578: L7 RUL
advanced permit tcp object-group
remark rule-id 268442078: ACCESS
remark rule-id 268442078: L4 RUL

advanced permit tcp object-group group_
Tine 1510 remark rule-id 268442077: ACC
Tine 1510 remark rule-id 268442077: L7
advanced permit tcp object-group group_
Tine 1510 remark rule-id 268440577: ACC
Tine 1510 remark rule-id 268440577: L4

access-1list CSM_FW_ACL_ advanced deny ip any any rule-id 268442078

crypto isakmp nat-traversal

no object-group network group_311
no object-group network group_433



cli_xml_server: frep_write_cmd: Cmd: no object-group network group_6
cli_xml_server: frep_write_cmd: Cmd: no object-group network group_2
cli_xml_server: frep_write_cmd: Cmd:

wite menory <--

A MRRFLTHRZARS (ERRERE )  RAELEFNHRE , M3 - RIFEEARER
BEHATERRS , aREMFABER?

Z BBRARATER/ERGR (RENEARLH , XRTAMEIRRMA ) . BAKiE , —B
REBY , MEVRERER , BRFEAEZTARZEENIP, Hit , KB ELENRZBRESWT

- BB 1:EH
o RE 2:WEYRXA BRI FEAESRZ1HENEIREIP , BERATEHNMACH L,

FLMREFHERBER (RESTAMEER )  RABFEFIMRIRZ , ABTIREESREFTAL
BiR ?

% BAMEEBN , ETRXAEHR ( F2RFEstartup-confighf , BRIEBIRE AT ILIRE
) o BUNBERAMARNARNEFRSIH/ERMERE , BEE-MHALITHEE

=6l 1. A CLISH ER

M CLISH EBFFEHIA, Rt , BEE X 2RFEstartup-config:

<{froot>

>
configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and '"NO' if you wish to

YES

Successfully suspended high-availability.

running-config EZAMEH#E, EXMIBRT , RELTRFARS , ARMBE T HRARE , U
BRENEH/EATR



<ffroot>

firepower#

show failover | include Fail over

Failover Off (

pseudo- St andby

)
Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

startup-config {3 A /5 At FE ¥k -

<tfroot>

firepower#

show startup | include fail over

fail over

failover lan unit secondary

failover lan interface FOVER Ethernetl/1

failover replication http

failover 1ink FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key *#*#*%*%*

M CLISH E/51& % ( reboot 5 5 )

<#root>

>

r eboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO':

YES

Broadcast message from root@



Threat Defense System: CMD=-stop, CSP-ID=cisco-ftd.6.2.2.81__ftd_001_JMX2119LO5CYRIBVX1l, FLAG='"
Cisco FTD stopping ...

REBYE  ATHERLETERARS , RESEABRERBDEN BRHAZHRNZEX F4E

<{froot>

User enable_1 logged in to firepower

Logins over the last 1 days: 1.

Failed Togins since the last login: O.

Type help or '?' for a 1list of available commands.
firepower> .

Det ected an Active nmate

ZHI2.MLINA CLIESHTE S -
MLINAE#F Bzh(reloadin ) , FEREIA, At , WREEBRY (R) , ARRBERLSREDE
FEES :

<#root>

firepower#

rel oad

System config has been modified. Save? [Y]es/[N]o:

Y <-- Be careful. This disables the failover in the startup-config

Cryptochecksum: 31857237 8658618 3234be7c 854d583a

8781 bytes copied in 0.940 secs
Proceed with reload? [confirm]
firepower#

show startup | include failover

no failover

failover lan unit secondary

failover Tan interface FOVER Ethernetl/1l

failover replication http

failover Tink FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2



failover ipsec pre-shared-key ¥##*#*%*

REFERIEHERREDR

<{froot>

firepower#

show failover | include Fai

Fai | over O f

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

N e ERexRER  BREEHIERN , FENERREstartup-configh,

MXER
- BHSFEAERAK Cisco FirepowerBE OB BIEF :

#&E 3 Cisco Secure Firewall Threat Defense 3Z 4

- FZEMBERAHFXOSHFEEERMCLIEERER !

SfinCisco Firepower 4100/9300 FXOS X #4

o BRIERFARZIFPNTAC)BIIMEZFIL ATM{LIER , LA T #H XCisco FirepowerF —X &£
H*Eﬁﬂkl*ﬁ%%ﬂb\ .

Cisco Firepower Threat Defense (FTD) T— ﬁF‘Eki (NGFW), T—RAEHEHZSE(NGIPS)H

- BESH SFirepoweri R < Y P E Bl & M B FEHEBR B AR BT -

Cisco Secure Firewall Management Center

o BARZEFFMINH - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/threat-defense/threatdefense-docs.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/threat-defense/threatdefense-docs.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/threat-defense/threatdefense-docs.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/fxos/fxos-docs.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/fxos/fxos-docs.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/fxos/fxos-docs.html#pgfId-121950
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.cisco.com/c/zh_cn/support/security/defense-center/series.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
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