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o FMCLEZMWEFHSBLY,
- BEEREE(iso)WFTPIRSE .

LT REXFHERREIRE

- BrAEBEEEHL1600
o PrRIEEEH L2600
o FrRIEEE L4600

T 96 € A Bl

1. ENRBIRLBRAAELENNEE. EMEFMEE , BEFREIBZERED,
2. RRASRESHIERS.

BoE

SR1.EMBHFMCIRE :
A EBEEGUIRITILIRE
| B F Py N IEEEHOHIGUL,
—. S§#%EISystem > Configuration > Process,

=, ¥ #Reboot Management Centerf’yRun Command o

GUIEH B3I R~HI



'Ic||ls'éloll F]I‘?DOWE I' Maf].agemem Center Overview Analysis Palicies Devices

Audit Log
MNarme

Audit Log Certificate
Shutdown Managemant Center +

Change Reconciliation
Raboot Management Center +

DNS Cache
Restart Management Center Console +

Dashboard

Data

Email Notification

External Database Access
HTTPS Certificate
Information

Intrusion Policy Preferences
Language

Legin Banner

Management Interfaces

Network Analysis Policy Preferences

Process

B.EBE I CLIAITULIRE -

|5 KB KIHEE R OHICLL

=, Ht AexperttE=R,

=, FENNREFNREAZRAFEN,

Y, HiTaSreboot AEF BB R H A

CLIZR I :

Copyright 2004-2021, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center 2600 v6.7.0 (build 84)

> expert

admin@fmc_Tab:~$ sudo su

Password:

Last login: Tue Jan 24 01:08:10 UTC 2023 on pts/0
root@fmc_lab:/Volume/home/admin# reboot

Objects

AMP

Intelligence



/N BE . HiTrebootH SIS , ELEEEA THEHETRE  ENEESHEHER.,

SR2EBHFE L | BAKTFILIEESystem Restore Mode:

Press <F2> BIOS Setup : <F6> Boot Menu : <F7> Diagnostics
Press <F8> CIM etup : <Fl2> Network Boot
Bios vVersion : M5.4.0.1h.0.1017180336
Platform ID
Config file:

TIMEOUT=5(s) Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz

DEFAULT=SERIAL= 64 GB Effective Memory = 64 GB
VERSION=6.7.0ing Speed 2400 Mhz
root=/dev/sda3figuration is not detected. Switching to AHCI mode.

1 - Cisco Firepower Management Console 6.7.0 VGA Mode

2(*) - Cisco Firepower Management Console 6.7.0 Serial Mode
3 - Cisco Firepower Management Console System Restore Mode

4 - Cisco Firepower Management Console Password Restore Mode
Enter selection [2]:

N % BYHRRAUDHEALEFELN. NREHALTNEETBR  SYEEA
EERERIANRE  FEENBHFTREHALLRE,

SWIAERE L | BA2BLEESerial ModetF I RE0E RS i 5 0% (MR FHIERRINEIN )

1 - Cisco Firepower Management Console System Restore VGA Mode
2(*) - Cisco Firepower Management Console System Restore Serial Mode

Enter selectjun [21: .
Option 2: 'Cisco Firepower Management Console System Restore Serial Mode® selected ... running
EFI stub: UEFI Secure Boot is enabled.

N rE . EARETR |, RIGETIN Serial Mode: (B2 | MEMET S — MNETRMMET, M
ERMANETEETSR  NEHNEARERTRIANRE  AEEEHE ST AT
Py

S4B HEnter@IARINFEEA,



—(C15C0 Copyright
The software contained on this media
is the proprietary and confidential
property of Cisco.
cnqyright 2022 cisco systems, Inc.
A1l Rights Reserved

% 54 . 7EConfiguration Menu L , #%&#Option 15L& EIP Configuration:

———C15C0 Firepower A?q lance b6.7.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

CEOGEE T.EE transport [.':II‘O'I:GC01

Select Patches/Rule Updates
Download ISO

Run the Install

Save Configuration

Load Configuration

Wipe Contents of Disk

N B CTUERASLRESEREY | T EAEnterE B — AT, FAEXERS
FERE.

FSE5 1 R RREBIHRIFTPARS 25 Mnetworkiz O -

PICK DEVICE

Choose network dewvice
Select from:

i40e. . .detected
i40e. ..detected

ibee...detected




N B UEEEREAAMTE | TLURTREEE —NET |, EnterBHE T —AEO.

HPRE.2 AR B ISR IPARAS:

IF Configuration
select IPv4 or IPvE

B
¥

IPVE

SRS 3R EEEANIPEE S E:

IP ConTiguration
Select Static or DHCP

E

DHCP

SE54MARSHIPH L



IP Address
Enter an IP address for this system:

10.88.170.214Q

HIR5.5. 5 A& TIP3k 09 F P HEED .

Net Mask:
Enter the subnet mask:

255.255.255.192

HPR5.6. 50 A EE AR BIAFKIP:

Gateway
Enter the default gateway:

10.88.170,193

ST 7T RIEMKXRERTIE :

y IP Configuration
IF: 10.88.170.214
Netmask: 255.255.255.192
Gateway: 10.88.170.193




N % NRIEASHKTER  BEESRENSRUGEERNRE,

FROETMERE L, ERET2LLREA RPN ( ZREFHERSER ) -

Cisco Firepower Aqq 1ance 6.7.0-62 ConTiguration Menu
owing or press <cancel> To exit

Choose one of the fo

IP Configuration
Select Patches/Rule Updates

Download ISO

Run the Install

Save Configuration
Load Configuration
Wipe Contents of Disk

£6.15 ERERmHIL

MAIN MENU
Pick a transport protocol:

HTTP
FTP
SCP

<Cancel>

N osrE ARG EAFTPRS 2R £ BTN

$IR6.2. 51 Aremote storage IP:



Enter the FTP server IP—m———
Please input IP address of the remote FTP
SEerver:

10.31.104.72

O

586.3% | BRI EFAERY A RE:

Anonymous FTP——
Use anonymous user for FTP?

SREAMRAFTRERRAF , TR AZEERRSHRNAT A,

Enter a username
Enter a username for the FTP server:

caLofl

<Cance |»

HIR6.5. 5 AR TR ED,



Enter a password
Enter a password for the FTP server:

HPR6.6.IEF T A T EFMREISOZ,

Select an ISO

Choose an IS0 to load
select from:

€ ) Eisco_F1repower_Hgmt_center-E.?,G-ES-Resture.150
(X) Wwisco_Firepower_Mgmt_center-7.0.4-55-Restore.is50

150
L350

O

SER7TRIRERSSTLE :

FTP Configuration
Your FTP server configuration is:
ftp://10.31.104.72/

The selected iso is:
Cisco_Firepower_mgmt_Center-7.0.4-55-Restore.iso.
Is this configuration correct?(No to reconfigure)

FRTAEBWMEREL | EEET4TRISO:




—LCisco Firepower A?E iance 6.7.0-62 ConTiguration Menu
following or press <Cancel:> to exit

Choose one of the

IP configuration
Choose the transport protocol
select Patches/Rule Updates

Run tEe Install

save Configuration
Load Configuration
Wipe Contents of Disk

<Cance|>

N oxm TEHEEHFSR , —BEEK , FEXEE|“Configuration Menu ( BLEXR#E )~
H8L HEEEREL | MBETSLUEITE THRHEEBNLE

——C1sco Firepower Aﬁaq lance 6.7.0-62 ConfTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
select Patches/Rule Updates
Download ISO

save CDH% iguration

Load Configuration
Wipe Contents of Disk

SN EBREREL , HEnterBINHAEH I KX :



WARNING!
You are about to
re-partition the disk(s)
on this system.
A11 data will be
destroyed.
Do you want to continue?

SRWB2EM D XTMG , HEnter kBB REE

We ‘re updating the em restore partition... This might take some tTime.
The USE device was successfully imaged. Reboot from the USE device to continue installation...
FRERNERERRERERNERERNERERNEREEN

B
The system will restart after you press enter.

HPR8.3.1EH HE O P REnteri@INEFTE 3

———Install Complete
The installation is
complete. Press OK to
reboot.

N g BEFEPRGRE  REMEEILBEDNG , BHRE LATERERS. XOoWEHE
AXELNEIRECRE. EXTRZERE , SAEHF THEERGETHETREATRER
REIS =

SROEMERE L BRETUAEH TREERTS



——_C15C0 Firepower Aﬁ\ﬁ: lance 7.0.4-55 Configuration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration
Choose the transport protocol
Select Patches/Rule Updates

Run the Install

save Configuration
Load Configuration
wWipe Contents of Disk

SEI10.BEOBEEREF , BRETSEITEERGTE

—C15C0 Firepower ﬂq% lance 7.0.4-35 ConTiguration Menu
choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
Select Patches/Rule Updates
Download ISO

save Configuration
Load Configuration
wipe Contents of Disk

SRIONEEERB L HEnterBIAREEHZX

—WARNING!
You are about to
re-partition the disk(s)
on this system.

A1l data will be
destroyed.

Do you want to continue?




SER10.2.ZHINRERS AMBRFAIENMBZRE , FRAyes , AESMRERAFEEKEnter

Restore CD Cisco Firepower Management Center 7.0.4-55
Checking Hardware

we're updating the system restore partition... This might take some time.

This €D will restore your Firepower Management Center
to its original factory state. All data will be destroyed
on the appliance.

Restore the system? (yes/no): yes

During the restore process, the Ticense file and basic
network settings are preserved. These files can also be
reset to factory settings

Delete license and network settings? (yes,/no): yes

5 IS UR FIMAL
FROM THIS FIREPOWER M

Are you sure? (yes/no): yes

N EE REFH, ANEB09HTEER. TERETRENTBOREA B R,

Restore CD Cisco Firepower Management Center 7.0.4-55
(1) Preparing Disk

BN RN ERRERERERE

(2) Installing System

S$E10.3. 58 EE AT IREnterBIAEH B3



Insta Complete
The 1installation 1is
complete. Press OK to
reboot.
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EFRGHFMCHESI SR AARZIEINY , RN LB NMERERS, FMCHNE
BEERERRBE , ENRBREGEIRETR , B USSR TIHRES.
FMCEFMRGREHWEZRERA,

g runmar

3 ystem

alrear
abase

found in
found in

Using model numbe

/N B ERBEHFMCHEIASIEY - admin/Admin123
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