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%1% : #FCML , $MiFSystem > Licensing > Call Home , f /LT it 4w H R 1ZCall
HomelRZ & :

https://[A Z8 Bk 55 85 Y FQDN]/Transportgateway/services/DeviceRequestHandler

Smart License Call home Configuration
» Call Home Protocal: https
Permanent License A
ress: hittps://CiscoSat?. cscotaclab.comy Transportgateway/servi D
Cisco Success Network ttps://Ci (Transportg y/services/
Save | Delete

A3 R S5 E2RAY T2 R EHH B (FQDN) A5 SSM LB B EH 22 A& i,

ERESSM On-Prem 7LEENEN AR , i5EFKSSM Administration TEX H S fin F
Securityi£ B+



Smart Software Manager On-Prem

0 g T—

Certificates
Access Settings
Management Host Common Name
CiscoSat7.cscotaclab.com
. e
Accounts Support
Center

p 2R LA LA OpenSSLI Edp$openssl s_client -connect [OnPrem k%5 851P]:44 3%
SSMEHLABF

<tfroot>

MCPrT:~ user$

openssl s_client -connect

10. 48. 23. 171: 443

CONNECTED(00000003)

depth=2 0 = Cisco, CN = Cisco Licensing Root CA

verify error:num=19:self signed certificate in certificate chain
verify return:0

Certificate chain

0 s:/CN=

Ci scoSat 7. cscot acl ab. com

/0U=TC/C=US/0=Cisco
i:/C=US/0=Cisco/CN=TG SSL CA
1 s:/C=US/0=Cisco/CN=TG SSL CA
i:/0=Cisco/CN=Cisco Licensing Root CA
2 s:/0=Cisco/CN=Cisco Licensing Root CA
i:/0=Cisco/CN=Cisco Licensing Root CA

[...]
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Smart Software Manager On-Prem

Security

Synchronization
Accounts Schedules
Access Seftings
Management
[ o I Minar Search by Name
. e Hame Sateliite Name Last Synchronization Synchronization Due Alerts Actions
satalite o teli,.. -Fb- 14 M- -14:21 - ;
Accounts Suppon _satallite_server _satell 2020-Feb-03 20:14:21 2020-Mar-04 20:14:2 Synchronization Successful
Centar
Disable Scheduled Synchronization...
1l Data Privacy...
APl Toolkit  Synchroni:
Standard Synchronization Now...
e [ ] I Full Synchronization Now... I
' Manual Synchronization... »
Matwork Usars
F::

Smart Software Manager On-Prem

©e

APl Toolkit  Synchroni

Metwork Users

Security

Synchronization
Accounts Schodules
Access Settings
Managament
[ o Joee Minar Search by Name
. e Marma Satellite Nama Last Symchronization Synchronization Dus Adorta Actiona
satellite_server satelli.. 2020-Feb-03 20:14:29 2020-Mar-D4 20:14:21  Synchronization Successtul I Actions I
Accounts Suppon ’
Canter

Disable Scheduled Synchronization..,
Data Privacy...

Standard Synchronization Now...

Full Synchronization Mow...

Manual Synchronization. ..

Standard Synchronization

"
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FPR4110#

connect | ocal - mngnt
FPR4110(Tocal-mgmt)#

pi ng G scoSat7.cscotacl ab. com

PING CiscoSat7.cscotaclab.com (10.48.23.171) from 10.62.148.38 eth0: 56(84) bytes of data.
64 bytes from 10.48.23.171: icmp_seq=1 tt1=53 time=47.9 ms
64 bytes from 10.48.23.171: dicmp_seq=2 ttl1=53 time=47.9 ms

#2% . BFEISSM On-Prem 7 Licensing L4EZEE , ARG SHZEISmart Licensing > Inventory >
General,

Smart Software Manager On-Prem > Smart Licensing

Smart Licensing
Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account: Default

General Licenses Product Instances Event Log

Local Virtual Account

Description This is the default virtual account created during company account creation.

Default Local Virtual Account: Yes

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this Local Virtual Account. For prodeuts which support Smart Transport you must configure th
which still use Smart Call Home, you must configure "destination address hitp” on the product to use the Smart Call Home Registration URL. The recommended method is §

New Token... I

HI3 1% New Token A E K S 4,



Product Instance Registration Tokens

The registration tokens below can be used to register
which still use Smart Call Home, you must configure "

New Token... ]

S4B A\ S 2K description, expiration B} & , AfFi%#ECreate Token,

Create Registration Token

This dialog will genarate the token required to register your product instances with your Account.

Virtual Account Default
Description tokend|
Expire After 30 gl| O

Enter the wvalue between 1 and 365, but Cisco recommends a maximum of 30 days

Max. Number of Uses

Tha foken will be axpired whan sither the oxpiration or (he maximum uses iz machad

@ Aliow export-controlled functionality on the products registered with this token @

Create Token Cancel

SRS T hE & 2B AR

86% | SMEFCMARS>WAI>ERE AL , BT , ARERTM,



¥ Smart License ‘Welcome to Smart Licenses
Call Horme Smart License is not set up in this product.To use smart Boense, first register this product with Cisco Smart Software Manager

Fermanent Licenss Smart License Product Registration

Clsca Success Network Enter Product Instance Registration Token:

L3400 g1 23450 7B A0 Ex WL Y T P ZAROT JEG] L TEAMEO M Del % DAM Ky NTIBQ25rUZ 1 2 34IECFGOZTN
ON2cZWolVDREQIPY Loy MGAzWIt2 MUdndw0adjv 1234567850

If you don't have your product instance registration token, you may copy it from your Cisco Smart Software
Manager under the assigned virtual sccount.

Cisco Success Network

Cisco Success Netwark enablement provides wsage information and statistics to Cisco which ane essential for
Cizco to provide technical support. This information also allows Cisco to improve the product and to make
you sware of unused available features so that you can maximize the value of the prodwct in your network.
Click here to check cut the sample data that will be sent to Cisco,

You can disable the Cisoo Sucorss Network anytime by visiting the Cisco Success Natwork prefenenoes pane,

Disconniection of Cisoo Swotess netwark will not impact the receipt of Updates or aperations of the Smart
Licensing; such functions will continue to operate nomally .

Enable Cisoo Success Network

ATl

LIRS M EISystem > Licensing > Smart LicenseZEFCM CLI_LiZ{Tshow license techsupportan
B, AT ABEIA Y AR A

* Smart License Smart License Status
Call Home Registration:
Permanent License Status: REGISTERED
k Smart Account: _satellite_server
s e LR Wirtual Account: Default

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Feb 03 2020 20:50:39 CET
Last Renewal Attempt: None

Next Renewal Attempt: Aug 01 2020 21:50:39 CEST
Registration Expires: Nov 02 2020 09:37:25 CET

License Authorization:

Status: AUTHORIZED on Feb 03 2020 20:50:44 CET

Last Communication Attempt: SUCCEEDED on Feb 03 2020 20:50:44 CET
Next Communication Attempt: Mar 04 2020 20:50:44 CET
Communication Deadline: May 03 2020 21:47:43 CEST

Unregister

<#root>

FPR4110#

show |i cense techsupport

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

Registration:



Status: REG STERED
Smart Account: _satellite_server

Virtual Account: Default

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Feb 03 2020 20:50:39 CET
Last Renewal Attempt: None

Next Renewal Attempt: Aug 01 2020 21:50:39 CEST
Registration Expires: Nov 02 2020 09:37:25 CET

License Authorization:
Status: AUTHORIZED on Feb 03 2020 20:50:44 CET
Last Communication Attempt: SUCCEEDED on Feb 03 2020 20:50:44 CET
Next Communication Attempt: Mar 04 2020 20:50:44 CET
Communication Deadline: May 03 2020 21:47:43 CEST

[...]
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https://www.cisco.com/site/us/en/buy/licensing/index.html
https://www.cisco.com/c/zh_cn/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/web/software/286285517/147683/Smart_Software_Manager_On-Prem_7_User_Guide.pdf
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