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Thu Jul 11 16:05:28 2019 Info: MID 40 DLP violation. Severity: CRITICAL (Risk Factor: 96). DLP policy m

Thu Jul 11 16:41:50 2019 Info: MID 46 DLP violation. Severity: LOW (Risk Factor: 24). DLP policy match:
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Data Loss Prevention Settings

Data Loss Prevention: | Enabled
Matched Content Logging: | Enabled

Edit Settings...
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Processing Details

Summary DLP Matched Content

MESSAGE ID “2054" MATCHED DUF POLICY: Credit Card Numbers
Violation Severity: LOW [Risk Factor: 22)
Message: | Credit Card Numbers

= credit card information.

3773449367 1000 VISA
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Attachment Type Mappings
Add Mapping. .. Import List... |

Fingerprint / MIME Type Edit Delete

MIME Type audior= EdiL.... - |

MIME Type ey ® Edit...

MIME Type image; [Edit...

Fingerprint Media Edit...

Fingerprint Image Edit...
Export List... I

Action for attachments with MIME types / fingerprints in table above: | Skip g

Maximum depth of attachment recursion to scan: | 5

Maximum attachment size to scan: | 5M _

Attachment Metadata scan:  Enabled

- |
- |
|
- |

Attachment scanning timeout: | 30 seconds
Assume attachment matches pattéern if not scanned for any reason: | No
Assume zip file to be unscannable if files in the archive cannot be read? No

Action when message connet be deconstructed to remove specified  Deliver
attachments:

Bypass all filters in case of a content or message filter error: | Yes
Encoding to use when none is specified:  US-ASCI
Convert opaque-signed messages to dear-signed (5/MIME unpacking): Disabled

Safe Print SELLINGS | mavimum File Size 5M
Maximum Page Count 10
Document Quality 70

Actions for Unscannable Messages due to decoding errors found during URL | Disabled
Filtering Actions:

Action when a message is unscannable due to extraction fallures: | Deliver As Is

Action wien a message is unscannabie due to RFC violations: Disabled

Edit Global Settings...
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= Filter Senders and Reciplents: | Only apply to a message if it | Is w | sent to one of the following recipient(s):

Separate multiple entrmes with 8 ing break or comma, (Example: user@example.com, useng,

Eexample. com, @.example.com)

Only apply to a message If It | Is w | sent from ocne of the following sender{s):

testemail@mail.com

:‘:Cl:"'_n'.,"E-"-_?-fl:'" muiltiple entries with a line break or ".'C"-"'-"'-‘é“...-;.E.‘t’ﬂ-"‘?ﬂ"f.' userigexample.com, wserg,

@example.com, (&. fxa.-*?_u-'e.c-:‘.:*r?}
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https://www.cisco.com/site/us/en/learn/topics/security/what-is-data-loss-prevention-dlp.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118127-troubleshoot-esa-00.html
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https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118127-troubleshoot-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118127-troubleshoot-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118127-troubleshoot-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118127-troubleshoot-esa-00.html
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