3 B B

4

HAsyncOS 13.0+8¢ & HP
B %

(7]

AR B I FEAsyncOS 13.0% E & R A F F Exchange Online, ExchangeZBEE, EESZHE
M2 I E A EHRFE B 34N (MAR)ZhEE,

MARTEAsyncOS 10.0F 5| A , X Z#FMicrosoft Office 365 Online,
AsyncOS 13.0F1E#THI THEEDIE

« Microsoft Exchange Online - Microsoft Office 365 L& A BB FE

« Microsoft Exchange N &} §B& — A= ibMicrosoft Exchange iR 55 85

- BEMZHEFEE — BMicrosoft Exchange OnlineFMicrosoft Exchange A #5828 & & i& Y #P
fMAE

Microsoft Office 365 RIEMARIZ BIEFMHPIRM THIRIRES R , UK — M EIRAsyncOS 13.0K% E#
R 7 B2 S Y B 3o

RBXENMRER , ABEXHEEM I |, LA FMicrosoft Office 365 AzureSEHE, ESAIRBENE
S EHERE R PSR,

Hn{A B B ESARAzure ADFIOffice 3653 FEIR B

3$13.089Azure APIF BRI #T B 2K
HETMAFERRERE T EXBIIRINENEZFAEE,

BEZHAREN B3 EHRFEPRER NET,

i

« EATESAKAsyncOS 13.0HE = R4~
- AT XHEENH2 TN AIEE
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« Microsoft Office 3658 Microsoft ExchangeZx it £ &

i

7P

_}

1. X¥ FExchange Onlinetk P Bl &3 4 |, i§ &AL TAzurefil B X E I AsyncOS 13.0REF
RPN Azure I R, UEBFAPIRER :
o AT ER B ESARYAzure ADFIOffice 365HBFE 1R B
2. EESAR B 2P & A ik 7 BL B X o
3. REAEE BB RS,
4. MRHBREERZHF, | FhBEEERE XX,
5. MiXFNEF #&,

ESA 13.0F1 5 ##Y i A< X 3% Fl Exchange Online /2 Exchange A ZB S & 81 2 2 M ik F B iE XX 4 -

- HEIBEAREETEANSHEPN  ERERRENARUUERZ MK/ EE X,
o BRI AY Db AT AFEMARZH 88 2 R IR BV 151
- BEZHINESATIREMLL | SRS MK EENHRE T EARREM,

Bt i& Exchange Online Microsoft Office 3658t & 3L 4

F£Azure R F Microsoft Office 36581k FEE X HHIRATEEFB EBoHNSEXEH,
1% #Office 36588 B ZAPILLEL B EExchange Online EXBEBHIERFE , HA AU TIEFAEE :

. EAzure BRI HEMHNARFNEFiRIDAMEFID,
o IEBIBLY ( $base64ThumbprinttI{E ) -
« B #HChoose File , AAFIERE . pem3X LA EEZIEBEIFAA,

Create Account Profile

I EE] MAR_chasella
Account Detalls | ~
| B Do
Profile Mame @ | [arure-redntac [ s
| L : B (v 0 I i = f
Description @ | [MAR-Charells i Ousciuie
[ro— .
L | B s - — ¥
o P
Frofile Type : Office 365 / Hybrid (Gragh AP1) B . —
——— ____.—'-'—’”FFF
Client 1D : |3355f3.:|;. - 'I':-al_'l."_ﬂ'lil.'_‘_‘._ii_::.s.,—'—'—'_'_
e
Tenant 10 : | [gassazr0- 4 a7d2s1s0sf per— e
Thumbprint |..-"_1-II.-'H'\.-.:' G it cdazal ==
Certificate Private Key @ Browse charella_frar. pem o pon i T T TS i
PEM farmat is required, - e ) ) S ]
Cancel | Test Connection m

E#F|03658 R I BB XX #
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Exchange Onlinefk /= & i& 344 7R 4l

Bl EExchange I EP & B fl & X 4

A Exchange N Z8 88 3£ 4 81 E vk /- B & X4 FE E B Applicationlmpersonation A B R ENE
B AP KF

It 75 3% 2 B B F Applicationlmpersonation & & # 3§ EExchange N ZBER B AR S 1k 7 o

1. ENEEEH , $TFFExchange M EBEF B3R R B Exchange Admin Center URL, 5140
. https://mail.example.com/ecp/,

BRE, SMEANR-EERAAE,

 BHAJIRI BT A EA,

MRAGHCHER , BNEERASKARMAKA,

RABGEBRIA,

. #£RolesT , #&HAdd,

. & #Applicationlmpersonation , A5 # ttAdd.

. Click OK.
9. REIFOIEMNAGYA K KRERA  +, KAEEAFKS , FIRNERFINUEZEESALFERA,

10. #£Exchange P IRXFIEER. BXEFMEL , BHS@Microsoft X #3044,

11. EESA Web R EF , SMERGEE>KFIRE,

12. QB PEENX G , ARWAREX MBI A,

13. MProfile Type TH%5lZ&k A+ , &£ Exchange On-Premise,

14. % Ausername. passwordFlHost{E,

15. A Host{E i A& M HIExchange server host® #o

16. B & Submit , A /5% Commit Changes.

Create Account Profile

0o ~NO O WN

cmor Errors have cccurred, Please see below for detalls,

The address must be a hestname or an [P
address. The IP address must be 4 numbers
Prafile Name @ |sechange-mar separated by a period. Each number must be a
walue from 0 to 255, (Example: 192.168.1.1) A
Description = Exchange on premise profile hastname (£ a string that must match the
following rules:

s A label is a set of characters, numbers and

dashes,
Profile Type - Ewe y remiEe -
rofile Type Exchangs On Pramis ;/" s The first and last character of a labsl must

! be a letber or @ number,
Usermame:  |paf !; tor 5
e = The hostname must have at least 2 labels

separated by a period,
» The last label cannot be all numbers

Pazsward :

Hast: | | mytestexchangeserver.com —

FaramEtEI'E fl:lf thE HDST ﬁé}d..d.’.’n-u must be a hostname ar an 1P acdress. The 1P addr... more
e

R A ERER BB B S R

RPN ERER B M P B S A TR A



Account Prafile Name
azrure-riptac
exchange-mar-2

exchange-mar

azure-redntac

Profile Type

Office 365 / Hybrid {Graph APT)
Exchange On Premite
EI‘{.I’I&“QE On Premise

Office 365 / Hybrid {Graph API)

Account Profiles @
Create Account Profile |

Description

rip domains

secondary on prémige profile
E:-.{.hange On-Premise

MAR-Charella

Delete

MARItK /= Bit & S R 451

MARIiK F= B & 34 R 51

Bie i 1 AR 5

R R/ — RSN BRI B E S

BIXREDEE—NERS

1. EESA Web R EF , SMEIRFEE >k RE> I BEHRS
2. mAEE , BESsR. BFERT EZAEERN.
3. MRBEEFRE—MKFEEXH , FEEARFRFMWAALL.

4. — MR REEER IR
Edit Domain Mapping

Enter Domain Mame{s): (7 riptacsecondany. oom

Mapped Profile: | azure_sxch

mar_chain_1
all-domains
exchange-mar-2

[ Cancel |
AR &Y Rl

RS R



Domains

The following is a list of valid domain formats that can be used to map a
Mailbox Profile:

* The domain can be the special keyword "ALL" to match all
domains in order to create a default doemain mapping.

* Domain names such as 'example.com' - Matches any address with
this domain.

+ Partial domain names such as '@.partial.example.com' - Matches
any address ending with this domain

s Multiple domains can be entered by using a comma separated list
of domains.

B AR A

AEZHERN

Create Domain Mapping |
Mailbox Profile/Chained Profile Recipient Domain(s) Delete
azure-riptec rtprocks.com |
exchange-mar-2 rtptacsecondany.cam i~ |
exchange-mar eharellal 212 comcharees6B68.com, 8 homa.... i
azure-redntac charellalll.com i‘
R &
R G R B

Be 1 85 IR B XA

REEBETESHENSH/MBNMBE IS EMF , S EEEEEEXH.

BRI T ARNEEXH , & LEARNBENEEE .

1. EESA WebFRHA+ , SMERSEE>KFIRE > B4 EE E X

2. i AProfile Name F1Description,

3. MMAR Profile T 5l & H & 15,

4. KREAdd Account Profile BURINE I EL & X4 , EERINATE X BHEE X4
5. B #HSubmit , AJ5 ¥ HCommit Changes,



Create Chained Profile

Frafile Name :  [azure_swehl_exen?

Description : I

P
List of account profiles

MAR Profile Server Type Description Delete
azure-riptac E Office 365 ¢ Hylbrid (Graph APL) rip damains ﬂ
exchange-mar-2 E Exchange On Premise secondary on premise profile - |
exchange-mar E Exchange On Premise Exchange On-Premise |

| ¢ — Seboct Profile — /A N/A i

L ::;:;mm" r2 [ Add Acount Profile.. |
axchange-mar
| azure-rodotac ST
HERC B X I,
HEEBEXOE

IRER ST =

B REEANEE P AN E R RIS MK BB X

1. EESA Web R EHHF , SMEBIRAEE > tkFiRE , REEREBHAP -k P E XX
2. B AT AMTest ConnectioniZ4,
3. £Email Address FEXF % Aemail #bik , A58 & Test Connection,



Connection Check

Connection Parameters

Email Address: | testusen@riprocks.com
Connection Status
Connected to E

Connection Successful.
The appliance is able to read the user's mailbox.,

MR FANE B A AR R BRI

vk 5 B SR E R

R HEBR

BEEE :

« mail_logs: S &AM TER B4
« mar_logs: 3 1THMN LB IRt
« Ul Test Connectioni® I : A T RIEEEFR

T ZE R A A OB 1K R E PRV ER A R E

158 P M i3 SR 0 4T B PR R BR

SMTPit 3% B 5 H R BRI HBFE

IEEFERANAF BT FE,

Access is denied BFREBEFEHER,



EMicrosoft Azure &t i& B B FA 12 F )& B 15 el Microsoft Office 36588 5P EHIAPITER o

£ B F<tenant_id>F H R Z PR EF A <client_id>BI M B

b 7 B I S AR B TUHE £ B P IRIDTT

EHREFEPERT BB R <tenant_id>H RSB Z=HE,.

i 7 B I S AR B T E £ R IDE R

WIFFUERT HER . TRBIERK.

« IR BECE A TUHE LAYVEBIE NI

- AT HRERFENEEXHFRBETETER. Sl , £RAMicrosoft Office 365H & 3 #4173 7] A &R
BB S

- RJBEER A1 B BB A P R AV AR

HNExchangelRGEMANAF BREB LN

HEEXHha ANELEKS AP & MBEBTH.

2K TR E R P o

AREEX 4 HEENRFIKS 2 EELEEA SRR,

BEREEW<hostname>=Z B N B MW Exchange RSS2 itb ik o

EEE S AR A EPExchange RS 88 B T3

FTRERA LB EX 1SR ERFE , HE ATRERD AT E AR,

ERRIRRBRVEE A p R A MR, BIa0 , £ Microsoft Office 36580 & 3+ 17 7] R HRBR 56 o

B IE A8 D ANRR B

<tfroot>

Fri Aug 30 11:57:30 2019 Info: Process ready for Mailbox Remediation



Fri Aug 30 12:29:54 2019 Info: MD: 782107 Attenpting to renediate using "0365-profile-1" profile for re

Fri Aug 30 12:29:54 2019 Info: MID: 782107 Trying to perform the forward and delete action on Office 36
1e61324982d4eb71ad967e79261a6435aef928b57bc523dbb3e7ded4ed65941ab recipient's (user@example.com) mailbox
Fri Aug 30 12:29:58 2019 Info: MID: 782107 Message forwarded successfully to admin@example.com.

Fri Aug 30 12:29:58 2019 Info: MID: 782107 Message deleted successfully from user@example.com mailbox.
Fri Aug 30 12:29:58 2019 Info: MID: 782107 Remediation succeeded with “0365-profile-1" profile for reci

BRI B AR BT ANUR B

<{froot>

Mon Cct 14 15:01:01 2019 Info: MD: 24 Attenpting to renmediate using '0365-profile-1'" profile for recip

Mon Oct 14 15:01:01 2019 Info: MID: 24 Trying to perform the delete action on Office 365 or Hybrid exch
recipient's (user@example.com) mailbox

Mon Oct 14 15:01:09 2019 Info: MID: 24 Unable to read message(s) from the recipient's (user@example.com
permissions can be missing

Mon Oct 14 15:01:09 2019 Info: MD: 24 Attenpting to renedi ate using 'exchange-profile-1'" profile for re

Mon Oct 14 15:01:09 2019 Info: MID: 24 Trying to perform the delete action on Exchange on-premises for
recipient's (user@example.com) mailbox.

Mon Oct 14 15:01:16 2019 Info: MID: 24 Message deleted successfully from user@example.com mailbox.

Mon Oct 14 15:01:16 2019 Info: MID: 24 Remediation succeeded with 'exchange-profile-1' profile for reci

R

AsyncOS 13.0REERASIA T BWMARBE X, i BEXHEET/NNIKFAEEX 4, 13
AREY FI4E 2 Bl B SV ELE |, EAEURFExchange®f® 2 Exchange Online, ExchangeZ&B&., &
EWBERZHE,,

HXxAR

. t{AFL EESARIAzure ADFIOffice 365HBFHIE &
o Ciscoft 7&K % £ F 3 #4

- BRifRSRE — FRXE
- BRiift SR — %, BH

- BRIt LSIRE — SAHFIERE
- BRIABRZLEBRE — FRYE
- BENNALZLEEEE — RAURH
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