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Sandar Verification
Envelope Sender DNS Verification: | @ g Off

Malformed Envelope Senders:

SMTP Code: |553

SMTP Text: I#S.S.d Damain reguired far sender address

Envelope Sendars whose domain does not resohve:

SMTP Coda: IJ 51

SMTP Text: |l4.1.3 Domain of sender address <$Envelopes

Envelape Senders whose dofmain does nob exist:

SMTP Code: |553

SMTP Text: I:S‘.l.ﬂ Domain of sender address <$Envelopes

Use Sender Verification Exception | (8 gn O o4
Table:
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Create DMARC Verification Profile

Profile Name: IDE FAULT

Message Action when the Policy in DMARC | () No Acti
Record is Reject: | oon
. Quarantine to:

® Reject
SMTP Code: [s50
SMTP Response: |#S.?.l DMARC unauthenticated mal

Message Action when the Policy in DMARC | () Mo Action
Record is Quarantine: | _ ’
® quarantine to: | Palicy (centralized) ~]

Message Action for Temporary Failure: | (@) Accept

) peject
SMTP Code: Jas
SMTP Response: | 1.7.1

Message Action for Permanent Failure:

Accept
® Reject
SMTF Code: [s50
SMTP Response: [#S.?.L DMARC verification failed.
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Anti-Spam Settings
Policy: Default

Enable Anti-Spam Scanning . .
for This Policy: @ Use IronPort Anti-Spam service

() Disabled

Positively-Identified Spam Settings

Apply This Action to Message: | Spam Quarantine ~

Note: If local and external quarantines are defined, mail will be sent to local gquarantine.

Add Text to Subject: Prepend v| I[SPAM]
b Advanced Optional settings for custom header and message delivery.
Suspected Spam Settings
Enable Suspected Spam Scanning: U pg @ yas

Apply This Action to Message: | peliver »

Send to Alternate Host (optional): |

Add Text to Subject: | |prepend v|  |[SUSPECTED SPAM]

b Advanced Optional settings for custom header and message delivery.
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Spam Thresholds
Spam is scored on a 1-100 scale. The higher the score, the more likely a8 message js 3 spam,

IronPort Anti-Spam: @) Use the Default Thresholds

() Use Custom Settings:
Positively Identified Spam:  sepme » Igg {50 - 100}

Suspected Spam:  Sepre |3’:I (minimum 25, cannot exceed positive spam score)
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Add Condition... I Apply rule: |I'F one or more conditions match V|
Order Condition Rule Delete
1 Domain Reputation sdr-reputation (['untrusted’, 'questionable'], "") I~}

2 & | Domain Reputation sdr-sender-maturity ("days", <=, 5, ") 71
I

Add Action...

Order Action Rule Delete
1 MNatify notify (“administrater@customer.com, $EnvelopeRecipients”, "Malicious-SDR™) =
2 4 | Quarantine quarantine("Policy™) I~}
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Here's what's happening in your Secure Email Threat Defense account for the | Day m

Threats

] 3 5 Unwanted Mail 3 5 4

= " J o ° 318
BEC Scam Phishing Malicious Spam
| 21 57 53
Graymail
Messages Scanned ] . 2 |< Potentially Compromised Accounts Quick Message Filter
I\ i o~
|I| II | 1 jhammond@ingencorporation.com 14 %2 Retrospective Verdicts
\ |
i N ~
s I 2 dnedry@ingencorporation.com 8 . 1} Messages in Quarantine 116
l - | il
| | pey
| 3  wilee@ingencorporation.com 8 =) Message Rules -]

Wiew full list
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Automated Remediation Policy @ ) On

Threat
Category Description Action
Threats
Move to Cuaranting  ~
Spam Move to Junk b
o Al : Mo Action r

Do not remediate Microsoft Safe Sender messages with Spam or Graymail
verdicts.
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