FliEBeta ESAVEZEZ KRB EESANRE
H %

ERA Y
BLEBetai® &

Beta ESAH G WTIEFHLE

A RESAR) &4 AR

Beta ESARY E & H i {1 (SMTP
Beta ESAfE A4k (A% )

EEETRE

iR B A & S4B

Ebly
A3 R4 48 AT B Beta BRMAR £E 22 2 18 (ESA) U 4 P ESARG & HIHE 470 47 L.
B2EER

WIS 2 fl EBeta ESAMITIERF, A 4R4AX PR FN 18] 2 R - 1% S L (SMTP)B& B , AASS Bt EProduction
ESABR T8 88 LU BB BIBCCRIA K % BlBeta ESA |, H I iEmail_logsFHyfEi%, FHIL R : beta
ESAE: S K B 4 7=ESAW & il A U5 H v 7 2 SU# 17

TR
HhiE

o —AMNEFBRERH R £IRZE(ESA)M — MR RESA.



+ Beta ESAMIWTERF : TCPis 025 F A HMWRERF ; TCPiwO26 LMW T AMWERF ( RN
BEMFEOTANFIFERRKO25) ., FECESEEMN RS |, iwO587/R B AT Hukhtb4,
- BEFEREFESAIRTIERT(BCC) , A T MNETESAZIBeta ESAR B & I A Uk F H uh i

o
B3R
FEWESA GUIRICLIE/TEE M,

ERREHF

AN BR T 45 T B B A M BE AR A

AXHEPNEEHRETREXRENEFNREFEN, AXEFEANMERZHNERAR
(RN ) BRE. MRENVMELTEIRS , FHRRETHAERTHBERE,

ftiEBetail% &%

Beta ESAR TR FELE

DB EF i EfFEBeta ESALERK,

1. EGUIFR |, S EIM&>ITEs.

2. %#Add Listener....

3. AT FEHAETCPHE O25 LB A LN EF,

4. %&$F Submit,

5. EEFR2EALUAME-NLEFRERF,

6. IAKINEFEMHAETCPIHEO26 LERETHUWRER. LSWRERFAT LGRS, XHRA
EIRMARE T HibiEOet |, FReEAK 025, ECESHEERN RS , O587RZHT
H vk BB 44

7. RRUFGERRFRLTRERF.

8. BRXURENBEEMNFTEE X,

M RESAK & A 4H

NFHhSERERHUEE |, 5 HBeta ESARIMELMIPHU | MEHESZ H PR B ETESANH
=

/AN O

1. EGUIF | S BIBRHFREE> HATHELR,

2. EBRMNEMNPRRGEAA, (BEWPENRELAYSHRELAYLIST, )
3. & Add Sender....

4. NFERIES , ERAEFESARIPH L,

5. REEEMATMAEREIR,

6. BRUREXN PHEHFAANER,

7. RRURENEENFIE E XK.



Beta ESARY 8] & B 4 4Z S AL (SMTP) & B
1£Beta ESA LB E L SMTPEEH .

1. ZEGUIF |, SEIMLE> SMTPEH.
2. MR HFISMTPREBEERE , WEREELXEETCTIIHBEREN] , ARBHRE, BEEEEMNER
XHREREEM,

3. £ Add Route...

4. @ Acisco.comfENZ U , I AUSEDNSHER B #x.

5. % Submit,

6. EESIMIESLUNME =/NSMTPEEH.,

7. i Aironport.comfEJ U , i AUSEDNSYER B #R.

8. B submit,

9. % #All Other Domains LA #1415
10. J9 Destination#ii A/dev/null, X BT BARS Ik MR B & BV 1E {15 M Beta ESARE EHEB 4
11. 1%&#F Submit,
12. BRURENEENFIEE R,

Beta ESA EISMTPEE N T B FIRo

Add Route... Import Routes...
All
Receiving Domain Destination Hosts Delete
.ironport.com usedns
cisco.com usedns
All Other Domains Sdev/null
Export Routes... Delete

N s FMENNEEUREEE SRS THELNRRAA S EEREE.

Beta ESAR A4 ( A1k )

f£ A4k o iFBeta ESATHEIEEZN IPH it H 4 FESenderBasefS &8 % (SBRS) , ZEoBEH T 4E5~
ESARMMED .

REUAMBHEE— B,

1. EGUIH |, S B> A4k,

2. % EnableEi&4E,

3. £ Add Relay,

4. EBEMFERP , WAERERN,

5. 7£IP AddressZ &/ | # ANFEB 41515 EBeta ESAMAFESARIPHEIE, R Z A EHEZE
BR B F E SR EVLE

6. FEHop=F B/ , W A1,

7. B #HSubmit , AR E T Commit,



to your IronPort appliance.

You do not need this feature unless you have local MX or MTA relaying ma

Status: | picabled Enable

| | Add Relay... |

BAFY  BRRE,

status: | enatled TN

& Ad 4k : Enabled State , ¥ A&,

Add Relay

|‘rour Production

Iln11 Y

' YOUR Production ESA IP
ADDRESS

Header: pecily a custom header

©  Parse the "Recelved” header

Begin parsing after: (?) | [ream
This will retrieve the shrs score, one HOP beyond the connecting ip address L

Hop: (7)

R A4k RBIER

You do not need this feature unless you have local MX g ing mail to your IronPort appliance.
Status] @ Disable final preview

Add Relay... |
Name 1P Address Header Parse After Hoos Delete
Your_Production replace with you prod ip| 192.1.1.1 Recelved from 1 )i

ARG BXENHENE,

R4 B S5 B R A

Mon Apr 8 12:48:28 2019 Info: MID 2422822 IncomingRelay(PROD_hc2881-52): Header Received found, IP 10.1



5 B EE KRR B S P AV AR ER 4 HE (A )

1. ZGUIF |, SMBIRGEE>AFITH.
2. %F TUHIKZPAI Global Settings.

3. fEHeaders&B7 # , %E#HEAdd,

4. % AX-IronPort-Anti-Spam-Result,

5. 1%&# Submit,

6. # HCommit,

Log Subscriptions Global Settings

System metrics frequency: | [go soconds
Logging Options: | [ Message-1D headers in Mall Logs
Original subject header of each message

a Remote responca text in Mail Logs

Headers (Optional)ff| List any headers you want to record ¥ the log files:
X-IronPort-Anti-Spsm-Rasult

| Cancel |

R BLRBR A E SN0 FER 4 B &

Betalm Bl & 45 R -
MEE~IRE
B BAERAEFESAHITER, BRRHOYUFIEE.

1. M\Web UIS B REEE > E X,
2. E'HARE R oH  EEFHARER DN XHNIETZ—

« FXHTHIARITENAETRRTF.

« BB FHRARN X HAIEE : <your_email_address@domain.com>
3. B submit,

£ F=ESAKISMTPEH

ANIISMTPER B A 78 VM AP ESAZI I ARESARI PR A U5 M HH vk BB FERAFRIBCCRIA . AR

f . {# Ainbound.beta.com#loutbound.beta.com,

1. EGUIH |, S EIM%> SMTPH,

2. #%$#Add Route...

3. i Ainbound.beta.comfEJy #1415 .

4. B AZ BN BRENCIENBeta ESALN TR FHIPHLL,



5. W A25ERKO,

6. 1%£3F Submit,

7. EELB2ESLURINE —RKEH,

8. #i Aoutbound.beta.comfEJ #Z U,

9. WA ZHI N BEFREN B K Beta ESA% AR FHIIPHEL,
10. W A264ER RO,
11. 1%£3$% Submit
12. BRURENTRENFIEE R,

4 F=ESALHISMTPEE B I T BT~

Add Route... Import Routes...
All

Receiving Dromain Destination Hosts Delete

Cisco.com

esatest.onmicrosoft.com smip.office3&5.com: 587

inbound.beta.com 172.18.250.222

ironport.com

outbound.beta.com *— 172.18.250.222:26

All Cther Domains Jdew/null

Export Routes... Delete

IREBEN I

IR EIEE XA B ARSI B E XA S AR AP BB AR | By R R & B Beta LA EEIR B &
Mo WEEMNERTNIRRER.

1. MWeb UISfin 2 M £&>1R B it & 34> 7% iR Bl & & 34
2. ZRRERXRE : 15

3. A% EY R KRTE : 130

4. BEHEHHREFTE ;60

5. BEER R AEFAHE : 60

6. AR EMRY : B

7. RIFEREBLEHEE B

8. XIIREIFMIERMHFEAEZALE . &

9. BRUREF BLFTIE BB & XH K E X,
10. EECommit A RENE BN FIE E X,



Profie Narse!  Noera BOUNCE
Hamimam Mumber of Betries:  |[55
between O and I

HMarrue Time in Quewe: 130

[agial Tirme to Wak per Message: F

Mamimien Time to Wak per Message: [z

Gt B0 and So404)

Hard Bounce and Delay Waming Messages: | Send Hard Bounce Messages:

Use Dofault (res) s n’.‘i:
Use DN format for Dounce messagas

Use Defauk (Yes] * Yes ]

Mesaage Compositon

Messane Sublecs
samage Subjeet

Parve DSN "Status" figld W Cafasdt (Rl Yo % Mg

frem bounoe nesporses

Setfcation Termplate Bounce Notficeton Template can be dafined at Madl Folioes » Test Resources
MEERIOE LANQUSDR ereplaty Prerige | Deigon

Sond Dolay Waming Motzagos:

U Dafawsit {Ma) Wes o'u:» *

Mgtsage Compostion

Message Subpet |

Metfeation Ternplsts Bounce Notficatian Templste cas be delined ot Mal Pelices » Text Rescuross.
MESiade LAfcuBge TerEate Freview Delete
I |

Minimun Intorval Betwoen Messages: I LR AEY
Manornurn Mumber of Nessages to Send I
Eecipiert for Bounce and 'Warming Messages

* MEssage senoer

Argrmats

e Darmpis ey Sagaing for Baunte bed Delry Memiages

D e Dot

REEEXHFOIE

N EE  REEREEIEETE | LIRS HLAAE % A IR T R A B B T L
BRA BRI, BAREEEIREINO , LB LEMBCCHIE &I EM A @A,

B R HlEE 2

1. M\Web UIS A EIhB 4 2K B> B Fr12 H>75 00 B 45,
2. BMt : inbound.beta.com

3. IREIWIE : > T HEFRIE - B>HEIAN (T )
4. REEEXH : BETA_BOUNCE

5 REEEABRIEEHRE,

6. BRUREX BLFH B iriEHIEE XN E X,



7. EE S B2E6 , Foutbound.beta.comA F Destination.
8. BRRUREX L FH B bri2 B E X4 E ik,
9. BRRUREFENEHENFIEE X,

Dastination Controls

Destination: Immmd bets, com

[P Address Preference: Defaut (1P Preferred) B
Lirmits:; Concurrent Connections; Use Default (500)
'n Mancirrym of | 500 (batween 1 and 1,000)
Mawemum Metages Per Use Defeult (50
Conrection:

Maogrmym of | 50 (behween I and 1.000)

Recgients: o Use Default (No Limit)
Mancirrum of | i [’
Nuriber of reciplents between 0 and 1,000, 000,000
per number of minutes bedween ! and &0

Apgly limits: | Per ESA hostname
Systern Wide
Each Virtual Gateway
recommended if Virtual Gateways are in use)

TLS Support || Default (Preferred) il

A secunity ceriificaie/key has nol et been configured. Enabiing TLS will auiomaicaly enable the "Cisco E5A Cerdificabe”
ceraficalesoey. (To configure & diferent oemincale /ey, SENT the CLI and wuse ihe cu:'L:‘u.'!:'_'g command. )

DANE Suppert: (7)) | Default (hore) B

Bounce Verification: Perform addrose tagging Default [(Na)
[ - I
Yies

Apoies anly If Bounce venfication addrets fagping is in use. See Mall Pobces > Bounce Verification

Bounce Profile: BETA_BOUNCE B L] ®

Bounos Prafile can be configumed a8t Nelwork » Bounce Praflifes

=3 =
ST 0 B A 2 U T A

Destination Control Table Items per page ([ETHIN -
Add Destination, .. I Impart Table I

L

Damain & IP Address Preference Destiration Lirits TLS Support DANE Suppart Bounoe Verification * Bourice Profike Delete

500 concurrent connections,
nound. Bt .com [eefaul 50 messages per connechon, Defaur Default O BETA_BOUNCE
Defaurt recipent bmit

500 concurrent connections,
outbound beta. com Def ol 50 messages per connection, Defaut Default o BETA_BDUNCE
Default recipent lmit

MERERHEEXHNREAR,

[ [0 £ P~ ESARH BT R RR &1

MEFESAM G TITRE(CL) I ZER 4T IEES |, FHER4AIBCCRIA K% FIBeta ESA LAY AE R WT
B,

1. SMETIERR>HE
2. ERIF KNG EBHLIRBE RO, ARBEBEEENE :

bcc-EFT: if sendergroup == "RELAY" {

bcc ("$enveloperecipients”, "$Subject", "$EnvelopeFrom", "outbound.beta.com");
Tog-entry("<=====BCC COPY TO BETA ESA=====>");

} else {



S

bcc ("$enveloperecipients”, "$Subject™, "$EnvelopeFrom", "inbound.beta.com");

Tog-entry ("<

}

3.1RE , EEIREIEECLIER R,
ES‘&LM%T?R‘JEE%E’JFEHEEQO

==

EE
%%qjﬁiﬁﬂﬂguméao 1ﬁ

5 E

E A& R\ IAE &

E$ifBeta ESART XS

<tfroot>

tai

Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed
Wed

mai |

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23
23

*EiEsendergroup\ recv-listener, mail-from=% L 4tk 7] A B9 A0 U F1iE 5%, BR HI £ BR 4
S (ESARFIER) L7 M BAERIEEEAN M BB/ NFEE,

_logs

17

17:
17:

17

17:
17:

17

17:
17:

17

17:
17:

17

17:
17:

17

17:

:28:
28:
28:
:28:
28:
28:
:28:
28:
28:
:28:
28:
28:
:28:
28:
28:
:28:
28:

43
43
43
43
43
43
43
43
43
43
43
43
44
44
44
48
49

2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016

REBERMH

T,

KB EFESAWE FHHRE , HMBeta ESALEWICLIEITH G

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

New SMTP ICID 2 interface Management (172.18.250.222) address 172.18.250
ICID 2 RELAY SG RELAY match 172.18.250.1/24 SBRS not enabled
Start MID 2 ICID 2

MID 2 ICID 2 From: <test@test.com>

MID 2 ICID 2 RID O To: <example@ironport.com>

MID 2 Message-ID '<a033ed$2@9.9.5-038.Tocal>"'

MID 2 Subject 'TEST 2'

MID 2 ready 320 bytes from <test@test.com>

MID 2 matched all recipients for per-recipient policy DEFAULT in the out
MID 2 queued for delivery

New SMTP DCID 3 interface 172.18.250.222 address 173.37.93.161 port 25
Delivery start DCID 3 MID 2 to RID [0]

Message done DCID 3 MID 2 to RID [0]

MID 2 RID [0] Response '2.0.0 u2NHSipG018673 Message accepted for delive
Message finished MID 2 done

ICID 2 close

DCID 3 close

SMTP&E{S#£172.18.250.222 ( BetaiR®& ) LB, FEM172.18.250.224 ( =ik %& ) Kk,

BEYEFERIE

EFHENNKE172.18.250.1/24MEZH P 4R EHRIRELAY,

HRZHEHERTEST 2JHEEMAE,

fEProduction ESALE |

EAT AR URIE 24 EHMID:



<tfroot>

tail mail _l ogs

Production ESAZ R THiH :

Wed Mar 23 14:50:10 2016 Info: MID 242 was generated based on MID 241 by bcc filter 'bcc-EFT'

A HEIAR B ES | HERZR IR KBCCE FF|Beta ESATINIRZRL A,

R HEER

MRBIERW , FEERPESALNMTEFEE, RHEALASKE. SMTPIRH, EARKIZEN
ERF IR E . A EREMAIRE LHmail_logs , SAEIAER:, FHANEZIEEH,

HMES ( ik )

R LAME AR BT IEER KRB B X 2N H &L A 7 AT MBeta® FHRHHRE

1. MBeta ESA EHIWeb UIS i EIhB 4 K EE>EZ AN BT IR o4 R EE>& H AR L IR,

2. Bl ITAJJ/Edit Headeri2 EM BE AN BT E 5.

3. 1% Submit,

4. S EIhB 4 K B& (Mail Policies)>f& A B4 3K B& (Incoming Mail Policies)k BR 44 5% & (Mail
Policies)>{% i #B £+ 3 B& (Outgoing Mail Policies).

5. J3 FFTH AR HF ER N EI SR 8K

6. 1%£3#F Submit,

7. B HECommit AR EX BL E W T B iR

SRS ES |, Beta ESA LN A T RSB FT T

Content Filter Settings

Name: IB&IIagio_Suhject_Tagging

Currently Used by Policies: | Default Policy

Description: | | prepend BETA PROCESSED tag to subject line for all emails processed through this ESA

H k

Conditions

Add Condition...

There are no conditions, so actions will always apply.

Add Action...

Crder Action Rule Delete

1 Add/Edit Header edit-header-text("Subject”, "(.*}", "[BETA PROCESSED]\\1")

@
| Submit |




1£Beta ESAR IR B FHE4 /5 , Subject ( =& ) TE REHBE &S,

-

[BETA PROCESSED]
test@test.com < test.com:
° Wednesday, March 23, 2016 at 3:01 PM
To:

hello

MXER
- AMTN 5 BEHEBESASMA

o BFARZEFF Y - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/200393-How-to-configure-an-ESA-SMA-for-staging.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/200393-How-to-configure-an-ESA-SMA-for-staging.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



