R M ESA L RYHR SR 14 5B Bf 44+ 3 81 2 5 54

B =%

I

AT B AR BRI ESA ERVERAFERER | SAR MR So v R A ERGR AR 4 19 e 2 IS
TERFAM

=R

BR 4 2 218 % (ESA) LBk ANE LR #F , HEARELAYLISTRFREE BN ERFFRIC N AE o

ERREHF

ERANEFAGIIE

- 7 AT F#EREREE,



o ERARIERR ¢ AT ALEEZ B LA O R ER 48 H R A R B IE 2R AT AR BRI B 2%

- KBREEX : ATIREFEAENE FERFEIAR. &R ERATERFAYIPH: IR 1N E]
MY_TRUSTED_SPOOF_HOSTS , ARSI I & 4 A LAfE Y BB 43 A SR BE PR B X,

« MY_TRUSTED_SPOOF_HOSTS: 5|5k A 5| AEEEM KA IPHsit, &4 AR P uk 7 i E
RSB RE XA R FRGEARE. SRR EENRHEAREE
MY_TRUSTED_SPOOF_HOSTS&R# ALH , MEFLRERBIX LR ARV EIRER4.

o KB BRI SO VF P RAYIPHE I SR HUE BB R, NSRBI R AR R BT HR
f, MEBRRZEBAFT RO BB 1 o

S AR MRFAE-RGALNBR T FAETMY_TRUSTED_SPOOF_HOSTSH
RELAYLISTHAZ , MABERAMENME X HEAEEMETITIRER. A, WREBF ST
BF , WiEEEZ/MY_TRUSTED_SPOOF_HOSTS,

A HERNEBETEMAsyncOSIRABESA,

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHVNERAR
th(RIA) BRE. MRENMELTEIRS , FHRETHAERSHBERWE,

=|

P{aY

R

il

MIAMERT , BRIESALE AR, AFEMEARERZMEEFLANELNEH, —NELRE
=, ESAEHE R AT 1E 2050 B YRR 4 2 BT FrE B IX L R 44 Sf 422 1l HR 0w iR 4

EXBSERE , MREAERVERE | STUER N &R ER 4.

f+ 4 R ER 4 HRGm

BB ER IR R AR DB BB S S |, R B R B EASKERRIRUNR Eftbitb 75, 8B FER4HR TR =M
£X80 & A SRR E S AP E A A —TUERRE |, By AEMIE T E NN B F B4 R B & ERIR R IE R
17z B FHR .

A0 eT A8 U HR 3 445 8B 4

FAE BT RE T R A(Mail-From) R & 37 K # A (From)fE L B ER4F | X bR FE B 4 st st P I 2 &
B SR EME A,

AT SR VR RE R A BY ER TR



YK P RAAERTIRRRE |, BRI EREARITIRE , MABRILIRF[NATXHE
SHITRE. ERMAIA , REFERHFAIPRMEIMY_TRUSTED_SPOOF_HOSTS,

[

IR AL

1. MESA GUISin 2l iB 4 SR B> HATBER

2. B Add.

3. EName=ZE&# , F8EMY_TRUSTED_SPOOF_HOSTS,
4. ET R FERPIEE,

5. Xy FPolicy=*E& , $§EACCEPTED.,

6. B SubmitfR1IZE o

7. &5 , B FHCommit Changes AR 1ZEL B

Add Sender Group to LocalHostTest

Sender Group Settings

Name: IMY_TRU STED_SPOOF_HOSTS

Order: 5

Comment: |
Policy: | ACCEPTED

SBRS (Optional): I_ to I_

Include SBRS Scores of "None"
Recommended for suspected senders only.

DNS Lists (Optional): (?) I
(e.g. 'query.blacklist.example, query.blacklist2.example')
Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS.
Connecting host PTR record lookup fails due to temporary DNS failure.
Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

| Submit | Submit and Add Senders >>
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1. MESA GUISfin 2 BB 4 R g > 81,
2. B #HAdd Dictionary,
3. ENameZFEH |, F5E“VALID_INTERNAL_DOMAINS” | LAEE $IFNRE MG BB 4T IS8 T & H4E

4. fEadd termsT , ZINERNZKIROFIEE,. EEHIEBAATEQRSWE , AFHEEHadd,
5. {Rmatch whole words & & E Rk H,
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7. &5 , #HCommit Changes AR FE &,
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Add Dictionary

Dictionary Properties

Name: IVALID_I NTERNAL_DOMAINS

Advanced Matching: Match whole words

Case Sensitive

b Smart Identifiers: '?' Match specific patterns such as social security numbers and credit card numbers.

Separate multiple entries with line breaks.

Weight: (20 [1 &

| Add

Dictionary Number of terms: 1
Add Terms: Term Weight Delete
|@example.com @mydomain.com | @

A

B2 ER LR AR

BETR , £FE 02T IE 2520 AN €2 /917 82“VALID_INTERNAL_DOMAINS™:

OEEFIESAR ST RE(CLI,

. B {Tin SFilters,
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CEHIEEM LSRR BEFSEREXFNAHALAER

A OWON -

mark_spoofed_messages:
if(
(mail-from-dictionary-match("VALID_INTERNAL_DOMAINS", 1))

OR (header-dictionary-match("VALID_INTERNAL_DOMAINS","From™, 1)))

AND ((sendergroup != "RELAYLIST"™)

AND (sendergroup != "MY_TRUSTED_SPOOF_HOSTS™)
)

{

insert-header ("X-Spoof", "");

}
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7. BIE I IR R L X-Spoofth TR EH Z AN AT IE S

1. AIEAME L
2. IR B - XEOR
3. IRAFHERIEIRH

4. 7B 4E : duplicate-quarantine ( RB& ) o
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Add Action

BB 4" Th BE AR R BB AF R B A | S 4k (o) YR A0 N R K TR SR R 4+

B4

‘ Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

Notify

Add Incoming Content Filter

Quarantine Help

Flags the message to be held in one of the system quarantine
areas.

Send message to quarantine: [ Policy D

Duplicate message

Send a copy of the message to the specified quarantine, and
continue processing the original message. Any additional actions
will apply to the original message.

Content Filter Settings

Name

Currently Used by Policies:
Editable by (Rcles):

Description:

Order:

: ISpoof
No policies currently use this rule.

No custom user roles available

26| (of 26)

Conditions

| Add Condition... |

Order Condition

1 Other Header

Rule Delete

header("X-Spoof") I}

Add Action... |

Order Action

Quarantine

Rule Delete

duplicate-quarantine(“Policy")

1
[Concel |

o
| Submit |
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[mMY_TRUSTED_SPOOF_HOSTS# IR 7 %

B  REENHRRE (IPitRENE ) FMFIMY_TRUSTED_SPOOF_HOSTSX # A4,

1. B Web GUISM : B4R B> HATHELR

2. BEHEHAITFFMY_TRUSTED _SPOOF_HOSTSAX 4 A4,

3. B#Add Sender... R NP, SEE. EWBHE D EVB.
4. BEHSUbMitiRFAHFAE N,

5. &5 , #dCommit Changes AR 1FE &,

Bl

Logged in as: sbayer on rschille.rtp
My Favorites . Options - Help and Support -

] Monitor Mail Policies Security Services Network Systemn Administration

| Commit Changes » |

Add Sender to MY_TRUSTED_SPOOF_HOSTS - LocalHostTest

Success — Sender Group "MY_TRUSTED_SPOOF_HOSTS" was changed.

Sender Details

sender: (7) | [10.150.53.155]
(IPv4 or IPvE)

Comment: I

B uE
WiE Py Rep M R B DRSS

FEMNHE  BEEF-—NMIENEHERMHA. BINEBRAHTHARE  RIETIERREERM
BT, ?ﬁHHE’J ZREMUHERRE , BAEEHRARTFRENREACIZEMHIS

<ffroot>

Thu Apr 23 07:09:53 2015 Info: MID 102 ICID 9 RID 0 To: <xxxX_xxxx@domain.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 Subject 'testl'

Thu Apr 23 07:10:07 2015 Info: MID 102 ready 177 bytes from <user_l@example.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 matched all recipients for per-recipient policy DEFAULT in the i
Thu Apr 23 07:10:11 2015 Info: MID 102 interim verdict using engine: CASE spam negative

Thu Apr 23 07:10:11 2015 Info: MID 102 using engine: CASE spam negative

Thu Apr 23 07:10:11 2015 Info: MID 102 interim AV verdict using Sophos CLEAN

Thu Apr 23 07:10:11 2015 Info: MID 102 antivirus negative

Thu Apr 23 07:10:12 2015 Info: M D 102 quarantined to "Policy" (nmessage filter:quarantine_spoofed_nessar

Thu Apr 23 07:10:12 2015 Info: Message finished MID 102 done
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<#root>
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Message accepted

Thu Apr 23 07:26
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57 2015
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10 2015
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for delivery

:11 2015

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Info:

Start MID 108 ICID 11

MID
MID
MID
MID
MID
MID
MID
MID

108
108
108
108
108
108
108
108

ICID 11 From: <user_l@example.com>

ICID 11 RID O To: <user_xxxx@domain.com>

Subject 'test2'

ready 163 bytes from <user_l@example.com>

matched all recipients for per-recipient policy DEFAULT in the i
interim AV verdict using Sophos CLEAN

antivirus negative

queued for delivery

Delivery start DCID 16 MID 108 to RID [O0]
Message done DCID 16 MID 108 to RID [O]
MID 108 RID [0] Response '2.0.0 t58EVGIN031598

Message finished MID 108 done


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117796-problemsolution-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/200057-Spoof-Protection-using-Sender-Verificati.html
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