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1.5 RIGUILEAHTTPS URL(f #Nhttps://esa.example.com) S BIESAIR & -

2ITHHEREMAER : RENKES U EPURLENN L SEEER (BEREN) .

SARYE LR X Y BF B TR
a.Google Chrome : B HESEIR-EEETEN>IERER.
b.Microsoft Edge : 2 H#E8{E#r>Connection is secure>Certificate@#r ( FHEE LA ) o
c. Mozilla Firefox : # f3E8i{E #r>Connection secure>¥ ME E>EFIEH,
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3. OMEEID : BRIEEELAEFHLE
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https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa16-0-3/user_guide/b_ESA_Admin_Guide_16-0-3/b_ESA_Admin_Guide_12_1_chapter_011001.html#con_1208825
https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa16-0-3/user_guide/b_ESA_Admin_Guide_16-0-3/b_ESA_Admin_Guide_12_1_chapter_011001.html#task_1126441
https://esa.example.com
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<{froot>

(Machine esa.example.com)>

grep "I CID. *TLS success” mail _| ogs
Sat Feb 14 19:14:38 2026 Info: ICID 111395123 TLS success protocol TLSv1l.2 cipher ECDHE-RSA-AES256-GCM-

Sat Feb 14 19:14:41 2026 Info: ICID 111395456 TLS success protocol TLSv1l.3 cipher TLS_AES_256_GCM_SHA38
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<ffroot>

(Machine esa.example.com)>

grep "ICID. *TLS failed" nmail _| ogs

Sat Feb 14 19:20:28 2026 Info: ICID 111396123 TLS failed: [Errno 0] Error
Sat Feb 14 19:20:28 2026 Info: ICID 111396456 TLS failed: ('SSL routines:tls_early_post_process_client_
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<tfroot>

(Machine esa.example.com)>

grep "DCID. *TLS success" mail _l ogs

Sat Feb 14 19:12:56 2026 Info: DCID 21966123 TLS success protocol TLSv1l.2 cipher ECDHE-RSA-AES256-GCM-S
Sat Feb 14 19:13:00 2026 Info: DCID 21966456 TLS success protocol TLSv1l.3 cipher TLS_AES_256_GCM_SHA384
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<tfroot>

(Machine esa.example.com)>

grep "DCID. *TLS failed" nmail _| ogs

Sat Feb 14 19:58:43 2026 Info: DCID 21967123 TLS failed: TLS required, STARTTLS unavailable, destinatio
Sat Feb 14 20:58:44 2026 Info: DCID 21967456 TLS failed: TLS required, STARTTLS unavailable, destinatio

KIFLDAPHITLS

R&ldap_debug B &R EREETLSERE |, BT LUBT 46 ZLDAPNE B2 IF 7£ 68 F /Y 3% 0 R 75
ETLSERHINERAM, X FLDAPSER , iXiEFE ZEWK&Active Directory#Y i 132695,
OpenLDAPHY % (0636,

LDAPHYTLS R

<tfroot>

(Machine esa.example.com) (SERVICE)>

tail | dap_debug

Wed Feb 25 03:24:23 2026 Debug: LDAP: (group) Query (proxyAddresses=smtp:user@example.com) to server LD

13269

)
Wed Feb 25 03:24:23 2026 Debug: LDAP: (group) Query (proxyAddresses=smtp:user@example.com) Tookup succe

13269

) returned O results timestamp=1771989863.189580
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https://www.checktls.com/howtochecktls.html
https://ssl-tools.net/mailservers
https://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
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