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<tfroot>

The Warning message is:
The File Reputation service is not reachable.

Last message occurred 2 times between Mon Feb 23 14:15:14 2026 and Mon Feb 23 14:16:23 2026.
Version: 15.5.1-055

Serial Number: 123A82F6780XXX9E1E10-XXX5DBEFCXXX
Timestamp: 23 Feb 2026 14:19:00 -0500
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BRERT EBHNXHEERSEE. BULEGUIRRITIIRE , FERESMEIR LIRS (Security
Services)> X {5 & 4 # (File Reputation and Analysis)>4%%8 £ /5 1% & (Edit Global Settings)>3X
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<#root>
(Cluster example.com)>

anpconfig

File Reputation: Enabled
File Analysis: Enabled
AppTliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:


https://www.cisco.com/c/en/us/td/docs/security/esa/esa16-0-3/user_guide/b_ESA_Admin_Guide_16-0-3/b_ESA_Admin_Guide_12_1_appendix_0101111.html

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis reporting detai
- CACHESETTINGS - Configure the cache settings for AMP.

- CLUSTERSET - Set how advanced malware protection is configured in a cluster.

CLUSTERSHOW - Display how advanced malware protection is configured in a cluster.

[1>

advanced

Enter cloud query timeout?
[20]>

Choose a file reputation server

1. US Cloud
2. EU Cloud
3. APJIC Cloud
4. Private reputation cloud
[1]>
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<#root>
(Machine esa.example.com)>

tel net anp.cisco.com 443

<#root>
(Machine esa.example.com)>

tel net panacea.threatgrid.com 443
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Mon Feb 23 10:11:16 2026 Warning: amp The File Reputation service in the cloud 1is unreachable.
Mon Feb 23 10:12:15 2026 Warning: amp The File Reputation service in the cloud 1is unreachable.
Mon Feb 23 10:13:15 2026 Warning: amp The File Reputation service in the cloud 1is unreachable.

frampconfig > advanced P EERE S , BERFE RHATIHNAIRL

Mon Feb 23 10:19:19 2026 Info: amp stunnel process started pid [3725]

Mon Feb 23 10:19:22 2026 Info: amp The File Reputation service in the cloud 1is reachable.
Mon Feb 23 10:19:22 2026 Info: amp File reputation service initialized successfully
Mon Feb 23 10:19:22 2026 Info: amp File Analysis service initialized successfully
Mon Feb 23 10:19:23 2026 Info: amp The File Analysis server is reachable

Mon Feb 23 10:20:24 2026 Info: amp File reputation query initiating. File Name =
"amp_watchdog.txt', MID = 0, File Size = 12 bytes, File Type = text/plain

Mon Feb 23 10:20:24 2026 Info: amp Response received for file reputation query

from Cloud. File Name = 'amp_watchdog.txt', MID = 0, Disposition = file unknown,
Malware = None, Reputation Score = 0, sha256 = a5f28fl1fed7c2fe88bcdf403710098977
fal2c32d13bfbd78bbe27e95b245f82, upload_action = 1

amp_watchdog.txt X #8100 #iZ1T— X , HEAMPBEFHTRER. X4 2AMPHRISER
"M—Hr. NEARENHXRENEEHTENAERNO TR

Mon Feb 23 15:33:01 2026 Info: File reputation query initiating. File Name =
'securedoc_20260223T114401.htm1"', MID = 703, File Size = 108769 bytes, File

Type = text/html

Mon Feb 23 15:33:02 2026 Info: Response received for file reputation query from
Cloud. File Name = 'securedoc_20260223T114401.htm1', MID = 703, Disposition = file
unknown, Malware = None, Reputation Score = 0, sha256 = clafd8efed4eeb4e04551a8a0f5
533d80d4bec0205553465e99719c672983346f, upload_action = 1

@ Threat Grid i

MRESAT MtelnetBI XM EERSE , FEKE LHRAEMBERE , NRZTEFEE[Threat
GridE# M. £ Adiagnostic & FYhidden ampregisterin /8 a1 L3 12,

<#root>
esa.example.com>

di agnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.



- SERVICES - Service Utilities.
[1>

anpr egi st er

AVP registration initiated.
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https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118511-technote-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118511-technote-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118511-technote-esa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118511-technote-esa-00.html
http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118232-technote-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118552-qa-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118552-qa-esa-00.html
http://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/118552-qa-esa-00.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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