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2. BEFEEREZHRINTBIME BN R, S REABAERR T ENSREERY
Bh 4 5,

3. BiZFiEEDisabled 1% , H LI H Li%&$ZFEnable File ReputationHEnable File

Analysis,
4. WA LRBREFENEAEE,. TR RELRIEIANER4 R IRER TEMHMEEE
R IhEE.

5. RRABIANBEENER,

pIRE:S

SE 1 BRI E R AR AR B E RS, CXREEATURNERBERAHAE,
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<#froot>

Thu Sep 18 16:17:38 2014 Info: New SMTP ICID 16488 interface Management
(192.168.0.199) address 65.55.116.95 reverse dns host blu004-omc3s20.hotmail.com
verified yes


https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/

Thu Sep 18 16:17:38 2014 Info: ICID 16488 ACCEPT SG UNKNOWNLIST match sbrs
[-1.0:10.0] SBRS 5.5

Thu Sep 18 16:17:38 2014 Info: Start MID 1653 ICID 16488

Thu Sep 18 16:17:38 2014 Info: MID 1653 ICID 16488 From: <joe_user@hotmail.com>
Thu Sep 18 16:17:38 2014 Info: MID 1653 ICID 16488 RID O To:
<any.one@mylocal_domain.com>

Thu Sep 18 16:17:38 2014 Info: MID 1653 Message-ID '<BLU437-SMTP10E1315A60354F2
906677B9DB70@phx.gbh1>"

Thu Sep 18 16:17:38 2014 Info: MID 1653 Subject 'Your Daily Update''

Thu Sep 18 16:17:38 2014 Info: MID 1653 ready 2313 bytes from
<joe_user@hotmail.com>

Thu Sep 18 16:17:38 2014 Info: MID 1653 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Thu Sep 18 16:17:38 2014 Info: ICID 16488 close

Thu Sep 18 16:17:39 2014 Info: MID 1653 interim verdict using engine:

CASE spam negative

Thu Sep 18 16:17:39 2014 Info: MID 1653 using engine: CASE spam negative

Thu Sep 18 16:17:39 2014 Info: MD 1653 AWP file reputation verdict : MALWARE
Thu Sep 18 16:17:39 2014 Info: Message aborted M D 1653 Dropped by anp

Thu Sep 18 16:17:39 2014 Info: Message finished MID 1653 done

E—=NREIER , AMPRIZIESRAMH , ARBRANREFEFENZRLRERITER.

MGUIRY“BR 4 IR B”(Message Tracking) P th & E BB IFAEE

18 Sep 2014 21:54:30 (GMT ~04:00) Message 1655 contains attachment "elcar.com’ (SHAZS56 275a02 1 bofo64-89e5404 718017 dbOd ] 56 3 c695eczlaZaZod 5 Faabfa S 1Fd0r),
18 Sep 2014 21:54:30 (GMT -04:00) Message 1655 scanned by Advanced Malware Protection engine. Final verdict: malicaus

18 Sep 2014 21:54:30 (GMT -04:00) Message 1655 attachment ‘eicar.com’ scanned by Acvanced Malware Protection engine. Verdict: Pasitive

18 Sep 2014 21:54:30 (GMT -Dﬂ:l:II:I:I Message ID 1655 rewritten ta new message 10 1656 by AMP.

N RARIE R NP ABB 44K BE” (Incoming Mail Policies) & i EIANEERHRAMPEEF N HM S
RIET , WA BRI A TR IEL R -

Thu Sep 18 21:54:30 2014 Info: MID 1655 AMP file reputation verdict : MALWARE
Thu Sep 18 21:54:30 2014 Info: MID 1655 rewritten to MID 1656 by AMP

FEHESRY TMALWAREMAIEE , MTFATR. EERFERTEHFEREENEETHRE
[ MALWARE DETECTED].

TR XA TR KRR N EEREI NG LN EEAMRAFBE

Thu Sep 18 21:58:33 2014 Info: MID 1657 AMP file reputation verdict : CLEAN
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A EGUIR | L&A BB IR B="(Message Tracking) Ml“& 4" (Advanced) FRIE A |, &AL
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= Advanced
Sender [P Address/DomainNetwerk Owner: (71 |

Search rejected connections only %) Search messages

Aachment: | \ome | togimswith 3] |

File SHAJSE: |
SHAZSE chacksm 5 anly avaiaiig for e Jlaciments prevessed by Advanoad Maiwast Predection.

Mescage Event: | Sehecting il avenis Wil expand pour search o indude Mmessages Mal madoh eaclt evend [rde. Homelr, Comdiiing 20 event i with atfier seavol

criteriy will marrmw the sesch,
Virus Positive '-*- # Advanced Maiware Protection Positive
Spam Fasitive Hard bounces
Suspect Spam Saft bounced
Contained Malicious URLS Deliveres
Conkained Sussicious UALS URL Categories
Currently in Outbreak Quarantine

Quarantired as Spem
Quarantined To [Policy and Vines)
CDutress Fikems

Meszage Fiters

Conbert Fibers

OHARE Failures

DL Vislations

SREERETFRE

HESA GUIF |, BE 2B FEIAMPH 2R BIERH IR ERER, SMIKE>-SRBRIREHE
: #EE%E%E&N@?@EO RELXBIRLUAET , IELNREATRA

Advanced Malware Protection
Clﬂﬂ\f.r—-—

1T Sep 2014 22:00 to 18 Sep 2014 22:21 (GMT -04:00) Data in time range: 20.55 % complete

Tap Incaming Malware Thraat Files Trend: Incoming Malwars Threat Files
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<tfroot>

Thu Sep 18 22:15:34 2014 Info: New SMTP ICID 16493 interface Management
(192.168.0.199) address 65.55.116.95 reverse dns host bT1u004-omc3s20.hotmail.com
verified yes

Thu Sep 18 22:15:34 2014 Info: ICID 16493 ACCEPT SG UNKNOWNLIST match sbrs
[-1.0:10.0] SBRS 5.5

Thu Sep 18 22:15:34 2014 Info: Start MID 1659 ICID 16493

Thu Sep 18 22:15:34 2014 Info: MID 1659 ICID 16493 From: <joe_user@hotmail.com>
Thu Sep 18 22:15:34 2014 Info: MID 1659 ICID 16493 RID O To:
<any.one@mylocal_domain.com>

Thu Sep 18 22:15:34 2014 Info: MID 1659 Message-ID '<BLU437-SMTP2399199FA50FB
5E71863489DB40@phx.gb1>"

Thu Sep 18 22:15:34 2014 Info: MID 1659 Subject 'Daily Update Final'

Thu Sep 18 22:15:34 2014 Info: MID 1659 ready 2355 bytes from
<joe_user@hotmail.com>

Thu Sep 18 22:15:34 2014 Info: MID 1659 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Thu Sep 18 22:15:35 2014 Info: ICID 16493 close

Thu Sep 18 22:15:35 2014 Info: MID 1659 interim verdict using engine:

CASE spam negative

Thu Sep 18 22:15:35 2014 Info: MID 1659 using engine: CASE spam negative

Thu Sep 18 22:15:37 2014 Info: M D 1659 interim AV verdict using Sophos VI RAL
Thu Sep 18 22:15:37 2014 Info: MD 1659 antivirus positive 'ElI CAR-AV-Test'
Thu Sep 18 22:15:37 2014 Info: Message aborted M D 1659 Dropped by antivirus

Thu Sep 18 22:15:37 2014 Info: Message finished MID 1659 done
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https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/215165-best-practice-guide-for-advanced-malware.html
https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/215165-best-practice-guide-for-advanced-malware.html
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https://www.cisco.com/c/zh_cn/td/docs/security/esa/esa16-0/user_guide/b_ESA_Admin_Guide_16-0/b_ESA_Admin_Guide_12_1_chapter_010001.html
http://www.cisco.com/c/zh_cn/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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