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« DuoRi R

+ Active Directory (AD)

- 5 ARS 512 (ISE)
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Cisco ISE
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' | Active Directory
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AnyConnect ELicamncg i 2 or RADIUS
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Windows or Linux
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EBISERNXXE ZRADIUS & 1756 iF

. EHHRIEZ 3 EICisco ISE,

. Cisco ASAE W & 14 1 IE R & 3% B 3 I8 IEE R o

. E B HRIEME A Active Directory5iRADIUS,

. Duo Authentication Proxy connection established to Duo Security over TCPii 0443,
. J@33 Duo Securityky B 553 174 Bh & 13 3010 o

. Duo & 1 3 i R EE W Z & 1756 10 e RL o

. ERFEARISEFRNR,
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« Active DirectoryE¥ A : ik P AEBFKIKF | B2 Duo AuthfRIES8E ElActive
Directory IR &85 LA 1T = & B Kk,

« Active Directorylliz A /=

« Duolllid i = 2B A HBI2FA,

Active Directoryfi &

Windows Server2 FiEit i& T Active Directoryigi fR 5 o

N oaE I RRADIUS Duo AuthRIE EEE BF7E @ —Active DirectoryE# EiZ1T , M A7 E &/
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WindowsEE I &.:

RERE

Conirol Panel

Evenit Viewer File Explorer

2. E“WindowsEE T E"EOF , SMiFlActive Directory A~ Fit &E#l.
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SR Sheeiost Took
n Hame Shane Niew Manage
A 15 » Control Panel » System snd Security » Administrative Tools
Hame h Date modified
o Quick scces
B Oetop " TMMIISQ‘MGH B
T} Active Directory Administrative Center
& Oowrlosds & # Active Dinectory Domaing and Trats
4| Deocuments # X et Di Kindo
] Pachres + C 3 AM
=] TAIBA20E 620 AM
Gystemil n M
W s P B: Componeet Sanvices
: I Desizop A Comguter Management
5| Decumants f# Connection Manager Adeinistration Kit
& Downioads i Defragment and Optimize Drives
= Downlosds on Mac :. Ditk Clesnup 7
B M e !
il Ewent Viewss
¥ Pictores +i Group Policy Mamagement
B videes 8y rerrt Informaation Servie s (I5) Manager 7
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o DVDDive D) 555 7y Local Securdy Policy 7
£ Mecrogoft Azure Sendces
P Hekrac: 78 ODBC Data Sources (32-bit) L
T ODBC Dats Sturces (84-ba)

] Active Directory Users and Computers - o X
File Action Veew Help
e M0/ XEEE EmtaaTih
| 3 Axtive Dueectoey Users and Com| pame Type Descripnion -
2KE S| Savad hasries B agministrator Usee Builin scecunt for ad..
v 3 agarciam.cisco “tli— .
KB » s !"'9“'""" User
) 1 Buitin &, slsnad User
2KE 3 [ Computin
11 31 Domain Controliers a'::“"" U“'_ e
o s (B ForsgrSecuityPrindpal R Allowed 0. Security Geoup.., Members inthiz group ...
ZKE ] Managed Serice Accsun B Cort Publish Security Group...  Members of Ehis group ..
20 T B Cremeable D Security Geoup.. Members of this group £
TKE B Defaulticen.. User A user sccount manige.
43 gl}ﬂumﬁﬂn.. Security Geoup...  Members inthis group c..
IKE B Dectdming  Secuiity Geoup...  DINS Adrunitiston Groo.
$1'4-] R DrslUpdateP... Security Geoup... | DN clhents who are permitted to perform dynamic updates on bel
IKE %I}un.m.\'u.. Security Geoup... Designated admintrato...
@ B Demain Co. Security Geoup.  All workstatiees and ged_
E B Domain Con... Security Geoup...  All domain controlers i.
KE il
. e curity Geoup... Al domain quests
i o - All SormEin usen
KB
ZKE 4
2 KB prTETC. Security Group... Designated admanistrate...
2K B Ertevprise K. Security Geoup... Members of this group ...
e |5 * || 88 Enterprise R Security Group.. Members of this arows .. _ —

5. 6% 2 HUsersX 4R | ARF%EENew > User:

— Active Directory Users and Computers - O =
File Action View Help
gl KD LWLRE LN LE _ﬂj I :
om0/ XE o= BEmPatarTah
= Active Directory Users and Com|| Name Type Description 2]
P M Q“r_'ﬁ & Administrator User Built-in account for ad...
v 33 agarciam.cisco & agarciam wser
z _': g:‘::nm &almad User
} .;.l Dum:in Controllers &.I.m“n Usar . L
» [ ForeignSecurstyPrincipal: %?Imp:dh:; S;;unty :mup... :ME::::“ group Co.
5[] Managed Service Accow et urrty TOUR... Tviem !sgmup
+J Usars B2 Clnneahle 0... Security Group... Members of this group t...
Delegate Control... 'o,.. User A uzer account manage...
Find... D.. Security Group.. Members in this group ...
—> e » Computer '
All Tasks E Contact .
View 3 Group L
InetOrgPerson
=i msDS-KeyCredential
Export List... msD5-ResourcePropertyList
Properties msD5-ShadowPrincipalContainer
Help msimaging-P5Ps .
|| B4, Entesprise MSMQ Queue Alias
< * || B2 Enterprise Printer

Create a new object...

Shared Folder

BAEMENR —AFEQYF , EEMAFNSNEYE  RERET—H:




Mew Object - User

& Create in:  agarciam cisco./Users

Last name: |

First name: |duu'upr1 -*—_ | Imitials: I:I
|
|

Full name: |dunvpn

|User logon name:

|duovpn| <+ | @agarciam cisco ~|
User logon name (pre-Windows 2000):

|mmmm |@mn |

< Back MNext = Cancel

on

gcc

cin
£ Q
sQ
ree
]
mir
nts
ed

ain

ain

THINER , AERIEIAFEEEREET Y  RAREETH.

& Createin: agarciam cisco./Users

Password: |aiu-an.aan. +_ |
Confirm password: |n|n-a--u|-.| .‘_ |

[[] User must change password at next logon
[[] User cannct change password

] Password never expires
| mdc: =

New Object - User X

1o

[ Account is disabled
SRFTAFTES S EL , ARETHERRFIMBIA"




| Active Directory Users and Computers
File Action View Help
o 2@ /0 XDcd= Hm| 3G TER
] Active Directory Users and Com|| Name Type Description
» ] Saved Queries &, Administrator User Built-in account for ad...
~ 53 agarciam.cisco 2, :
L agarciam User
> = Builtin 5 alanad User
» 1 Computers
» [2] Demain Controllers & alanduo Lo i .
» [ ForeignSecurityPrincipal: ﬁ.ﬁ.lluwtd RO Secur.nty Group... Membersin thu.s. group c.
» ] Managed Service Accour %Cﬂt Publish... Secunty Group... Members of this group ...
| Users thunml:ﬂe D... Secunty Group... Members of this group t...
2. Defaultdcco... User A user account manage...
H2 Denied ROD... Security Group... Members in this group c..
gl}nsﬁ.dmins Security Group... DNS Administrators Gro...
gﬂn:l.lpdngl’... Security Group... DNS clients who are per...
gﬂcmain Ad.. Security Group... Designated administrato...
%Damain Co.. Security Group... All workstations and ser...
%Damain Con... Security Group... All domain controllers i...
Eﬂnmain Gue... Secunty Group... All domain guests
H2 Domain Users  Security Group...  All domain users
E, dug? User
EB DUO-USERS  Security Group...
SN .. [
ﬁinterprise d administrato...
< > || 58 Enterprise ’f’dh et i of this group ... i
Allows you to add the selected chjects to a group yc Disable Account

O EERAHRL  BAFMRANEN , RERTRERN. RE , ARFEFHNER , REE
#iOko

Select Groups X
Select this object type: L
|Gmp=m&jh=eqﬂym1cbds | Gb;ectTyp&: i
From this location: !
Enter the object names to select (=xamples):

DUD-USERS “_ Check Mames 1
fi
fi
u

[ ok ]| :

10.XBAN R RERGIBAF

Duoft &

1.2 FENDuoEE R,




-' A
Admin Login

Enter your admin credentials

- e oo

Log in as someona alsa

Password

Forgot password?

Confirm your identity

2EEMERE |, SFlUsers , BBHAdd User , AR A SActive Domain B BB A F A
7, ABEEHAID User,

-.I' Q, Search for users, groups, applications, or devices

Dashboard
Dashboard > Users > Add User

Add User

Most applications allow users to enroll themselves after they complete primary authentication.
Applications Learn more about adding users [4

Device Insight

Policies

Single Sign-On

Users Username duovpn < —

AU Should match the primary authentication username.
Pending Enroliments

Bulk Enroll Users

Import Users
Add User
Directory Sync -

SEMAFERL , EEMALEREE,




Uasnooarg > LSers » auovpn

Policies

Send Enrollment Email

Applications duovpn Logs

Single Sign-On

This user has not enrolled yet. See our enrollment documentation [ to learn more about enrolling users.
Users

Add User

Pending Enroliments
Bulk Enroll Users Username UOVPN e
Import Users

Directory Sync
Username allases + Add a username alias

Bypass Codes Users can have up to B aliases.
Groups Optionally, you may choose to reserve using an alias number for a specific alias
(e.g., Username alias 1 should cnly be used for Employee ID).

Endpoints
2FA Devices

Full name test ypn user -
Trusted Endpoints
Trust Monitor

Email a1 BE.com ‘
Reports
Settings

Status @ Active —alf—

Require multi-factor authentication (default).
Need Help?
Chat with Tech Suppaort [
wi RRort [ Bypass
Email Support Allow users to skip two-factor authentication and log in with only a password. Passwordless authentication is not skipped.
Gall us at 1-855-386-2884
Disabled

Versioning Automatically deny access
Core Authentication Service:
D235.6 This controls the user's two-factor authentication process.
Admin Panel:
D235.6
Read Release Notes [ N "

Groups You don't have any editable groups. Add one.
Account ID Groups can be used for management, reporting, and policy. Learn more about groups Cf

2810-8030-53

Deployment ID
U063 7

Notes
Helpful Links

Documentation (£

User Guide [7
For internal use.

Knowledge Base (5

AFERAFRET , BERHBSHRIESE,

N orE . EAMG  FADLOCHEBHREHE |, R ASRMEEEE.

5.8 HAdd Phone,




Phones Add Phone
You may rearranga the phones by dragging and dropping in the table. Learn mone about activating a replacement phone 5. i

This user has no phones. Add one.

Endpoints

This user has no devices.

This usar has no hardware tokens. Add ona.

Bypass Codes Add Bypass Code

This user has no bypass codes. Add ona.

WebAuthn & U2F Add Security Key

6.BARFBEIESHE , RiFHEEHAII Phone,

Dashboard > Users > dugvpn > Add Phone

Add Phone

Learn more about Activating Duo Mobile 5.

Type ® Phone
Tablet
Phone number —_— - - iR Show extension field

Optional. Example: “+52 1 222 123 4567T"

7.7£Duo AdminEHIR £ , SinFUsers , AREEFAF,




Dashboard
Dashboard > Users

Device Insight
Use rs Directory Sync | Import Users | Bulk Enroll Users

Policies

Applications
You have users who have not activated Duo Moblle. Click here to send them activation links.

Single Sign-On

Need to activate a replacement phone? Learn more about Reactivating Duo Mobile C5.

Users

Add User 5 0 2 1 0 0

Pending Enrollments

Total Users Mot Enrolied Inactive Users Trash Bypass Users Locked Out
Bulk Enroll Users
Select (O~ | --- Export Q search

Username = Mame Email Phones Tokens Status Last Lagin
Groups
Endpoints - 1 Active Mar 8, 2022 6:50 PM
2FA Devices

L] Active Mar 5, 2022 7.04 PM

Trusted Endpaints

1 1 Active Mever authenticated

Trust Monitor

Reports @ m, - = \com 1 Active Mever authenticated

Settings
L= B = o= = EEQ.COM 1 Active Mar 5, 2022 7:16 PM

AR MREHERENTRGRIERIETE | U AT LUE R B ERET,

8.SMEIBERD , RERTHEREI.

Phones
Add Phona
You may rearrange the phonas by dragging and dropping in the table. Learn more about activating a replacament phona £,

Alias Device Platform Model Security Warnings

phone1 - Androld 10 it Activate Duo Mobile I

9.% &4 X Duo Mobilei¥;E™




49, Search for users, groups, applications, or devices

Dashboard
Pashboard & = m = Activate Duo Mobile

Activate Duo Mobile

Davice Insight

Policies

This form allows you to generate a new activation code for this phone's Duo Mobile appl

Applications

maobile device or authenticate via Duo Push,

Single Sign-0n
Mote: Generating an activation code will invalidate any existing Duo Mobile credentials fc

Users
Groups Phone N e
Endpoints

2FA Devices Expiration 24 hours w| after generation

Phones

Hardware Tokens

WebAuthn & U2F s ol  Generate Duo Moblle Activation Code

10. &R Email AT 8B F B4R ER | B AR E FRB4F it | AR5 % §Send Instructions by

emailo

Dashboard > ¥ ew FeB0TIHM THE » Activate Duo Mobile

Activate Duo Mobile

This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allow:
mobile device or authenticate via Duo Push.

Mote: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the r

Phone W T B RT -
Send links via SMS
® Email =
Email g =t b rsom —_—

1. 82103 —H I = Ui A K B FER 4.




This is an automated email from Duo Security.

Your organization invites you to set up Duo Mobile en your phone. You will find instructions from your Duo

administrator below. If you have questions, please reach out to your organization's IT or help desk team,

This email will help you add your Cisco account to Duo Mobile on this device:

Just tap this link from + ™ gee ™™ r copy and paste it into Duo Mobile manually:

If you're not reading thisfrom+ m = = smmn Duo Mobile on your phone and scan

this barcode:

Don't have Duo Mobile yet? Install it first:

iPhone: https://itunes.apple com/fusfapp/dua-mobile/id422663827

12. \NSE B B 1% % $T FF Duo Mobile App , REE HAJD , AF%EEUse QR CodeH 1A B FHpR4A
BRI,

13. 51 A PR IR 88y DuoBa R A o

Duo Auth{RIBEL &

1.MCisco Duo Authentication T & 7 Z %% Duo_Auth Proxy Manager,



https://duo.com/docs/authproxy-reference
https://duo.com/docs/authproxy-reference

o TEARXEH |, Duo Authf{ IR E I 28 T & T A& Active Directory IR &5 8 [@ —Windows Bk
gL,

2.7£Duo Admin Panel £ , §fnZEApplications ( B ) , #AJE S dProtect an Application ( R3 Ki
A)o

-ll- 4 Search for users, groups, applications, or devices B cisco | 0 areaamn sl v
Dashboard

Rashboard » Applications
Device Insight . .

Apphcahons Protect an Appilication
Policies -r
Applications
Protect an

Manage your update to the new Universal Prompt
Single Sign-On . .

experience, all in one place.
Uisers
Groups Get Started Got More Information [

]

Endpoints

2FA Devices

Export Q Search
Trusted Endpoints

3.EERE L | FHCisco ISE Radius.

Protect an Application

Add an application that you'd lke to protect with Duo two-factor authentication.
You can start with a small “proof-of-concept” installation — it takes just a few minutes, and you'reé the only one that will see it, until you decide to add others.,

Documentation: Gatting Started CF

Choose an application below to get started.

isdl

Application Protection Type

& Akamal Enterprise Application Access 2FA Documantation Cf Pratect

I.l'lll'_hlé!:ljl Cisco ISE RADIUS B —— 2FA Documentation T o

4 EHENEH, BRANAPIENE, EFEREFESRITOucFHRIEMERE,




Successfully added Cisco ISE RADIUS to protected applications. Add another.

Dashboard > Applications > Cisco ISE RADIUS 1

Cisco ISE RADIUS 1

Follow the Cisco ISE RADIUS instructions 4.

Details
Integration key [ LR o Bl R e Gupy ‘
Secrot key sssssnssnsnannns|VSho Gapy

Don't write down your secrat key or share it with anyone.

APl hostname

(T ol oy ae Ca, oy, L W Copy ‘

5.1z 17Duo Authentication Proxy Manager f 3 5t B{Active Directory® = in MISE RadiusfR 528
Bi& , AJ5 Kt Validate.

N orE MERITRY  BSEEREAE T EEAEEHANEE.




B Duo Authentication Prexy Manager - a o

Version:

Authentication Proxy is running Up since: 3i5/2022 Restart Service Stop Service

Upd

Validation passed
Configuration has passed validation and is ready 10 De SaVed  wfj——

Configure: authproxy.cfg Unsawved Changes Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
5 ral minu
[info] Testing section "main' with configuratiom:

[info]

in=DC=agarciam,DC=cisco 'log_max_size '28971528",
‘test_connectivity on_startup®: “true'}

[radius_server_auto] } n
[info]

TRV E S | VA gPa I [infe] Testing section 'ad_client® with configuration:
[infe] {'debug': "True',

17.101 *host': "1@.28.17.107°,
1= ey ! 'search_dn': 'DC=agarciam,DC=cisce",

v "

le=safe service_a unt_password': "secoes",
t=ad_client 'service_account_username': "Administrator'}
rt=1812
[info]
[info]

| validate Save

ERHISERE

1.2RISEEERTF,

2.BFFCisco ISEiLT + H S E|Administration , ARG = diNetwork Resources , g R iExternal
RADIUS Servers,

*® Ciscol

Dashboard

Context Visibility Administration

Recent Pages
Systam
xital Id

3.7EExternal Radius ServersizIl+ Lt , #3Add,




= Cisco |ISE Administration - Network Resources

Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

External RADIUS Servers

M Deseription

4 f FADuo Authentication Proxy Manager f&f i #9 RADIUSE B & Z° # 2 T Submit,

Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM More -

* Name DUQ_NEW —
Description
y
* Host IP 10.28.17.107
* Shared Secret e 1 - Show
Enable KeyWrap D O]

* Key Encryption Key

* Message Authenticalor Code Key

Key Input Format © ASCI () HEXADECIMAL

* Authentication Port 1812 (Valid Range 1 to 65535)

* Accounting Port 1813 (Walid Range 1 19 65535)

* Server Timeout 5 Seconds (Valid Range 1 10 120)
* Connection Attempls 3 (Valid Range 1 to 9)

Radius ProxyFailover Expiration 300 (Divalid Range 1 to 600)

5.5 ZIRADIUS Server SequencesitI+ , A5 ¥ HAdd,

= Cisco ISE Administration - Network Resources

Netwark Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

RADIUS Server Sequences

For Policy Exporl go 1o Administration > System > Backup & Restore = Policy Exporl Page




CIEEFRIBIHADEIFTAHRADIUSHEIARS S |, B FHSubmit,

g5 List 2 Mew RADIUS Server Sequence

RADIUS Server Sequence

General Advanced Attribute Settings

" Mame

Description

v User Selected Service Type
Select the set of external RADIUS servers to use to process requests. 3ervers are accessed in sequence until a response is r

Available * Salected

DUO_NEW <l
DUC_Radius
= ﬁ-

Remote accounting

| Local accounting

TNEFERRRESHMERRE  AREERKE,

® Clseo |58

Dashboard

Policy
Eacent Pagan
Palicy Sats Predling

Poaturs Cllsn Provisloning

Pelicy [smanty




8. fFRADIUS 5|53 BL 45 BRIA K BE

N e NAFEEENTUSSIEABIAER . EBSRTETRR.

Policy Sets

Status Policy Set Name Description

@ [ LY
e .
S Dafault Default policy set

Conditions

ES

Radius-User-Name EQUALS isevpn

Radius-NAS-Port-Type EQUALS Virual

Allowed Protocols [ Server Sequence  Hits

—p

Default Network Access

Allowed Protocols
Default Network Access

Proxy Sequence

Cisco ASA RADIUS/ISEELE

1. EREAAARRS 28R4 T ELEISE RADIUSHRSS 288 , &S ElConfiguration , & J5 % tiDevice
Management , RFFUsers/AAAER D , SAFIEIEAAA Server Groups.




onitoring | Q Save G Refresh |° Back I,;

- configuration :
To bookmark a page, right-click on a node in the .M.A Server Groups
naviagation tree and select "Add to bookmarks". Server Group Pre
LOCAL Lo
ad-agarciam LD
0a8 Device Management
I'F‘ Management Access
28 Licensing
28 system Image /Configuration
& High Availability and Scalability :
 Logging . Find:
£ smart Call-Home
Eig Cloud Web Security Servers in the Selected
{3 service Module Settings Server Name or IP Addres
£l Users/AAA -4 10.28.17.101
EFdAnA Server Groups IR S
&5 LDAP Attribute Map
55 AMA Kerberos
&‘ Authentication Prompt
Hi AAA Access

il Dynamic Access Policies
£l User Accounts
B Password Policy
ﬂ Change My Password
Login History

[E3 Cenificate Management

i DHCP

- DN5

A NCCT AR A e e

& Device Setup
€ Firewall

gg Remote Access VPN
{5 site-to-Site VPN

ke
-

Find:

2.7EAAA Server GroupsTH R £ , B #HAdd,




e @ Refresh | Q) Back () rorward | D Help | Type topic o aloil

AAA Server Groups
| Server Gruui Protocol Accauntlni Mode Reactivation Mode  Dead Time  Max Failed Attempts 0

T - Edit
L - L - = ] L]
Delete
Find: (=) Match Case
Servers in the Selected Group
Server Name or IP Address  Interface Timeout - Add
Edit
Delete
Mave Up
Mowve Down
Test

IERRF /AN EN , HIEERADIUSHENEFAMMDI , AR THHEE.




[ ] [ ] Add AAA Server Group

AAA Server Group: ISE -
Protocol: RADIUS n -

Accounting Mode: Simultanecus ) Single
Reactivation Mode: ) Depletion Timed
Dead Time: 10 minutes

Max Failed Attempts: 3

Enable interim accounting update
Update Interval 24 Hours
Enable Active Directory Agent mode
ISE Policy Enforcement
Enable dynamic authorization
Dynamic Authorization Port: 1700

Use authorization only mode (no common password configuration required)

L

{ VPN3K Compatibility Option

Help Cancel -

SRS SRE  ReRT EEA EMRP Servers FTHIAd:




Protocol Accounting Mode Reactivation Mode Dead Time Max Failed Attempts 1 Add

- LOCAL Edit
- " 10 4
Delete
Find: @ 6 Match Case
Servers in the Selected Group  Sl——————
Server Name or IP Address  Interface Timeout Add
] L] ]
Edit
Delete
Move Up
Move Down

6.7 mIBAAAIRS B E O Lk |, £ Interface Name , IEEISEARS 25MY P31 3 % ARADIUS
Secret Key , AAB £ HOK,

o FrE1E B4 M5 Duo Authentication Proxy Manager L 18 E KIS 2 ITEL,




(] [ ] Edit AAA Server

Server Group: ISE

Interface Name: outside 'l——-_
Server Name or IP Address: 10.28.17.101 qq_

Timeout: 10 seconds

RADIUS Parameters

Server Authentication Port: 1645

Server Accounting Port: 1646
Retry Interval: 10 seconds el
Server Secret Key: ssens

Common Password:

ACL Netmask Convert: Standard el
Microsoft CHAPv2 Capable:

SDI Messages
. Message Table ¥

Help Cancel

CLI B &

aaa-server ISE protocol radius
dynamic-authorization

aaa-server ISE (outside) host 10.28.17.101
key Fedededek

Cisco ASAIZFE 7 B VPNELE

ip local pool agarciam-pool 192.168.17.1-192.168.17.100 mask 255.255.255.0

group-policy DUO internal
group-policy DUO attributes

banner value This connection is for DUO authorized users only!
vpn-tunnel-protocol ikev2 ssl-client

split-tunnel-policy tunnelspecified

split-tunnel-network-1ist value split-agarciam

address-pools value agarciam-pool

tunnel-group ISE-users type remote-access



tunnel-group ISE-users general-attributes
address-pool agarciam-pool
authentication-server-group ISE
default-group-policy DUO
tunnel-group ISE-users webvpn-attributes
group-alias ISE enable

dns-group DNS-CISCO

A izt

1.#£PC L 3T FCisco Secure Client/AnyConnecti ., FEEVPN ASAKIHRIIENA , HER R FHED
DuoB R IZWAFBER , AR KEHOK,

AnyConnect ]
Secure Mobility Client ClSCO

VPN:
Please enter your username and password.

Cisco AnyConnect | 192.168.100.100

% Please enter your username and password.

. Group: |SE - s

msgstringESMEX  duovpn  <elff—

MEX-PASS sssssssssss

Cancel

2 B EIEEM A FFDuo Mobilei& £ LW EIDuo % & 4.

3.3TFFDuo Mobile ApplB 4l , A JEE fiApproveo




14:41 /_9 @

Lunes, 14 de marzo

Q@0 0 ¢
O 0

& Duo Mobile Ahora /
Verify your identity

i
Are you logging in to Cisco ISE R..

k¥ MW EIRTI! "'




BN SUBR (5T

= Duo Mobile Ahora

Verify your identity
Are you logging in to Cisco ISE R..

=255 (APROBAR

ABZIEH A EUER,




AnyConnect dfa]n
Secura Mobility Client CISCO

VPN:

Please respond to banner.

Cisco AnyConnect - Banner

This connection is for DUO authorized users only!

Disconnect




§ AnyConnect . ' '
@00 Eamrayhl'lnhilityr Client ::Ills::!l;

VPN:
Connected to 192.168.100.100.

N

Metwork access allowed. Scan Again

Disconnect

System Scan:
Compliant.

Roaming Security:
Umbrella is active.

AMP Enabler:
Waiting for configuration...

HUEHEER

I REME R A TXE B THFEBEER. Duo Authentication ProxyFiwiEiR TE , ATFER
BiRABERE,

TR

~ EE . T —MEEEMHEC:\Program Files\Duo Security Authentication
Proxy\log\connectivity_tool.log¥ .




Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
several minutes...

[info] Testing section 'main' with configuration:
[info] {'debug': ‘True’',
"log_max_files': "18’,
'"log_max_size': '28971520',
'"test_connectivity on_startup': 'true'}

{inf¢] ——m4 ———m———vv—-—
[info] Testing section 'ad_client' with configuration:
[infe] {'debug': "True',
'host': "1@.28.17.1e7',
'search_dn": 'DC=agarciam,DC=cisco’,
'service_account_password': 'soooek",
'service_account_username’: ‘"Administrator'}

[info]

[info] Testing section 'radius_server_auto' with configuration:
[info] {'api_host': 'm Pl pawm?
'client': 'ad_client®,

'debug': 'True',

'"failmode': 'safe’,

"ikey': Lakoolod N8R EELLLC

'port': '1812°',

'radius_ip 1': '1@8.28.17.101°',
'radius_secret_1": "sciokkk"
'skey': "soocck[48] "}

[info] Testing section '"main' with configuration:
[info] {'debug': 'True',

'log_max_files': '1@°,

'log_max_size': '20971520',

'test_connectivity_on_startup': "true'}




[infe] ———————————————
[info] Testing section 'ad_client' with configuration:
[info] {'debug': ‘True®,
'host': "18.28.17.187',
'search_dn': "DC=agarciam,DC=cisco’,
'service_account_password': ‘sooiick",
'service_account_username': 'Administrator'}

[info] The LDAP Client section has no connectivity issues.
[info]

[info] Testing section 'radius_server_auto' with configuration:
[info] {'api_host': ‘sl #i~wial.@:mzrits.:mn',

'client"': 'ad_client’',
'debug': "True",
'"failmode': 'safe’,
'ikey': ®7TREECTVIN W EADAORT
'port': "1812°,
'radius_ip_1"': '1@.28.17.181",
'radius_secret_1': "soeeek',
'skey': "sceeee[40]'}
[infoy ——-—-———-—-—-H—-H—-—-H-H--+++++-—— —
[info] SUMMARY

& L[] &

1 EERE, EiRMIP, Active DirectoryBtiE & T & BMTHIFQDN/EH B

[ad_client]
0s1=10.28.17.166

ount_username=Administrator
ount_password=!MeXYM L1, .1
1_dn=DC=agarciam,DC=cisco




'host®: "10.28.17.106",

search_dn": 'DC=agarciam,Df=cisco

'service_account_password': "seees',

rvice_account_username': "Administrater®}
LDAP Client k

[ad_client]
15t=18.28.17.187

Wi
[info]

[info]

The Auth Proxy was able to establish a connection to 10.28.
- 187:389.

The Auth Proxy was able to establish an LDAP connection to
«28.17.107:389.

[debug] Exception: invalidCredentials: B8@@983@C: LdapErr: DSID

—@L@M516, comment: AcceptSecurityContext error, data 52e,

1 Proxy did mot run the search check because of the

the bind check 0 Lve = and rerun

3.ERNES

[ad_

client]

t=108.28.17.187

=Administrator
=L

DC=agarciam,DC=ciscoo

AR



[info] The Auth Proxy was able to bind as Administrator.

[debug] Exception: referral: 20882028: RefErr: DSID-@31007F9, data @,

1 access points

4 551%MiKey RADIUSTE

[radius_server_auto]

key=UWm 2150 LV HRNZGEZ 1
skey=Jawx =1 1ol D71 L g ol S e A B 2

st=apl a M. 4T v M ity.com
1=18.28.17.181
I=IMexvpn!17!
ILmode=safe
lient=ad_client
rt=1812

P

[inlu]-

[info] SUMMARY

[warn] Checks for external connectivity were mot run. P

conflguration and try again.

5.RUFISERRS 28 &KX Th REREIEE



d‘Emunelﬂ
File Edit %Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

i W3 @ TRE fesET LIS Eaae9

(W ras ‘ ‘

ta, Tme Source Destnason Protocsl  Length e

<+ 1511 6620.521457  19.28.17.161 19.28.17.167 RapIus  aTAQ 31
<= 1513 66824.344735 10, 28.17.107 19.28.17.181 RADIUS 191 Ac et Ld=31

» Frame 1%1115: B77 bytes on wire (7916 bits), B77 bytes captured (7816 bits) on interface ‘Device\NPF_{CAR92CEE-5
» Ethernet II, Src: Viware_b3:iad:2f (00:50:56:b3:a4:2¥), Dst: Vieare b3:bd:de (DB:50:56:b3:b4:3e)
» Internet Protocel Wersion 4, Src: 18.38.17.181, Dst: 19.28.17.187
» User Datagram Protocol, Src Port: 42822, Dst Pert: 18112
v RADIUS Protocol
Code: Access-Request (1)
Packet identifier: Sulf (31)

Length: 835
Authenticator: 3Ea2B8ca3cabbbe2BlBloc5iigdblbetel
T [a f=z f= in fr

v aArteibute Value Pairs
» AP telUser-MHame(l) l=8 walsduowpn e ——
» AVP: telser-Password(2) 1=18 vale=Emcrypted
AP telAS-IP-Address(d) leé valelSl.168.10:8. 18
P OAVP: teNAS-Port(S) l=6 val=344064
» AP: teCalled-Station-Id(38) l=17 vale192.168.106.100
» AvP: t=Calling-Station-Id{31) 1=13 wal -H.00.21.102
» AVP: teProxy-5State(33) l=25 val=d466972737458726f78793d313020323820313720313031
» AWP: teProxy-State(33) leaTé val=435573636F 10536563757 2652041435337 3665353237 3561 2d396362302d31 3165632d63-
¥ AVP: teNAS-Port-Type(6l) le6 valevirtual(s)
» AwPr teTunnel-Client-Endpoint{6&) L1=1% wval=ld.89.85.5%

6. FANTRadPingE AR FRIEDUo B R RIIRERFEE T4

HIADuo Z MR IR EREE T4E , DuotR#ENTRadPing T ERE#IDuokyE N EREIED
F00E R

6. 1E R EHPC L ZENTRadPing £ KR E-

N sEE - EARGIR | E/10.28.17.3 Windowsit &4l

6.2f£ A ISE RadiusEL EF EANBE MR ITEE.

@ NTRadPing Test Utility = w
RADIUS 5 A e SEAl -i_ 182 MTRadPing 1.5 - RADIUS Server Testing Tool
v p | & 1993- 3003 Master Soft SEE.-II*-All'#\h reserved
Feph bmeout [sec.| |3 Rethes: |6 hittp: o Fevwwe. dialweays. com
RADIUS Secrel ke | I T ‘--m_;"
= — SV
P IT ™ CHAP MASTERSDFT DIALWAYS
Rquest bype: | Sudhertication Request =| [0 RADILS Server i
Addions Altibobas s ey e et 17 P ROT W2
BADIE z '.'m.u..u-]...l} il w =

= s owmow e o m eew s "l
LRl TEEL SRR S .
e w0 - e
bt T IR R
T T ]

-
LFP ELE R AT A

| i) E
231 | Remove| Clwit| Losd. | Swve. | [ Send |  Hen. | Cae



https://help.duo.com/s/article/5798?language=en_US

6.318 T — N~ 45l — B & B Duo Authentication Proxy Manager:

[radius_server_auto]
..:'|"‘.':."'H!|.'_'-'H'rtl !Jl‘
y=Jac3m BTV & T P &5 F =L #FFaxe2
t=ap =i T e i r

1=18.28.17.181
1=!Mex,mi 7!

2=18.28.17.3
2=1Med'd@@nN (17!

6.4. M ZEINTRadPingTE , REEFHSend. BLESENBINIRE L INEIDucHEEIBE A,

@ NTRadPing Test Utility - 5

RADIUS Server/port: |IIII.23.I?.1|]’.-' |1312 MTRadPing 1.5 - RADIUS Server Testing Tool
& 1999-2003 Master Soft SpA - Italy - All rights reserved

Reply timeout [sec} |3 Retres: |5 hittp: £ v dialways. coms

RADIUS Secret key: |!Hc:-wpn!1 L “-"_';' .
User-Name: [T — S Q
—_— — —— MASTERSOFT" o, Acwave

Request lype: |Authentication Request =| |0 RADIUS Server reply:

Additional BADIUS Attiktes: Sending suthentication request to server 1028171071812
e = Transnﬂtlng Dacket code 1 id= lZIength -iE

respunsef h-ocewm:cept
w gthiibube dump -

Heplg.- HessagenSucn:ess Lnggung_-,-num ‘*_

| =]} =]

Add | Remove| Ciearist| Losd. | Seve. | [ Send Help.. Close
|
1+ Tl 29, BEE6E4 18.28.17.3 18.28.17.187 RADIUS B8 Access-Request idwl3, Duplicate Request
737 22.1B4895 18.28.17.187 18.28.17.3 RADTUS 9 Access-Accept ldwll  lfff——

Ethernet II, Src: Veeare b3:f2:72 (00:50:56:b3:f2:72), Dst: VMware bi:bd:3e (B0:58:56:b3rbd:3e)
Internet Protocol Version 4, Sre: 10.28.17.3, Dat: 19.25.17.187
User Datagram Protocol, Src Pert: 51188, Dst Port: 1812
¥ RADIVS Protocol
Code: Access-Request (1)
Packet identifier: @xd (13)

Length: 46

Authenticator: 20202020102831363436393335333230
[ te B st Frame Mus

[The respon his r is in frome 737]

= Attribute Value Pairs

AvP: teliser-Nase(1l) Lef valsduovpn -lf—

AvP: telUser-Password(2) l=18 val=Encrypted

Frame 798: 88 bytes on wire (784 bits), 88 bytes captured (784 bits) on interface “Device\NPF_{CARSICEE-5528-4E0A-9318-205231600060), id @
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